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Message from the Guest Editors

The scope of this Special Issue includes, but is not limited
to, the following topics:

CBRNe events prediction and management for
Industry 4.0 IACS;

IACS cybersecurity threats and vulnerabilities
problems and protection;

Cyber-physical  systems security for CBRNe
protection (sensors, hardware, software, DSS);

Al, DT and blockchain for enhancing cybersecurity
and safety of IACS;

loT, Al, smart sensors and systems applications for
emergencies prevention and risk reduction during
disasters and post-emergency monitoring;

Al, ML and data analytics for controlling and
securing IACS: prediction, prevention, detection,
tolerance, recovery, and relearning;

loT and Al as objects and/or tools and/or protection
mechanisms for cyberattacks development;

Privacy issuesin loT;

CBRNe protection, including attacks detection,
diagnosis, classification and response;
Critical  infrastructure  risks  and
cybersecurity  architectures,  protocols
frameworks for IACS.
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