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Abstract

:

The COVID-19 pandemic led to widespread restrictions globally, prompting governments to implement measures for containment. Vaccines, while aiding in reducing virus transmission, have also introduced the challenge of identifying vaccinated individuals for the purpose of easing restrictions. The European Union (EU) addressed this through the “digital COVID-19 certification” system, allowing citizens to travel within the EU based on their vaccination, recovery, or negative test status. However, the system’s digital format poses challenges for those who are not digitally proficient, such as seniors and those with low educational or socioeconomic status. This study aims to propose enhancements to the current system, considering the mobility needs of all citizens. The methodology involves reviewing literature on digital literacy, the digital divide, and information systems related to vaccination and certification. The paper presents straightforward recommendations to make the COVID-19 certificate more accessible to digitally excluded individuals. These proposals may serve as a valuable starting point for healthcare executives to evaluate and adapt the certification scheme to be inclusive of a broader range of stakeholders.
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1. Introduction


The outbreak of the COVID-19 pandemic, which took place in the first quarter of 2020, brought a global stir and concern about the dangers related to the coronavirus spread and interconnected issues [1]. The pandemic also affected business performance in various sectors [2,3,4,5,6], but despite the fact that most of them suffered, the medical industry reported a profit, e.g., due to the significant demand for vaccines against COVID-19 [2]. Presently, national vaccination programs against COVID-19 are relatively advanced in many countries worldwide (particularly in the European Union [EU]). However, when programs to increase public vaccination against COVID-19 were not yet as highly developed, there was an observable surge of interest in vaccines and interdependent threads, such as the possibility of more free movement for the vaccinated. On March 17, 2021, the European Commission initiated the introduction of the so-called “Digital Green Certificate” aimed at facilitating the movement of European Union citizens and the possibility of faster lifting of sanitary restrictions for member states [7,8].



The trend of interest in the issue of vaccination certificates (and thus being a COVID-19 convalescent or gaining a negative test result) has been a significant trend since the advent of a prevalent vaccine for the disease. It was since the announcement by the EU official bodies of work on the introduction of the so-called “COVID-19 passport”. This certification system approach is also interchangeably called “immunity certificate/passport/license” and compared to the International Certificate of Vaccination or Prophylaxis issued by WHO [9,10,11], as well as similar changes carried out at a similar time by, inter alia, the United States or Israeli authorities.



As of 1 February 2024, 5.63 billion people worldwide (around 70.6% of the population) have taken at least one dose of the COVID-19 vaccine, of which 338.03 million are EU citizens (around 75% of the population) [12]. Most people declaring the desire to get vaccinated indicate a “return to normal”, including freedom of movement, as one of the main motivations for getting vaccinated [13]. Mass media also plays a significant role in encouraging the public to take the COVID-19 vaccine for international travel [14]. In order to increase the efficiency of national and regional vaccination programs, there is also a need to encourage vaccination, for example in the form of greater freedom of movement [15], of which the European “Digital Green Certificate” is the answer. Mobility constraints have been shown to help stop the spread of disease, but they need to be used in conjunction with other non-pharmaceutical procedures [16], of which the COVID-19 passport can be considered as this kind of expedient countermeasure.



On the other hand, merely 55.5% of the EU citizens between the age of 16–74 have at least basic digital skills (as of 2023; see Appendix A for further elaboration) [17], which means that the remaining 44.5% of the population does not use or has significant problems with the use of modern technologies. Despite the circumstance that the COVID-19 pandemic (indirectly) increased digital literacy, e.g., among the elderly [18] or the stakeholders of higher education [19], it should be borne in mind that the introduced lockdown did not reduce the digital divide, and there is a strong recommendation for governments to immediately reduce the effects of these disparities [20,21]. The fact that the COVID-19 pandemic has further exposed and exacerbated digital inequalities (as a hidden form of social inequality) should be underlined [22]. Fostering digital literacy among the elderly ensures their health needs and thus human rights in the 21st century [23]. As generating a personal EU digital green certificate requires basic skills in using digital governmental systems (i.e., accessing the digital certificate and thus printing it as well as showing its mobile version on a compatible device), there is a justified need to implement adjustments to the current system in order not to exclude the part of citizens who are not computer literate, with no bias, like age, gender, place of living or level of education.



This article aims to present a comprehensive set of solutions in order to facilitate the use of the European COVID-19 Certificate for digitally illiterate. The article poses a challenge for health system managers throughout the European Union and proposes new modifications to the existing certification system solution. The proposals take into account the state and concept of the digital divide as well as aspects related to the issues of convenience of usage, capabilities, data protection, or sustainability. The research methodology is the analysis of literature sources in the form of communications and regulations at the national and European levels, as well as scientific articles on the subject of digital literacy, the digital divide, and information systems on vaccination and certification methods. The delineated problem led to the formulation of the following research questions:




	
How can the COVID-19 certification system in its current form be enhanced for digitally illiterate individuals?



	
What are the barriers to the digital format for those lacking digital proficiency, and how can they be mitigated?



	
How can healthcare executives adapt the proposed enhancements for inclusive mobility needs and a broader range of stakeholders?








This paper tackles the digital challenges brought about by the COVID-19 pandemic. Despite no longer being in its most acute phase, the pandemic has underscored the persistent issues that still need to be addressed. The challenges particularly cover the issues of ensuring equitable access to benefits such as travel within the EU through the COVID-19 certification scheme. By proposing enhancements to make the certification more accessible to all individuals (regardless of their socioeconomic status or digital skills level), this study offers valuable insights for healthcare executives to foster inclusivity and adapt the certification scheme to meet the diverse mobility needs of citizens. Improvements to the current COVID-19 certification scheme, despite the restoration of many of the population mobility comforts, may prove useful, for the eventual emergence of other pandemic-like situations requiring lockdown in the future.



The structure of the paper is as follows. Section 2 is devoted to the description of the current COVID-19 certification system in the EU. It is also focused on recognizing the digital divide problem affecting the use of COVID-19 certification schemes. Section 3 illustrates the proposed alterations in the current shape of the COVID-19 certification system in the EU. Section 4 contains the discussion, while Section 5 summarizes the paper.




2. Current “Digital” Landscape in the Times of COVID-19


2.1. Current COVID-19 Certification System in the European Union


The current form of electronic vaccination certificates in the European Union takes the form of a QR code which is printed or displayed on a mobile device. This certificate contains personal information as well as the test result, confirmation of passing the COVID-19 disease (being convalescent), or received vaccine details. As it can be read from the official EU sources [8], the certificate is issued by the medical unit administering the vaccine (or carrying out the test), then it is entered into a secure database of the member state (being a national of which) and lastly linked by the decentralized European system. This particular system serves as a gateway connecting national systems to verify the validity and authenticity of the certificate. The technical issues and methods of functioning of the current EU COVID-19 certification system can be compared to the scheme proposed by Eisenstadt et al. [24] which draws on the blockchain notion as well as W3C (The World Wide Web Consortium) standards in the field of decentralized “verifiable credentials”.



The certificate in its current form is issued free of charge at the request of every EU citizen and is valid throughout the whole EU territory. With its help, governments can more effectively coordinate the lifting of individual sanitary restrictions (aimed at limiting the spread of COVID-19 disease) and allow more free movement between the countries of the European Community (by abolishing the obligation of additional testing and going through compulsory quarantine). Following the suggestion of Volpp et al. [25], this certificate could also be used for possible preferred (easier) access to certain establishments or facilities, such as restaurants, shopping malls, gyms, or cinemas, but also for domestic long-distance public transport, as held for example in France, according to “Health Pass” model [26].




2.2. The Current State of Digital Divide in Context of COVID-19 and Health Policy


Nevertheless, there is an observable problem with the convenience of the current form of certification system [27], as not all citizens (not only in the European Union, specifically, but worldwide, in general), like seniors or citizens with merely basic education, are digital-ready. The phenomenon of the digital divide, which may split into three levels of advancement, is one of the most challenging problems among information societies, in particular during the COVID-19 pandemic [28]. These furtherance levels of the digital divide notion encompass [28]:




	
First-level: access to digital tools and digitized equipment.



	
Second-level: effective use of digital solutions and e-skills possession.



	
Third-level: ability to deploy digital resources to reach specific objectives (performance linked with ICT (Information and Communications Technology) and offline outcomes).








Digital exclusion and digital divide are present not only among the elderly [29], but also among the less educated, those with a lower material status, or those with insufficient social and health awareness, which translates into a lack of digital skills [30,31]. The gender and age digital divide is also noticeable, influencing the disproportions in digital skills between men and women in different age groups [32,33]. A similar situation is related to the availability of broadband Internet which occurs among the inhabitants of rural areas [20,34] but also among neighborhoods with low levels of education, low income, and high racial and ethnic diversity, which translates into higher levels of hospitalization and mortality [35]. Ramsetty and Adams [36] distinguish the following aspects influencing the augmentation of the digital divide phenomenon, with particular emphasis on the health services sector in times of COVID-19 pandemic:




	
Regional limitations in access to broadband Internet.



	
Sociological and cultural conditions cause mistrust and failure to meet expectations.



	
The level of education directly influences the level of digital literacy.



	
Unstable economic situation of the household, results in the inability to afford an electronic device.



	
Failure to adjust the level of technological advancement of the solutions used in the (public) health industry to the skills of an ordinary patient.








Scientists propose to counteract the digital divide phenomenon, which was especially worsened during the COVID-19 pandemic [20,29,34,37,38,39]. First and foremost, the focus and particular emphasis should be on building an inclusive society, also in the case of building digital awareness and enlarging access to the Internet and technology, as well as adopting governmental ICT strategies [20,38]. In addition to a fairly “conventional” approach to mitigating the digital divide, it is advisable to take extensive measures to increase digital literacy in society, which may have long-term positive effects [22,38]. In order to adequately bridge the digital exclusion problem, the indispensable role of human engagement in providing long-term help, intervention, commitment, and care is underlined [39]. There is also a significant accentuation on providing equitable ICT solutions in the health services sector (like telemedicine) with a particular focus on eliminating any bias and broadly understood human inclusion [38]. A summary of the spotted factors having a direct influence on the digital divide along with the ways to thwart this phenomenon are presented in Figure 1.



A significant fraction of digital-unready people barely use smartphones with Internet access (or do not use them at all) [40], while carrying an additional printout (along with other personal documents) may be considered non-handy. The printing of the certificate itself also often requires the ability to log into the “digital/online patient account” in order to generate and download it. Not all citizens have printing devices at home nor have created the “verifiable credentials” (like “Trusted Profile/National Electronic Identification Node” in Poland [pol. “Profil Zaufany/Krajowy Węzeł Identyfikacji Elektronicznej”] used to authenticate personal identity in a digitized manner [41]) needed to log into the e-governmental system. It is underlined that patient engagement in health care is becoming increasingly reliant on digital competencies and having the requisite skills is seen to be crucial to accessing commonplace healthcare services under constant digitization [42].



In addition, examples from outside the European Union, such as the case of the Philippines, show that the digitization of COVID-19 certificates counterfeits potential abuse, i.e., fraudulent use, e.g., during passport controls [43] because of the vulnerability to forgery among the traditional version of certifications [44]. Therefore, it is highly relevant to raise the issue related to privacy and data security. The COVID-19 pandemic has indeed raised significant concerns about these matters. During the pandemic, there have been various attempts related to the privacy of sensitive data handling. Moulaei et al. [45] conducted a survey-based study to understand the attitudes of COVID-19 patients toward sharing their health data, revealing heightened concerns about the security and privacy of personally identifiable information. Xing et al. [46] investigate the influence of privacy concerns and cultural distinctions on public opinion during the COVID-19 pandemic, highlighting the crisis’ worldwide scope and ramifications for public image. Additionally, Xie et al. [47] conducted a pilot study in the Republic of Ireland, revealing a shift in attitude towards privacy during the pandemic, with more individuals expressing willingness to share their data in the interest of saving lives. Due to the potential hazards linked with personal data security, the emerging challenges due to the lack of sufficient digital skills among a significant part of citizens should not be omitted.





3. On Enhancing the Current COVID-19 EU Certification System—Propositions


In terms of technology, the COVID-19 pandemic has prompted large, instantaneous, and unforeseen changes in people’s use of digital technologies and media [48]. As the COVID-19 crisis gave the explicit and unambiguous lesson to re-design the public health system [49] and there is still room for improvement in this case, the authors of this study note several possible ways to improve the currently functioning EU COVID-19 certification system, which are:




	
Uniting the personal identification number (and thus the ID card) with the COVID-19 certificate.



	
Issuance of a hard copy of a certificate immediately after having a negative test of SARS-CoV-2 presence or full vaccination.



	
Mailing the vaccination/recovery certificate.



	
Increasing the number of accessible community centers for assistance in the issuance of paper/digital certificates.








Each of these solutions requires compromizes on the part of both the service provider and the user of the certificate, as presented in the paragraphs below. However, the authors argue that the advantages of the proposed variants (which may, in some respects, combine with each other) outweigh the flawed current scheme of functioning of the current EU COVID-19 certification system.



3.1. Uniting the Personal Identification Number with a COVID-19 Certificate


Co-joining the “COVID-19 certificate” in question with a personal identification number and thus an identity card or passport may bring significant facilitation, especially for individuals that are digitally illiterate. This technical solution would exclude the need to use QR codes, by only simply presenting an identity card or passport before authorized bodies (such as the police, border guards, airport services, etc.). If a member state increases the number of places to which access will be possible only with a certificate (as in the Israeli “green pass” or French “health pass” models [26,50]), then simply presenting an ID card would be sufficient, as COVID-19 related information would be assigned directly to a personal identification number. It is worth emphasizing at this point the value of the Israeli anti-COVID-19 solution, which is the “green pass,” which is recognized by scientists as a determinant of an appropriate model to counteract the spread of COVID-19 disease [51]. Additional identification possibilities by authorized services would be in the case of issuing ID cards with a digital layer (i.e., with a QR code or RFID support containing personal information) because then an appropriate scan of the document would be enough to connect to the database of a given country (via the EU gateway) and thus obtain relevant personal information in the context of COVID-19. It should be noted that presenting an identity card or passport to an authorized body (such as the police or border guard) in order to obtain information about vaccination/recovery/test results would be a voluntary and additional form of identification, apart from the QR code version of the certificate. This solution, which aims to reduce the widespread use of paper certificates can, therefore, be considered a sustainable solution to counteract climate change.



In carrying out improvements in the currently functioning “digital green certification” system in the European Union, it would not be necessary to drastically modify it or change the database structures. The most important change would be to create an additional field storing the “personal identification number” in the database (as a non-obligatory field to be completed). In this case, the key is to obtain an appropriate (semi-anonymous) connection of the EU citizen’s identification number with the national database. As each member country has its own unique ID number format for its citizens, it can apply a field formatting pattern in this database, which could be used for internal validation of the value syntax. It should be noted that presenting an ID card as an additional form of verification would be significantly more difficult for foreigners permanently residing in the EU country where the COVID-19 vaccine has been accepted. However, they could still use the “traditional” form of the COVID-19 certificate.



In order to ensure sufficient privacy and considerations regarding the protection of personal data, it is also important to obtain additional consent from the person (apart from that regarding obtaining the basic certificate). Considering non-digital people, i.e., those who have difficulties using modern technologies, such as the elderly, this consent can be obtained not only in the digital but also in the “analog” form. Consent can be thus obtained also in writing from the unit performing the vaccination or test (immediately after the procedure), as well as post factum by, for example, a dedicated helpline or a visit to the commune office. In parallel with the national database storing the vaccination data of individual citizens secured with unique keys, there should be a linked space for storing consents to use an additional form of identification through identity cards or passports. This space should be associated with the main database, as well as with individual records through secured protocols. At this point, it should be remembered to follow the recommendation on striving for “decentralization of identifiers”, issued by the W3C, which standardizes the practices of digitized/web solutions [24,52]. To avoid potential problems with personal data breaches in the context of an improperly designed IT system, it is recommended to use an authentication system that, on the one hand, ensures full data privacy through the use of generally recognized standards, while on the other gives users a relatively large freedom to use it, such as the one proposed by Lux et al. [53].



Despite the will to be compliant with the legal aspects, there are also some potential dangers involved in this solution. It should be noted that due to the legislative changes, there may be heightened concern regarding potential data breaches due to much more data being captured. There is also a risk of fraudulent use of an individual’s ID document by another to access the benefits of the green pass. It is worth emphasizing that it is governments that have a moral and legal responsibility to counteract unethical behavior, including instituting preventative precautions to counteract the possible malpractice of using forged COVID-19 vaccination certificates [54]. Hence, it is advised that this variant serves as a parallel solution, next to the currently functioning one, and that the identification of a personal document should be carried out only by civil forces (such as the police, border guard, etc.), which are able to confirm the compliance of the document with the person holding it. Abid et al. [55] noted that centralizing databases with sensitive data (such as health-related) can make this data more vulnerable to leakage and increase privacy-oriented concerns. Hence, they recommend creating a database of COVID-19 certificates (containing data on vaccination or test results) based on blockchain technology. This approach is also displayed in the work of Aslan and Ataşen [56]. This is in line with the angle presented by Eisenstadt et al. [24]. A system for administering COVID-19 certificates on the basis of blockchain technology following the aforementioned recommendations, besides that proposed by Abid et al. [55], was also presented by Pericàs-Gornals et al. [57]. Mbunge et al. [58] also emphasize the significant role of the Internet of Medical Things in the proper and equal distribution of vaccination certificates.




3.2. Issuance of a Hard-Copy Certificate after Having a SARS-CoV-2 Presence Test or Vaccination


Currently, there are no general regulations at the national level to issue a hardcopy certificate immediately after the procedure in the form of a coronavirus test or a full vaccination cycle. It is always the user’s responsibility to print out such a certificate. Due to the fact that the noticeable majority of the EU society has limited opportunities to use modern technologies, such a solution could contribute not only to the increased use of COVID-19 certificates, e.g., in public utilities and public transport, but can also encourage the elderly or low-educated people to vaccinate. Medical bodies such as testing points for SARS-CoV-2 presence and COVID-19 vaccination points would be responsible for printing such a certificate. Then, a hardcopy of a certificate would be issued immediately after a negative test result (in the case of “rapid tests” such as antibody tests) and after the full dose of vaccination has been completed.



As this variant is only an extension of the currently functioning COVID-19 certification system, there are also the previously discussed shortcomings of this solution. Among other things, the lack of comfort of using such a solution due to the bulky sheet of paper that can be easily damaged should be considered. Therefore, the application of such legal regulations to issue certificates immediately after the procedure is performed in order to increase the inclusion of individuals that are digitally illiterate is justified, but the form of the certificate itself remains unchanged, thus making it less comfortable to use. It should also be emphasized that it has a moderate negative impact on the environment due to the higher consumption of paper and energy for printing COVID-19 passports.




3.3. Mailing the Vaccination/Recovery Certificate


Another proposal extending the currently operating certification system in the EU is sending the certificate traditionally (via postal services). People who do not have a device with which to download and print the COVID-19 vaccination certificate could submit such a query both electronically and by traditional means by filling in the appropriate form (e.g., at the commune office, at the post office, etc.). Such an inquiry could also be made directly to the point carrying out the tests or vaccinations, e.g. in the case when such a point cannot be printed (e.g. when there is a failure of the printing device).



When ordering such a hardcopy of certificate, it is also worth considering changing the form of presenting this certificate, i.e., the possibility of choosing between a certificate printed on a sheet of paper and issuing it in a plastic form—similar in size to a credit card or an ID card. This form would eliminate the potential inconvenience of use problems of the paper form due to the smaller size and greater durability of the material, in comparison with the paper copy. The plastic form of the certificate could also contain all necessary vaccination/recovery information (same as the paper form) required by local law. A permanent (plastic) certificate may turn out to be affordable not only for people who have difficulties using IT tools but also for any other citizen, eliminating, among other things, the problem of the mobile device (on which the digital version of the certificate is installed) is going to run out of power. It is worth emphasizing that a plastic document is less susceptible to counterfeiting than a paper one [59] and having a digital layer through a plastic certificate makes its use almost equal to that of a regular printout with a digital code.



However, it should be borne in mind that issuing a certificate in a plastic form would involve a longer waiting time due to the longer production process. The new form of the certificate would require supplements to the regulations concerning its design. Moreover, it should be emphasized that such an amendment requires costly changes in the form of the creation of a document production system and a new distribution chain. Therefore, depending on the financial condition of a given country, a modest fee may be introduced to cover the production costs of the plastic certificate. Regardless of the choice of the form of the issued certificate (paper or plastic), it should always be remembered about the additional time of postal delivery. Moreover, as in the case of printing paper hardcopy after vaccination, a sustainability issue should be underlined, which manifests itself not only through the printing of paper itself or the production of a plastic document but also through an additional process of enveloping and logistic distribution.




3.4. Increasing the Number of Accessible Community Centers for Assistance in Issuance of COVID-19 Certificate


In parallel to the changes in the system itself, including COVID-19 certification, it is also worth creating common and accessible centers to help people that are digitally illiterate to print the certificate and submit an application for sending a plastic form. These points could be present, for example, in municipal offices, but it is also worth considering creating a special position in common and publicly accessible places, such as post offices. It is important that these guidance points are adapted to people with reduced mobility, as a considerable group of people with a digital literacy deficiency belong to the older age groups. The rationale for implementing this concept finds its confirmation in the document by Zerkina et al. [60], who indicate that increasing support centers may also be an appropriate educational tool by increasing digital awareness and digital skills.





4. Discussion


The introduction of alterations to the European COVID-19 certification system in the form of the possibility of showing a private identity card or passport will certainly contribute to increasing mobility among EU citizens, especially those not characterized by “digital literacy”. It should be noted that such alterations could be used by all with digital illiteracy, i.e., not only the elderly but also those with a lower level of education or material status or without a desire to use modern technologies. As noted, it would be a benefit for all citizens, and changes to the structure of the database (used to verify vaccination data) would not be complicated. However, the potential risks associated with the implementation of this solution should be borne in mind. Summarizing Table 1 presents the benefits of implementing systemic changes that should be made at the level of EU law (directive) or local regulations. It also recaps these aspects with regard to other possible improvements to the COVID-19 certificate, as discussed earlier.



The above comparative table does not include the solution in the form of increasing the number of accessible assistive community centers for issuing a COVID-19 certificate because authors believe that they can be introduced in parallel to the above-mentioned proposed changes, without the need to introduce modifications to systemic and legal aspects.



The above deliberations demonstrate that the current COVID-19 certification system in the EU has significant shortcomings for non-ICT-savvy people, and thus it should be adapted. Our proposals for changes in the “COVID-19 passport” system in the European Union clearly contribute to the mitigation of the digital divide and are a step towards building a more inclusive society. Moreover, they are in line with the noticed ways to counteract the digital divide phenomenon, i.e., human care, adopting governmental ICT strategies, and finally providing equitable ICT solutions in healthcare [38,39].



Considering all the solutions presented in the paper, it would seem that the best solution would be unifying the COVID-19 certificate with a personal ID due to the highest convenience for digitally excluded, relatively low implementation costs, and high sustainability against climate change. However, in view of the high level of risk in terms of personal data protection, we recommend this solution as appropriate only in contact with state services that can additionally verify the identity. If the COVID-19 certificate is used in public places, we suggest assistance in issuing it by printing it immediately after being vaccinated or at specially prepared points (which would not require the implementation of complicated system changes). This solution, indeed, is not sustainable but can be perceived as convenient, especially for the elderly. Such centers could also serve as information points in connection with the COVID-19 pandemic. Increasing the number of such centers may take place irrespective of changes in the certification policy. A more convenient solution for individuals that are digitally illiterate would be to use a plastic form of the certificate, but due to the high implementation costs and time burden of this variant, we endorse this solution for countries with high financial conditions. It also requires slight alterations to national legal regulations.




5. A Word of Conclusion


Recapitulating, our set of enhancements proposals for the EU COVID-19 certificate shown in the paper is a more complete approach to addressing the digital divide problem, than the currently functioning system, because each of our proposed solutions may be applied separately or in (sub)sets, adequately to the level of digital exclusion and current legal state of a given country (region). Other authors most often offer merely one solution, especially in the context of the COVID-19 pandemic. Naturally, our scheme still needs to be verified and further advanced, but it can already be seen as an apt starting point for further research activities aimed at the inclusion of people that are digitally illiterate in broadly understood health cyberspace. The presented solutions contribute to increasing the usefulness of the electronic form of COVID-19 certification in the EU, regardless of the level of digital skills and thence reducing the digital divide. The proposals vary in terms of implementation costs, sustainability, data protection, and convenience of use, but overall, the set of solutions can be considered a good starting point for healthcare managers to analyze the current shape of the COVID-19 certification scheme and adapt it to a wider group of stakeholders.



5.1. Limitations of the Study


The research’s main limitation lies in its theoretical nature, providing only an overview of current approaches without empirical validation or practical implementation. The proposed enhancements to the COVID-19 certification scheme lack real-world testing, relying solely on a literature review of digital literacy, the digital divide, and information systems. The study’s focus on theoretical exploration limits its ability to address practical challenges or unforeseen obstacles in implementing the suggested changes, potentially hindering a comprehensive understanding of the proposed enhancements’ effectiveness and feasibility in addressing the challenges posed by the digital format of the COVID-19 certificate system.




5.2. Directions for Further Research


This study suggests exploring alternative technologies for improving accessibility to the COVID-19 certification system, focusing on individuals with limited digital literacy. It calls for a critical examination of the societal impacts of digital health policies and advocates for the evaluation and adjustment of current health policies to ensure inclusivity, especially for travel within the EU. Further research is recommended on strategies for implementing inclusive health technologies and a longitudinal study to assess the sustained impact of the proposed enhancements across diverse demographic groups, providing insights into long-term effectiveness.
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Appendix A


This Appendix explains the methodology used in determining the level of digital skills among the EU population. The utilized methodology was Digital Skills Indicator 2.0 (DSI), which is the official indicator used by EU authorities to measure digital skills. It is used in official Eurostat data. As can be read from the [61], the Internet and software-related activities that people in the age of 16 and 74 complete in five distinct areas—information and data literacy, communication and collaboration, digital content creation, safety, and problem solving—are the basis of the DSI, a composite indicator. It is considered that people who have engaged in specific activities possess the associated abilities. As a result, the indications may be used as a stand-in for a person’s digital skills. The EU survey on ICT usage by people and households served as the basis for the indicator.
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