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Abstract: Improvements in technology have led to further enhancements in cyber security threats.
Additionally, the mass application of IoT technology and networks has made the ecosystem vulnerable
to cyber-attacks. Thus, this study focuses on analysing methods to enhance the security and privacy
of IoT devices and networks against cyber threats/AI through a primary quantitative method. The
methodology section looks into different factors associated with the development of the study. In
order to analyse cyber security, a primary quantitative method is employed. It is found that factors
such as data security protocol, type of IoT device, users’ precautions, and regulatory policy are related
to the security measures of the study. The discussion section briefly considers the findings of the
study. Moreover, detailed observation can be found in the discussion section of the study.

Keywords: IoT devices; network security; data encryption; data security; cyber-attack protection;
cyber security

1. Introduction

The development of different technologies presents various associated risks. Ref. [1]
there has been an 18% increase in weekly cyber attacks in India. Therefore, this study is
focused on analysing methods that aid in enhancing the security and privacy of IoT devices
and networks.

Data are considered among the major elements for the development of reliable IoT
systems and networks. Therefore, securing data and databases is the primary challenge in
ensuring the security of the network [2]. Additionally, anonymity in this process leaves a
gap in the overall regulation process.

The Figure 1 conveys the global share of IoT attacks from 2019 to 2021.
It can be seen that there has been a drastic increase in cyber attacks since the third

quarter of 2019 when global cyber attacks rose by 6%. At the same time, it was noticed
that in the first quarter of 2021, the attacks increased by 19% [2]. Therefore, it can be stated
that the security aspect of IoT devices and networks is volatile, and threats are evolving
drastically. Hence, the nature of the threats and volatility justified the motive of this study.

1.1. Aim

The study aims to analyse methods to enhance the security and privacy of IoT devices
and networks against cyber threats through a primary quantitative method.
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Figure 1. Global share of IoT attacks [2]. 
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Research objective

RO 1: To analyse the factors associated with the security of IoT devices and networks.
RO 2: To analyse the role of regulatory policy in order to provide security of IoT devices
and networks.
RO 3: To examine the role of users and user precautions training for securing IoT devices
and networks.
RO 4: To elaborate on the challenges that are hindering the security of IoT and network
security.

1.2. Research Question

RQ 1: What are the factors associated with the security of IoT devices and networks?
RQ 2: How does regulatory policy provide security for IoT devices and networks?
RQ 3: What is the role of users and user precautions training for securing IoT devices and
networks?
RQ 4: What are the challenges, hindering the security of IoT and network security?

2. Literature Review
Factors Associated with the Security of IoT Devices and Networks

During the past literature analysis, it was noted that there are different components
associated with the security of IoT devices and networks. As per the findings [3], the
firmware of an IoT device and the operational network of a device is essential for providing
security to the network. Moreover, updated firmware reduces risk by rectifying the gaps
in previous firmware. On the other hand, ref. [4] argued that having an encrypted data
transfer acts as a major factor in enhancing the security of the data. Additionally, using
an encrypted form of data ensures data security by keeping the data available to both the
sender and user [5]. Therefore, from the above discussion, it can be concluded that dating
firmware and having encryption in devices act as a strong defence system against cyber
attacks. Additionally, by using this primary defence system, the breaching of devices can
be hindered.

Figure 2 displays the architecture of an IoT device that provides device-level security.
As per the findings of [6], there is a continual risk of cyber assaults since IoT devices are
manufactured in an unorthodox way and manage enormous amounts of data. Moreover,
IoT device security and network security are among the broader factors that have different
components. On the other hand, ref. [7] argued that ensuring network security works
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as a primary level of defence for IoT devices and other devices. Therefore, incorporat-
ing components such as actuators and actuator analytics provides an understanding of
the threats.

Eng. Proc. 2024, 62, x FOR PEER REVIEW 3 of 15 
 

 

manufactured in an unorthodox way and manage enormous amounts of data. Moreover, 
IoT device security and network security are among the broader factors that have different 
components. On the other hand, ref. [7] argued that ensuring network security works as 
a primary level of defence for IoT devices and other devices. Therefore, incorporating 
components such as actuators and actuator analytics provides an understanding of the 
threats. 

 
Figure 2. Components of IoT devices for the security of the device [7]. 

Figure 3 displays the different factors to be considered when analysing cyber security 
for IoT devices and networks. It was noticed that there are certain lays of cyber security 
that need to be considered. As per the findings of [8], network and IoT security is a volatile 
topic; thus, adjusting policy according to demand is important. Moreover, cyber security 
policies need to cover all possible components that could be detrimental in the future. On 
the other hand, ref. [8] argued that consistent monitoring needs to be integrated into pol-
icymaking in order to safeguard the interests of organisations and users. Moreover, 
through constant monitoring, it is possible to determine the risk factors. Thus, from the 
aforementioned discussion, it can be stated that policies need to be created based on the 
challenges of security. Additionally, constant monitoring of the data is essential. 

Figure 3. Factors of cyber security [8]. 
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Figure 3 displays the different factors to be considered when analysing cyber security
for IoT devices and networks. It was noticed that there are certain lays of cyber security
that need to be considered. As per the findings of [8], network and IoT security is a volatile
topic; thus, adjusting policy according to demand is important. Moreover, cyber security
policies need to cover all possible components that could be detrimental in the future.
On the other hand, ref. [8] argued that consistent monitoring needs to be integrated into
policymaking in order to safeguard the interests of organisations and users. Moreover,
through constant monitoring, it is possible to determine the risk factors. Thus, from the
aforementioned discussion, it can be stated that policies need to be created based on the
challenges of security. Additionally, constant monitoring of the data is essential.
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3. Methodology
3.1. Data Collection

The collection of data is one of the essential aspects of an empirical analysis. Therefore,
primary sources of data were considered in order to analyse different factors associated
with cyber security [9]. Primary sources of data allow for the collection of real-time
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information for the accurate development of the study. In order to collect data for the
study, a sample size of 75 respondents was surveyed. For the survey, a questionnaire
comprising 13 questions was created. Out of the 13 questions, 10 were related to the chosen
variable for the study. Additionally, 10 questions were related to the demographics of
the participants [10]. Incorporating demographic analysis in a quantitative study aids in
determining the impact of demographics on the answers of the participants. Additionally,
the collection of real-time data allows one to develop a perspective related to the changes
in a topic. Cyber security is a volatile topic; therefore, primary data sources were chosen in
order to comprehend the real-time repercussions.

3.2. Data Analysis

After the collection of data, the method of analysis was chosen, which impacted the
results of the study. Therefore, for the development of results based on the objectives of
the study, quantitative methods of analysis were employed [10]. Quantitative methods of
analysis help to establish relations among the different factors of an analysis. Thus, it is
easier to contemplate the impact of independent variables on the dependent variable. IBM
SPSS software was used in order to analyse the collected data. Additionally, regression
analysis along with the coefficient, ANOVA, and the model summary table were integrated
into the study [11]. Regression analysis aids in comprehending the significance of the
factor along with the tendency. Moreover, any change in an independent variable and its
impact on the dependent variable can be contemplated. A descriptive statistics table was
incorporated in the study in order to contemplate the role nature of the data set.

Findings

Figure 4 displays the gender of the participants; the percentage of respondents can
be analysed.
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It can be seen that male participants represent 45.33% of the overall response. Similarly,
female candidates have 45.33% representation according to the above image. Furthermore,
9.33% of candidates identified themselves as belonging to other gender categories.

Table 1 displays the gender statistics of the participants. The frequency of the respon-
dents can be analysed from the data in the table. It can be seen that male candidates make
up 34 out of 75 responses. Additionally, it can be seen that female candidates also make up
34 responses. However, there were 7 candidates who identified themselves as belonging to
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other gender categories. Moreover, it can be stated that the population was well distributed
based on the gender of the participants.

Table 1. The table associated with the gender of participants.

Frequency Percent Valid Percent Cumulative Percent

Valid Female 34 45.3 45.3 45.3
Male 34 45.3 45.3 90.7

Others 7 9.3 9.3 100.0
Total 75 100 100

Figure 5 displays the age of the respondents; the percentage of participants can be
analysed. It could be seen that participants below the age of 20 made up 21.33% of the
overall sample population. Participants ranging between 20 and 35 years of age represented
41.33% of the overall sample population. Additionally, participants between the ages of 35
and 60 represented 37.33% of the sample population.
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Table 2 displays the age-related statistics of other participants. The frequency of the
respondent’s age can be concluded from the above table. It can be seen that the frequency
of respondents below the age of 20 is 28, and the frequency of respondents between 20
and 35 years of age is 31. Additionally, the group aged between 35 and 60 years had a
frequency of 16 out of 75. Thus, it can be stated that the middle age group aged between 20
and 35 years represents the majority of the sample population.

Table 2. Table of age.

Frequency Percent Valid Percent Cumulative Percent

Valid Below 20 34 45.3 45.3 45.3
Between 20 and 25 34 45.3 45.3 90.7
Between 35 and 60 7 9.3 9.3 100.0
Total 75 100 100

Figure 6 is associated with the income range of the respondents. It can be seen
that respondents earning between RS 18,000 and 30,000 represented 46.7% of the overall
population. Participants earning in the range of RS 30,000–50,000 represented 44% of
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the overall population. Additionally, participants who were earning below RS 18,000
represented 9.3% of the overall population. However, there were no participants who were
earning above RS 50,000.
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Figure 6. Pie chart related to income.

Figure 6 represents the income group out of which the blue colour shows income below
Rs. 18,000, the green colour shows income between 18,000 and 30,000 and the remaining
colour shows income between 30,000 to 50,000. Table 3 displays income-related information
about the respondents. It can be seen that the participants earning below RS 18,000 had a
frequency of 7 out of 75. Additionally, participants earning between RS 18,000 and 30,000
had a frequency of 35. Participants earning between RS 30,000 and 50,000 had a frequency
of 33 out of 75. Hence, it can be stated that the population is well distributed according to
the income range of the respondents.

Table 3. Table of income.

Frequency Percent Valid Percent Cumulative Percent

Valid Below RS 18,000 7 9.3 9.3 9.3
Between RS 18,000 and 30,000 35 46.7 46.7 46.7
Between RS 30,000 and 50,000 33 44.0 44.0 100.0
Total 75 100 100

Table 4 displays the descriptive statistics of the variables. Descriptive statistics show
the relationship and distribution of several variables. Ref. [11] shows that the mean and
standard deviation values of the descriptive statistics may also be used to consider how the
responses are clustered. To analyse the cyber security of IoT and networks, the security of
IoT devices was chosen as the dependent variable of the study. The dependent variable
showed a mean value of 3.6133 and a standard deviation value of 1.46022. Thus, it can be
seen that the mean value is greater than the standard deviation.
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Table 4. Descriptive statistics.

Descriptive Statistics

N Range MinimumMaximum Mean Std De-
viation Variance Skewness Kurtosis

Statistic Statistic Statistic Statistic Statistic Std. Error Statistic Statistic Statistic Std. Error Statistic Std. Error

DV 75 5.00 3.00 8.00 3.6133 0.16861 1.46022 2.132 2.579 0.277 5.256 0.548
IV1 75 6.00 2.00 8.00 3.7467 0.20008 1.73278 3.003 1.236 0.277 0.949 0.548
IV2 75 5.00 2.00 7.00 3.5467 0.18138 1.5079 2.467 1.137 0.277 0.151 0.548
IV3 75 5.00 3.00 8.00 4.0267 0.17499 1.51545 2.297 1.629 0.277 1.892 0.548
IV4 75 5.00 3.00 8.00 3.8267 0.19207 1.66338 2.767 1.713 0.277 1.376 0.548

Valid
N (List
wise)

75

The first independent variable of the data security protocol provided a mean value
of 3.7467 and a standard deviation value of 1.73278. For the second independent variable
of the type of IoT device, the menace value was calculated to be 3.5467 and the standard
deviation value was 1.57079. For the analysis, user precautions were chosen as the third
independent variable and provided a mean value of 4.0267 and a standard deviation value
of 1.51545.

Additionally, a regulatory policy was chosen as the fourth independent variable, with
a mean value of 3.8267 and a standard deviation value of 1.66338 [11]. When the mean
value is higher than the standard deviation value, answers are clustered around the mean.
Additionally, the link between the mean value and the standard deviation value allows for
the consideration of the data’s distribution [12]. Thus, it can be contemplated that for all
the variables, the responses were clustered around the mean value. Additionally, from a
higher mean value it can be inferred that the speed of the data is not on the higher side.
Hence, most of the participants agreed with the statements incorporated in the survey.

3.3. Regression Analysis

Hypothesis 1: There is a relation between the security of IoT devices and the use of data security
protocol.

Table 5 displays the regression statistics of the first hypothesis of the study where
different values of regression can be seen [13]. The significance value, when lower than
0.05, indicates that the hypothesis is supported with sufficient evidence. It can be seen that,
for the first hypothesis, the significance value is 0.000, which is lower than 0.05. Thus, it
can be stated that the first hypothesis is supported by sufficient evidence. Additionally,
a significance value of 0.000 indicates that all the possible null hypotheses for the first
hypothesis can be rejected [14]. Therefore, it can be stated that the use of data security
protocols can enhance the security of IoT devices.

Additionally, R and R-squared change values are presented in the study [15]. With
the interpretation of R and R-squared change values, the occurrence of impact can be
contemplated. As per the coefficient table, the R-value for the first hypothesis is 0.692 and
the R-squared change value is 0.479. Thus, it can be contemplated that a 69% change in
the first independent variable of the data security protocol can impact the security of IoT
devices [16]. Additionally, there is a 47% chance of such an occurrence. Therefore, it can be
stated that data security protocols are important for enhancing the security of IoT devices
and networks.
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Table 5. Regression statistics of Hypothesis 1.
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Regression
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1
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1.125 67.247 0.000
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stant)
IV1

1.427
0.584

0.293
0.071 0.692 4.864

8.200
0.000
0.000 0.692 0.692 0.692 1.000 1.000
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Table 6. Regression statistics of Hypothesis 2.

Model Summary ANOVA Coefficients
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Table 7. Regression statistics of Hypothesis 3.
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Table 8. Regression statistics of Hypothesis 4.
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Hypothesis 2: The type of IoT device and the system architecture plays a pivotal role in the security
of IoT devices.

Table 6 displays the regression analysis of the second hypothesis [17]. Device ar-
chitecture is essential in order to provide a primary level of security. Additionally, the
base security of the network initiates a strong data security protocol such as encryption.
According to the regression analysis, the second variable provided a significance value
of 0.000 which is lower than the base value of 0.05 thus, it can be stated that the sec-
ond hypothesis is supported with sufficient evidence and the null hypothesis can be
rejected. Moreover, the type of components has a major impact on enhancing the security of
IoT devices.

Additionally, the second hypothesis provided an R-value of 0.741 and an R-squared
value of 0.550 [17]. The R-value indicates the change and impact on the variables, and the
R-squared value indicates the possibility of occurrence. Therefore, it can be stated that a
74% change in the second independent variable can impact the dependent variable of IoT
devices and network security. Moreover, from the above analysis, it can be stated that the
type of device and the device architecture are essential factors for enhancing the security
of IoT devices and networks. Strong device security and protocols such as encryption
programs ensure baseline security for IoT devices and networks.

Hypothesis 3: Enhancement of security of IoT devices has a proportional relation with the
user’s precautions.

Regression statistics of the third hypothesis are presented in Table 7. It can be seen
that the regression analysis for the third hypothesis provided a significance value of 0.000.
Therefore, as the significance value is lower than 0.05, it can be stated that the second
hypothesis is supported with sufficient evidence. Moreover, users are one of the important
aspects of the security of IoT and network security. Additionally, it can be seen that the F
value for the third hypothesis is 113.62; thus, it is greater than 2.5 and the test is significant.

The R-value and R-squared change values of the third hypothesis are 0.780 and 0.609,
respectively. Therefore, it can be stated that a 78% change in the third independent variable
of user perception can impact the security of IoT devices and networks [18]. Additionally,
there is a 60% chance of such an occurrence. Hence, it can be considered that training users
in data security can drastically enhance security and reduce cyber-attacks.

Hypothesis 4: Regulatory policy by a central body is directly related to the security of IoT devices.
Regression analysis Hypothesis 4 is presented in Table 8 [19]. Regulatory policies

play a pivotal role in the development of security measures for IoT and networks. Thus,
regulation for security measures is considered the fourth independent variable for the study.
It can be seen that the significance value for the fourth hypothesis is 0.000 which is lower
than 0.05. Therefore, such a low significance value indicates that the fourth hypothesis is
supported with sufficient evidence [20]. Additionally, a significance value of 0.000 indicates
that the null hypothesis can be rejected for the fourth hypothesis.

At the same time, it can be seen that the R and R-squared change values for the fourth
independent variable are 0.762 and 0.581, respectively. Based on the R and R-squared
change values, it can be stated that a 76% change in the independent variable can impact
the independent variable of IoT and network security. Additionally, there is a 58% chance
of such an occurrence. Thus, it can be interpreted that the fourth independent variable is
important for the security of the network and IoT devices. Additionally, by employing
a central regulatory body for monitoring and preventing cyber attacks, it is possible to
reduce the risk factors for IoT device use.

4. Discussion

Quantitative analysis was conducted in order to determine the factors for enhancing
the IoT security and network security. For the study, primary data were considered and
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analysed using quantitative methods. Moreover, a questionnaire with 10 variable-related
questions and 3 demographic questions was considered for the study. The primary quanti-
tative method of analysis aids in contemplating the relationship of the factors. Therefore,
the primary quantitative method of analysis was chosen for analysing the volatile topic of
enhancing security for IoT devices and networks. It was noted that the first hypothesis ex-
amining where the relation between the security of IoT devices and the use of data security
protocol was considered to be was supported with sufficient evidence. Data security is the
most important factor of network security [19].

Therefore, data security impacts network security. Furthermore, a second hypothesis
indicated that the type of IoT device and the system architecture play pivotal roles in the
security of IoT devices. A significance value of 0.000 was provided, indicating that there
is enough evidence to support the second hypothesis. Furthermore, users play a pivotal
role in the development of primary security measures for a network [19]. Thus, the third
hypothesis indicated that the enhancement of security of IoT devices has a proportional
relation with the user’s precautions. The third hypothesis provided a significance value of
0.000, indicating the rejection of the null hypothesis.

Hence, it can be considered that training of users could be essential for the enhance-
ment of security measures for IoT devices and network security. In the fourth hypothesis,
regulatory policy by a central body was found to be related to the security of IoT devices
and networks. The second hypothesis was found to be supported with sufficient evidence
as the significance value was 0.000. Thus, a relevant perspective on security measures for
IoT devices and networks can be drawn from the findings of the analysis.

5. Conclusions

A systemic analysis of the factors was conducted in order to develop a reliable study
discussing the enhancement of security for IoT devices and networks. Factors such as data
security protocol, type of IoT device, user precautions, and regulatory policy were analysed
for the study. It was observed that there are certain factors such as users and device
manufacturing that provide primary security for IoT devices and networks. Additionally,
factors such as network architecture and regulatory measures are essential for ensuring the
highest level of security. At the same time, the primary quantitative method of analysis
aided in examining the relation between the different elements of network and IoT device
security. Additionally, a coherent quantitative analysis was presented that provided reliable
and tangible results for enhancing the security and privacy of IoT devices and networks.
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