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Abstract: Currently, interest in the development of Internet-of-Things technologies is increasingly
penetrating the field of clinical medicine. This paper provides an overview of the use of Internet-of-
Things technologies in medical practice using the Scopus database of publications. The classification
of publications on the topic of research directions with promising development trends has been
performed. With this in mind, the concept of the architecture of a system for monitoring the condition
of a patient with Parkinson’s disease is presented. The necessary hardware and software solutions
have been developed, taking into account the needs in order to more effectively adjust treatment
and monitor the course of the disease. To more accurately determine the state of progression of the
patient’s disease, tests have been designed and developed to assess overall emotional and physical
well-being. For the most effective correction and control of drug therapy, a prototype of a drug
administration device with four compartments for a drug has been designed, each compartment
of which is individually controlled by a specially developed Bluetooth data transmission protocol.
Access to each compartment is individual, which ensures the versatility of the device for taking
several medications throughout the day. The practical application of the solution has also shown the
relevance of its use in the task of studying the course of Parkinson’s disease as well as for monitoring
the condition of a patient with existing concomitant diseases and the degree of their influence on the
course of the underlying disease.
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1. Introduction

According to the World Health Organization, 35 per 100,000 people suffer from Parkin-
son’s disease in the world. According to experts, this figure may increase and represents
an acute social and economic problem due to the high cost of treatment, disability and the
decrease in the quality of life. On the other hand, the use of E-health technology is becoming
more common in the field of healthcare and clinical research due to the convergence of
mobile and wireless technologies, which allows continuous monitoring of chronically ill
patients, better care and feedback, shorter hospitalization time, increased medical capacity
and reduced cost of medical services.

We conducted a search for the publication activity of research aimed at E-health
in the Scopus database and analyzed a representative sample of publications based on
10,668 keywords and 499 publications over the period of 2016–2021 using VOSviewer
software, which allowed us to identify the main areas of IoT in medicine.

Direction Health care: allows you to trace the following associative links relevant to the
protection of public health.

Direction Internet in medicine (number of entries—643 publications): concerns the cycle
of organizational activity and interaction for research, storage and transfer of medical data.
The following sections were highlighted in publications related to the Internet:
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Direction Telemedicine: the use of computer and telecommunication technologies for
the exchange of medical information. It is one of the fastest growing segments of healthcare
in the world. The following sections are highlighted:

The main directions of publication activity and analysis of relevant works: Some studies
were grouped according to a specific feature, e.g., wearable devices, reviews in the field
of IoT development and technological innovations in medicine, possible solutions and
implemented projects and systems.

Consider research related to wearable devices [1–3]: The paper [1] discusses consumer
trends in wearable electronics, commercial and new devices, as well as production methods.
In [2], it is proposed to look at skin-like electronics by reviewing several recent reports
on various strategies for using materials and methodologies for integrating stretchable
conductive and semiconductor nanomaterials that are used as electrodes and active layers
in stretchable sensors, transistors, multiplexed matrices and integrated circuits. The first
part of the review [3] briefly discusses issues related to the use of smart wearable devices,
including technologies, users, technology-related activities and the consequences of us-
ing technologies. The second part of this review is devoted to the risks of using smart
wearable devices.

Works that address the areas of IT development and technological innovation [4–7]: The
review [4] describes four main areas of interest for respiratory care: pulse oximetry, pul-
monary ventilation, activity tracking and air quality assessment. While some issues still
need to be addressed, smart wearable technologies provide unique opportunities for the
future of personalized respiratory medicine. While some challenges remain to be solved,
intelligent wearable technologies offer unique opportunities for the future of personalized
respiratory medicine. The article [5] analyzes the state of the Internet of Things in the
medical environment, demonstrating an expanded range of healthcare applications based
on IoT. Considerations are presented regarding data-mining applications, such as forecast-
ing, classification and clustering of risks, which are considered fundamental problems for
ensuring the accuracy of assistance processes. Digital innovations are changing medicine,
and hemodynamic monitoring will not be an exception. The study [6] describes techno-
logical and digital innovations that are likely to change hemodynamic monitoring over
the next 5–10 years. The paper [8] provides an overview of the common problems faced
by wearable technology in the transition from a new device to an effective, functioning
and reliable clinical tool for modern medicine. The publication [7] presents the results of
a study focused on the analysis of modern definitions of the digital double (DT), a study
of the main characteristics that DT should possess, and the study of areas in which DT
applications are currently used.

Research in the field of home health care [9,10]: The article [9] examines home healthcare
technologies that are currently being used to improve this situation by reminding users
about medication schedules, remotely monitoring and updating new patient medical data,
which can be performed by a doctor via the Internet. The conclusion of the work [10]
shows that the use of a wearable monitoring system and remote monitoring of health status
in everyday life improved diabetes control in middle-aged employees of the company.
Research aimed at solutions or at finding solutions to improve IoT systems in medicine
includes that addressing architecture [11,12], hardware [13,14], projects and systems [15,16].

Publications describing architectural solutions: In [11], the structure of a cloud healthcare
system based on digital-twin healthcare (CloudDTH) is proposed. CloudDTH aims to
achieve interaction and convergence between medical physical and virtual spaces. Ac-
cordingly, a new concept of digital-twin healthcare (DTH) is proposed and discussed.
An energy-efficient architecture of the Internet of Medical Things “from fog to cloud”
is proposed in [12] to optimize energy consumption. The proposed architecture uses
Bluetooth-enabled biosensors since Bluetooth technology is energy efficient and also helps
to enable sleep and wake modes.

Works describing hardware components for the implementation of systems: In [13],
an attempt is made to study the hardware components necessary for the development of
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wearable devices that are used in the developing context of the Internet of Medical Things
(IoMT). This means that they can be used to monitor diseases by capturing biosignals.
From a practical point of view, the medical health monitoring system in hospital wards
was developed using a CC2430 microcontroller, a human information sensor, as well
as microelectronics and modern wireless communication technologies. The results of
the experiment confirmed the reliability of the network node and the accuracy of data
transmission. It is concluded that the medical monitoring system basically meets the design
requirements set out in [14].

Research aimed at describing the development and implementation of systems: One paper [10]
describes in detail the development and implementation of a system that improves commer-
cial CGMS by adding Internet-of-Things (IoT) capabilities to them, which allows remote
monitoring of patients and, thus, can warn users about potentially dangerous situations.
The proposed system uses smartphones to collect blood-glucose values from CGM and
then sends them to the remote monitoring system. A practical example presented in [16]
concerns the design of a WSN (Wireless Sensor Network) in the concept of the Internet of
Things in terms of the service life of the system. A hierarchical routing methodology was
approved and showed energy efficiency. Simulation results showed that the chosen method
prolongs the service life of the WSN in comparison with other clustering schemes studied.

The presented review shows that the patient’s interaction with electronic resources
and timely response to deviations from indicators makes it possible to promptly adjust
the prescribed treatment. However, these works do not solve the problem of operational
control over the condition of a patient with Parkinson’s disease with the possibility of
therapy correction and require the introduction of a software and hardware platform for
calculating the indicators necessary for remotely monitoring the dynamics and prognosis
of the patient’s condition, which makes the development relevant.

2. System Architecture Concept

Means of remotely monitoring involve assessment of the patient’s condition outside
the medical institution; therefore, there is a need to endow the software and hardware
complex with the following functions: collection, systematization and storage of individual
indicators of the patient’s condition; analysis and prediction of the patient’s condition
based on the data obtained; and correction of the received therapy.

Using this approach, it is possible to present the stages of parameter measurement
and assessment of the patient’s current condition in the form of the following steps:

1. Determination of the necessary minimum of indicators of the functioning of the body
systems from the set X = (x1, x2, ..., xn) critical for each disease;

2. Evaluation of the current indicator xi(ti) of the patient’s condition through direct
measurements;

3. Determination of dynamic xi(ti−1, tt) changes in the indicators for a given period
of time;

4. Trend calculation Tt indicator xi(ti) to eliminate high-frequency noise ξ(ti) and ran-
dom variations e(ti);

5. Verification of criteria for deviation from the physiological state by evaluating de-
viations from the trend T(ti−1, tt) and making a decision about the presence of an
exacerbation by comparing the obtained indicators with the threshold ones according
to formal criteria while checking the correctness of the obtained values;

6. Formation of a control effect according to changes in a group of parameters by cor-
recting the therapy.

Observation of changes in parameter values over time allows us to obtain time series
reflecting the dynamics of the patient’s conditions. However, it should be borne in mind
that the formation of parameters for each indicator and the construction of a forecast
requires large time resources and is complicated by the need to take into account deviations
of the indicator from the average value.
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The modern development of remote-monitoring technologies should be based on the
individual characteristics of the patient (personalized medicine), assessment of the quality
of the patient’s registration of the obtained indicators and methods of evaluating the results
obtained. To implement this approach, a hardware and software complex is proposed,
consisting of a device for measuring indicators and an information system that provides
storage, processing and analysis of indicators, developed in accordance with the concept
of a service-oriented architecture and implemented using services. The architecture of the
platform consists of the following levels:

Client level: allows systematization of collection and provides measurement of patient
indicators on a sensor or mobile device or centrally on a server.

Corporate level: allows authentication of the user and evaluation of his current state.
The level of integration of the system processes: interaction between corporate levels of

various systems is provided.

3. Practical Implementation for Monitoring the Condition of a Patient with
Parkinson’s Disease

Parkinson’s disease is a disease of the nervous system, consisting mainly in tremors—
involuntary and uncontrolled movements of the musculoskeletal system. The disease
is common: from 1% of people aged 60 years and up to 4% of people over the age of
85 years are affected [8]. Parkinson’s disease is considered incurable, so all means are
aimed at relieving symptoms. An urgent and important task is to monitor the patient’s
condition, which includes: assessment of general well-being, marking of medication intake,
manifestation of dyskinesia and performing tests characterizing the dynamics of the disease.
This allows doctors to adjust the course of treatment and medication intake; to investigate
the behavior and nature of the course of the disease, it is advisable to purposefully collect
these data using a mobile application that implements the functionality necessary for
data collection.

The use of the mobile application allows users to generate a report on the patient’s
condition, which opens by default upon successful identification or when the application is
launched in the case of completed identification, as shown in Figure 1.

Figure 1. Status report screen.

The user can make a report of his general well-being using the buttons “Good”, “Nor-
mal” and “Bad”, as well as send verification of taking medications or manifestations of
dyskinesia by clicking on the buttons “Medications taken” and “Dyskinesia”, respectively.
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In the dialog that appears by clicking, the user can specify whether the action was per-
formed at that moment or not. In the case of refusal, the user is asked to choose the exact
time. Both actions work identically to each other, so Figures 2 and 3 show the result of an
attempt to send verification of taking medications.

The user forms a description of his own well-being in as much detail as possible in the
form of various tests presented in Figure 4.

Figure 2. Sending verification of taking medications.

Figure 3. Test screen.
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Figure 4. Description of well-being.

According to the parameters studied during testing, it is possible to determine the
accuracy of typing on the phone’s keyboard keys, the speed of hand work and the most
frequent typos, as well as the accuracy, time and number of clicks. The collected data allow
us to assess the degree and severity of hand tremors. However, if necessary, the user can
describe his own well-being by voice. When passing the test, audio samples are recorded
in PCM format (pulse width modulation, i.e., raw data from the microphone), which are
then converted to WAV (WAVE) format using a specially written algorithm by adding a
special header to the beginning of the file with a description of the audio track parameters.
According to the audio file, the emotional state of a person and his well-being and mood
are further determined.

Events are time-configurable notifications on the user’s mobile phone that arrive at
a strictly specified time. Note the following types of events: taking medications (daily),
checking the condition (daily), performing tests (daily) and visiting a doctor (once). The
“Doctor’s visit” event requires the choice of the date and time of the visit and also has the
ability to send data about the course of the disease to the doctor’s email.

Competent and timely medication intake helps to improve the overall effectiveness
of the course of medication. Taking medications requires entering the time of taking the
medication and the duration of taking the medication (Figures 5 and 6). In addition, the
user, together with the hardware component of the complex, can configure the module
compartment with the medicine.

To monitor the use of medicines, a device has been developed that can store medicines
in itself and communicate via Bluetooth with a mobile phone to configure and control
physical access to the medicine, as well as notify of successful medication intake. The
device is built on the basis of the Arduino platform. An ATmega32u4 microcontroller is
used on an Arduino Micro board. The device uses a real-time RTC module for non-volatile
recording of the current time, servos to restrict user access to compartments with medicines
and Hall sensors to determine the position of each compartment (open or closed). The
device is powered by a 9V battery connected to the VCC and GND power pins.
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Figure 5. Event screen.

Figure 6. Description of well-being.

Physically, the device is a pillbox with four compartments for medicines. Each com-
partment has a hook that hooks the servo rotor in closed mode. There is a neodymium
magnet on the hook, which acts with its magnetic field on the Hall sensor located in the
compartment. To open the compartment, voltage needs to be applied to the corresponding
servo, which will move its rotor so that the hook does not cling to it, after which the
compartment can be physically opened. When the compartment is opened, the hook moves
upwards, and the magnetic field of the magnet attached to it is removed from the sensitivity
zone of the Hall sensor (Figure 7).
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Figure 7. Device diagram.

The microcontroller is programmed in the Arduino IDE environment to work with
compartments, the opening of which is perceived as events. An event is an abstract unit
of work that occurs at a strictly defined time and contains the time of occurrence, its type
(open or close a compartment) and the number of the compartment. In the loop, the
program compares the current time with the time of each event. When an event occurs, it
is processed, i.e., opening or closing of the corresponding compartment, after which the
event is overwritten in memory with a time shift, depending on the type of event, either
on the next day or for the duration of the reception, while its type changes. Bluetooth
protocol is used to transmit event data to a mobile device. Connection to the HM-10
module takes place through the FFE0 service, which has the characteristic of reading and
writing FFE1—it is used for data transmission. In the process of event processing, a certain
set of data is recorded, which is read by a microcontroller (or a mobile phone) for its
subsequent processing. When Bluetooth is turned on and the application is opened, devices
are searched for a few seconds to detect the HM-10. Upon successful connection, the
application sends a time update command to the module to correct possible inaccuracies
of the real-time module (as a rule, such modules, depending on the cost, may lag by 1–2 s
every few days). In case of successful execution of the command, the module sends a
command to the phone to request events that the application stores in the phone’s memory.

On the event screen (Figure 6), the user can create an event of the type “Taking medi-
cations”. If there is a Bluetooth connection, such events are generated into a command that
is sent to the device. Any change in the list of events of this type leads to the re-formation
and sending of the command. With the Bluetooth module connected, medication intake is
monitored and taken into account. For example, when opening and then closing one of
the compartments, the device sends the appropriate command to the application, which
is perceived as a successful medication intake and is indicated by a similar manual click
on the “Medications taken” button. Thus, the drug intake control system automates and
monitors the intake of medications, allowing the patient not to mark the intake manually.

4. Conclusions

The practical application of the complex has also shown the relevance of its use in the
task of studying the course of Parkinson’s disease, as well as for monitoring the condition
of a patient with existing concomitant diseases and the degree of their influence on the
course of the underlying disease. It is advisable to include the development of methods for
constructing a digital double of the patient and the formation of methods for predicting the
course of the disease for further research.
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