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Abstract: The number of connected cars and the massive consumption of digital content on
the Internet have increased daily. However, the high mobility of the vehicles, coming from patterns’
variation over time, makes efficient large-scale content distribution quite challenging. In light
of this, the emerging Vehicular Named Data Network (VNDN) architecture provides support
for content-centric network communications and caching capabilities, which allows reliable and
larger-scale content delivery over Vehicular Ad-Hoc Networks (VANETs). This notwithstanding,
the high number of interest packets in VNDN tends to introduce broadcast storm occurrences during
the cache discovery process. Thus, network performance degradation comes up for the influence
of both increased packet loss rates and delays on content recovery during communication between
vehicles. This work proposes a new cache discOVEry pRoTocol (OVERT VNDN), which combines the
computational geometry and degree centrality concepts to tackle the VNDN performance degradation
challenges and issues. The main idea behind OVERT VNDN is to choose the most appropriate relay
vehicles to engage interest packets’ delivery within the VNDN, seeking to achieve higher network
performance by optimizing broadcast storm incidence. The obtained results suggest that OVERT
VNDN outperforms its competitor in the following key performance indicators: (i) improving the
cache discovery process by 120.47%; (ii) enhancing the content delivery rate by 43%; and (iii) reducing
the number of interest packets by 80.99%.
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1. Introduction

The Vehicular Named Data Networking (VNDN) technology advent promisingly paves the way
to tackle challenges of high performing large-scale content distribution provisioning in Internet
Protocol (IP)-centric Ad-Hoc Vehicular Networks (VANETs) [1]. By definition, the IP paradigm
cannot both offer users massive content delivery, as well as ensure the requirements of distributed
VANET application concerning Quality of Service (QoS) and Quality of Experience (QoE) [2–4].
The reason behind the aforementioned IP issues in VANETS arises from the intense vehicle mobility
patterns, which result in constant topological dynamics. As a consequence, this ends up generating
overload on the network to maintain the particular requirements of the Transmission Control
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Protocol (TCP)/IP protocol stack, such as neighbor discovery and maintenance, address reallocation,
and connection-oriented sessions [5–7].

Named Data Networking (NDN), which implements the Information-Centric
Networking (ICN) [8] communication paradigm, affords VNDN inter-vehicle communication.
In NDN, communication happens through exchanging interest and data packets. In contrast to
IP-based architectures, interest and data packets harness the content name as the exclusive network
identification. Thus, the NDN networking planning steps in the inter-node communication task
are two-fold. In the first step, a particular consumer node sends an interest packet carrying the
name of the intended content. In the second step, a producer node transmitting a respective data
packet returns the requested content to the consumer node. In other words, the producer node who
has the searched content in the cache (Content Store (CS)) sends it through a data packet to the
consumer node. Because of that, the cache discovery process refers to the search for content on the
network. The content delivery rate regards the percentage of vehicles that have successfully received
the requested content [9]. Aside from that, it is worth noting that intermediary nodes operate as
both content consumers and producers [10]. Hence, nodes can function as data mules in the lack of
connectivity, so that future requests in content are attended more closely to the consumer nodes.

Therefore, VNDN comes up with the prospecting potential to maximize large-scale content
delivery, taking into account both the QoS and QoE requirements of applications distributed in
Intelligent Transport Systems (ITS) [11–13]. Incidentally, ITS are contemplated as a key technology to
enable more efficient and secure traffic management that ranges from cooperative and distributed route
planning [14–17], traffic and road alerts [18–20], and enhanced video distribution [21–23], to advisory
systems for driving strategy [24–26], and autonomous driving capabilities [27–29]. Furthermore,
the VNDN concept exploits the ICN communication paradigm by changing the ways of requesting
and retrieving content from the network, since the content name is the main element of the network
and must be globally unique, persistent, secure, and location-independent [30]. It is noteworthy that
cache content is another fundamental element in VNDN, which increases the availability of content on
the network with multiple providers. In this way, the original producer can retrieve the content or the
intermediate nodes that have a replica of the local cache’s content.

However, the integration of the NDN architecture into VANETs (i.e., VNDN) is not trivial and
raises many challenges, especially concerning vehicle mobility, access security, naming, and content
storage [10]. Regarding large-scale content delivery across traditional VNDN, the occurrence of a
broadcast storm during a cache discovering process raises the main critical issue that this paper
addresses. Such an issue refers to the multiple uncoordinated transmissions of interest packets, which
severely jeopardize the underlying communication channel as a consequence of network flooding
events [10,31].

This paper proposes OVERT VNDN, a cache discOVEry pRoTocol that harnesses both
computational geometry and degree centrality concepts to tackle the broadcast storm problem that
arises during inter-vehicle communications efficiently. The OVERT VNDN proposal was designed with
the ability to choose the most appropriate relay vehicles to reduce interest packets’ transmission within
the VNDN by employing both the convex hull and the degree centrality of the neighbors. It is important
to mention that the prime motivation for leveraging VNDN architecture comes from the network cache
element that the NDN architecture offers, along with the content-centric inter-vehicle communication
approach. Simulation outcomes suggest that OVERT VNDN outperforms the VanillaVNDN-related
benchmarking solution in the following Key Performance Indicators (KPIs): (i)successfully mitigates
the broadcast storm incidence during inter-vehicle communication, diminishing packet collision
rate occurrence beyond 50%, on average; (ii) enhances the content delivery ratio by 58.02% while
achieving a high cache hit rate maintenance of more than 43% during the cache discovery process; and
(iii) decreasing the interest packets’ transmission by 80.99%.

The remainder of this article is organized as follows. Section 2 surveys the most relevant related
works that motivate our solution design. Section 3 introduces the OVERT VNDN proposal in detail,
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including the functional architecture and embedding mechanisms and functionalities. Section 4
presents a discussion of the simulation results and related insights. Finally, Section 5 wraps up
the article with concluding remarks along with the prospects for future works.

2. Related Work

This section examines how recent VNDN approaches tackle the interest broadcast storm problem
during a cache discovery process in information-centric VANETs and discusses the impacts on
inter-vehicle communications.

Kuai et al. [32] proposed a neighborhood-prioritization approach called Density-Aware
Delay-Tolerant (DADT). DADT uses timers to prioritize nodes in the cache discovery process.
To improve the packet delivery ratio, DADT considers the neighboring vehicles (receivers) farthest from
the sender vehicle and closest to the producer vehicles. Thus, DADT relies on two factors: (i) periodic
beaconing for neighborhood discovery and (ii) the knowledge of data producers’ location. Due to
the latter factor, consumers and producers are not fully decoupled, which is one of the drawbacks of
current IP-based solutions.

Yu et al. [33] came up with an Opportunistic Interest Forwarding Protocol (OIFP) to tackle the
interest broadcast storm problem in VNDN. To manage redundant interest transmissions, OIFP
considers the distance between a current forwarder and its neighboring vehicles. In contrast
to DADT [32], the OIFP protocol does not use the location information of the content provider.
The prioritization is accomplished by the use of defer timers, which are related to their distance to
the current forwarder vehicle. Thus, the vehicles that are farther from a sender node have a lower
interest transmission defer time.

Boukerche et al. [34] and Sousa et al. [35] introduced a link stability-based interest-forwarding
protocol to deal with the broadcast storm problem. These approaches aim to reduce the number of
interest packets and data packets on the network. For this, the strategies control interest packets
by prioritizing neighboring nodes with more stable links with the current forwarder (i.e., sender).
Its connectivity duration determines the link stability between the vehicles with the existing interest
forwarder. Thus, the vehicles with a higher priority transmit first, while the vehicles with a lower
priority suppress their transmission of the given interest.

Rondon et al. [9] designed a cache discovery protocol to mitigate the interest broadcast storm
problem, called CDP (Content Discovery Protocol). CDP uses the best geographically positioned
vehicles to forward the interest, which avoids redundant transmissions. To choose the best
vehicles, CDP first considers the distance of the current transmitter relative to its neighborhood.
The best-positioned concept (i.e., sweet spot) is applied to prioritize the highest priority vehicles to
continue the cache discovery process. In contrast, the lowest priority vehicles suppress their scheduled
interest transmissions. Although CDP is efficient in a topological matrix scenario, such a protocol
tends to lose performance in the cache discovery process in radial scenarios. This is due to the angle of
the sweet spot that was modeled for matrix scenarios, such as a highway. Furthermore, the strategy
for choosing retransmitter vehicles is fixed due to the way the sweet spot was angled. As a result,
the cache hit rate and the content delivery rate guarantee are affected.

Arsalan and Rehman [36] developed a technique to mitigate the broadcast storm issue, called
BSAM (Broadcast Storm Avoidance Mechanism). BSAM outlines a counter value that is given for each
vehicle by calculating its distances from the sender vehicle. BSAM offers the lowest data packet delay
(compared to a traditional VNDN protocol) due to only the farthest sender node from the consumer
node having Pending Interest Table (PIT) entries. This means that the BSAM scheme decreases the
average number of interest packets transmitted.

Boukerche and Coutinho [37] presented an architecture to improve the cache discovery
process and reduce the broadcast storm problem in intelligent vehicular networks, called LoICen
(Location-based and Information-Centric). In LoICen, the receiver vehicles obtain the location of
the vehicles that might have an interest packet in their cache. Whenever possible, this location
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information is available to be used during a cache discovery process. The location-oriented approach
employed in LoICen and selecting only the most suitable neighboring vehicle to continue forwarding
the interest packet is possible.

Guo et al. [38] proposed a scheme to mitigate the broadcast storm problem of interest packets,
named BRFD (Bayesian-based Receiver Forwarding Decision scheme for the interest packet). In BRFD,
the forwarding of an interest packet is decided based on knowledge of network operation conditions
learned by the Bayesian decision model. The model considers the distance between a sender node
and a receiver node, vehicle speed, and the one-hop neighborhood degree. Thus, BRFD suppresses
the interest broadcast storm issue that could flood the VNDN network.

Burhan and Rehman [39] proposed a strategy called BSMS (Broadcast Storm Mitigation Strategy)
to mitigate the broadcast storm problem. BSMS also tackles the issue of the disconnect link by using
a receiver timer counter. Moreover, BSMS relies on the distance and speed between receiver and sender
vehicles to obtain this timer counter. Thus, the farther vehicle among neighboring vehicles transmits
the interest packet by the network. When the interest packet is not received by the requesting vehicle,
BSMS uses a forwarder timer counter. The interest broadcast operation is repeated when the forwarder
timer counter finishes.

To address the transmission prioritization process, several research studies presented in this
section used the forwarding strategies of interest packets based on the distance and link stability
between receiver vehicles and the current sender. We also show approaches that consider a timer
counter to prioritize the forwarding of interest packets among neighboring vehicles. Unlike these
strategies, OVERT VNDN advances the state-of-the-art by using computational geometry and
degree centrality concepts to tackle the broadcast storm problem that arises during inter-vehicle
communications efficiently, as shown below.

3. OVERT VNDN: Towards an Efficient Cache Discovery Protocol

This section introduces OVERT VNDN, a cache discovery protocol that harnesses both the
computational geometry and degree centrality concepts to tackle the broadcast storm problem
in VNDN. OVERT VNDN has as its main goal to improve the content delivery ratio while maintaining
a high cache hit rate on searching by the content with fewer transmissions of interest packets.
The following describes the development of OVERT VNDN, including the problem formulation,
the proposed protocol, and its operations.

3.1. Problem Formulation

The broadcast storm problem is critical in ad-hoc wireless networks since it causes inefficient
use of network resources. In regards to the VNDN technology, the propagation occurrence of interest
packets needs to be done in a controlled manner with the prospect of reducing one of the main
challenges in inter-vehicle communications, packet collision incidence. Redundant transmissions
of interest packets result in more packet collisions in the network, increasing rates of both content
delivery delay and packet losses, and jeopardize VNDN application performance. Figure 1 shows a
general VNDN scenario for which the broadcast storm occurs.
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Figure 1. Occurrence of a broadcast storm in a general VNDN scenario.

From Figure 1, the consumer vehicle initially transmits an interest packet specifying the content’s
name on the network. Then, the neighboring vehicles receive the packet. Since they do not have
the corresponding data packet in the cache, all receiver vehicles will simultaneously retransmit
the interest packet on the network. The result of these multiple retransmissions is the collision of
packets. It is necessary to develop VNDN-tailored interest packet forwarding intelligent solutions,
with the ability to reduce excess transmissions and enhance the efficiency in content delivery,
in an attempt to mitigate the occurrence of a broadcast storm.

3.2. Proposed VNDN Protocol Model

Based on the problem formulation, the definition of the proposed protocol is described in
the following.

Definition 1. We consider an urban VNDN scenario composed of n vehicles. Each vehicle vi has an ID
(i ∈ [1, n]) and is equipped with a communication interface compatible with the IEEE 802.11p standard.
Such vehicles are modeled by a dynamic graph G = (V(G), E(G)), which represents the asymmetric wireless
links between vehicles, where V(G) represents the set of vehicles and E(G) represents the communication
link between neighboring vehicles. Each vehicle vi ∈ V(G) knows its position in progress pv using a Global
Positioning System (GPS). Furthermore, the set of neighboring vehicles Nv ⊆ V(G) is composed of neighbors at
one hop of vi. The set E′v ⊆ E(G) represents the communication link between vi and its neighbors. Finally, let
Q = V(G) be the set of points containing the vertices of G.

Definition 2. We consider each vehicle continuing to propagate the interest packet as a point p in the convex
hull of the set of points Q. For this, we assume that a polygon is convex when there is no straight line between
two points inside the polygon that reaches the outside of the polygon. The convex hull of Q consists of the smallest
convex polygon CH(Q) such that every point belonging to Q is inside or on the edge of CH(Q).

OVERT VNDN aims to reduce the number of transmissions of interest packets while maintaining
a high cache hit rate and an increase in the content delivery rate. For this purpose, OVERT VNDN
is based on the concept of computational geometry and degree centrality to choose the vehicles
transmitting interest packets. In this case, the problem of finding the convex hull in a given set
Q of points was applied. This was done because the application of the convex hull can be made
dynamically and independently of the scenario in question. Next, we present the functioning of
OVERT VNDN to propagate interest and data packets.

3.3. OVERT VNDN Operations

To propagate interest packets, each vehicle vi transmits periodic beacons containing
its identification ID and its current position pv. The idea is that vi contributes to contextual knowledge
about its neighbors. Upon receiving a beacon, vi saves this information in its list of neighbors Nv.
vi generates a set of points Q when it needs to transmit the interest packets. Then, vi calculates the
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convex hull CH(Q) having as a parameter Q with the Graham scan algorithm, whose time complexity
is O(nlogn) [40]. After applying the Graham scan algorithm, among the vehicles that make up the
minimum convex polygon, vehicles with higher degree centrality are selected to propagate the interest
packet in the network, as presented in Figure 2. The degree centrality is the number of vehicles
neighboring the receiver vehicle, which is computed based on the beacon message. Degree centrality is
an essential metric for understanding the importance of a node in the network [41]. Next, the receiver
vehicle inserts CH(Q) in the interest packet. When neighboring vehicles receive the interest packet,
they check if they are relay vehicles, making sure their IDs are contained in CH(Q). According to its
degree centrality, such vehicles are selected to continue the process of retransmitting interest packets.
Otherwise, they will discard interest packets.

Figure 2. Cache discovery strategy.

Algorithm 1 shows the cache discovery mechanism’s operation to continue the transmission of the
interest packet. When the packet received is an interest with particular content, it is necessary to check
if such the interest is duplicated. For this, a search on the Pending Interest Table (PIT) is done (Line 3).
PIT is used to maintain interests that have not yet been served with the corresponding data packets.
If the interest is duplicated, it means that the same interest already exists in the PIT, and therefore,
the interest received is discarded (Line 23). If there is any transmission scheduled for the interest stored
in the PIT, the transmission will be canceled (Lines 21–22). This occurs due to a previous transmission
of an interest packet by a neighboring vehicle. If the interest packet is not duplicated, the vehicle will
consult the Content Store (CS) for the corresponding data packet (Line 4). CS is used to store the data
packets according to the Time-To-Live (TTL) of the content. If the vehicle has the data packet, it means
that there was a cache hit. Consequently, the vehicle sends the data packet to the vehicle that requested
the content (Line 19). Otherwise, there will be a cache miss. With this, the vehicle inserts the interest
in the PIT (Line 5). In the next step, the vehicle checks if it is a relay node (Line 6), checking in the
received interest packet whether the ID appears in the set CH(Q) corresponding to the relay vehicles.
If the ID is contained in CH(Q), it means that the vehicle is part of the convex hull and, therefore,
will transmit the interest packet according to its degree centrality (Lines 12–13).

Algorithm 2 shows the processing of the proposed protocol’s data packet. When a vehicle receives
a data packet, it checks if there is any interest related to that content in the PIT (Line 2). If any interests
are pending in the PIT, the vehicle checks if there is any schedule for the transmission of these interests.
If so, the vehicle cancels such appointments (Lines 3 and 4). In this case, the vehicle transmits the
data packet to the vehicles interested in that content and removes such interests from PIT (Lines 5
and 6). Furthermore, in the processing of the data packet, whenever a vehicle receives a data packet,
it stores it in the CS (Line 7). With this, the vehicles operate as data mules transporting the content to
another region to meet future requests and keep the content closer to potential vehicles interested in
that content. This approach is also known as store-carry-forwarding.
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It should be noted that the main contribution of the proposed protocol is given by the developed
cache discovery strategy, which is based on the convex hull and the degree centrality of the neighbors to
choose the best relay vehicles. As a result, it is possible to maximize the spread of interest, maintaining
a high cache hit rate in the cache discovery process with fewer transmissions of interest packets, as will
be presented in the next section.

Algorithm 1: Received Interest packet.

Input: Interest [Name, Selector(s), NONCE, transmiterVehicles]

1 begin
2 relays← ∅;
3 if Name /∈ PIT then
4 if Content /∈ CS then
5 PIT.insert(Interest);
6 if myID ∈ Interest.transmiterVehicles then

// Q represents neighboring vehicles
7 relays← convexHull(Q);
8 Interest.transmiterVehicles.add(relays);
9 d← getDistance(receiver, sender);

10 g← getDegree();
11 if receiver vehicle has neighbors then

12 T ← 1
d + g

;

13 scheduleAt [Interest, simTime() + T];

14 else
15 discard Interest;

16 else
17 discard Interest;

18 else
19 Send DATA;

20 else
21 if Interest is scheduled then
22 Cancel Interest transmission;

23 discard Interest;

Algorithm 2: Received DATA packet.

Input: DATA [Name, MetaInfo, Content]

1 begin
2 if Name ∈ PIT then
3 if Corresponding Interest is scheduled then
4 Cancel Interest transmission;

5 Send DATA;
6 PIT.remove(Interest);

7 CS.insert(DATA);

4. Performance Assessment

In this section, the performance of OVERT VNDN is evaluated by comparing it with Vanilla
VNDN [42]. The simulation tools, the mobility scenario, the chosen metrics, and the obtained results
are presented below.
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4.1. Simulation Setup

The proposed protocol assessment was carried out leveraging computer simulations. In light of
this, the OMNeT ++ 4.6 (http://www.omnetpp.org/) and the Vehicles in Network Simulator (Veins)
(http://www.veins.car2x.org/) tools were used to reproduce the behavior of the implemented
protocols. The Canadian Ottawa city map (importing the city area (2 km2) through the OpenStreetMap
(http://www.openstreetmap.org)) was defined to generate vehicle mobility patterns using
the Simulation of Urban Mobility (SUMO) 0.21.0 (http://www.dlr.de), as shown in Figure 3.

Figure 3. Downtown area of Ottawa, Canada [43].

To achieve a fair comparison among the protocols participating in the simulation trials,
we assumed that 30% of the vehicles operated as consumer nodes, as modeled in the compared
works. These vehicles were selected at random during the simulation startup. A variation of producer
vehicles was made in 5%, 10%, 15%, 20%, and 25%. Furthermore, a varying vehicle density of 100,
200, 300, 400, 500, and 600 was set to assess the resulting impact on the protocol content delivery ratio.
Similarly to consumer vehicles, producer vehicles were selected at random during the simulation
startup. As both the data packet and interest packet size were small, namely 8192 and 400 bits, and they
were stored only for the TTL time (25 s), it was assumed that the vehicles which supported this type
of communication would have enough storage capacity to handle these messages. The other sets of
parameters to perform the simulation trials are shown in Table 1, following the KPIs considered for
the evaluation of the protocols: (i) cache hit rate; (ii) content delivery rate; (iii) delay in the content
delivery; (iv) packet collision rate; and (v) interest packet transmission rate.

The main goal was to analyze the efficiency of OVERT VNDN in terms of content delivery
rate from the beginning of the broadcast storm incidence, which happens during the communication
between vehicles participating in the VNDN scenario. To do that, each simulation trial was run 33 times
to obtain a 95% confidence level based on the t-test. The results obtained from their discussions are
presented below.

http://www.omnetpp.org/
http://www.veins.car2x.org/
http://www.openstreetmap.org
http://www.dlr.de
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Table 1. Simulation parameters.

Parameter Value

Simulation area Downtown Ottawa (2 km2)
Transmission power 1.6 mW
Transmission range 250 m
Frequency band 5.9 GHz
Frequency of beacons 1 Hz
Communication technology IEEE 802.11p
MAC IEEE 1609.4
Bit rate 6 Mbps
Data packet size 8192 bit
Interest packet size 400 bit
Interest timeout 15 s
Number of chunks 10
Interest lifetime 25 s
Executions 33
Number of consumers (%) 30
Number of producers (%) 5, 10, 15, 20, 25
Simulation time 350 s

4.2. Results Assessment

The cache hit arose as to the first KPI, due to its usage in assessing the protocols’ capabilities
during the cache discovering process in VNDNs. Figure 4 depicts the outcomes that both Vanilla
VNDN (Figure 4a and OVERT VNDN (Figure 4b) benchmarking solutions allowed obtaining. It is
possible to notice that there was a positive correlation between the vehicle’s density degree, the number
of producers, and the cache hit. In other words, as the vehicle density and producers increased,
the cache hit level also increased. The proposed OVERT VNDN protocol outperformed Vanilla VNDN
in both vehicle density degree and the number of producers. On average, OVERT VNDN reached
more than double (a 120.47% increment) the cache hits as the Vanilla VNDN protocol. The heat map
clearly shows this considerable difference. The adopted cache discovery strategy enabled this behavior
since it used computational geometry modeling plus degree centrality to select the relay vehicles.
The choice of the next vehicles that would continue to propagate interest packets in the network was
made dynamically and regardless of the scenario. To improve on this, the OVERT VNDN protocol
applied the problem of finding the convex hull to determine the next relay vehicles. Upon finding
the vehicles that formed the minimum convex polygon, it applied the degree centrality metric to
prioritize those vehicles that highlighted a significant number of neighboring vehicles. A reduction in
the broadcast storm incidence was allowed, while the cache hit rate increased on the network.
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Figure 4. Percentage of cache hits (%). OVERT, discOVEry pRoTocol.
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Figure 5 shows the content delivery KPI. In the beginning, which showed a reduced vehicle
density (100), as well as a small number of producers (5%), the content delivery rate was low for both
Vanilla VNDN (Figure 5a) and OVERT VNDN (Figure 5b). However, as the number of producers
increased from 5% to 25%, the content delivery rate also increased. Nevertheless, OVERT VNDN
outperformed the Vanilla CNDN solution regardless if the variation of both the vehicles’ density
and the number of producer vehicles used, for which the heat map provides evidence. On average,
OVERT VNDN reached 83.33% of the content delivery rate against the 58.02% of Vanilla VNDN,
which revealed an improvement index of more than 43%. The cache discovery strategy that OVERT
VNDN adopted, which allowed minimizing the broadcast storm problem during the coarse of the
cache discovery process, suggested the reason behind this improvement. Furthermore, as the vehicle
density increased in the network (from 100 to 300 vehicles), the coverage rate also increased. However,
when the scenario became denser (from 400 to 600 vehicles), the trend was that the performance rate
of both protocols began to degrade in regards to content delivery. The existence of many vehicles
transmitting interest and data packets on the network, which consequently resulted in higher packet
collision incidence, hinted at the cause.
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Figure 5. Content delivery metrics.

Figure 6 sketches the behavior of the content delivery delay obtained in the simulation trials.
In the low-density scenarios (from 100 to 300), the time to receive the content decreased as the number
of producer vehicles increased. The cause could be explained because more content, closer to consumer
vehicles, was being produced. On the other hand, as vehicle density increased on the network,
the content delivery delay also increased. The incidence of packet collision on the network arose
as the main reason, because of the resulting rates in packet losses and content delivery delays.
Although OVERT VNDN (Figure 6b) had a longer delay in retrieving content in comparison to
Vanilla VNDN (Figure 6b), it was still more effective in discovering and delivering content to consumer
vehicles. Therefore, OVERT VNDN guaranteed greater efficiency during the content discovery and
recovery stages, one of the critical challenges in VNDN communication.
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Figure 6. Delay in the content delivery.

Figure 7 depicts the packet collision rate for both Vanilla VNDN (Figure 7a) and OVERT
VNDN (Figure 7b). As expected, the number of collisions increased as the scenario became denser.
This was especially true for Vanilla VNDN trials, which had a faster and higher gain in this KPI.
The lack of coordination of relay vehicles during the cache discovery period was the leading cause
of this behavior. The OVERT VNDN proposal was able to reduce the packet collision incidence rate
considerably by more than 50%, on average. It also managed to distribute the losses better, presenting
a stable increment according to the vehicles’ density. However, because OVERT VNDN was more
efficient in the cache discovery process, reaching a more significant number of producer vehicles also
increased the packet collision, as these vehicles would even start to transmit. While this was true,
the overall benefits of OVERT VNDN atoned for the packet collisions.
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Figure 7. Packet collision rate.

The average number of interest packets transmitted in the cache discovery process, to retrieve
the desired content (Figure 8), was the last KPI assessed. As anticipated, when the number of producer
vehicles increased on the network, the number of interest packets transmitted decreased in the stage
of searching for content. On average, OVERT VNDN (Figure 8b) reduced by 80.99% the number of
transmitted interest packets in comparison to Vanilla VNDN (Figure 8a). This reduction was achieved
because of the interest forwarding strategy that relay vehicles adopted, which was based on the
computational geometry and degree centrality of the receiver vehicle. This strategy owed the ability
to cancel already scheduled interest packets that no longer needed. Besides, the proposed approach
allowed only vehicles that had neighbors to continue to propagate the interest packet through the
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network. On the other hand, vehicles without neighbors discarded the interest packet because they
would not reach potential producer vehicles.
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Figure 8. Interest packet transmission rate.

5. Conclusions

The VNDN technology enables a high performing large-scale content distribution in IP-centric
VANETs. There are still many challenges that need to be addressed in this field. This work tackled
the negative effect of the broadcast storm during communication between vehicles in the VNDN
cache discovery process. OVERT VNDN protocol’s main goal was to minimize the interest packet
broadcast storm issue in VNDN. This allowed maximizing the content delivery rate on the network.
To accomplish such an objective, OVERT VNDN took advantage of the computational geometry and
degree centrality concepts to choose the relay vehicles dynamically. With that, it was possible to
tackle the broadcast storm problem that arises during inter-vehicle communications. This process
happened regardless of the scenario in question allowing for better propagation of the interest packets
on the network. The simulation results showed that the proposed protocol outperformed its competitor.
It improved the cache discovery process by 120.47% as well as the content delivery rate by 43%. At the
same time, it reduced the number of interest packets by 80.99%.

As further work, we intend to compare OVERT VNDN with other works in the literature.
Moreover, a new protocol is going to be developed to improve the data packet forwarding strategy
based on the problem of finding the convex hull. The new protocol will disseminate the data packet
based on the density of the urban road. Furthermore, a new implementation of the content replacement
policies based on its popularity also is going to be proposed, as well as security and privacy issues are
going to be considered.

Author Contributions: Conceptualization, L.B.R., R.I., G.P.R.F., A.V.N., M.L.M.P., and L.A.V.; funding acquisition,
R.I. and L.A.V.; investigation, L.B.R., R.I., G.P.R.F., A.V.N., M.L.M.P., and L.A.V.; methodology, L.B.R., R.I., G.P.R.F.,
A.V.N., M.L.M.P., and L.A.V.; supervision, R.I., G.P.R.F., and L.A.V.; validation, L.B.R., Roger Immich, G.P.R.F.,
A.V.N., M.L.M.P., and L.A.V.; visualization, R.I. and G.P.R.F.; writing, original draft, L.B.R., R.I., G.P.R.F., A.V.N.,
M.L.M.P., and L.A.V.; writing, review and editing, L.B.R., R.I., G.P.R.F., A.V.N., and M.L.M.P. All authors read and
agreed to the published version of the manuscript.

Funding: This work was partially supported by the grant 2018/02204-6 from São Paulo Research
Foundation (FAPESP), and it is part of the INCTproject called the Future Internet for Smart Cities (CNPq
465446/2014-0, CAPES 88887.136422/2017-00, and FAPESP 2014/50937-1).

Conflicts of Interest: The authors declare no conflict of interest.



Vehicles 2020, 2 465

References

1. Duarte, J.M.; Braun, T.; Villas, L.A. MobiVNDN: A distributed framework to support mobility in vehicular
named-data networking. Ad Hoc Netw. 2019, 82, 77–90. [CrossRef]

2. Immich, R.; Cerqueira, E.; Curado, M. Towards a QoE-driven mechanism for improved H.265 video delivery.
In Proceedings of the Mediterranean Ad Hoc Networking Workshop (Med-Hoc-Net), Vilanova i la Geltru,
Spain, 20–22 June 2016; pp. 1–8. [CrossRef]

3. Silva, F.S.D.; Neto, A.V.; Maciel, D.; Castillo-Lema, J.; Silva, F.; Frosi, P.; Cerqueira, E. An Innovative
Software-Defined WiNeMO Architecture for Advanced QoS-Guaranteed Mobile Service Transport.
Comput. Netw. 2016, 107, 270–291. [CrossRef]

4. Immich, R.; Borges, P.; Cerqueira, E.; Curado, M. QoE-driven video delivery improvement using packet loss
prediction. Int. J. Parallel Emergent Distrib. Syst. 2015, 30, 478–493. [CrossRef]

5. Maia, G.; Villas, L.A.; Boukerche, A.; Viana, A.C.; Aquino, A.L.L.; Loureiro, A.A.F. Data dissemination
in urban Vehicular Ad hoc Networks with diverse traffic conditions. In Proceedings of the 2013 IEEE
Symposium on Computers and Communications (ISCC), Split, Croatia, 7–10 July 2013; pp. 000459–000464.

6. Amadeo, M.; Campolo, C.; Molinaro, A. Information-centric networking for connected vehicles: A survey
and future perspectives. IEEE Commun. Mag. 2016, 54, 98–104. [CrossRef]

7. Wang, Y.; Liu, H.; Huang, L.; Stankovic, J. Efficient and proactive V2V information diffusion using Named
Data Networking. In Proceedings of the 2016 IEEE/ACM 24th International Symposium on Quality of
Service (IWQoS), Beijing, China, 20–21 June 2016; pp. 1–10.

8. Nour, B.; Sharif, K.; Li, F.; Khelifi, H.; Moungla, H. NNCP: A Named Data Network Control Protocol for
IoT Applications. In Proceedings of the 2018 IEEE Conference on Standards for Communications and
Networking (CSCN), Paris, France, 29–31 October 2018; pp. 1–6.

9. Rondon, L.B.; da Costa, J.B.D.; Filho, G.P.R.; Villas, L.A. A Distance and Position-based Caching Discovery
Protocol for Vehicular Named-Data Networks. In Proceedings of the 2019 IEEE Latin-American Conference
on Communications (LATINCOM), Salvador, Brazil, 11–13 November 2019; pp. 1–6.

10. Fang, C.; Yao, H.; Wang, Z.; Wu, W.; Jin, X.; Yu, F.R. A Survey of Mobile Information-Centric Networking:
Research Issues and Challenges. Commun. Surv. Tutor. 2018, 20, 2353–2371. [CrossRef]

11. Brennand, C.A.R.L.; de Souza, A.M.; Maia, G.; Boukerche, A.; Ramos, H.; Loureiro, A.A.F.; Villas,
L.A. An intelligent transportation system for detection and control of congested roads in urban centers.
In Proceedings of the 2015 IEEE Symposium on Computers and Communication (ISCC), Larnaca, Cyprus,
6–9 July 2015; pp. 663–668.

12. Neto, A.J.V.; Zhao, Z.; Rodrigues, J.J.P.C.; Camboim, H.B.; Braun, T. Fog-Based Crime-Assistance in Smart
IoT Transportation System. IEEE Access 2018, 6, 11101–11111. [CrossRef]

13. Akabane, A.T.; Immich, R.; Madeira, E.R.M.; Villas, L.A. iMOB: An Intelligent Urban Mobility Management
System Based on Vehicular Social Networks. In Proceedings of the 2018 IEEE Vehicular Networking
Conference (VNC), Taipei, Taiwan, 5–7 December 2018; pp. 1–8. [CrossRef]

14. Kim, M.; Kim, H.K.; Lee, S.H. A Distributed Cooperative Localization Strategy in Vehicular-to-Vehicular
Networks. Sensors 2020, 20, 1413. [CrossRef]

15. Akabane, A.T.; Immich, R.; Bittencourt, L.F.; Madeira, E.R.; Villas, L.A. Towards a distributed and
infrastructure-less vehicular traffic management system. Comput. Commun. 2020, 151, 306–319. [CrossRef]

16. An, H.; Jung, J.i. Design of a Cooperative Lane Change Protocol for a Connected and Automated Vehicle
Based on an Estimation of the Communication Delay. Sensors 2018, 18, 3499. [CrossRef]

17. Akabane, A.T.; Immich, R.; Pazzi, R.W.; Madeira, E.R.M.; Villas, L.A. Distributed Egocentric Betweenness
Measure as a Vehicle Selection Mechanism in VANETs: A Performance Evaluation Study. Sensors
2018, 18, 2731. [CrossRef]

18. Cristiani, A.L.; Immich, R.; Akabane, A.T.; Madeira, E.R.M.; Villas, L.A.; Meneguette, R.I. ATRIP: Architecture
for Traffic Classification Based on Image Processing. Vehicles 2020, 2, 303–317. [CrossRef]

19. Vourgidis, I.; Maglaras, L.; Alfakeeh, A.S.; Al-Bayatti, A.H.; Ferrag, M.A. Use Of Smartphones for
Ensuring Vulnerable Road User Safety through Path Prediction and Early Warning: An In-Depth Review
of Capabilities, Limitations and Their Applications in Cooperative Intelligent Transport Systems. Sensors
2020, 20, 997. [CrossRef] [PubMed]

http://dx.doi.org/10.1016/j.adhoc.2018.08.008
http://dx.doi.org/10.1109/MedHocNet.2016.7528427
http://dx.doi.org/10.1016/j.comnet.2016.04.019
http://dx.doi.org/10.1080/17445760.2015.1044004
http://dx.doi.org/10.1109/MCOM.2016.7402268
http://dx.doi.org/10.1109/COMST.2018.2809670
http://dx.doi.org/10.1109/ACCESS.2018.2803439
http://dx.doi.org/10.1109/VNC.2018.8628436
http://dx.doi.org/10.3390/s20051413
http://dx.doi.org/10.1016/j.comcom.2020.01.002
http://dx.doi.org/10.3390/s18103499
http://dx.doi.org/10.3390/s18082731
http://dx.doi.org/10.3390/vehicles2020017
http://dx.doi.org/10.3390/s20040997
http://www.ncbi.nlm.nih.gov/pubmed/32069811


Vehicles 2020, 2 466

20. Hernandez-Jayo, U.; De-la Iglesia, I.; Perez, J. V-Alert: Description and Validation of a Vulnerable Road User
Alert System in the Framework of a Smart City. Sensors 2015, 15, 18480–18505. [CrossRef]

21. Immich, R.; Cerqueira, E.; Curado, M. Efficient high-resolution video delivery over VANETs. Wirel. Netw.
2018. [CrossRef]

22. Gerát, J.; Sopiak, D.; Oravec, M.; Pavlovicová, J. Vehicle speed detection from camera stream using
image processing methods. In Proceedings of the 2017 International Symposium ELMAR, Zadar, Croatia,
18–20 September 2017; pp. 201–204.

23. Quadros, C.; Cerqueira, E.; Neto, A.; Riker, A.; Immich, R.; Curado, M. A mobile QoE Architecture for
Heterogeneous Multimedia Wireless Networks. In Proceedings of the 2012 IEEE Globecom Workshops,
Anaheim, CA, USA, 3–7 December 2012; pp. 1057–1061. [CrossRef]

24. Colombaroni, C.; Fusco, G.; Isaenko, N. A Simulation-Optimization Method for Signal Synchronization
with Bus Priority and Driver Speed Advisory to Connected Vehicles. Transp. Res. Procedia 2020, 45, 890–897.
[CrossRef]

25. Hussain, S.A.; Shahian Jahromi, B.; Cetin, S. Cooperative Highway Lane Merge of Connected Vehicles Using
Nonlinear Model Predictive Optimal Controller. Vehicles 2020, 2, 249–266. [CrossRef]

26. Simchon, L.; Rabinovici, R. Real-Time Implementation of Green Light Optimal Speed Advisory for Electric
Vehicles. Vehicles 2020, 2, 35–54. [CrossRef]

27. Wang, P.; Gao, S.; Li, L.; Sun, B.; Cheng, S. Obstacle Avoidance Path Planning Design for Autonomous Driving
Vehicles Based on an Improved Artificial Potential Field Algorithm. Energies 2019, 12, 2342. [CrossRef]

28. Viana, B.; Aouf, N. Distributed Cooperative Path-Planning for Autonomous Vehicles Integrating Human
Driver Trajectories. In Proceedings of the 2018 International Conference on Intelligent Systems (IS),
Funchal-Madeira, Portugal, 25–27 September 2018; pp. 655–661.

29. Chen, C.; Seff, A.; Kornhauser, A.; Xiao, J. DeepDriving: Learning Affordance for Direct Perception in
Autonomous Driving. In Proceedings of the The IEEE International Conference on Computer Vision (ICCV),
Santiago, Chile, 7–13 December 2015.

30. Coutinho, R.W.L.; Boukerche, A.; Loureiro, A.A.F. Design Guidelines for Information-Centric Connected
and Autonomous Vehicles. IEEE Commun. Mag. 2018, 56, 85–91. [CrossRef]

31. Coutinho, R.W.L.; Boukerche, A.; Yu, X. Information-Centric Strategies for Content Delivery in Intelligent
Vehicular Networks. In Proceedings of the 8th ACM Symposium on Design and Analysis of Intelligent
Vehicular Networks and Applications, DIVANet’18, Montreal, QC, Canada, 28 October–2 November 2018;
ACM: New York, NY, USA, 2018; pp. 21–26. [CrossRef]

32. Kuai, M.; Hong, X.; Yu, Q. Density-Aware Delay-Tolerant Interest Forwarding in Vehicular Named Data
Networking. In Proceedings of the 2016 IEEE 84th Vehicular Technology Conference (VTC-Fall), Montreal,
QC, Canada, 18–21 September 2016; pp. 1–5.

33. Yu, X.; Coutinho, R.W.L.; Boukerche, A.; Loureiro, A.A.F. A distance-based interest forwarding protocol
for vehicular information-centric networks. In Proceedings of the 2017 IEEE 28th Annual International
Symposium on Personal, Indoor, and Mobile Radio Communications (PIMRC), Montreal, QC, Canada,
8–13 October 2017; pp. 1–5.

34. Boukerche, A.; Coutinho, R.W.L.; Yu, X. LISIC: A Link Stability-Based Protocol for Vehicular
Information-Centric Networks. In Proceedings of the 2017 IEEE 14th International Conference on Mobile
Ad Hoc and Sensor Systems (MASS), Orlando, FL, USA, 22–25 October 2017; pp. 233–240. [CrossRef]

35. De Sousa, A.M.; Araújo, F.R.C.; Sampaio, L.N. A Link-Stability-Based Interest-Forwarding Strategy For
Vehicular Named Data Networks. IEEE Internet Comput. 2018, 22, 16–26. [CrossRef]

36. Arsalan, A.; Rehman, R.A. Distance-Based Scheme for Broadcast Storm Mitigation in Named Software
Defined Vehicular Networks (NSDVN). In Proceedings of the 2019 16th IEEE Annual Consumer
Communications Networking Conference (CCNC), Las Vegas, NV, USA, 11–14 January 2019; pp. 1–4.

37. Boukerche, A.; Coutinho, R.W. LoICen: A novel location-based and information-centric architecture for
content distribution in vehicular networks. Ad Hoc Netw. 2019, 93, 101899. [CrossRef]

38. Guo, X.; Chen, Y.; Cao, L.; Zhang, D.; Jiang, Y. A Smart Forwarding Scheme for the Interest Packet in VNDN.
In Proceedings of the 2019 2nd International Conference on Hot Information-Centric Networking (HotICN),
Chongqing, China, 13–15 December 2019; pp. 7–12.

http://dx.doi.org/10.3390/s150818480
http://dx.doi.org/10.1007/s11276-018-1687-2
http://dx.doi.org/10.1109/GLOCOMW.2012.6477724
http://dx.doi.org/10.1016/j.trpro.2020.02.079
http://dx.doi.org/10.3390/vehicles2020014
http://dx.doi.org/10.3390/vehicles2010003
http://dx.doi.org/10.3390/en12122342
http://dx.doi.org/10.1109/MCOM.2018.1800134
http://dx.doi.org/10.1145/3272036.3272048
http://dx.doi.org/10.1109/MASS.2017.34
http://dx.doi.org/10.1109/MIC.2018.032501512
http://dx.doi.org/10.1016/j.adhoc.2019.101899


Vehicles 2020, 2 467

39. Burhan, M.; Rehman, R.A. BSMS: A Reliable Interest Forwarding Protocol for NDN based VANETs.
In Proceedings of the 2020 3rd International Conference on Advancements in Computational Sciences
(ICACS), Lahore, Pakistan, 17–19 February 2020; pp. 1–6.

40. Graham, R.L. An efficient algorithm for determining the convex hull of a finite planar set. Inf. Process. Lett.
1972, 1, 132–133. [CrossRef]

41. Costa, J.; Rosário, D.; de Souza, A.M.; Villas, L.A.; Cerqueira, E. Data Dissemination Based on Complex
Networks’ Metrics for Distributed Traffic Management Systems. In Proceedings of the 2018 IEEE Symposium
on Computers and Communications (ISCC), Natal, Brazil, 25–28 June 2018; pp. 01062–01067.

42. Grassi, G.; Pesavento, D.; Pau, G.; Vuyyuru, R.; Wakikawa, R.; Zhang, L. VANET via Named Data
Networking. In Proceedings of the 2014 IEEE Conference on Computer Communications Workshops
(INFOCOM WKSHPS), Toronto, ON, Canada, 27 April–2 May 2014; pp. 410–415.

43. Coutinho, R.W.L.; Boukerche, A.; Yu, X. A Novel Location-Based Content Distribution Protocol for Vehicular
Named-Data Networks. In Proceedings of the 2018 IEEE Symposium on Computers and Communications
(ISCC), Natal, Brazil, 25–28 June 2018; pp. 01007–01012.

© 2020 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access
article distributed under the terms and conditions of the Creative Commons Attribution
(CC BY) license (http://creativecommons.org/licenses/by/4.0/).

http://dx.doi.org/10.1016/0020-0190(72)90045-2
http://creativecommons.org/
http://creativecommons.org/licenses/by/4.0/.

	Introduction
	Related Work
	OVERT VNDN: Towards an Efficient Cache Discovery Protocol
	Problem Formulation
	Proposed VNDN Protocol Model
	OVERT VNDN Operations

	Performance Assessment
	Simulation Setup
	Results Assessment

	Conclusions
	References

