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Abstract

:

The Internet of Things (IoT) and the metaverse are two rapidly evolving technologies that have the potential to shape the future of our digital world. IoT refers to the network of physical devices, vehicles, buildings, and other objects that are connected to the internet and capable of collecting and sharing data. The metaverse, on the other hand, is a virtual world where users can interact with each other and digital objects in real time. In this research paper, we aim to explore the intersection of the IoT and metaverse and the opportunities and challenges that arise from their convergence. We will examine how IoT devices can be integrated into the metaverse to create new and immersive experiences for users. We will also analyse the potential use cases and applications of this technology in various industries such as healthcare, education, and entertainment. Additionally, we will discuss the privacy, security, and ethical concerns that arise from the use of IoT devices in the metaverse. A survey is conducted through a combination of a literature review and a case study analysis. This review will provide insights into the potential impact of IoT and metaverse on society and inform the development of future technologies in this field.
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1. Introduction


The Internet of Things (IoT) is a dynamically emerging technology that is redefining our interactions with our surroundings [1,2]. IoT is a network of physical devices, automobiles, buildings, and other items that are linked to the internet and capable of collecting and sharing data [3]. These devices have sensors, actuators, and communication capabilities that allow them to gather and transfer data in real time. The growing number of linked devices is one of the key trends in IoT [4]. According to recent research, there are reportedly over 30 billion linked devices in the world, with that figure anticipated to rise to more than 75 billion by 2025 [5]. The increasing availability of affordable IoT devices, as well as the proliferation of IoT applications in new domains such as healthcare, transportation, and smart cities, is driving this rise.



Edge computing is also becoming more prevalent in IoT networks. The term “edge computing” is used to describe the practice of processing data at or near the point of data collection as opposed to storing it in a centralised facility [6]. Because of this, data may be processed more quickly and efficiently while also being protected from unauthorised access [7]. When it comes to the Internet of Things, edge computing shines when it comes to low-latency processing for applications like industrial automation, robotics, and autonomous cars. One major development in the Internet of Things is the growing interest in using artificial intelligence (AI) and machine learning (ML) to decipher the massive volumes of data produced by IoT gadgets [8,9]. As a result, we can make better, more informed decisions and develop cutting-edge services and software [10].



The integration of 5G networks for IoT devices is another direction that the industry is heading [11,12]. In order to improve the efficiency and dependability of communication between IoT devices, 5G delivers higher data rates and lower latency than previous generations of mobile networks [13]. This will open the door to novel applications like real-time analytics, driverless cars, and smart cities. Furthermore, there is an increasing number of people apprehensive about the safety and privacy of their IoT devices [14]. The threat of data breaches and cyber assaults increases as more gadgets gather and communicate data. This has prompted a greater effort to create confidential methods for IoT devices to communicate with one another [15,16].



The metaverse is a virtual realm in which individuals may communicate and share digital products in real time [17]. It is a cutting-edge innovation that might change the face of the digital future. Despite the fact that the metaverse is most commonly linked with gaming, it has several potential uses in fields like teaching, performing arts, and even commerce [18,19]. Virtual and augmented reality (VR and AR) technologies are becoming increasingly popular in the metaverse. Users are able to fully engage with digital worlds because of these advancements in technology. In the sphere of education, for instance, it is possible to establish virtual classrooms and virtual labs to provide students real-world experience in a supervised setting. Blockchain technology is becoming increasingly popular, which is another metaverse trend [20]. Transactions made using blockchain technology are both private and immutable since it is a distributed ledger system. Using this innovation, people may build economies in the metaverse where they can buy, sell, and exchange digital representations of real-world products and services.



Moreover, for growth, there is the integration of AI and ML into metaverse creations in an effort to make virtual worlds that seem more genuine and interesting to users [21]. The application of AI and ML allows for the development of more lifelike and interactive digital environments, as well as more convincing and lifelike avatars that can interact with people in more natural ways. Bringing together various types of social media is another growing movement in the metaverse. Facebook, Twitter, and TikTok are building their own metaverses, where users may communicate and share content with one another and with virtual things in real time [22]. It is becoming increasingly possible on these systems for users to build and share their own virtual environments. Last but not least, privacy and security are becoming increasingly pressing issues in the virtual world [23]. The potential for cyber assaults and data breaches increases as more people use these platforms to exchange sensitive information. The need for safe and confidential methods of transmitting data in the metaverse has, therefore, become more important.



The convergence of IoT and the metaverse presents an opportunity to design more realistic and interactive virtual worlds [18,24,25]. Incorporating IoT devices into the metaverse allows for more dynamic responses to events in the physical world, as depicted in Figure 1. The integration of components in an IoT network with the metaverse involves various elements working together seamlessly. IoT devices, such as sensors and actuators, are connected to the network and collect data from the physical world. These data are then transmitted to edge gateways, which serve as intermediate points for processing and filtering the information before sending it to the metaverse platforms. Metaverse platforms, powered by advanced technologies like virtual reality and artificial intelligence, create a virtual world where users can interact. The data collected from IoT devices are utilised by these platforms to provide real-time information and enable virtual spaces to interact with the real world [18]. This integration allows users to have a realistic and immersive experience in the metaverse, where they can interact, work, and play. IoT devices and edge gateways play a crucial role in capturing and transmitting data, while metaverse platforms utilise these data to create a dynamic and interactive virtual environment. Overall, the integration of these components enhances the capabilities of the metaverse and enables a seamless interaction between virtual and physical worlds.



Developing novel use cases and applications for IoT devices across sectors, including healthcare, education, and entertainment, is another promising area of exploration [26]. The IoT might be used to construct virtual classrooms where students can interact with each other and digital items in real time, or virtual medical clinics where patients can receive treatment and consultation remotely. Furthermore, new kinds of digital trade may emerge as a result of the merging of the IoT and metaverse. Incorporating blockchain technology would enable the development of virtual economies within the metaverse, wherein users would be able to engage in the buying, selling, and trading of virtual products and services [27,28].



Despite these benefits, the merging of these technologies also presents some new difficulties. As people become more comfortable sharing details about their lives online, privacy and security have become pressing issues. Using IoT devices in the metaverse raises ethical considerations as it threatens to dissolve the boundaries between the real and the virtual [29].



In recent years, the integration of the Internet of Things (IoT) with the metaverse has attracted substantial attention, with global surveys suggesting a growing interest in this technology’s potential applications. Through IoT, the integration of physical objects with virtual environments has the potential to produce novel and inventive user experiences in the metaverse. Moreover, AI may play a vital role in enriching these experiences and making them more engaging and personalised, as detailed in [18,25]. However, the integration of IoT with the metaverse also raises worries over the possibility of cyber-attacks, as this technology presents a new target for cybercriminals. Organisations must employ stringent security measures to safeguard user data and reduce the likelihood of cyber assaults. This article, in the following sections, intends to offer a complete overview of the integration of IoT and the metaverse, covering the present state of worldwide surveys, the integration of AI, user applications, and real-world metaverse platforms. We have comprehensively discussed the tools that can be used based on an as-a-service model to create digital twins for IoT and metaverse, while the main focus will be on potential cyber security threats and challenges.




2. Global Adoption Surveys


Several significant survey reports on the subject of IoT and the metaverse have been published, which include information such as market size, growth rate, and market segmentation using several parameters, including component, application, organisation size, vertical, and region [30,31]. These papers also provide information on regional growth and industry trends.



A survey conducted by the International Data Corporation (IDC) in 2020 found that the global market for IoT is expected to grow from GBP 190 billion in 2020 to GBP 1.1 trillion in 2027 (https://www.idc.com/getdoc.jsp?containerId=US48087621 accessed on 16 January 2023). The study also found that the manufacturing, transportation and logistics, and healthcare industries are expected to be the top adopters of IoT technology. Another survey conducted by the research firm Gartner in 2020 found that worldwide spending on IoT is expected to reach GBP 1.3 trillion in 2022, up from GBP 745 billion in 2019 (https://www.gartner.com/en/information-technology/insights/internet-of-things accessed on 16 January 2023). The study also found that the transportation and logistics, manufacturing, and healthcare industries are the top adopters of IoT technology. A study by the research firm MarketsandMarkets, in 2020, found that the global metaverse market is expected to grow from GBP 1.7 billion in 2020 to GBP 11.9 billion by 2026, at a CAGR of 50.3% during the forecast period. The study also found that the gaming and entertainment industry is expected to be the largest contributor to the metaverse market during the forecast period (https://www.marketsandmarkets.com/Market-Reports/internet-of-things-market-573.html accessed on 16 January 2023).



There are a number of survey studies on the adoption of the metaverse that contain information on age and geographic location. These studies give information on the metaverse’s popularity by location and the age group most likely to embrace it. These data are important for businesses and developers intending to target certain audiences with their metaverse-related products and services, as depicted in Figure 2. One such report is the “Global Metaverse Market Survey and Trend Research 2018” published by ReportsWeb. This report provides a detailed analysis of the global metaverse market, including market size, growth rate, and market segmentation by component, application, and region. The report also includes survey data on the adoption of the metaverse by geographical region and age, including information such as the following:




	
The metaverse is most popular among young adults aged 25–34, followed by those aged 16–24.








Another report is the “Metaverse Market: Global Forecast 2022” published by MarketsandMarkets. This report provides a detailed analysis of the global metaverse market, including market size, growth rate, and market segmentation by component, application, and region. The report also includes survey data on the adoption of the metaverse by geographical region, including information such as the following:




	
Europe is the largest market for the metaverse, followed by North America and Asia Pacific.



	
The Asia Pacific region is expected to be the fastest-growing market for the metaverse due to the increasing adoption of virtual and augmented reality technology in the region.








Most of the end-user applications of IoT devices and metaverse are in the gaming industry, and it is expected to reach GBP 196.0 billion by 2025, growing at a CAGR of 9.3% during the forecast period. There are several other potential applications for the metaverse beyond gaming and entertainment. One such application is in the field of education and training. The metaverse can be used to create immersive learning experiences for students and employees. With the ability to simulate real-world scenarios, the metaverse can provide hands-on training and allow for more interactive and engaging learning. We will discuss the use cases in detail in a later section.




3. System Architecture and Integration


System design would include the integration of several diverse technologies and components to provide users with a smooth and secure experience, as depicted in Figure 3. These include IoT devices, cloud computing, data processing via AI algorithms, virtual reality software or hardware, etc. [32]. Data would be collected by IoT devices and sent to edge gateways, which would subsequently transfer it to cloud platforms for storage, analysis, and processing [33,34]. This information would then be utilised to develop and update virtual worlds in the metaverse, with which users may engage via VR and AR technologies [35]. Blockchain networks would be utilised to build virtual economies inside the metaverse, while AI and ML models would be employed to make virtual settings more realistic and engaging [36,37].



Several essential parts would make up the system architecture of an IoT-embedded metaverse. Among them are the following:




	
IoT Devices: These are the physical devices that are connected to the internet and capable of collecting and transmitting data. They may include sensors, actuators, and communication capabilities. Examples include smart thermostats, cameras, and wearable devices.



	
Edge Gateways: These are devices that act as intermediaries between IoT devices and the cloud. They are responsible for collecting and processing data from IoT devices and transmitting them to the cloud. Edge gateways are important for edge computing, which enables low-latency processing of data.



	
Cloud Platforms: These are servers and software that are responsible for storing, analysing, and processing data from IoT devices. They may include platforms such as Amazon Web Services or Microsoft Azure.



	
Metaverse Platforms: These are the virtual worlds wherein users can interact with each other and digital objects in real time. They may include platforms such as Second Life or VRChat.



	
Blockchain Networks: These are decentralised and distributed ledger technologies that are responsible for secure and transparent transactions within the metaverse. They may include platforms such as Ethereum or EOS.



	
AI and ML Models: These are used to analyse and make sense of the vast amounts of data generated by IoT devices and to create more realistic and engaging virtual environments.



	
Data Security and Privacy: This component is necessary to ensure that data transmitted and stored are protected against unauthorised access and breaches. This is essential for keeping user data private and safe.








Network connectivity is essential for analysing information from the metaverse in an IoT system. To transport data from the metaverse to the cloud or edge gateways, IoT devices must be able to connect to a network [38]. There are several sorts of network connectivity options available:




	1.

	
Wi-Fi: Wi-Fi is a popular choice for network connectivity as it is widely available and can provide high-speed and reliable connectivity. IoT devices can connect to a Wi-Fi network using a built-in wireless module or an external adapter.




	2.

	
Cellular: Cellular networks, such as 3G, 4G, and 5G, can provide IoT devices with a reliable and secure connection, even in remote or hard-to-reach areas. This option is particularly useful for IoT devices that are located in areas where Wi-Fi is not available.




	3.

	
Low-power wide-area networks (LPWANs): LPWANs, such as LoRaWAN, Sigfox, and NB-IoT, are designed specifically for low-power IoT devices and can provide long-range connectivity. They are particularly useful for IoT devices that are located in remote areas or require low power consumption.




	4.

	
Satellite: Satellite networks can provide IoT devices with connectivity in remote or hard-to-reach areas where other types of networks are not available. This option is particularly useful for IoT devices that are located in areas with no cellular or Wi-Fi coverage.




	5.

	
Mesh networks: Mesh networks are a type of network that allows IoT devices to communicate with each other directly, without the need for a central hub. This type of network is particularly useful for IoT devices that are located in remote or hard-to-reach areas, as it allows for increased reliability and scalability.









The key characteristics and performance parameters of these communication networks are summarised in Table 1. It is worth mentioning that the selection of communication medium depends on the end-use application [39]. If high-bandwidth data transmission is required, we are only limited to WiFi and cellular transmission. Most of the metaverse content is high-definition in nature, and careful consideration should be made to collect the system requirements, such as latency, frequency, bandwidth, etc.



A more secure and dependable link between devices and the metaverse is provided by Software-Defined Wide Area Networking (SD-WAN), which might benefit both the IoT and the metaverse [40,41] as shown in Figure 4. With SD-WAN, network traffic can be better managed and optimised, which is especially important for data-intensive applications like those found in the Internet of Things and the metaverse [42,43]. IoT and metaverse communications benefit greatly from SD-ability WANs to lower their latency, as this is a crucial factor in real-time interactions. With its VPN and strong encryption features, SD-WAN may also make IoT and metaverse connections safer [44]. The security of personal information and the prevention of cyber-attacks are both aided by this measure. IoT and metaverse implementations can benefit greatly from SD-WAN because of the increased flexibility and scalability it offers. In order to accommodate the ever-increasing number of devices and users in the IoT and metaverse, SD-WAN can enable dynamic adjustments to network configurations, depending on changing network circumstances [45].



Over the last few years, several standards and frameworks have been created to allow IoT and metaverse integration, including Open Metaverse Interoperability (OMI), Virtual World Framework (VWF), and OpenXR [46,47]. These standards intend to provide a standardised set of tools and technologies for creating metaverse settings and connecting IoT devices to them, making it easier for developers to construct and integrate IoT devices into these environments [48]. Some of them are summarised in this section:




	
IEEE P2413: This is a standard developed by the Institute of Electrical and Electronics Engineers (IEEE) that defines a reference architecture for the metaverse [47,49]. It provides a framework for the integration of virtual and physical worlds and covers areas such as security, identity, and data management.



	
Open Metaverse Interface (OMI): This is a framework that provides a common set of APIs and protocols for different virtual worlds and metaverse platforms. It allows for the interoperability of different virtual worlds and makes it easier for developers to create applications that can be used across multiple platforms [46].



	
Web3D Consortium: This is an international industry consortium that develops and maintains standards for 3D web technologies. The main goal of the consortium is to make it possible to create and share interactive 3D content on the web [50,51].



	
Virtual Reality Modelling Language (VRML): This is a standard for representing 3D interactive vector graphics, designed particularly for the World Wide Web. VRML is being succeeded by X3D, which is an ISO standard for 3D graphics, and is also compatible with VRML [52].



	
OpenXR: This is an open standard for virtual and augmented reality that aims to provide a common API for different VR and AR hardware and software platforms. This makes it easier for developers to create VR and AR applications that can be used across different hardware and software platforms [53].



	
ISO/IEC 30141: This is an ISO/IEC standard that describes the requirements and characteristics of an IoT system. It covers various aspects, including security, data management, device management, and communication protocols, which can be applied to IoT systems that collect data from the metaverse [54].









4. Metaverse Platforms and Digital Twins


The phrase “metaverse” refers to a virtual reality realm that is interconnected and available to a large number of users, comparable to the notion of the internet but in a 3D, immersive environment [18,37,46]. These platforms are intended to let users engage with one another and with digital items in a shared area and may include elements like social networking, gaming, and commerce [55]. There are a number of different metaverse platforms that are currently available or in development. Some examples include:




	
Second Life: One of the oldest and most well-established metaverse platforms, Second Life has been in operation since 2003. It allows users to create and customise their own avatars and virtual spaces and has a strong focus on user-generated content and community building [19,56].



	
VRChat: A social platform for virtual reality users, VRChat allows users to interact with each other in a variety of virtual environments. It has a large and active community and is particularly popular among gamers and VR enthusiasts [57,58].



	
Decentraland: A decentralised, blockchain-based metaverse platform that allows users to create, experience, and monetise content and applications. Users can purchase virtual land and create their own experiences, and the platform is also home to a variety of games and social spaces [59,60].



	
Somnium Space: A decentralised and blockchain-based metaverse platform that allows users to buy, rent, and monetise virtual land. Somnium Space is focused on creating a seamless and realistic VR experience, allowing users to interact with each other and the virtual world in real time [61].



	
VR Gaming Platforms: Some popular VR gaming platforms, such as Oculus Quest, also offer social and multiplayer features that allow users to interact with each other in a virtual environment [62,63].



	
Blue Marble: A metaverse platform that uses blockchain technology to create a decentralised and community-driven virtual world (https://thebluemarble.io/ accessed on 16 January 2023). It allows users to create and share content, as well as engage in commerce and social activities.








The metaverse is currently in its early phases of development, with numerous platforms still under construction [64]. The technology and infrastructure needed to enable fully realised metaverse platforms are still growing, but it is apparent that these platforms will play an important part in the future of the internet and human connection [65].



Metaverse platforms often use their own native cryptocurrency to facilitate transactions within the virtual world [66]. These cryptocurrencies are designed to be used as a form of payment for virtual goods and services, such as buying virtual land, in-game items, or other digital assets. They can also be used to incentivise users to participate in the ecosystem, such as through staking or governance mechanisms. Some examples of metaverse cryptocurrencies include SAND, the native cryptocurrency of the Decentraland metaverse platform, and AXIOM—the native cryptocurrency of the AxiomVerse metaverse platform [67,68]. Additionally, some existing cryptocurrencies, like Bitcoin and Ethereum, can also be used in metaverse platforms as a form of payment. These metaverse cryptocurrencies are still in their early stages of development, but they have the potential to play a significant role in the economy of the metaverse and in the future of digital currencies.



Digital twin technology enables the establishment of a seamless and interconnected virtual and physical environment by integrating metaverse platforms with the Internet of Things (IoT) [69,70]. The production of a virtual counterpart of a physical thing, such as a building or a machine, that can be used to remotely monitor and operate the real-world object is referred to as digital twin technology [71,72]. It is feasible to construct a virtual representation of the physical world that is continually updated with real-world data by merging metaverse platforms with IoT via digital twin technologies. This allows users in the metaverse to interact with the physical world in novel ways, such as remotely manipulating objects and machinery or seeing the physical world in a virtual manner [73,74]. There are tools available that can help to integrate the IoT and metaverse platforms; these are summarised in Table 2.




5. Artificial Intelligence and Data Processing


AI plays an important role in the IoT embedded metaverse because it allows intelligent decision making and autonomous behaviour in IoT devices and systems. As the number of connected devices grows, so does the volume of data created by these devices [81]. AI may be used to evaluate and interpret this data, hence improving the overall performance and efficiency of IoT systems. Machine learning is a significant area where AI may play a role in IoT-embedded metaverse [82]. Machine learning algorithms could be employed to study and learn from data from IoT devices, which can then be used to anticipate future behaviour. Machine learning algorithms, for example, may be used in a smart home environment to learn the normal usage patterns of household equipment and then utilise this knowledge to optimise energy consumption and save expenses. Natural language processing (NLP) is another area where AI may well be employed in IoT-embedded metaverse [81,83]. NLP algorithms may be utilised to improve the user experience by providing more intuitive and tailored interactions with IoT devices.



Another area where AI may be used in an IoT-embedded metaverse is computer vision. Computer vision algorithms may be used to analyse and understand visual input, allowing IoT devices to perform and operate better [64,84]. A security camera with computer vision capabilities, for example, might be used to identify and track persons or objects in real time, alerting the user if something is wrong. AI can also assist in improving the security and dependability of IoT devices. As the number of connected devices grows, so does the potential for security breaches and assaults. AI may be used, in real time, to detect and respond to possible threats and abnormalities, which can aid in the security of IoT systems and the data they create [85]. Furthermore, AI can play a significant role in the metaverse. It is capable of creating lifelike and interactive digital avatars, making the metaverse experience more realistic and engaging. AI may also be utilised to provide consumers with tailored experiences, such as proposing virtual settings or activities that are relevant to their interests [86]. Furthermore, AI may aid in the creation of more dynamic and responsive virtual worlds, such as one in which the weather changes based on real-world data. There are several specific algorithms that can be used in the context of IoT-embedded metaverse and AI. Some examples include the following:




	
Machine Learning Algorithms: These algorithms can be used to learn from data generated by IoT devices and make predictions about future behaviour [87,88]. Examples include supervised learning algorithms like linear regression and decision trees, unsupervised learning algorithms like k-means and hierarchical clustering, and deep learning algorithms like convolutional neural networks and recurrent neural networks [81].



	
Natural Language Processing (NLP) Algorithms: These algorithms can be used to process and understand natural language input, which can be used to improve the user experience by enabling more intuitive and personalised interactions with IoT devices [89]. Examples include part-of-speech tagging, syntactic parsing, and sentiment analysis [90].



	
Computer Vision Algorithms: These algorithms can be used to process and understand visual data, which can be used to improve the performance and functionality of IoT devices. Examples include object detection, image segmentation, and facial recognition [91,92].



	
Anomaly Detection Algorithms: These algorithms can be used to detect unusual or abnormal behaviour in IoT data, which can help to identify potential security threats and improve the overall reliability of IoT systems. Examples include statistical methods like Mahalanobis distance and density-based methods like local outlier factor [93,94].



	
Reinforcement Learning Algorithms: These algorithms can be used to train IoT devices to make decisions based on rewards or penalties [95,96]. This can be used to optimise the performance of IoT systems [97].



	
Generative Algorithms: These algorithms can be used to generate new data that can be used to create new experiences in the metaverse, for example, creating new virtual environments, digital avatars, or digital characters [98].








To summarise, the role of AI in an IoT-embedded metaverse is to enable intelligent decision making and autonomous behaviour in IoT devices and systems. It can improve the overall user experience by providing personalised and intuitive interactions with IoT devices and systems [99]. Furthermore, it can also help to improve the security and reliability of IoT systems by detecting and responding to potential threats and anomalies in real time [100,101]. Additionally, AI can also play an important role in the metaverse by creating believable and interactive digital avatars, personalised experiences, and more dynamic and responsive virtual environments. As the IoT and metaverse continue to evolve, the integration of AI will become even more important to improve the overall performance and functionality of these systems.




6. Security and Privacy


The interconnected architecture of these systems increases the risk of security breaches and cyber-attacks, making security and privacy paramount considerations in the IoT-embedded metaverse [100]. The absence of security in IoT devices is a major cause for worry. Insufficient thought that was given to the security of many IoT devices during their development phase leaves them vulnerable to malware and hacking. Many IoT devices also have weak or readily guessed passwords, increasing their susceptibility to attack [101]. The insufficient safety of the networks used to link IoT devices is also a cause for worry. It is common for IoT devices to rely on wireless communication methods, which are inherently less secure than their wired counterparts. There is also the fact that the massive amounts of data produced by IoT devices might make it hard to keep their interconnected communication networks safe [18].



Moreover, data privacy issues have been raised in relation to IoT devices. Location data, health data, and financial data are just a few examples of the kinds of sensitive information that IoT devices frequently gather and broadcast [102]. Without appropriate safeguards, sensitive information is vulnerable to interception and misuse. Worries about users’ digital identities and private data being kept safe and secure are another issue in the metaverse. Users’ digital identities are at risk in the metaverse because their avatars and their interactions with other users generate a trail of data that may be stolen in a data breach or used to steal their identities [103].



Strong security mechanisms must be included at all levels in IoT-embedded metaverse systems, from the devices themselves to the communication networks that connect them, in order to solve these concerns [104,105]. Methods for achieving this goal include encrypting data at rest and in transit, utilising strong authentication and access restrictions, and using secure communication protocols [106]. Data created by IoT devices must be protected by taking steps like anonymizing it and reducing the quantity of data that is gathered and retained. It is crucial to take measures in the metaverse to preserve the security and privacy of users’ digital personas and data [107]. By allowing users to manage their own privacy and security settings and enforcing features like encryption and authentication, virtual environments may be made safer.



There have not been many reported cyber-attacks specifically targeting the metaverse as it is a relatively new and emerging technology. However, there have been some notable cyber-attacks that have targeted virtual worlds and online gaming platforms, as given in Table 3, which can provide insight into the types of threats that the metaverse may face in the future.



These incidents are indicative of the potential dangers that the metaverse could face in the future, such as distributed denial of service assaults, hacking, and the theft of virtual money. The necessity of being aware of and equipped for these vulnerabilities increases as the metaverse expands and becomes increasingly integrated into our daily lives.




7. End-User Applications


Smart cities are one of the most common applications of IoT and metaverse technologies. IoT technology may be used to link and manage a city’s different systems, such as traffic lights, public transit, and energy systems. These data may be collected and evaluated in real time, allowing municipal planners to make informed decisions on how to enhance city operations [86,108]. These data might be seen and interacted with in a virtual environment in a metaverse, allowing city planners and people to readily access and interpret this information. A metaverse, for example, might be used by city planners to model the consequences of alternative traffic flow patterns or by people to plan the most efficient route to work [109].



Another possible application of IoT and metaverse technologies is in retail. Retailers might employ IoT technology to collect data on customer preferences and behaviour, which they could then use to create individualised virtual shopping experiences in the metaverse [106]. Customers may explore merchandise, try on garments, and even make purchases all from the comfort of their own homes. This might improve customers’ shopping experiences while also increasing revenue for merchants. Another area where IoT and metaverse technologies may be utilised to increase efficiency and productivity is remote collaboration [110]. IoT technology might be used to connect workers in different places, allowing them to work on projects in real time inside a metaverse [111]. Workers may be able to share information and collaborate as if they were in the same physical area, even if they are in different regions of the world, if this technology is implemented.



One area where IoT and metaverse technologies can have a huge influence is healthcare. Wearable and medical gadgets that are IoT-enabled can be used to monitor patient’s health in real time. These data might be incorporated into a metaverse, making it easier for healthcare practitioners to access and evaluate them [112]. This might enhance patient outcomes by allowing healthcare practitioners to identify and address possible health risks more immediately [64]. Furthermore, virtual reality and augmented reality technologies, which are part of the metaverse, can be leveraged to deliver more immersive medical instruction and treatment. An intriguing application of IoT and metaverse technologies is virtual tourism [113,114]. IoT technology may be used to link and regulate numerous systems in tourist locations, such as lighting and temperature, as well as to gather data on visitor behaviour using cameras and other sensors [115]. These data may be utilised to construct individualised virtual tours of tourist places in a metaverse, giving tourists a new and fascinating way to experience these destinations.




8. Future Challenges and Open Issues


The future integration of the IoT and the metaverse is anticipated to present a variety of opportunities and difficulties. With increased connectivity and data exchange between IoT devices and the metaverse, security and privacy concerns become even more vital. The interconnectivity of devices and virtual environments introduces new vulnerabilities, making it imperative to implement stringent security measures to safeguard sensitive data and prevent unauthorised access [116]. The fusion of IoT and the metaverse will generate a massive quantity of data. Managing and analysing this enormous volume of data in real time presents a formidable challenge. Effective techniques for data storage, processing, and analysis will be required to derive actionable insights and optimise system performance [117].



Moreover, interoperability and standardised protocols are required for the seamless integration of various IoT devices and platforms within the metaverse. Without consistent standards, compatibility issues may arise between various devices and platforms, hindering their ability to interact and collaborate effectively. As the metaverse becomes an integral part of people’s existence, ethical considerations become of the utmost importance. To ensure the responsible and ethical use of IoT technologies in the metaverse, issues such as data ownership, consent, digital rights, and the possibility of surveillance must be addressed. Furthermore, infrastructure and connectivity are essential to the successful integration of IoT and the metaverse. Extending network coverage, enhancing network bandwidth, and decreasing latency will be essential for delivering seamless experiences and supporting the expanding number of connected devices [118].



To address these challenges, technology providers, policymakers, industry stakeholders, and researchers will need to collaborate. By proactively addressing these issues, the integration of IoT and the metaverse can unlock immense potential and provide future experiences that are transformative.




9. Conclusions


In this paper, we discussed the integration of IoT and metaverse technologies that have the potential to alter the way we live and work by enabling the development of novel and fascinating use cases. The capacity of IoT technology to collect data, combined with the ability of metaverse technology to see and interact with these data in a virtual environment, can give useful insights and enhance decision-making processes via AI. However, it is critical to remember that for this integration to be successful, there must be a focus on security, systems, and frameworks. It is critical from a security standpoint to guarantee that data generated from IoT devices are kept safe and that a user’s personal information is secured. This may be accomplished by creating stringent security rules and regularly auditing systems. This integration of IoT and metaverse technologies necessitates a solid and dependable infrastructure. This involves ensuring that systems can manage the massive volumes of data created by IoT devices, as well as the high levels of traffic and user interactions that are envisioned in a metaverse.
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Figure 1. Basic workflow of augmented reality (AR) devices including communication links, data analytics, and cloud computing. 
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Figure 2. Global augmented reality (AR) sales and marketing revenue, including geographical sales distribution and end-user applications. (a) Technology adoption as per the geographical location, (b) age and gender distribution, (c) sectors incorporating IoT and metaverse, and (d) market capitalisation on software, hardware, and consumer service. 
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Figure 3. (a) A system architecture view of augmented, virtual, and mixed reality and (b) user experience vectors in case of augmented reality. 
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Figure 4. SD-WAN architecture, a potential candidate to provide communication resources to metaverse applications. 
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Table 1. Network connectivity options available for metaverse.
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	Connectivity
	Data Rates
	Frequency
	Latency
	Coverage
	Cost





	WiFi
	100–300 Mbps
	2.4/5 GHz
	150 ms
	Indoors
	Economical



	Cellular 5G
	1 Gbps
	26/66 GHz
	20–50 ms
	Outdoors/indoors
	Expensive



	LPWAN
	10–50 Kbps
	433 MHz
	300 ms
	Indoors
	Economical



	Satellite
	10–50 Mbps
	10-/2 GHz
	550 ms
	Outdoors
	Expensive



	NB-IoT
	60 Kbps
	900 MHz
	1.5 s
	Outdoors/indoors
	Economical










 





Table 2. Summary of the platforms available for integrating IoT with metaverse via digital twin.






Table 2. Summary of the platforms available for integrating IoT with metaverse via digital twin.





	Tools
	Description
	References





	Unity
	Unity is a popular game engine and development platform that can be used to create virtual environments and digital twins. It has built-in support for IoT devices, making it easy to integrate real-world data into virtual environments.
	[75]



	Unreal Engine
	Similar to Unity, Unreal Engine is another popular game engine and development platform that can be used to create digital twins. It also has built-in support for IoT devices and can be used to create highly detailed and realistic virtual environments.
	[76]



	ThingWorx
	ThingWorx is an IoT platform that can be used to connect and manage IoT devices, as well as to create and implement digital twin models. It offers a wide range of features and tools for integrating real-world data into virtual environments, such as data visualisation, analytics, and machine learning.
	[77,78]



	AWS IoT
	AWS IoT is a cloud-based platform that can be used to connect and manage IoT devices, as well as to create and implement digital twin models. It offers a wide range of tools and services to support the integration of IoT and metaverse, such as AWS IoT SiteWise, AWS IoT Things Graph, and AWS IoT Analytics.
	[79]



	Bosch IoT
	Bosch IoT Suite is an IoT platform that provides a set of tools and services for connecting, managing, and analysing IoT devices. The platform also includes a digital twin capability that allows customers to create virtual models of physical assets, enabling them to make better-informed decisions based on real-time data.
	[80]










 





Table 3. Notable cyber-attacks specifically targeting the metaverse.
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	Platform
	Explanation of Cyber Incident
	Year





	Second Life
	A group of hackers known as the “Griefers” launched a series of attacks on the virtual world Second Life. They used a variety of tactics, such as creating fake avatars to flood the virtual world with unwanted objects and stealing virtual currency from other users. The attacks caused widespread disruption and damage to the virtual world and its economy.
	2007



	World of Warcraft
	Hackers launched a distributed denial of service (DDoS) attack on the popular online game World of Warcraft. The attack caused the game’s servers to become overloaded and caused widespread disruption to the game’s player base.
	2010



	Pokemon Go
	The popular mobile game Pokemon Go was targeted by a DDoS attack. The attack caused the game’s servers to become overloaded, making it difficult for players to access the game.
	2016



	Roblox
	A massively multiplayer online game platform was targeted by a cyber-attack that resulted in unauthorised access to user data, specifically user’s information like email addresses and hashed passwords.
	2021
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