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Abstract: Session-replay bots are believed to be the latest and most sophisticated generation of web
bots, and they are also very difficult to defend against. Combating session-replay bots is particularly
challenging in online domains that are repeatedly visited by the same genuine human user(s) in
the same or similar ways—such as news, banking or gaming sites. In such domains, it is difficult
to determine whether two look-alike sessions are produced by the same human user or if these
sessions are just bot-generated session replays. Unfortunately, to date, only a handful of research
studies have looked at the problem of session-replay bots, with many related questions still waiting
to be addressed. The main contributions of this paper are two-fold: (1) We introduce and provide
to the public a novel real-world mouse dynamics dataset named ReMouse. The ReMouse dataset is
collected in a guided environment, and, unlike other publicly available mouse dynamics datasets, it
contains repeat sessions generated by the same human user(s). As such, the ReMouse dataset is the
first of its kind and is of particular relevance for studies on the development of effective defenses
against session-replay bots. (2) Our own analysis of ReMouse dataset using statistical and advanced
ML-based methods (including deep and unsupervised neural learning) shows that two different
human users cannot generate the same or similar-looking sessions when performing the same or a
similar online task; furthermore, even the (repeat) sessions generated by the same human user are
sufficiently distinguishable from one another.

Keywords: behavioral biometrics; mouse dynamics; feature learning; convolutional neural network;
clustering algorithms

1. Introduction

Behavioral biometrics measure and analyze user interactions in the online domain so
as to recognize or verify a person’s unique identity, with the ultimate goal of providing
an imperceptible layer of security to systems and applications [1]. The best-known forms
of behavioral biometrics involve the monitoring and analysis of the following modalities:
mouse cursor movement, keystroke or voice dynamics, the appearance and speed of
signing, etc. The main advantages of mouse movement analysis relative to the other forms
of behavioral biometrics include: (a) mouse movement can be monitored in a manner that is
entirely unobtrusive for the end user; (b) monitoring of mouse movement does not require
the use of additional hardware or software and thus does not incur additional cost; (c) from
the perspective of user privacy, sharing mouse dynamics data is far less problematic than
sharing keystrokes, signatures or voice data [2]; (d) mouse movement has already proven
to be effective, not only in the identification or authentication of end users but also in
the process of determining users’ age and gender [3], as well as their emotions and work
productivity [4].

A number of previous studies on mouse dynamics have looked at the importance of dif-
ferent mouse movement characteristics for the purpose of user identification/authentication,
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such as hesitation patterns, random and straight movements, etc. [5]. Some of these
studies have also looked at the use of different machine learning methods in user iden-
tification/authentication systems; however, they often rely only on a limited number of
handpicked features extracted from their respective mouse movement datasets. To avoid
the pitfalls of manual feature extraction processes, in this study we propose to tackle the
problem of mouse trajectory classification by using a deep neural network (convolutional
neural network) that utilizes all of the raw mouse movement data. That is, instead of
handpicking the most important features for a set of mouse movement trajectories, we
let the convolution neural network identify these features in an unsupervised manner.
Furthermore, we investigate the use of mouse movement analysis in another important
application area—malicious web-bot detection. Malicious web bots are known to pose a
significant threat to the entire Internet community. One particularly challenging form of
malicious bot are the bots capable of impersonating human behavior in terms of mouse
movement. The latest generation of such human-mimicking malicious bots are synthesized
by means of ‘session replays’ [6-8]. That is, these bots programmatically replay a browsing
session, including the mouse movement trajectory, that was previously executed (and
recorded) by a genuine human visitor to a target/victim web site. The specific goal of
this study is to offer a better insight into: (a) the statistical similarities and differences
between browsing sessions (mouse movement trajectories) generated by different genuine
users on the same target web page; (b) the statistical similarities and differences between
browsing sessions (mouse movement trajectories) repeated by the same genuine user on
the same target web page. We believe that a better understanding of these similarities
and differences is of critical importance for the creation of more effective techniques of
malicious bot detection—in particular the detection of session-replay bots—which in turn
can ensure a safer Internet for everyone.

The specific contributions of the research work presented in this paper can be sum-
marized as follows: (i) We developed an interactive web platform capable of collect-
ing a number of different mouse movement actions and features, including trajectory,
point-click, drag-and-drop, velocity, etc. The platform has been deployed on MTurk
(https:/ /www.mturk.com/, accessed on 25 February 2023) and has allowed us to collect
mouse movement data from several hundred genuine human users (i.e., participants) while
repeating the same/similar online task. We named this dataset ReMouse and are making
it available to the research community on IEEE DataPort [9]. (ii) We conducted statistical
and ML-based analyses of the ReMouse dataset. The results of this analysis have shown
that all mouse dynamics sessions coming from the same genuine human user are relatively
different from each other and that it is highly unlikely that different genuine human users
produce ‘same-looking” sessions when completing the same/similar online task.

To the best of our knowledge, the ReMouse dataset is the first publicly available mouse
dynamics dataset with repeat sessions generated by the same human user(s). As such, this
dataset can be a very valuable resource for any future research dealing with the problem of
session-replay bots, which are currently known to be the most advanced form of web bots
on the Internet. In this work, we make the first step towards the ReMouse dataset analysis
using statistical and advanced ML-based methods, including deep and unsupervised
neural learning. Given the fact that no prior research on the topic of repeat sessions and/or
session-replay bots has been conducted (i.e., that is available in the literature), we needed
to develop an entirely new research methodology. With this manuscript, we not only try
to close the current research and literature gap, we also highlight the need for further
development and hope to inspire other researchers to work alongside us on this important
area of study.

The remainder of this paper is organized as follows: In Section 2, we provide an
overview of previous relevant works on the use of mouse dynamics for the purpose of user
authentication and bot detection, as well as an overview the existing publicly available
mouse dynamics datasets, including our novel ReMouse dataset. In Section 3, we introduce
the web platform that has been used to collect the ReMouse dataset. In Section 4, we present
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the results of our analysis of the ReMouse dataset using statistical analysis techniques,
while in Sections 5 and 6, we summarize our approach and main findings obtained on the
ReMouse dataset using advanced ML techniques. Finally, conclusions and directions for
future work are presented in Section 7.

2. Related Work

Understanding users’ behavior on one or a set of related web pages, including the
usage of mouse cursors, has been essential in many application domains, including ed-
ucational technology, web analytics, e-commerce, digital advertising, and especially bot
detection and user authentication [10,11]. To date, a substantial number of published works
has looked at the importance of mouse dynamics from a number of different research per-
spectives. In this section, we provide a survey of a subset of works which are more closely
related to the topic of our own research. In particular, we provide an overview of published
works that have studied mouse dynamics in the context of user authentication and bot
detection. We also give an overview of several publicly available mouse dynamics datasets.

2.1. Mouse Dynamics for User Authentication

A number of research works have proven the general usefulness of mouse dynamics
in the domain of user authentication. Some of these works have also turned to the use of
machine learning as a promising approach to increasing the accuracy of mouse-movement-
based authentication.

In [12], the authors have provided a comprehensive study on the use of several differ-
ent deep learning architectures, i.e., 1ID-CNN (convolutional neural network), 2D-CNN,
LSTM (long short-term memory) and a hybrid CNN-LSTM in biometric-based authentica-
tion systems deploying mouse dynamics data. In particular, the authors have combined
convolutional layers with LSTM layers to build a hybrid neural network capable of model-
ing temporal sequences on a larger but fixed time scale. Another deep learning approach
has been proposed in [13] to address the problem of biometric-based user authentication in
systems with an insider threat. Specifically, to preserve the mouse movement features of
each individual user, a unique mapping method was developed to map all the basic actions,
such as move, click, drag, scroll and stay, into images. The obtained (images) dataset was
then used to train seven-layer CNN classification models.

An authentication system based on a weighted multi-classifier voting technique and
deploying different mouse movement operations (such as movement direction and elapsed
time) has been described in [14]. In [15], the authors have applied a semi-supervised
learning method using a novel feature extraction technique for authentication via mouse
dynamics. The authors of [16] have introduced a user authentication system comprising
two components named ‘enrollment’, responsible for feature learning, and “verification’,
which performs the actual authentication. The authors have employed an FCN (fully
convolutional neural network) for feature learning and an OCSVM (one-class support
vector machine) for authentication.

The use of the Random Forest algorithm for the purpose of user authentication has
been studied in [17]. To predict/determine one’s identity, this study suggests using approx-
imately 1000 mouse actions (60 min of the user’s active mouse movements on average) to
train the model. The findings of this study imply that mouse dynamics should be consid-
ered as an additional security service in the systems, not a single verification indicator.

In [18], the researchers have improved the results of user authentication based on
mouse dynamics by replacing the raw coordinates with directional velocities. Finally, the
effectiveness of using ensemble learning and frequency-domain representations of mouse
dynamics for continuous authentication tasks have been studied in [19].

2.2. Mouse Dynamics for Bot Detection

To date, the use of mouse movement analysis in another important application
area—malicious web-bot detection—has been investigated by several researchers. Acien et al. [20]
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have presented a bot detector called BeCAPTCHA-Mouse, which is trained on data gen-
erated by the neuromotor modeling of mouse dynamics and is claimed to be capable of
detecting highly realistic bot trajectories. To detect web bots, Iliou et al. [21] have proposed
a framework that combines two web-bot detection modules: a web-logs detection module
and a mouse movement detection module. Each module has its own classifier. The fun-
damental idea of the proposed approach is to capture the different temporal properties of
web logs and mouse movements, plus the spatial properties of mouse movements, with the
ultimate goal of creating a more robust detection framework that would be hard to evade.

Other researchers have proved the usefulness of mouse dynamics in detecting ma-
licious bots by employing a deep neural network approach [22]; C4.5 algorithm [8]; a
combined model of unsupervised and supervised ML techniques, including the K-Nearest-
Neighbors algorithm and naive Bayes classifier [23], a classification algorithm based on
distance measures adapted from the Kolmogorov-Smirnov non-parametric test [24] and
sequence learning [25]. Importantly, in [26], the authors have proposed a new web forensic
framework for bot crime investigations. The framework is based on four different types of
human behavioral patterns (timing, movement, pressure and error) to provide evidence of
bad bot activity on web applications.

Although there exists a broad list of machine learning algorithms and data mining
techniques that have been applied to the problem of bot detection, the question/problem
of advanced session-replay web bots remains largely unanswered. According to our
knowledge, the only two research studies that have tackled the problem of session replays
and have attempted to build adequate ML-based countermeasures are [8,27]. However, the
focus of [27] is on session replays in the context of user authentication (and not malicious
web bots), while the results of [8] are based on a proprietary dataset involving blog bots
(one very narrow subcategory of web bots). Moreover, a common drawback of both studies
is that they omit to consider the possibility of web-sites (i.e., online services) in which
genuine human users end up generating similar/repeat sessions, as in the case of news,
banking or gaming web-sites.

2.3. Mouse Dynamics Datasets

In terms of the actual mouse movement datasets analyzed in their studies, different
researchers have employed different approaches to acquiring human-generated mouse
trajectories. They have either used existing publicly available datasets (e.g., [17,28-32]) or
they have collected their own. In general, there are two different approaches to collecting
a mouse movement dataset: (1) by creating a ‘guided environment’, where the users are
asked to perform a specific (same) task with the mouse, or (2) by creating a ‘non-guided
environment’, where users are not guided (i.e., instructed) on how to perform a particular
task [33].

Some of the most commonly studied publicly available mouse movement datasets
include: Balabit [28], Bogazici [29], the Attentive Cursor dataset [30], SapiMouse [31], Chao
Shen [32] and DFL [17]. The following provides a brief description of each dataset.

2.3.1. Balabit Dataset

Published in 2016, the Balabit dataset falls in the category of ‘non-guided environment’
datasets and includes mouse pointer positioning and timing information for 10 users
working over remote desktop clients connected to a remote server. During data collection,
users were asked to perform their regular daily activities. Mouse events were stored in
tuples containing the following data: timestamp, pressed button, mouse state and mouse
pointer coordinates. The primary purpose of collecting the Balabit dataset was to learn how
the involved users utilize their mouse so as to be able to protect them from unauthorized
usage of their accounts. Both training and test data are presented as sessions in the dataset;
however, the test sessions are much shorter than the training sessions.
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2.3.2. Bogazici Mouse Dynamics Dataset

The Bogazici dataset [29], published in 2021, also falls into the category of ‘non-
guided environment’ datasets and comprises mouse usage behavior patterns of 24 users
gathered over a one-month period. The data collection participants were selected from
different positions in a software company in order to acquire different patterns of user
behavior while interacting with different programs and tools in the office environment.
Each user’s machine was loaded with a specially designed program that would launch at
startup and would collect the user’s mouse movements without being tied to a specific
task and without preventing the user from performing their regular daily activities. The
specific information contained in the dataset includes mouse action type, timestamp, spatial
coordinates, button, state and application window name. The dataset was collected for the
purpose of training several neural network and deep learning models, which were then
deployed to identify/verify the involved users.

2.3.3. The Attentive Cursor Dataset

This is a large-scale ‘guided environment” dataset of mouse cursor movements dur-
ing a web search task, and the set was collected in 2020 for the purposes of inferring a
user’s attention and demographic information. Nearly 3000 participants were recruited
from the FIGURE EIGHT (https://www.figure-eight.com, accessed on 25 February 2023)
crowdsourcing platform. Using an injected custom JavaScript code, the authors captured
the real-world behavior of individuals completing a transactional web search task. The
captured information includes the following: mouse cursor position, timestamp, event
name, XPath of the DOM element related to the event and the DOM element attributes
(if any).

2.3.4. SapiMouse Dataset

The dataset was collected at Sapientia University in 2020 and also falls into the cate-
gory of ‘guided environment’ datasets. It contains mouse dynamics data from 120 subjects
(92 males and 28 females between 18 and 53 years of age). Using a JavaScript web applica-
tion running on the user’s computer, mouse movements were sampled by an event-driven
sampling technique. The participants were asked to perform four different actions, and
each was associated with geometrical shapes in a web page, including right and left clicks
and drag and drop actions. In the dataset, two files were associated with each participant,
with each file corresponding to one- and three-minute-long sessions, respectively. Indi-
vidual lines in the two files capture information pertaining to one mouse event, such as
mouse cursor position, button type, event type (move, drag, press or release) and respective
timestamp. The authors have presented user authentication results obtained on this dataset
in [31].

2.3.5. Chao Shen Dataset

This ‘non-guided environment” dataset was collected in 2017 and consists of mouse
dynamics information pertaining to 28 users, with each user completing at least 30 separate
data sessions over a two-month period. Each session consisted of about thirty minutes of the
respective user’s mouse activity. In the dataset, each mouse operation was represented as a
tuple of multi-attributes (action type, application type, screen area and window position)
and their respective timestamps. The dataset was collected for the purpose of continuous
user authentication.

2.3.6. DFL Dataset

This dataset was collected in 2018 from 21 participants in a non-guided environment.
The participants were asked to install a background service on their computers (which
collected their mouse activity data) and perform their daily activities. The dataset contains
the following information about the users’ mouse activities: timestamp, button (left, right,
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no-button), state (move, pressed, released, drag) and coordinates. The dataset was used to
evaluate a user verification system, as described in [17].

Our novel mouse dynamics dataset (ReMouse), which we are introducing in this
paper and making available to the public, has been collected by means of a web platform
developed using the Django REST framework. To collect mouse data from genuine human
participants, the platform was deployed on MTurk (for more details, see Section 3.2).

The main differences between our ReMouse dataset and the mouse dynamics datasets
previously released by other researchers are as follows: (i) The ReMouse dataset contains
the mouse dynamics information of 100 users of mixed nationality, residing in diverse
geographical regions, and using different devices (hardware and software components).
(ii) The dataset contains dozens of ‘repeat sessions” per each user, where ‘repeat sessions’
are sessions during which the user is asked to complete the same logical task in a guided
online environment (e.g., play an online game involving the same sequence of steps and
intermediate objectives). Through analysis of such ‘repeat sessions’, it is possible to obtain a
better insight into the actual impact of ‘repetition” on the user’s mouse behavior (e.g., mouse
trajectory and speed). According to our knowledge, this is the first dataset of this kind
offered to the public. (iii) Each session in the ReMouse dataset is depicted with more
granular information relative to the sessions in other datasets. Namely, in addition to the
timing and positioning information of the mouse cursor, our dataset also contains mouse
movement speed /velocity, the applications” window size (the height and width), as well as
the anonymized IP addresses of the participants as user IDs.

Table 1 compares the characteristics of the most commonly studied publicly available
dataset with those of our novel ReMouse dataset.

Table 1. The characteristics of the most prevalent publicly available dataset, including our novel
ReMouse dataset.

Period of
Name Ref. # User Cogggtaion Obse}'ving Each Action Session Fields Task Slésgii;ts
User’s Activity
Mouse Timestamp,
. movement, coordinates, pressed o
Balabit [28] 10 N/A N/A point click, button, state of the Non-guided No
drag and drop mouse
Timestamp
M X 4
movzllifsnt coordinates, button,
Bogazici [29] 24 1 month 2550 h point click. state of the mouse, Non-guided No
drag and drop application window
name
Timestamp,
coordinates, event
The Mouse name, XPath of the
Attentive [30] 3K N/A 2h movement, DOM element that Guided No
Cursor point click relates to the event, the
DOM element
attributes (if any)
4 min of each mgillzlrlr?gnt Timestamp,
SapiMouse [31] 120 N/A user’s activity point click,, coto1trdinfattkels, button, Guided No
drag and drop state of the mouse
Mouse . .
. Timestamp, action type,
ChaoShen  [32] 28 2 month: 30 sessions of movement, e, screen Non-guided No
ao She : onths 30 min point click, ppricat d ype, ser on-guide
drag and drop area, window position
. Mouse )
Daily users’ Timestamp,
DFL [17] 21 7 months mouse activities r};\oci;??hecnktl, coordinates, button, Non-guided No
for 7 months drag and drop state of the mouse
User ID, session ID,
5 min of each mgf/(éllifsnt, timestamp, coordinates, )
ReMouse [9] 100 2 Days user’s activity point click, button% e}\lzent type, Guided Yes
drag and drop state of the mouse,

speed, screen size
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3. ReMouse Dataset
3.1. Web Platform for Data Collection

Our interactive web platform, which was developed for the purpose of mouse dy-
namics data collection, is hosted on AWS (Windows Server IIS) and is accessible through
the following URL: http:/ /human-likebots.com (accessed on 25 February 2023). On the
front/user-facing end, the platform simulates a simple ‘Catch Me If You Can!” online game
(refer to Figure 1). The game web-page contains a JavaScript code which captures the
actual mouse dynamics data (i.e., mouse move, load, click, scroll, ... events) as well as
the associated metadata. Specifically, in the time interval during which the user stays on
the web-site and plays the ‘Catch Me If You Can!” game, the script preforms a discrete
‘event polling’ of various event listeners every 30 ms. In addition to recording the mouse-
dynamics-related events, the script also captures the timestamps and x—y coordinates of
the recorded events, mouse speed, session ID and screen size. The data collected by the
script are first buffered and then sent to the back-end server every few seconds (we decided
against shorter sampling and transmission intervals to avoid unnecessary data overhead).
Using the Django Rest Framework [34], the server-side web application is able to receive
and store the recorded event data in a log file (CSV format). The client- and server-side
applications do not record any personal information about the users interacting with the
human-likebots.com site.

CATCH ME IF YOU CAN!

Figure 1. The web-site ‘Catch Me if You Can!".

3.2. ReMouse Dataset Acquisition

In order to collect real human-user data, our interactive human-likebots.com page was
deployed on the Amazon MTurk platform (MTurk is a crowdsourcing marketplace that
allows researchers to hire anonymous virtual workers to complete human intelligence tasks
for pay. Currently, MTurk offers access to over 500,000 virtual workers from 190 countries).
We specifically requested 100 MTurk users to visit and interact with our ‘Catch Me If You
Can!” site by playing multiple rounds of the game—for a total duration of 5 min. In each
round of the game, the users were asked to follow six steps and perform three different
actions, including left-click, right-click and drag-and-drop actions. We considered each
round played by a particular user as a separate mouse movement session. Figure 2 shows
the total number of sessions generated by each participating user, while Figure 3 shows the
minimum, maximum and average session counts over all 100 users.
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4. ReMouse Dataset Analysis
4.1. Sessions Generated by The Same User

In the first stage of our ReMouse dataset study, we focused on analyzing the sessions
generated by each individual user in isolation from other users. For the purpose of this
analysis, a mouse cursor trajectory of a particular session was modeled by means of two
time-dependent variables: (1) 2D coordinates/position of the mouse cursor; (2) speed of
mouse cursor. As an illustration, Figure 4 displays the trajectories comprising only the
mouse coordinates (i.e., positional information) of session number 3 for ReMouse users
90 to 98.
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Figure 4. Visual representation of mouse cursor trajectory in the session with order number 3 for
users 90 to 98.

Our analysis of single-user sessions led to some interesting observations:

Observation 1.1: It is evident from the collected data that by repeating the same online
task over time (i.e., repeating multiple rounds of our ‘Catch Me If You Can!” game), each
user generally becomes faster and able to complete every subsequent round of the game in
a progressively shorter amount of time. These findings are illustrated in Figure 5, which
displays the ‘time taken’ and the ‘average mouse movement speed’ for user 82 (which is
randomly chosen among the 100 participants) across each of the 16 rounds/sessions of
the game that this particular user has performed. The same observation is also evident
from Figure 6, which shows the dynamic time warping (DTW) distances [35] between the
trajectories of subsequent pairs of sessions generated by user 82 (e.g., trajectories of first
and second session, second and third session, etc.). As can be seen in Figure 6, the DTW
distances between the trajectories of subsequent sessions become closer and shorter as the
user keeps repeating the same task.

Note that we opted for the use of the DTW distance metric in our analysis as it has
allowed us to measure the distance between two sessions (two time series) of different
lengths and different time-wise alignments (DTW re-aligns two feature vector sequences
by warping the time axis iteratively until an optimal match between the two sequences is
found [35]). Figure 7 provides a closer look into the trajectories of two particular sessions
(number 13 and 14) of user 82 and their respective DTW cumulative distance.
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To confirm Observation 1.1, we also deployed simple ‘trend line analysis’ [36] on
the ReMouse dataset. A trend line is a bounding line that captures a trend and rallying
patterns in a given dataset. If the slope of the line is a positive value, it indicates the trend
is increasing, and a negative value implies that the trend is decreasing. We employed this
analysis to discover the trend in ‘time taken to complete a session” and ‘average mouse
speed’ in relation to the session order number for each participating user. The average value
of the slope in ‘time taken to complete a session’ trend lines, when calculated across all the
users, was 417.0, which is a good indication that with every subsequent session/repetition
the users generally spent less time completing the task. On the other hand, the average
value of the slope in the ‘speed of mouse movement’ trend lines, when calculated across all
users, was 10.0, which is further proof that users generally became faster in completing a
similar online task with every subsequent session/repetition.

Observation 1.2: Even though the repeat sessions generated by each particular user
became progressively ‘closer” (as illustrated in Figure 6), no user is able to produce two
entirely identical consecutive mouse trajectories when repeating the same online task. This
observation is illustrated in Table 2, which shows the ids of the two closest consecutive ses-
sions generated by each respective user in the ReMouse dataset when measured using the
minimum normalized cumulative DTW distance. Moreover, since the overall cumulative
DTW distances will be greater when the sessions are longer—cumulating over time—we
normalized the DTW distance values by the time taken to complete each pair of sessions
(i.e., the trajectory time-wise length). That way, the time component does not affect the
results, and the minimum DTW distances show the actual trajectories’ closeness. A closer
inspection of the values in Table 2 reveals that user 74 produced the most similar consecu-
tive trajectories in the ReMouse dataset (corresponding to sessions number 39 and 40), with
a normalized cumulative DTW distance of 64.23521268 (note that two identical sessions
would produce a DTW distance of 0). The graph shown in Figure 8 plots the minimum
normalized cumulative DTW distance values from Table 2, confirming Observation 1.2.
Figure 9 provides a closer look at the trajectories of sessions 39 and 40 of user 74, as well as
their respective normalized cumulative DTW.

Observation 1.3: Through the analysis of ReMouse dataset, we further observed that
in the initial sessions the users acted generally more confused, i.e., their cursors exhibited
more ‘erratic’ behavior until the users finally figured out what exactly they were expected
to do. However, even in these initial sessions, the mouse speed was not considerably slower
than in the later session, which is indicated through a relatively small positive slope value
obtained from the ‘trend line analysis’.

Table 2. The most similar trajectories generated by each participating user in the ReMouse dataset
with their respective DTW values—the minimum DTW normalized cumulative distance between the
closest sessions.

Users Sessions Min DTW Normalized Users Sessions Min DTW Normalized
Cumulative Distance Cumulative Distance
0 7,8 591.6516 50 2,3 303.9826
1 5,6 295.2985 51 45 291.6989
2 35,36 147.0755 52 7,8 272.5094
3 13,14 192.1207 53 13,14 196.9675
4 9,10 180.0245 54 2,3 1490.494
5 45 398.1191 55 13,14 421.657
6 8,9 272.4871 56 11,12 276.5871
7 19,20 293.7516 57 8,9 1387.489
8 17,18 192.9701 58 8,9 634.1661
9 11,12 345.1108 59 6,7 777.4243
10 5,6 308.2797 60 6,7 174.8066
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DTW (Cumulative Distance)

Table 2. Cont.

Users Sessions Min DTW Normalized Users Sessions Min DTW Normalized
Cumulative Distance Cumulative Distance
11 34 572.3161 61 17,18 232.3106
12 2,3 107.556 62 27,28 126.1892
13 21,22 262.7717 63 3,4 1112.61
14 45 297.0564 64 33,34 142.0399
15 2,3 287.2074 65 9,10 301.4555
16 9,10 116.766 66 33,34 199.8493
17 10,11 247.4575 67 14,15 137.9862
18 12,13 275.4263 68 3,4 1728.454
19 9,10 371.7259 69 45 427.3393
20 7,8 175.7365 70 9,10 1201.285
21 11,12 280.7912 71 17,18 126.8211
22 23,24 127.987 72 16,17 211.9789
23 7,8 343.7548 73 5,6 487.4164
24 28,29 198.9364 74 39,40 64.23521
25 12,13 358.7146 75 24,25 85.11796
26 29,30 204.9529 76 8,9 402.6993
27 11,12 241.8954 77 3,4 623.3006
28 7,8 462.876 78 10,11 412.5679
29 26,27 110.2986 79 11,12 355.0567
30 5,6 210.5634 80 18,19 488.2605
31 11,12 203.5428 81 7,8 315.7737
32 5,6 213.7062 82 13,14 383.0098
33 14,15 258.7817 83 9,10 262.1923
34 8,9 503.8331 84 6,7 275.4376
35 2,3 241.2987 85 8,9 2391.673
36 23,24 210.416 86 48,49 174.3101
37 10,11 305.7957 87 11,12 422.6979
38 23,24 112.3997 88 24,25 113.6169
39 45 191.0098 89 7,8 354.2762
40 7,8 429.8543 920 17,18 134.8357
41 17,18 143.9127 91 6,7 299.5449
42 21,22 318.2114 92 5,6 792.4915
43 18,19 226.5839 93 7,8 292.0623
44 45 446.748 94 8,9 282.6595
45 6,7 181.1306 95 9,10 432.2253
46 6,7 240.4841 96 23,24 210.416
47 5,6 630.878 97 13,14 261.8753
48 12,13 294.704 98 2,3 753.1881
49 2,3 315.2712 99 8,9 386.572

User

|""|'I'“|-”'-HllI-"'I'|-“"|“|-I|II'|"|”'H"|'h|”--l'-‘l'ﬂ

64.23521268

Figure 8. Minimum DTW normalized cumulative distances across sessions of each individual user.
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User 74, Session 39 and 40

Sum of Cumulative Differences: 64.23521268

700 —/’\\\,\ = 7

e /)

. V -

Y-coordinate

Session Number 40

200
—

10 20 0 “ S0 60 70 80 0 200 400 600 800

Session Number 39 X-coordinate

(a) (b)

Figure 9. (a) Sum of cumulative DTW distance value in sessions generated by the same user, user 74;
(b) Sessions 39 (blue) and 40 (orange) of user 74.

4.2. Sessions Generated by Different User

In the second stage of our ReMouse dataset study, the focus was on the pairwise analysis
of sessions generated by different users. The findings of this analysis are summarized below:

Observation 2.1: Different users produced different-looking sessions when complet-
ing the same/similar online task.

The validity of this observation was confirmed by comparing all users’ sessions in our
dataset (i.e., by calculating the cross-user pairwise minimum DTW distance). Table 3 shows
the minimum normalized cumulative DTW distance value between two sessions of two
distinct users out of all users’ sessions. As shown, the most similar trajectories generated
by two distinct users are sessions 6 and 29 of users 1 and 2, respectively. The actual DTW
distance between these sessions is 21.94, which suggests that, although similar, these two
sessions are not identical. This observation can be further generalized, implying that even
though sessions generated by two distinct human users while completing the same/similar
online task may exhibit a high degree of similarity, they are also likely to be sufficiently
distinct from each other.

Table 3. Cross-user pairwise DTW normalized cumulative distance calculation result.

Min DTW Users Sessions
21.941833 land?2 6 and 29

Observation 2.2: There are no two sessions created by two distinct users that are
closer to each other than (any) two sessions created by the same user when completing the
same/similar online task.

To confirm this observation, in addition to calculating the distance between sessions
generated by different users, we also computed the minimum normalized cumulative DTW
distance between ANY two (not just consecutive) sessions generated by the same user in
the ReMouse dataset. Table 4 summarizes these results, and it shows that out of the entire
ReMouse dataset, user 1 has generated two most similar trajectories (corresponding to
sessions number 16 and 28) with a respective distance of 20.376812.
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Table 4. Pairwise DTW normalized cumulative distance calculation result—the same user.

Min DTW Users Sessions
20.376812 land1 16 and 28

The observations of this section can be further generalized and put in the context
of session-replay bots. Namely, the numerical results obtained through the analysis of
ReMouse dataset imply that no two sessions (i.e., mouse trajectories) generated on a
static web-site—regardless of whether they are generated by the same or two distinct
users—can be identical. Based on this, we further hypothesize that only pre-programmed
session-replay bots are theoretically able to produce identical browsing sessions (i.e., mouse
trajectories). Or, put another way, any occurrence/observation of ‘identical” or ‘almost
identical’ browsing sessions (i.e., mouse trajectories) in a web-site should be taken with
caution, potentially warranting further investigation for the presence of session-replay bots.

5. Feature Engineering—Preparing ReMouse Dataset for Machine-Learning-Based Analysis

In previous studies on mouse dynamics, researchers have commonly relied on heuristics-
based (i.e., manually selected) mouse movement features, such as 2D cursor position,
mouse speed, click frequency, etc. The results of our own ReMouse dataset analysis
using manually selected features are presented in Section 4. However, some known
challenges of manual features selection are: (1) manual feature selection requires in-depth
expert knowledge of the specific dataset at hand and the ultimate application environment;
(2) there is often a need to fine-tune the number and type of manually selected features
for each dataset, which tends to be a time-consuming process; (3) the generalization value
of the results obtained using manual feature selection is often questionable. One of the
objectives of our work was to analyze the ReMouse dataset by means of advanced machine
learning (ML) techniques. However, for the reasons outlined above, we were determined
to avoid basing our ML analysis on manually selected features. Additionally, due to the
different durations of individual user sessions in the ReMouse dataset, we were facing
very heterogeneous ‘mouse location” and ‘mouse speed’ feature vector representations
(i.e., the feature vectors representing different sessions were of variable/non-fixed length).
Training an ML algorithm using such non-uniform set of feature vectors would have
required additional expert-knowledge decision making and the manual re-engineering of
input data.

As an alternative to manual feature selection and feature vector re-engineering, and
inspired by works [2,22], we pursued a novel approach to representing individual user
sessions in the ReMouse dataset. Namely, in this part of our analysis, rather than manually
extracting features to describe a user’s unique mouse behavior characteristics, we mapped
the mouse trajectories into pictures. In order to conduct automated feature extraction
on image representations of user sessions from the ReMouse dataset, we deployed a pre-
trained deep learning model—VGG16 [37]. In particular, we used the VGG16 library
implemented in Keras [38]. VGG16 is a convolutional neural network model well known
for its ability to perform very-high-accuracy feature extraction on image datasets [39].
The reason why we resorted to deploying a pre-trained VGG16 model is the fact that
working with a ‘from-scratch’ convolutional neural network may require days of training
and millions of images to achieve a high accuracy in real-world applications [40] (from the
perspective of image processing, our ReMouse dataset is of relatively small size, containing
the sessions of ‘only’ 100 users). For the purposes of our research, we acquired the generic
pre-trained VGG16 model from [38] and retrained it on our own image representations
of web sessions from the ReMouse dataset (the process of re-using the weights from a
pre-trained model is called ‘Transfer Learning’ [41]). The original VGG16 model used
in our work was trained on standard computer vision benchmark datasets, including
ImageNet [42].
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Using VGG16, we ended up with each image (i.e., user session) being represented
as a vector with 1000 features [43]. To further reduce the number of features identified
with VGG16, next, we used principal component analysis (PCA) [44]. PCA produced 100
eigenvectors over the VGG16 feature space. Nevertheless, as shown in Figure 10, not all of
the 100 identified PCA eigenvectors are of the same significance, as 95% of data variance
occurs over the first 57 eigenvectors. Thus, for the purpose of our ML-based analysis (as
discussed in the next section) we opted to map our original ReMouse dataset into a set of
feature vectors over the first 57 most significant PCA eigenvectors.

PO bt s sadad ol
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Figure 10. The number of components needed to explain the variance.

6. ML-Based Analysis of ReMouse Dataset: Focusing on Sessions Generated by
Different Users

The objective of our ML-based analysis of the curated image-based ReMouse dataset
(as explained in Section 5) was to investigate the (dis)similarities between comparable (same-
order number) web sessions generated by different users. We specifically decided to look
at the third session generated by each of the 100 participating ReMouse users (forming one
data subset, which we will refer to as ‘ReMouse Subset-3’ in the reminder of this article), as
well as the fifth session generated by each of the 100 participating ReMouse users (forming
the second data subset, which we will refer to as ‘ReMouse Subset-5"). We opted to look
at the third and fifth sessions due to our observation that for most ReMouse users some
of the originally exhibited ‘erratic’ mouse behavior largely disappears after the first two
rounds/ repetitions of the ‘Catch Me If You Can!” game (see Section 3). In other words, the
user behavior and mouse trajectory in these sessions are generally ‘stable” and thus likely
to produce more accurate results. To conduct the cross-user session (dis)similarity analysis,
we specifically decided to deploy unsupervised ML learning, including the Self-Organizing
Map (SOM) and several unsupervised clustering ML algorithms.

The SOM algorithm is typically used to build a topology-preserving mapping of high-
dimensional input data to 2D or 3D space, where the similarity of individual input points
can be assessed in more intuitive (visual and non-visual) ways. Unsupervised clustering is
known for its ability to decompose a dataset into subgroups based on their similarity so
that data points in the same cluster are more closely related to each other than data points
in different clusters [45].

According to our knowledge, this is the first research study that has looked into
the use of unsupervised clustering on the image representation of user sessions for the
purpose of cross-user session (dis)similarity analysis. Additionally, the only other work
that has pursued image-based web-session representation and analysis [22] was specifically
concerned with the problem of malicious web-bot detection through session classification,
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and thus ultimately opted for the use of supervised deep learning—as opposed to the
question of session similarity, which is the focus of our work and requires the use of
unsupervised techniques.

6.1. Data Analysis Using SOM Map

The Self-Organizing Map (SOM) algorithm [46] is generally used to create a 2D
topology-preserving and density-mapping representation of a multi-dimensional input
(i.e., training) dataset. The topology preservation property implies that if two input points
end up firing nearby nodes in the trained SOM map during the deployment phase then the
two points are relatively close to each other (i.e., are similar) in the original input space. On
the other hand, the density-mapping property means that the regions of high-input-dataset
density are mapped to SOM regions with more neurons.

For the purposes of our research, we trained two 15-by-15-sized SOM maps (exper-
imentally), one using the ReMouse Subset-3 and the other using ReMouse Subset-5. We
used the SOM implementation from the Python SOMPY package [47], which has a structure
similar to somtoolbox in MATLAB. In terms of functionalities, the package uses only batch
training (which is faster than online training) and sklearn or random initialization.

The heatmaps generated on each of the two trained SOM maps are shown in
Figures 11a and 11b, respectively. An SOM heatmap is produced by displaying how many
of the training inputs are associated with each node in the trained SOM map [48]. It is very
evident from the two heatmaps that there are no actual (i.e., distinguishable) clusters in
either ReMouse Subset-3 or ReMouse Subset-5—as most neurons are ‘fired” by no/one
single-input point, and only a handful of neurons are fired by two or more (distinct) input
points. It should also be noted that the neurons with an input-data membership of two
or more are largely distributed at the edges of the respective SOM maps, which suggests
that the actual ‘closeness’ of the input points that fire these neurons may not be significant.
Border neurons in an SOM map do not ‘stretch out” during the training process as much as
they should, and as a result they tend to ‘attract’ many potentially very different/distant
points located on the ‘outside’ of the SOM border. This phenomenon in known in the
literature as the ‘SOM border effect’ [49].

(b)

Figure 11. Users’ data points map: (a) session number 3; (b) session number 5.

From a practical point of view, that such a disperse distribution of data points form
ReMouse Subset-3 and ReMouse Subset-5 (as shown in Figure 11a,b) is a clear indication
that individual users—when performing the same general online task—are likely to end up
producing very different/distinct mouse trajectories. When put in the context of session-
replay bots, this further suggests that any session/trajectory that shows a significant
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Silhouette Average Score

similarity with an already-observed session/trajectory should be flagged as potentially
‘malicious’, since (according to our results) the likelihood that both of such sessions are
genuinely human is rather small.

As part of our future work, we plan to deploy different variants of the SOM algorithm
(e.g., growing SOM map [50] and evolving SOM algorithm [51]) in order to further address
the issue of the ‘border effect’ observed in our dataset.

6.2. Data Analysis Using Unsupervised Clustering Techniques

In order to validate our initial findings obtained by means of SOM heatmaps, we further
performed an unsupervised clustering of ReMouse Subset-3 and ReMouse Subset-5 using
the SOM clustering [47] (the python package provides an additional feature which enables
automated identification of the main clusters within the formed map using K-means cluster-
ing algorithm), K-means clustering [52], and agglomerative clustering [53] algorithms.

An important result coming out of this stage of our research is obtaining the Silhouette
and Davies-Bouldin scores, which were obtained by performing clustering on the two data
subsets with a gradually increasing number of assumed clusters [54,55]. The Silhouette
score measures how similar an object is to its own cluster (cohesion) compared with other
clusters (separation). A higher Silhouette value implies that points are well matched to
their own cluster and poorly matched to neighboring clusters. The Davies-Bouldin score is
the average similarity measure of each cluster with its most similar cluster. Clusters that
are farther apart and less dispersed will result in a higher Davies—Bouldin score.

Figures 12 and 13 depict the Silhouette and Davies-Bouldin score obtained using
K-means clustering algorithms. Similar results have been obtained with the other two clus-
tering algorithms. In the cases of all three algorithms, the highest values of the two scores
are recorded for k = 2, suggesting that the optimal number of clusters is two. Figures 14-16
provide 2D and 3D visualizations of the actual clustering results obtained on ReMouse
Subset-3 and ReMouse Subset-5 using the three selected clustering algorithms and assum-
ing k = 2. All three figures provide clear evidence that, even under the optimal number of
clusters (k = 2), the input data is pretty spread out throughout the input space, and many
points that formally belonging to the same cluster are at a significant distance from each
other. This further supports our earlier hypothesis that session trajectories generated by
different users while completing the same online task are sufficiently distinguishable from
each other.

Number of Clusters

Figure 12. Silhouette average score.
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Figure 16. Unsupervised clustering visualization using agglomerative clustering algorithm, (a) session

number 3 and (b) session number 5 of all users.
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7. Conclusions and Future Work

In this work, we presented an in-depth analysis of our novel real-world mouse dynam-
ics dataset, the ReMouse dataset. We began by reviewing the literature that investigated
mouse dynamics in the context of user authentication and bot detection. We also provided
a summary of several publicly available mouse dynamics datasets. We then analyzed the
ReMouse dataset using statistical and advanced ML-based methods, including deep and
unsupervised neural learning.

In the first stage of the preliminary analysis using statistical methods, we focused
on analyzing the sessions generated by each individual user in isolation from other users.
Second, the focus was on the pairwise analysis of sessions generated by different users.
Based on the preliminary analysis of our novel ReMouse dataset, we concluded that
although sessions generated by genuine human users are relatively similar to each other,
there always exist some minimum distinguishable differences between them. We showed
that sessions whose ‘difference’ from each other is below the determined threshold should
potentially be flagged as ‘replay’ sessions generated by session-replay bots.

Considering the fact that the generalization value of the results obtained using manual
feature selection is often questionable, we then investigated the (dis)similarities between
comparable (same-order number) web sessions generated by different users by means of
advanced machine learning techniques. The results further supported our earlier hypothe-
sis that session trajectories generated by different users while completing the same online
task are sufficiently distinguishable from each other.

According to our knowledge, the ReMouse dataset is the first publicly available mouse
dynamics dataset containing repeat sessions generated by the same human user(s). As
such, this dataset can be a very valuable resource for research studies that aim to improve
our understanding of (human) user behavior during repetitive interactions with the same
web-site, with the ultimate goal of developing effective techniques for the detection of, and
defense against, sessions-replay bots.

We believe that the ReMouse dataset contains enough statistical data to facilitate
unbiased and high-quality research in the above-mentioned research areas. However, we
also would like to point out a few possible, though minor, limitations of our dataset and
work. One potential limitation of our dataset/work can be related to the platform we used
to collect the data, MTurk. Although MTurk workers are generally pretty diverse when
it comes to their place of residence or profession, they tend to be less diverse in terms of
their age, education, computer-use proficiency, etc. [56]. This can complicate how data
can be interpreted, affecting the reliable and validity of our conclusions, as well as the
generalizability of such results.

Nevertheless, more importantly, this study is the first of its kind, so it effectively
demonstrates the importance of filling the literature gaps, highlighting the need for further
development in the area of our study. This work aims to bring more attention to the
problems/threats posed by session-replay web bots, which carry out the most advanced
types of malicious web bot attacks. Therefore, we invite other researchers to work alongside
us. We made some progress in providing the data and tools and hope to facilitate further
studies by other researchers.

For future work, we plan to extend our image-based ML analysis of the ReMouse
dataset by considering other aspects of mouse dynamics rather than just trajectory (e.g., by
additionally embedding the information on time, mouse velocity and click events into the
image representation of a user session). We are also currently working on incorporating
the malicious sessions generated by actual session-replay bots into the ReMouse dataset.
Finally, we plan to experiment with different variants of the SOM algorithm (e.g., growing
an SOM map and evolving the SOM algorithm) in order to further address the issue of the
‘border effect’, which has been observed in our preliminary analysis.
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