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Abstract

:

The purpose of this paper is to analyse the cybersecurity in online travel agencies (OTAs) and hotel sectors to protect users’ private data in smart cities. Methodologically, this research uses a sample of information about cyberattacks that occurred during the period of 2000–2023 in companies operating as OTAs and in the travel, tourism, and food sectors, which was obtained from research articles. Then, we had to expand the research to include updated information about cyberattacks from digital newspapers, regulatory sources, and state data breach notification sites like CSIS, KonBriefing, EUROCONTROL, and GlobalData. The findings of the current research prove that hotels and OTAs were constantly exposed to cyberattacks in the period analysed, especially by data breaches and malware attacks; in fact, this is the main novelty of this research. In addition, these incidents were severe for both guests and tourism companies because their vulnerabilities and consequences affect the reputation of companies and smart cities where these firms operate, as well as consumer confidence. The results also showed that most of the cyberattacks examined in this manuscript were aimed at stealing information about the companies’ and users’ private data such as email addresses; credit card numbers, security codes, and expiration dates; and encoded magstripe data; among many other types of data. Cyberattacks and cyberthreats never disappear completely in the travel and tourism sectors because these illegal activities are closely related to the hacker’s thirst for power, fame, and wealth.
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1. Introduction


E-commerce in the tourism industry is a virtual scenario where consumers, sellers, and dealers meet without the need for physical contact [1]. This digital scenario requires one to be protected against cyberthreats, cyberattacks, hackers, cybercriminals, hacktivists, or even foreign countries traditionally seen as opponents trying to find and exploit existing vulnerabilities in public and private tourism companies. Cybersecurity is the practice of protecting systems, networks, and programs from digital attacks, and it must be implemented in all travel and tourism companies to tackle the new challenges of digital tourism activities. Cybersecurity means protecting companies, cities, governments, and consumers from cyberthreats like phishing, identity thefts, ransomware, data breaches, and internet fraud, among many other activities [2]. In the case of online travel agencies (OTAs), a cyberattack by a hacker or cybercriminal is substantially detrimental to the firm’s reputation and customer trust, and this incident has severe financial, legal, and regulatory implications [3]. For instance, Orbitz, a subsidiary of the online travel agency Expedia, reported that hackers accessed personal information from about 880,000 payment cards.



The issue is that the OTAs’ incomes pivot around the commission of products and services provided and sold by different suppliers such as airlines, hotels, car rental companies, or travel insurance firms, and this makes it difficult to find potential threats and vulnerabilities. In OTAs’ websites and apps, the reality is more complex than that, given that it implies firms do not properly and continuously evaluate all suppliers of services in the supply chain and operational processes with their customers [4]. This is due to a lack of interoperability and information between businesses and consumers [5], allowing for an ideal environment for hackers and cybercriminals. There are great vulnerabilities in the tourism supply chain seen from the supply and demand side after the pandemic crisis [6]. OTA users’ two main concerns are privacy and security barriers when they use OTAs’ web and app platforms [7] because they perceive their personal information as being exposed to possible cyberattacks [8].



However, OTAs’ and hotels’ vulnerabilities directly influence tourists’ experiences in the smart cities where they are located. We cannot forget that smart cities are socio-technical platforms that interact with residents, tourists, and companies. Therefore, cybersecurity must be implemented in companies, people, government policies, and smart cities to ensure commercial and private transactions. Cybersecurity protocols enhance consumers’ privacy and security in smart cities and make them more aware when their data are used by travel and tourism firms [9]. It is very important to emphasise that there are no 100 per cent safe spaces; the risk of a cyberattack is always latent [10]. There is a lack of research on the protection systems against cyberthreats in smart cities [9,11,12]. Most modern cities are striving to become smart cities; for this reason, they are implementing better cybersecurity protocols to prevent cyberthreats [13].



Security vulnerabilities present in cybersecurity systems cause firm- and user-level security issues. The tourism industry’s world is conditioned by digital technology [14], and cyberthreats, in view of the information, data, and digital operations, constitute a significant risk factor for businesses. The relationship between e-commerce and cybersecurity is viewed with great concern by OTAs, hotels, smart cities, and users in security, privacy, and economic terms. The COVID-19 pandemic has led to the accelerated implementation of new processes and services in the e-commerce tourism sector that require new security and privacy measures, but such efforts will be not easy to make visible to the consumers [15,16]. As businesses and users increase information sharing via the internet, the vulnerability to attack rises. Chen and Fiscus [17] found that the increasing frequency of data breach incidents in the last ten years indicates that the issue of cybercrimes has become more critical in the hospitality industry. In 2022, digital fraud attempts rose by 156% in the travel and leisure sectors; in fact, the Marriot International and InterContinental Hotels group booking apps have fallen victim to hackers [18].



OTA and hotel payment processing and online reservation systems contain enormous amounts of customer credit card and private information. Breaches to these systems allow hackers to access cardholders’ information and personal identities [19]. There are limited studies in the context of the cybersecurity applied by OTAs, hotels, smart cities, and user context as a topic [20]. Several studies have made efforts to examine cybersecurity in the hospitality industry [17], technology and transportation sectors [21], and food industry [22]; data breaches in the hotel industry [23]; communication and information in the hotel industry [24]; digital wallets [25]; the Internet of Things (IoT) [26]; consumer’s trust in OTAs [27]; cybersecurity threats in the e-commerce sector [28]; or even cyberattacks on the hospitality sector [29].



More attention should be devoted to cybersecurity in OTA, hotel, and smart city studies [30,31]. Indeed, there are no studies that tackle the cybersecurity of OTAs, hotels, smart cities, and consumers. To fill this knowledge gap, the purpose of this paper is to analyse cybersecurity used in the OTA and hotel sectors to protect users’ private data in smart cities. The results of this research will help OTA operators, hotel operators, and smart city managers to understand the new challenges of cybersecurity, cyberthreats, and cyberattacks that they face daily, and to admit that hackers and cybercriminals are always one step ahead. Morrison and Buhalis [14] note that the sharing economy disrupts the marketplace and brings both benefits and disadvantages to service ecosystems.




2. Literature Review


The tourism industry holds hugely valuable and sensitive data on every traveller. Travel and hospitality companies must remain vigilant to prevent future cyberthreats and cyberattacks in an evolving cybercrime landscape. In addition, as the digital ecosystems of travel and tourism companies grow, they become more vulnerable to cyberattacks. Hackers exploit the vulnerabilities within a cybersecurity strategy, so a rigorous approach is central to effective risk management [6]. To tackle cyberthreats, a company’s cybersecurity strategy must involve contingency planning, outlining immediate actions, post-breach responses, and an understanding of the organisation’s current cyber risks [10]. For instance, a data breach can destroy an OTA or hotel business due to a loss in reputation, business disruption, the cost of remediation after a cyberattack, regulatory costs, and lawsuits [32]. From the customer’s point of view, a cyberattack can lock guests out of their rooms, forcing them to make reservations elsewhere [32].



2.1. The Cybersecurity in the Context of OTAs, Hotels, and Smart Cities to Enhance the Sensitivity and Private Data of Users


The expansion and internationalisation of companies through e-commerce have provided an incentive for attacks by cybercriminals, hackers, hacktivists, and foreign countries. Online shoppers need to be confident that their data and personal information are protected by online firms against hackers and cybercriminals firms [33]. Nevertheless, it is important to stage a taxonomy of the concept of cybersecurity and the types of cyberattacks in OTA and hospitality industries, which will help to identify the main differences in each type of cyberattack. The concept of cybersecurity is defined as a set of technologies and processes designed to protect computers, networks, programs and data from attack, damage, or unauthorised access [34].



The act of protecting information and communication technology (ICT) systems using software programs, good practices, and training levels of employees from cyberthreats and cyberattacks is known as cybersecurity [10,35]. The probability of suffering a cyberattack is mainly determined by a firm’s degree of digitalization [36]. For instance, smart cities should create more efficient cybersecurity protocols and practices to protect citizens’ and tourists’ privacy data and the commercial activities of companies [9]. Indeed, Demertzi et al. [37] note that the growth of the Internet of Things (IoT), augmented reality (AR), artificial intelligence (AI) extended reality (XR), and virtual reality (VR) digital tools provide new vulnerabilities and cyberthreats at smart cities and companies. The investment in cybersecurity is related to the capabilities of smart cities and companies to resolve/anticipate/protect themselves against future threats and attacks, and to guarantee the operability of their communication and information systems [38].



From the standpoint of users and workers, the degree of responsibility and understanding of users to protect an organisation’s data and networks against possible vulnerabilities and threats is defined as “cybersecurity awareness” [39]. Therefore, companies and users should know what types of cyberattacks exist in the travel and tourism sectors, as well as be able to identify them if they occur to protect their private information. The ubiquity of information and big data (in terms of users) are crucial for OTA and hospitality sectors in order to make better marketing decisions [40,41]. OTA platforms such as Booking, Expedia, Airbnb, and TripAdvisor signed a data-sharing deal with the European Union (EU) because the General Data Protection Regulation (GDPR) has a significant impact on international data flows to transfer personal data between countries [42,43]. In Europe, companies are legally obligated to inform the Information Commissioner’s Office (ICO) if they suffer a cyberattack that involves the personal information of customers or employees. In the case of U.S. companies, they must report a cyberattack to the FBI’s Internal Crime Complaint Center (IC3).



The sensitivity of the private data of users by public and private organisations may be compromised by cyberattacks; for this reason, it is very important to implement cybersecurity protocols by public and private organisations. Indeed, the lack of control of users’ data by companies and the vulnerabilities regarding private data disclosure in terms of data breaches have harmful legal and economic consequences [44,45]. For OTA and hotel firms to implement appropriate management and cybersecurity technology tools such as mobile apps, social media, VR, AI, big data, VeraCrypt, Argo UML, CipherShed, Anaconda Python, Eclipse, Hadoop, and information systems, it is required that managers and staff are familiar with these different types of tools to prevent possible vulnerabilities and future cyberattacks [31,46]. When consumers log onto a website or app or use a search engine, they are aware that their preferences for privacy are often disregarded by the advertising industry and regulators [47]. A solution for OTAs, hotel operators, and marketers to respect consumers’ privacy expectations is enhancing critical transparency and avoiding the exploitation of individual vulnerabilities to improve consumers’ experiences and security [48,49].




2.2. The Types of Cyberattacks in the Tourism Industry


Information technologies prevail in all functions of strategic and operational management of the tourism industry [50]. Assessing how travel and tourism companies such as tour operators, OTAs, and DMOs are utilizing cybersecurity to drive revenues will help understand organisations and researchers the latest cybersecurity trends within the travel and tourism landscape [51,52]. Users’ sensitive data must be protected by organisations to avoid significant risks for customers due to hackers. In 2022, the global average number of cyberattacks against organisations in the tourism and leisure sector increased by 60% in comparison with 2021 [53]. In 2018, a data breach impacted 500,000 British Airways customers. The data breach compromised login, card payment, and travel booking details, while credit card details were being stolen as they were being entered [54]. For example, Málaga, Barcelona, Singapore, and London smart cities assess their governance models and their cybersecurity measures to prevent possible cyberterrorism and cyberthreat activities [11]. Cyberattacks on smart cities could generate significant damage, including the shutdown or compromising of vital services such as electricity, water, and transportation [55].



Attackers look for vulnerabilities in the systems to launch different kinds of network attacks. For this reason, the construction of a tourism database is needed to guarantee the safety of a user’s personal information and to protect it against cyberattacks [56]. With the aim of considering the effects of exposure to cyberattacks in the tourism industry, Table 1 presents the types of cyberattacks supported by expert authors to better understand the difference between them. In the travel and hospitality sectors, applications and systems are exposed to the internet and entry points for users; therefore, these sectors are more exposed to cyberattacks that collect personally identifiable information, credit card details, and other sensitive information stored in travel and hotel firms [57,58]. Prabhu et al. [59] found that the current measures hotels and OTAs take to ward off cyberattacks are inadequate and dated, and most of their employees lack the knowledge to deal with them [36,60,61].



As stated by Wynn [62], there is a lack of communication and interoperability between smart cities and companies, generating a high vulnerability and integrity of users’ private data and cybersecurity protocols. That is precisely why the resilience of smart cities and companies lies in the ability to rapidly adapt and respond to internal or external changes and continue operations daily against possible cyberattacks. Cyberattacks and cyberthreats directly impact the companies’ cybersecurity risk maturity and their business portfolio [63]. It would be important to use a behavioural approach in recognizing problems and the need to increase public knowledge and awareness of the application of cybersecurity in the travel and tourism sectors, in order to educate people about the importance of cybersecurity when they are buying or booking products and services in e-commerce firms. For instance, Botnet attacks on hotels can cascade into an urban operating system that then cascades into other systems, such as water and electricity management or emergency response. In smart cities, systems are linked together to manage city services, and this digital synergy is one of the key security risks in a smart city [64].





 





Table 1. Types of cyberattacks in the travel and tourism industries.






Table 1. Types of cyberattacks in the travel and tourism industries.





	Type of Cyberattacks
	Definition
	References





	Phishing
	It is used to obtain sensitive information from users, such as online banking login credentials, company login credentials, credit card details, login credentials, or passwords.
	Alawida et al. [21]



	Ransomware
	The goal of this attack is to deny its owner or user access to it, and after that, the user pays the attacker directly. The ransomware is programmed to identify the organisation’s most sensitive or valuable data.
	Sheridan [65]



	DDoS
	It is a type of cyberattack in which cybercriminals aim to crash a computer system or server, making sites and services unavailable to customers. These attacks are commonly used by hacker groups to force websites to go offline.
	Chaganti et al. [66]



	Botnets
	Botnet attacks use networks of thousands of computers for malicious login attempts, mass spam attacks, or takedown of a network, network devices, and websites.
	Elliot [67]



	Data breach
	It is a data breach that exposes confidential, sensitive, or protected information to an unauthorised person.
	Schlackl et al. [68]



	Password attack
	A password attack is used to exploit the authentication of user accounts. Password attacks involve exploiting a broken authorisation vulnerability in the system combined with automatic password attack tools that speed up the guessing and cracking of passwords.
	Al-Shareeda et al. [69]



	Hacking
	Hacking involves forcefully gaining unauthorised access to it, such as by disabling the security measures of a computer network.
	Muñoz et al. [70]



	Website/app breach
	A website or app attack is a cyber assault in which sensitive, confidential, or otherwise protected data are accessed and released illegally.
	Ukwandu et al. [71]



	Insider
	An insider is someone who commits illegal activity against her/his own firm.
	Smith and Rupp [72]



	Man-in-the-Middle
	An attacker comes in between a two-party communication, i.e., the attacker hijacks the session between a client and host. By doing so, hackers steal and manipulate data.
	Huang et al. [73]



	Human error
	It refers to an employee either doing something he should not or failing to do something he should. Human error is still very much the driving force behind an overwhelming majority of cybersecurity problems.
	Le Coze [74]



	SQL injection
	It is a web security vulnerability that allows an attacker to interfere with the queries that an application makes to its database.
	Alawida et al. [21]



	Point-of-sale (POS)
	Point-of-sale (POS) attacks give hackers valuable data including credit card information such as card numbers and personal identification numbers (PINs).
	Paraskevas [3]



	Zero-day exploit
	Zero day gets its name from the number of days that a patch has existed for the flaw “zero”. It is a cyberattack that takes advantage of a zero-day vulnerability to install different types of malwares, steal sensitive data or credit card numbers, and cause data breaches.
	Deshpande et al. [75]








Companies’ vulnerabilities come about from their dependence on ICT systems, and a cyberthreat in the ICT system can come from a source internal or external to the company that can cause economic, social, political, and operational implications [10,76]. In 2021, one of the largest cyberattacks in U.S. history happened, and over 60 thousand companies worldwide were affected in terms of privacy and safety. Hackers took advantage of a few coding errors and four different zero-day vulnerabilities that allowed them to take control of Microsoft’s systems. They had unauthorised access to emails from firms to local governments, and only needed two conditions to break into each individual company’s email servers: connection internet and on-premises (locally managed systems). Microsoft and the Federal Bureau of Investigation (FBI) accused China of the data breach [77]. In 2022, Microsoft was hacked again by the so-called Lapsus$ hackers; this group used social engineering to hijack an account and gain access to Microsoft’s system. Digital trust is defined by ISACA [78] as the confidence in the relationship and transactions among providers and consumers within the digital ecosystem. Overall, 95% of cybersecurity breaches are caused by human error, so it is important that consumers trust the humans behind the businesses they interact with to protect their information [78].




2.3. The Perspective of the Consumer against Present and Future Cyberattacks


OTA and hotel websites and apps must provide users with a positive user experience and security in business-to-consumer (B2C) terms, as their primary goal is to draw a visitor into completing an online purchase. Indeed, user experience and security are key factors for e-commerce activity [79]. In 2010, the International Organization for Standardization (ISO) defined the user experience as “a person’s perceptions and responses that result from the use and/or anticipated use of a product, system, or service” [80]. User experience is a person’s perceptions of usability, security, satisfaction, and the interaction between products and services provided by companies through websites and apps [81]. The interest of consumers in safety and security measures is directly proportional to the level of the company’s prestige or hotel classification [82]. Thousands of cyberattacks are launched every day against internet users across the world, and companies and governments need to prevent these attacks to ensure the security private data of users. In 2020, the number of cyberattacks increased by over five times (530%) in the European aviation industry [83].



OTAs and hotels are striving to improve user experience and security to retain more customers. The relevance of OTAs in e-commerce and their strategic position in the tourism market has motivated large B2C companies like Google, Baidu, Tencent, and Alibaba to invest in their own OTA websites [84]. OTA and hotel operators need to provide refund policies and security-alert messages to users in the case that they suffer cyberattacks to raise their operational transparency because these good practices will help to enhance users’ experience and security [85]. When customers book services online on website and app platforms, they consider the experience and security in their future shopping intention. Promoting the security of transactions and private data using websites and apps helps to extend interactive communication between customers and companies [86]. Users’ browsing behaviours on a hotel website differ in terms of the veracity of the information and privacy [87].



OTA and hotel website’s security and privacy systems are paramount to improving customers’ confidence and their willingness to complete online transactions. Consequently, the security/privacy dimension is defined as the degree to which a customer believes that using the website will be free from danger and risk [88]. The lack of security as perceived by online consumers is one of the main obstacles to the development of e-commerce in the travel and tourism industries [89]. For instance, when consumers use a payment method to buy products and services through websites and apps, they require the confidentiality of the transactions and security of their personal information. OTA and hotel operators need to improve and ensure CRM services and the security of the private data of users to preserve data confidentiality from potential cyberthreats and cyberattacks [90].




2.4. Smart Cities’ Need to Prevent Future Cyberattacks and Cyberthreats


In this study, a smart city is one that uses the power of digital technology, data analysis, cybersecurity, AI, VR, AR, and IoT sensors to improve residents’ quality of life and tourists’ experiences while managing resources efficiently and sustainably to guarantee the sustainability of the environment and tourism industry in a city. The concept of a smart city is based on the extensive multidimensional use of information and communication technologies to create the most favourable living conditions for residents and visitors [13]. A smart city must provide innovative services in transportation, energy management, and healthcare on a large scale, creating a technologically advanced urban environment that is supported by cybersecurity systems [91]. Overall, 56% of the world’s population lives in cities, and this percentage is projected to rise to more than 66% by 2050 [92]. We must be aware that more than 46 million signals of potential cyberattacks are seen on average every single day across the world [93]. For instance, Barcik et al. [94] suggest that smart cities and military technologies must be developed in mutual compliance to assure interoperability and the protection of the population in a city.



The successful development of the smart city of Zurich in recent years has been aided by a sound economic climate, good governance, cybersecurity systems, and the implementation of important technology strategies within the city [95]. In the case of Málaga smart city, cybersecurity is a priority in the management of the governance, tourism, safety, logistics, and air transport activities, thanks to Google’s cybersecurity centre, which improved cybersecurity protocols and systems in the entire city [96]. Governance in smart cities involves the gathering, processing, and sharing of intelligence data, which allows smart cities to increase their resilience against future attacks [10,97].



When an airline/OTA/hotel reservation online service has been hacked by cybercriminals, hackers, or hacktivists, this incident has immediate costs and effects on smart cities and their tourism activities. In 2020, EasyJet admitted that the personal details of 9 million customers and the financial data of over 2000 passengers were accessed in a sophisticated cyberattack. Due to this negligence in handling customer data, EasyJet must pay compensation of up to GBP 2000 to each client [98]. Nevertheless, EasyJet’s problem does not end here, cybercriminals may open new bank accounts, access the existing ones, make purchases, or commit wrongdoings using stolen users’ identities in smart cities, seriously affecting smart cities’ brand image and their tourism activities. A smart city is a single system of systems instead of separate independent systems, in order to boost the interoperability between public administration and private organisations, as well as to improve citizens’ well-being and quality of life and tourists’ experiences [99]. For this reason, blockchain, big data, and AI algorithms are emerging as solutions offering the data security and confidentiality essential for strengthening the security of smart cities [91,100].





3. Methodology


Methodologically, this research uses a sample of information on cyberattacks that occurred during the period of 2000–2023 in companies operating in the OTA, travel, tourism, and food sectors that was obtained from research articles. The tourism industry involves a wide range of businesses [76]. Then, we expanded the research to include updated information on cyberattacks from digital newspapers, regulatory sources, and state data breach notification sites like CSIS [101], KonBriefing [102], Eurocontrol [83], GlobalData [52], AAG [103], among others, to stage the true extent of the cyberattack problems in travel and tourism industries. This methodology has also been used by authors such as Alawida et al. [21], Tong et al. [23], Ukwandu et al. [71], Florido-Benítez [10], Fragniere and Yagci [24], and Arcuri et al. [29]. The method was used to search various databases for papers connected to cyberattack topics, including Science Direct, Elsevier, Emerald insight, IEEE, Springer, Willey, and the Web of Science (WoS) database between 2000 and 2023. This study aimed to analyse the types of cyberattacks faced by travel and tourism companies (see Table 1 and Table 2) in the period analysed. It must be noted that this research does not address internal errors in electronic processing, software bugs, or VeraCrypt, Hadoop, VirtualBox, Eclipse, Argo UML, or Anaconda Python programming environments used by cybersecurity experts and computer engineers. This study pinpoints escalating cybersecurity concerns in the context of the tourism industry from a global perspective.



Nonetheless, the diversity of cyberattack methods shown in Table 1 reveals the importance of cybersecurity in the travel and tourism industries. For this reason, we were forced to stage the reality of cyberattack scenarios in both sectors that can be tackled in a cybersecurity culture framework by OTAs, hotels, and tour operators. These data are illustrated in Table 2, which displays a review of documented cyberattacks in the travel and tourism industries in the period established. The categorization of the number of cyberattacks is shown in Table 3. These findings will help smart cities, travel and tourism companies, and cybersecurity researchers to make better decisions in the future, and it is very important to document cases of cyberattacks at OTAs, travel, and the tourism literature.



Our final sample includes 61 cyberattacks affecting OTA, hotel, restaurant, and airline firms such as Marriot Hotels, Wyndham Hotels, Hyatt Hotels, Intercontinental Hotel Group, Mandarin Oriental Hotel Group, Booking.com, FTI company, Sabre Corporation, Orbits and Expedia travel agencies, EasyJet and Air France airlines, Pizza Hut, KFC, Taco Bell, among many others. Most of the cyberattacks shown in Table 2 are linked with data breach/malware/ransomware identity theft, addresses, login credentials, bank account numbers, credit card numbers, and booking details. Each attack included in our sample occurred on a different date and/or involved different OTAs, hotels, and restaurants located in different geographical areas and cities [29]. Moreover, we are confident that the travel and tourism industries have suffered more than 61 cyberattacks, the issue is that not all companies report cyberattacks committed because these incidents affect the reputation of companies and their corporate image, as well as consumer trust. Panai [104] notes that no one knows the full extent of cyberattacks being committed on the Internet.




4. Findings and Discussion


Cyberattack Incidents in the Travel and Hospitality Industries


Cybersecurity is a mandatory asset for smart cities, travel, and tourism companies because they struggle with the complexity of digital security and possible cyberattacks. For instance, hotels have intensified their online presence through web direct sales to reduce their dependence on OTA commissions [105], and this has provided a powerful incentive for attacks by hackers and cybercriminals. Table 2 presents a timeline of cyberattacks on the travel and tourism industries since 2000. This illustrates documented and classified cyberattacks around the world by year, the type of cyberattack, location, and the cyberattack description, with the aim of achieving the main objective of this manuscript, which is to analyse the cybersecurity in OTA and hotel sectors to protect consumer’s private data in smart cities.



In the period analysed (2000–2023), 61 cyberattacks were documented and analysed. Hotels were the most affected by cyberattacks with 26 incidents, followed by OTAs with 10, airlines (8), entertainment (3), restaurants (3), supermarkets (3), airports (2), bus transport (2), travel reservation systems (1), online payments systems (1), marketing (1), and technology with 1 cyberattack incident. All these sectors are related to e-commerce activities, and they were necessary to include in this research, as we can see in Table 2 and Table 3. Obviously, all these cyberattacks had negative impacts on smart cities and their brand image because some tourists had bad experiences during their holidays after the companies were hacked, which had immediate consequences such as customer credit and debit cards and tourists’ personal information being exposed to hackers. Cybersecurity is a crucial aspect of smart city development, as it aims to protect the information and communication systems of citizens and companies [106]. We are completely sure that there have been over 61 cyberattacks in the tourism industry. Indeed, there were 775 cyberattacks on airlines and 150 at airports in 2020 [107], but most of these cyberattack incidents are not published for national security and social alarm reasons.



The findings of this study reveal that hotels and OTAs are constantly exposed to cyberattacks, especially by data breaches and malware attacks (Table 3), and the consequences of these incidents are severe for both guests and firms. Shabani and Munir [108] suggest that the techniques currently utilised by hotels and OTAs to prevent cyberattacks are mostly rudimentary and outdated [109]. Hotel and OTA sectors are among the most vulnerable to data breaches, due to the volume of personal and credit card information processed daily [110], without forgetting that most hotels use OTAs as one of their main distribution channels. In this study, we recommend OTA and hotel operators understand the nature and outcome of the incident to respond immediately to new threats, and to communicate this serious problem to all of those affected. OTA and hospitality companies must weigh the risks like a data breach against the costs associated with both compliance and noncompliance. For example, GDPR-imposed fines and fees can reach EUR 20 million [111].



Another aspect to be highlighted is that in the total cyberattacks that occurred in the period examined, hackers or cybercriminals illegally accessed payment transactions and users’ credit card numbers in 22 cyberattacks, especially in data breach attacks. These data confirm the previous findings of Gwebu and Barrows [112] and Wang et al. [113], which revealed that data breaches are becoming more common and publicised in travel and hospitality sectors [114]. For instance, a data breach in a marketing company that manages the advertising, promotion, and marketing practices of McDonald’s, Coca-Cola, Shell, Asus, hotels, and OTAs’ websites had dire consequences not only for the firms involved but also for users’ privacy. In many cases, the customers are not informed of these serious incidents. In 2013 and 2014, Yahoo and Equifax were hacked (data breach), and these two firms did not report this incident until 2016 to the Securities and Exchange Commission (S.E.C) even though the information of millions of users was compromised [115].



Data breaches were the most frequent incidents in hotels with 11 attacks, followed by airlines with 7 attacks and OTAs with 4 attacks. AAG [103] reported that the rate and cost of data breaches are increasing in the travel and tourism sectors. Since 2001, the victim count has increased from 6 victims per hour to 97, representing a 1517% increase over 20 years. Regarding malware attacks, these have mainly concentrated on hotels such as White Lodging, Noble House, Starwood, Las Vegas, Hei, Millennium, and Omni hotels, all of which are localised in the U.S. The rest of the cyberattacks had a lesser impact on the sectors examined. In addition, the U.S. was the worst affected by cyberattacks with 34 incidents in the period established, followed by the U.K. with 6 incidents and the Netherlands with 3 incidents. These results are very similar to the AAG’s report, which revealed that the U.S. was the most targeted country for cyberattacks, accounting for 46% of attacks globally, followed by the U.K. and the Netherlands [103]. Losing private information by companies is a direct loss of finances like lost fines, sales, or monetary judgments [116]. If a cyberattack involves insiders, companies are not interested in reporting it. On the contrary, if the objective is retrieving money or data back, then companies are very interested in informing law enforcement [117]. A recent study conducted by Dearden et al. [118] found that insiders cause more damage and cost more than outsider attacks; for this reason, one recommendation is to improve cybersecurity systems and strengthen the company’s security culture.



That would mean that the situation would remain uncertain from the consumers’ point of view. They only want a safe and personalised shopping experience when they buy a product or service through OTAs and hotels’ websites and apps. Consumers need to feel secure and comfortable in the purchase processes, and companies need to preserve the security of the processing of their personal data and what they can do themselves to protect it against future cyberthreats and cyberattacks. The public policy and self-regulatory efforts to alleviate consumer privacy concerns by public and private organisations require greater control and protection over the management and dissemination of private data of users because, according to Phelps et al. [119], consumer concern and willingness to provide firms with personal data vary dramatically by information type. In light of existing and emerging privacy issues in travel and tourism companies, public and private organisations should seriously consider initiatives designed to guarantee and protect the purchasing processes and personal data of consumers against possible cyberattacks and the effects thereof.



The penalties imposed by governments are not sufficiently severe to restrain firms where there is no commitment to comply with consumer privacy concerns and experience through digital channels [120]. In the period analysed by this study, 95 per cent of cyberattacks affected the privacy of user data. This result is quite worrying as it shows how every day, companies are victims of cyberattacks that compromise the security of the privacy of user data. Flavián and Guinalíu [121] revealed that an individual’s loyalty to a website is closely linked to the levels of trust and security perceived by consumers regarding the handling of their private data. New research studies are required to tackle tourists’ privacy decision-making process in order to ensure they are making informed decisions when it comes to sharing personal information while travelling [122].



These results suggest that travel and tourism companies should first inform the police and government authorities, and second, report these cyberattacks to smart cities to prevent other possible cyberattacks or cyberthreats. Cybersecurity protocols need to be implemented by all travel and companies in smart cities to avoid new cyberthreats and cyberattacks; in fact, the current countermeasures are not effective in combating cyberattacks in the tourism industry according to our findings. Cybersecurity systems are essential in smart cities due to the increasing interconnectivity, widespread use of ICT, collection of users’ data, monitoring of critical infrastructures, optimization of tourism services, and tourists’ experiences at tourist attractions. Hence, cybersecurity prevention must be an integral part of smart cities and companies’ operating systems, because mitigating cyberthreats and cyberattacks requires better measurement, diversity of systems, interoperability, contingency plans, and the deliberate choice to avoid ubiquitous interconnection in critical systems. In short, this study suggests that an organisational cybersecurity culture should be included in smart cities and travel and tourism firms, as well as improving security protocols and systems to identify and prevent cyberattacks successfully. Combining cybersecurity and tourism activities in the development of smart cities is of paramount importance considering that smart city challenges are complex and multifaceted [123].





5. Conclusions


The findings of the current research prove that hotels and OTAs were constantly exposed to cyberattacks in the period analysed, especially by data breaches and malware attacks; in fact, this is the main novelty of this research. In addition, these incidents were severe for both guests and tourism companies because these vulnerabilities and their consequences affected the reputation of companies and their corporate image, as well as consumer confidence. According to our results, we suggest that travel and tourism companies should monitor and report the risks associated with users’ private data based on the level of data exposure to protect and prevent possible vulnerabilities and avoid future cyberattacks. The results also showed that most cyberattacks examined in this manuscript were aimed at stealing the information of companies and users’ private data such as email addresses, credit card numbers, security codes, and encoded magstripe data, among many others. Cyberattacks and cyberthreats never disappear completely in the travel and tourism sectors because these illegal activities are closely related to hacker’s thirst for power, fame, and wealth. Moreover, we suggest that travel and tourism companies report cyberattack and cyberthreat incidents to the police, government authorities, and smart cities to prevent further harm to other firms and users.



The descriptive analysis of the types of cyberattacks (see Table 2) shows how the U.S. was the worst affected by cyberattacks, followed by the U.K. and the Netherlands. During the period examined in this research, 95% of cyberattacks affected the privacy of user data. Thus, the findings suggest that cyberattacks have negative impacts on OTA and tourism firms’ websites and apps, which damage their reputation and brand image worldwide. So, data confidentiality, integrity, and availability are the key elements of cybersecurity that must be provided properly to avoid cyberattacks by companies and their workers. The manipulation of users’ privacy and information deteriorates the sales performance of OTAs and hotels because of damaged customer trust and satisfaction. Most OTAs and hotels do not have crisis planning or management schemes to tackle crisis or cyberattack situations, or even contingency plans. For this reason, it is essential for hotel and OTA operators to prevent customer dissatisfaction due to the loss of their information and confidentiality by hackers and cybercriminals. Therefore, the responsibility of OTAs and hotels should focus on loyal clients while securing their private information and experience as an added value.



Finally, it must be noted that it is very common that customers are not immediately informed by companies when they suffer cyberattacks, as we mentioned previously, and the worst situation is that the information related to the incident is always late or simply never arrives. If firms aim to gain consumer confidence, then they also have to be sure that they protect their privacy. Both actions go hand-in-hand. Travel and tourism companies must be transparent in how they use consumers’ personal information and how they communicate the potential benefits and risks of sharing their data. In this context, smart city managers, researchers, and travel and tourism operators must become clear that when a cyberattack hits a company or city, its negative consequences involve all public and private organisations, as well as residents and tourists. We should not forget that a smart city is a system of systems, where these are linked together to manage city services, and this digital synergy must ensure users’ transactions and commercial activities in the entire city.



5.1. Contribution to Literature


From a theoretical perspective, this manuscript contributes to the cybersecurity literature by including different types of cyberattacks in the travel and tourism industries, as well as documenting new cases of cyberattacks in the tourism literature. Moreover, travel and tourism operators should improve the security and privacy features of their systems, together with emphasizing the safety features offered by their websites and apps [124]. However, firms have incentives to improve clients’ private information sharing [125]. Smart cities, OTA operators, and hotel operators need to create a secure cyberspace culture for their employees, partners, suppliers, and customers to prevent future cyberattacks [3]. Our findings suggest that companies have great vulnerabilities in preventing cyberattacks and ensuring users’ private data. Indeed, there is a lack of the right policy for cybercrime, and this is becoming a major problem in the travel and tourism industry. In the case of consumers, they should be aware of e-commerce fraud crime and the types of cyberattacks. Applying fraud detection web and app services in management by OTAs and hotels can greatly reduce the problem of vulnerabilities and cybercrimes [126,127]. Moreover, this manuscript also provides evidence that this topic requires greater efforts in terms of research, laws, and efficient safety tools to combat cyberattacks in the travel and tourism industries by researchers, governments, and experts in cybersecurity.




5.2. Practical Implications


This paper also offers some practical implications. First, travel and tourism companies and smart cities should emphasise the relevance of proactive communication related to cyberattacks to enhance their cybersecurity protocols and strengthen customer relationships. Second, when the DMO website of Spain (Spain.info https://www.spain.info/es/ accessed on 2 February 2024), Paradores, Riu, Majestic, Petit Palace, Catalonia Hotels & Resorts websites, OTAs’ Reservalis, and Best Hotels were hacked by the pro-Russian group called NoName057, this seriously affected the entire tourism industry and Spanish smart cities like Barcelona, Málaga, Benidorm, Gijón, Santander, Seville, among many others. This study also adds relevant information related to the impact of OTA and hotel cyberattacks on smart cities and how regional and national governments should be aware that the cyberattacks of travel and tourism companies have negative effects on smart cities.



Therefore, it is clear that more effective national action is required in terms of interoperability, cybersecurity, and contingency plans against future cyberthreats and cyberattacks. In a nutshell, a cybersecurity culture in private and public organisations, and with cybersecurity cross-systems helps travel and tourism operators make better decisions against cyberattacks. Third, we recommend developing cybersecurity awareness campaigns by government bodies and companies to equip citizens and tourists with the necessary knowledge and skills to identify, prevent, and respond to cyberthreats. The benefit of this research for the field of security is that we provide a new point of view on cybersecurity in a tourism context, which shows that security in the tourism industry requires the hiring of cybersecurity experts to reduce cyberattacks in this sector.




5.3. Study Limitations and Future Research


There are several limitations in this research. First, this study was restricted to collecting cyberattacks in the travel and tourism sectors. Future studies can extend this scope to include other sectors in order to compare the levels of cybersecurity of companies and sectors or even to analyse consumers’ perceptions of a cyberattack and their private data terms. Second, private and public organisations often do not admit to having suffered cyberattacks and cyberthreats for fear of negative publicity [36,128]. Therefore, future studies would be necessary to examine why companies are reluctant to provide information about cyberattacks suffered by hackers and cybercriminals to users and governments. Finally, this research did not include or document the efficacy of the cybersecurity by companies against cyberattacks and cyberthreats, and this relevant information and data should be implemented in future research.
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Table 2. Timeline of cyberattacks related to the travel and tourism industries (2000–2023). Source: adapted from CSIS [101], KonBriefing [102], Eurocontrol [83], and Florido-Benítez [10].
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	Year
	Class
	Incident Attack
	Sector
	Country
	The Cyberattack Description





	2000
	Confidentiality
	Data breach
	Airline
	U.K.
	EasyJet airlines reported that it had fallen victim to a very sophisticated cyberattack. The hackers gained access to the email addresses and travel information of about 9 million customers.



	2008
	Availability
	Bot
	Hotel
	U.S.
	Wyndham hotels suffered three data security attacks, which resulted in nearly USD 11 million in identity fraud damages.



	2010
	Confidentiality
	DDoS
	Hotel
	U.S.
	HEI Hotels & Resorts were hit by a DDoS attack, exposing the credit card number, expiration date, security code, and encoded magstripe data.



	2014
	Confidentiality
	Malware
	Hotel
	U.S.
	White Lodging Hotels were hacked by malware.



	2014
	Availability
	Ransomware
	Hotel
	U.S.
	The Houstonian Hotel, Club & Spa suffered a ransomware attack that exposed users’ credit card information.



	2015
	Confidentiality
	Malware
	Hotel
	China
	For Mandarin Oriental, the Hotel Group reported that Mandarin’s credit card system was compromised by a malware attack.



	2015
	Confidentiality
	Data breach
	OTA
	Germany
	Thousands of travel agents in Germany were embroiled in a scandal involving the sharing of sensitive business data by their consortium’s head office. The scandal, exposed by business newspaper Handelsblatt, caused uproar in German trade after the leading agency consortium RTK passed detailed sales figures of up to 4000 travel agencies to the tour operator FTI over a period of up to eight years. FTI is Germany’s third-biggest operator.



	2015
	Confidentiality
	Malware
	Hotel
	U.S.
	Noble House Hotels & Resorts reported that a malware downloaded guest information from the magnetic strip of credit cards swiped at the subject location.



	2015
	Confidentiality
	Malware
	Hotel
	U.S.
	Starwood Hotels & Resorts were attacked by malware, which stole users’ credit and debit card data.



	2015
	Confidentiality
	Malware
	Hotel
	U.S.
	Las Vegas Resort reported that a malware attack collected hotel guests’ names, card numbers, and expiration dates,



	2015
	Confidentiality
	Malware
	Hotel
	U.S.
	HEI Hotels & Resorts informed that a malware attack collected the personal information of its guests such as names, payment card numbers, and verification codes.



	2015
	Confidentiality
	Data breach
	Hotel
	U.S.
	BBC News reported that Hilton was fined USD 700,000 for mishandling data breaches in 2014 and 2015.



	2016
	Confidentiality
	Data breach
	Hotel
	U.S.
	InterContinental Hotel Group reported a credit card breach across some 5000 hotels worldwide.



	2016
	Availability
	Hacking
	Hotel
	U.S.
	KrebsonSecurity reported that hackers breached credit card systems at some of the Trump Hotel Collection establishments.



	2016
	Confidentiality
	Malware
	Restaurant
	U.S.
	Landry’s, Inc. revealed that hackers installed malware on payment card processing devices that lifted the data from the magnetic swipe stripe of payment cards in more than 300 of the chain’s restaurants, hotels, and casinos.



	2016
	Confidentiality
	Data breach
	Hotel
	U.S.
	Millennium Hotels & Resorts North America reported a data security collected customers’ card payments.



	2016
	Confidentiality
	Malware
	Hotel
	U.S.
	Omni Hotels reported that a malware attack collected more than 50,000 customer credit and debit cards that had been exposed to the attack.



	2017
	Confidentiality
	Data breach
	Travel reservation system
	U.S.
	Sabre Corporation was hacked by a data breach, and this collected consumers’ payment card data and personally identifiable information.



	2017
	Confidentiality
	Data breach
	Hotel
	U.S.
	Hyatt Hotels & Resorts were affected by a data breach into guest payment card information at 41 corporate-managed properties across 11 countries.



	2017
	Integrity
	Hacking
	OTA
	U.S.
	Orbitz, a subsidiary of online travel agency Expedia, reported that hackers accessed personal information from about 880,000 payment cards.



	2018
	Availability
	Data breach
	Hotel
	U.S.
	In March 2019, Marriott company announced that the 2018 data breach cost the company, pre-tax, a total of USD 28 million.



	2018
	Confidentiality
	Data breach
	Airline
	Hong Kong
	Cathay Pacific Airways revealed a data breach that compromised 9.4 million passenger records.



	2018
	Confidentiality
	Data breach
	Airline
	U.K.
	A data breach impacted 500,000 British Airways customers. The data breach compromised login, payment card, and travel booking details, while credit card details were stolen as they were being entered.



	2018
	Confidentiality
	Data breach
	Airline
	U.S.
	Delta airlines confirmed a breach of customer payment details due to a cyberattack. Hackers had unauthorised access to credit card information of fewer than 100,000 of its customers.



	2018
	Confidentiality
	Data breach
	Airline
	Canada
	Air Canada reported a mobile app data breach affecting the personal data of 20,000 people.



	2018
	Confidentiality
	Malware
	OTA
	France
	FastBooking was hit by a malware attack, which collected users’ payment card details from guests at hundreds of hotels.



	2018
	Confidentiality
	Data breach
	Hotel
	China
	A breach of data at Huazhu Hotels Group affected 130 million customers and their cell phone numbers, login credentials, addresses, dates of birth, credit card numbers, bank account numbers, and booking details.



	2018
	Confidentiality
	Data breach
	Hotel
	U.S.
	Radisson Hotel Group identified a security breach of data, and this stole users’ email addresses and phone numbers.



	2019
	Confidentiality
	Phishing
	Hotel
	U.S.
	Drury Hotels were hit by phishing attacks.



	2019
	Confidentiality
	Data breach
	Hotel
	U.S.
	Choice Hotels International reported a data breach that compromised users’ email addresses and credit card details.



	2019
	Confidentiality
	Data breach
	Hotel
	U.S.
	MGM Resorts International suffered a data breach in 2019 that affected 10.6 million guests.



	2020
	Confidentiality
	Data breach
	OTA
	Spain
	A Barcelona, Spain-based software firm called Prestige Software was caught exposing sensitive, private, and financial data of millions of customers around the globe. Customers from Booking.com, Expedia, Agoda, Amadeus, Hotels.com, Hotelbeds, Omnibees, Sabre, and several others are among the unsuspected victims of the data breach.



	2020
	Confidentiality
	Data breach
	OTA
	U.S.
	An internal leak exposed Airbnb hosts’ personally identifiable information to other users due to a data breach.



	2020
	Availability
	Hacking
	OTA
	U.S.
	The U.S. travel management firm CWT reported that they paid USD 4.5 million hackers who stole reams of sensitive corporate files and said they had knocked 30,000 computers offline.



	2021
	Integrity
	POS
	Restaurant
	U.S.
	Four restaurant chains in the U.S. disclosed payment card theft via PoS malware that took place over the summer.



	2021
	Confidentiality
	Human error
	Supermarket
	U.S.
	Wegmans Food Markets notified customers that some of their information was exposed after the company became aware that two of its databases were publicly accessible on the internet because of a configuration issue.



	2021
	Confidentiality
	Ransomware
	Supermarket
	Netherlands
	A ransomware attack against warehousing and transportation provider Bakker Logistics caused a cheese shortage in Dutch supermarkets.



	2021
	Confidentiality
	Data breach
	Bus transport
	U.K.
	Nottingham City Transport: Bus operator was hit by a data breach.



	2021
	Availability
	Hacking
	Entertainment
	Switzerland
	The Berlin Zoological Garden announced that one of its external service providers, Ticketcounter B.V., suffered a data breach affecting around 400,000 of its visitors.



	2021
	Confidentiality
	Ransomware
	Entertainment
	Australia
	A Tasmania casino operator suspended operations for 10 days due to a cyberattack that impacted its pokies machines and hotel bookings system for more than a week.



	2021
	Confidentiality
	Ransomware
	Hotel
	Spain
	Meliá Hotels International were hacked by a ransomware attack.



	2021
	Confidentiality
	Website/app breach
	Marketing
	Hong Kong
	Hong Kong marketing firm Fimmick was hit by a cyberattack, according to a British cybersecurity firm monitoring the situation. Fimmick serves several clients like McDonald’s, Coca-Cola, Shell, Asus, and others.



	2021
	Confidentiality
	Website/app breach
	Supermarket
	U.K.
	Tesco’s website and app was crashed after a web and app breach attack.



	2021
	Confidentiality
	Zero-day exploit
	Technology
	U.S.
	Hackers took control of Microsoft’s vulnerable systems due to a zero-day exploit attack.



	2022
	Confidentiality
	Phishing
	OTA
	Netherlands
	Booking.com suffered several cyberattacks on the professional interfaces of hoteliers and their clients.



	2022
	Confidentiality
	Data breach
	OTA
	U.S.
	SevenRooms suffered a data breach.



	2022
	Confidentiality
	Data breach
	Hotel
	U.S.
	The Holiday Inn owner, Intercontinental Hotels Group, confirmed that the company was hit by a data breach attack.



	2022
	Confidentiality
	Data breach
	Bus transport
	U.K.
	Go-Ahead Group confirmed a cyberattack after finding “unauthorised activity” within its IT systems.



	2022
	Confidentiality
	Data breach
	Airline
	U.S.
	American Airlines reported a data breach in which hackers compromised an undisclosed number of email accounts belonging to its personnel and gained access to confidential personal information.



	2022
	Confidentiality
	DDoS
	Airport
	Taiwan
	DDoS attacks targeted Taiwanese websites just before House of Representatives Speaker Nancy Pelosi arrived in Taiwan. At least four websites were targeted, including Taiwan Taoyuan International airport.



	2022
	Availability
	Hacking
	Airline
	France
	Air France—KLM shut down the booking facility on its AgentConnect travel agent portal due to hacking attacks. The airline reported that several OTAs on the French market were affected by cyberattacks.



	2023
	Confidentiality
	Data breach
	Airport
	Germany
	The official websites of Berlin (BER), Frankfurt (FRA), Munich (MUC), Düsseldorf (DUS), Nuremberg (NUE), and Dortmund (DTM) airports fell victim to large-scale DDoS attacks, and this caused the websites of the airports to be down temporarily.



	2023
	Confidentiality
	Data breach
	Airline
	Sweden
	Scandinavian airline SAS was hit by data breach attacks, and hackers paralyzed the carrier’s website and leaked customer information from its app.



	2023
	Availability
	Data breach
	Hotel
	U.S.
	Choice Hotels International confirmed that guest data from its Radisson Hotels Americas chain was compromised as part of the massive MOVEit file transfer system hack carried out by the Cl0p ransom gang.



	2023
	Confidentiality
	Ransomware
	Restaurant
	U.S.
	Pizza Hut, KFC, and Taco Bell companies advised a number of individuals that their personal data were exposed during a ransomware attack



	2023
	Confidentiality
	Data breach
	Online payment system
	U.S.
	PayPal suffered a data breach attack in which the hackers were able to access PayPal customer accounts using stolen login credentials.



	2023
	Availability
	Hacking
	Hotel
	U.S.
	The Marriot Hotel group suffered a data breach attack after a hacking group tricked an employee and subsequently gained computer access.



	2023
	Availability
	Ransomware
	OTA
	U.K.
	Scenic Group was exposed to a ransomware attack in February 2023.



	2023
	Availability
	SQL injection
	Entertainment
	Netherlands
	Landal Greenparks reported a data breach attack. This cyberattack compromised personal information, including names, birth dates, genders, addresses, and email addresses.



	2023
	Confidentiality
	DDoS
	Hotel/OTA
	Spain
	DMO website of Spain (Spain.info), Paradores, Riu, Majestic, Petit Palace, Only You, Catalonia Hotels & Resorts websites, and OTAs’ Reservalis and Best Hotels were attacked by a DDoS. This attack was made by the pro-Russian group called NoName057.
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	Category of Attack
	Hotel
	OTA
	Airlines
	Entertainment
	Restaurant
	Supermarket
	Airport
	Bus Transport
	Marketing
	Travel

Reservation System
	Online

Payment System
	Technology





	Data breach
	11
	4
	7
	
	
	
	1
	2
	
	1
	1
	



	Malware
	7
	1
	
	
	1
	
	
	
	
	
	
	