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Abstract: Blockchain-related studies that focus on solving AECO (Architecture, Engineering, Con-
struction and Operation) digital management environment issues, such as data protection and data
ownership, show the projected benefits of Blockchain-based digital construction environments. How-
ever, adopting such technology will require a holistic approach to ensure it does not result in data
redundancy, leading to digital system inefficiencies. This article studies the Blockchain construction
synergies from the infrastructure point of view to understand its future in construction. The article
visualises Blockchain infrastructure elements and fits them within the construction project’s digital
environment. A novel framework for Blockchain orchestration and implementation and a blueprint
for developing Blockchain applications for construction are presented. The proposed blueprint is
then used to develop a Blockchain application using Hyperledger Firefly. The article builds on the
previous literature and Blockchain applications on the Ethereum public Blockchain. The expected
benefit of such a framework is providing a practical perspective on the implementation side of
Blockchain in construction.
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1. Introduction

Previous studies have suggested that Blockchain technology can contribute positively
to the digital construction environment by introducing trustless interaction between the
involved parties regardless of their intentions or trustworthiness [1].

Blockchain implementation in the construction industry can be viewed from two
perspectives: long- and short-term. From a long-term perspective, Blockchain can be used
by construction-related entities to provide overall control or oversee digital data for the
assets that fall under the entity’s reach. In the short term, Blockchain can provide authentic
and reliable information for the project stakeholders, thus contributing towards fulfilling
the project aims. Short-term Blockchain implementations provide more extensive data to
track a specific data set. In contrast, long-term implementations provide an abstracted
version of data collected from multiple sources of interest for the entity.

Both implementations should be interoperable to avoid data redundancy and max-
imise the benefits of adopting a Blockchain-based system. In order to achieve the ideal
configuration, this article presents a Blockchain implementation and orchestration frame-
work for construction operations and project management.

The article consists of two main parts: Section 2 examines the required infrastructure
for developing Architecture, Engineering, Construction, and Operation (AECO) Blockchain
applications. Section 3 discusses AECO assets in digital environments and managing AECO
assets with Blockchain.

Blockchain adoption for AECO processes can help expand operations automation,
reducing the cost, time and resources needed. In addition, Blockchain ledgers can provide
auditable event logs for projects for traceability and accountability purposes [2].

This study is designed to serve as a general guideline for developing AECO Blockchain
Applications from a technical point of view by analysing Blockchain technology compo-
nents ontologically. The presented work shows the components and links them together
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in a reference model. In addition, a blueprint for developing AECO based on the current
de facto Blockchain software development approach customised to fit the AECO indus-
try is presented. Later, a demo for managing AECO assets using Hyperledger Firefly
is presented. The article uses real-world public Blockchain applications, mainly on the
Ethereum Blockchain used by millions worldwide to manage and transfer financial assets,
to synthesise the proposed blueprint. Applications include (1) Uniswap [3]; (2) OpenSea [4];
(3) Chainlink [5]; (4) The Graph [6]; (5) Aave [7]; (6) Curve [8]; (7) Decentraland [9]; (8) Axie
Infinity [10]; (9) The Sandbox [11]; (10) Ethereum Name Service (ENS) [12].

2. Blockchain and Construction

The discussion of Blockchain applications in the AECO industry takes different ap-
proaches and directions, depending on the purpose of the proposed application. However,
it is essential to choose the proper infrastructure that satisfies the needs of projects and
companies to overcome the technical, cultural, and legal barriers to adopting Blockchain.

Blockchain in the construction-related literature is approached from two viewpoints:
as a construction General-Purpose Technology (GPT) [13] or as a construction-enabling
technology [14]. Blockchain in standalone implementation or synergy with other con-
struction technologies, such as Building Information Modeling (BIM), shows numerous
benefits for the industry. In the literature, Blockchain was investigated with the con-
struction supply chain [15-17], construction project information to improve information
flow [17,18], information exchange [19], information authenticity [20] and information
redundancy [21]. Blockchain is also seen as one of the Construction 4.0 pillars and it has
been investigated alongside other enabling technology to reach the industry goals toward
sustainability [22-24]. The security and immutability features in Blockchain-based solu-
tions were utilised in several studies to help the industry combat the growing cybersecurity
risks [25-27].

2.1. Software Architecture

Several studies have attempted to find the most suitable Blockchain implementation for
construction projects among the three types: (1) public, (2) private, and (3) consortium [28].
However, the AECO industry is multidisciplinary, and it is hard to fit all under one
category as each application aims for a specific purpose. Therefore, a monolithic software
architecture that encapsulates all the subsystems [29] does not fit the AECO industry when
adopting Blockchain [29].

In comparison, the components of a microservices architecture system are designed
to function independently while maintaining connectivity with each other through the
Application Programming Interfaces (APIs) [30]. The microservices architecture pattern
offers flexibility, scaling and independence without the obligation to develop one solution
that fits all. Adopting the microservices allows developers to customise each application
to achieve its goals without compromising security, costs, privacy or efficiency. Figure 1
illustrates the difference between monolithic architecture and microservices architecture.

Storing all the data on public Blockchains is not practical because of accruing trans-
action costs; however, data integrity can be assured using data privacy and integrity
preservation techniques such as Zero Knowledge Proofs (ZKPs) and data sampling.

2.2. AECO Blockchain Infrastructure (AECO-BI)

Blockchain systems are designed as a sandbox environment, meaning the smart
contracts run in isolation from the network resources in a virtual machine. An example is
the Ethereum Virtual Machine (EVM) [31], the virtual machine for the Ethereum Blockchain.
The use of such a structure ensures network stability and security.

In addition, Blockchain systems are deterministic. Here, determinism means that the
block produced by a network node should be identical to the block produced by other
nodes, with the transactions ordered identically inside the block. Blockchains achieve
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determinism by using a consensus algorithm such as the Proof-of-Stake (PoS) [32] used in
the Ethereum Blockchain.
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Figure 1. (a) Monolithic architecture. (b) Microservice architecture.

While the expected benefits of adopting a Blockchain-based system to manage construction-
related activities seem promising, such as improved collaboration and data consistency, Blockchain
isolation and determinism can throttle the efficiency of such systems. Blockchains perceive data
in two groups: (1) on-chain data stored in the Blockchain ledger; (2) off-chain data, which refers
to any data or knowledge available outside the isolated Blockchain network environment. The
AECO industry activities occur in real life, where Blockchain networks are isolated for security
and determinism purposes. Therefore, Blockchain systems for AECO-related purposes should be
able to fetch off-chain data without compromising the integrity of the Blockchain network.

2.2.1. Blockchain Oracles

Blockchain smart contracts are designed as an isolated environment to guarantee their
functionality and objectivity. However, this configuration hinders Blockchain adoption for
two reasons: (1) the limited data available on-chain; (2) the expensive on-chain computation.
Oracles emerged to overcome these obstacles. Blockchain Oracles is the term used to
describe the bridges that allow Blockchains to access off-chain data sources. Oracles are
information channels designed to provide smart contracts with real-world information
needed to help them achieve their objectives [33]. Oracles have three main responsibilities:
(1) collect data from off-chain sources; (2) transfer data; (3) make data available on-chain by
storing it in a smart contract. Modern construction industry data is stored in digital format;
however, it is not available for smart contracts directly. Figure 2 shows an illustration of the
working principle of a Blockchain oracle.

It should be noted that an oracle is not a data source but a Blockchain compatible
connection with an off-chain data source. As such, this solution does not compromise the
Blockchain network stability or its determinism by relaying the requested information to
another smart contract to achieve implied determinism for the main smart contract.
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Figure 2. Blockchain Oracles Working Principle.

Oracles can be classified according to their source of information into three categories:
(1) software oracles where the information is relayed to the smart contracts from software
such as BIM authoring tools or project management software; (2) hardware oracles where
the source of information is an Internet of Things (IoT) device, such as a biometrics sensor,
which acts as a timekeeper in a construction project; (3) human oracles, where the data is
posted by a human actor, such as a construction project consultant.

Oracles can also be divided into three categories according to the information flow
direction: (1) inbound, where the purpose of the oracle is to receive information from an
external source [34]; (2) outbound, where the purpose of the oracle is to send information
to an external source; (3) inbound /outbound oracles, where the oracle can communicate in
both directions. Figure 3 below illustrates this classification.

Ex. Temperature Off-chain data source
Smart Contract <€ Ex. Temperature
Inbound sensor.

Ex. Open door Off-chain sensor

Smart Contract >
ex. doorlook
Outbound
Inbound Ex. Check door status .
Smart Contract £ Off-chain sensor
or data source

Ex. Opendoor Qutbound

Figure 3. Oracles Types Based on Information Flow Direction.



Smart Cities 2023, 6

656

An oracle can be classified as centralised or decentralised, depending on the data
source. If the oracle provides data using a single feed, it is considered a centralised oracle.
Conversely, an oracle that provides data by fetching multiple sources to generate the
requested value is considered decentralised.

Depending on their deployer, oracles can be self-hosted or outsourced.

Oracles can be classified into two types according to their main objective: carrier ora-
cles fetch data from off-chain sources; while computation oracles execute a computational
process for a smart contract off-chain when it is not possible or feasible to do it on-chain
due to computation costs.

Figure 4 summarises the oracles classifications presented in this section [33].

Oracles Classifications

l Flow Direction

Inbound/Outbound
Outbound Decentralised Computation
L__Inbound __ll _ Centralised Self-hosted

Figure 4. Oracles Classification Summary.

2.2.2. AECO Blockchain Ecosystem

An adequate infrastructure is needed to achieve efficient Blockchain implementation
in construction projects and operations. While the elements required for developing a
Blockchain solution vary depending on its purpose, there are two fundamental components:
(1) Blockchain network and ledger; (2) Blockchain oracles. The network is responsible for
the data integrity stored in the ledger by enforcing consensus. Oracles help AECO projects
and activities communicate with real-life information feeds to help smart contracts execute
their functions based on valid data.

A reference model, illustrated in Figure 5, was developed to help visualise the AECO
Blockchain ecosystem. The model separates the Blockchain system into two layers. The
base layer (called the technology layer) includes the physical infrastructure components,
such as the machines acting as Blockchain nodes. This layer includes two logical component
blocks: The security block refers to the Blockchain core services and capabilities that give
Blockchain unique features, such as the immutable ledger, smart contracts, and Blockchain-
based identities that allow identifying users and their transactions. The perception block
contains supplementary technologies that aid the smart contracts with external information
from off-chain sources such as IoT sensors or a legacy information system, or provide
solutions for computational tasks using technologies such as Artificial Intelligence (AI)
or Machine Learning (ML). In addition, the perception block includes Blockchain bridges
which refer to special oracles that establish inter-Blockchain connectivity. The various
applications for Blockchain could lead to several parallel technology layers to satisfy each
purpose without compromising the system’s security or efficiency. However, multiple
technology layers could lead to data fragmentation or data segregation.

Hence, another global layer is required to oversee the Blockchain systems for con-
struction projects and operations. The manifestation layer presents an omniscient view of
multiple underlying Blockchain systems. The main component of the manifestation layer
is the supernode. A supernode is a node connected to multiple Blockchains simultaneously,
allowing it to interact with its smart contracts and propose transactions. The AECO su-
pernode oversees all the construction and operations of on-chain activities, smart contracts,
participants, and other off-chain systems such as storage and oracles. The supernode allows
users to manage their Blockchain presence through namespacing. An engineer, for example,
can exist in the construction site and the design office namespaces, even if they do not exist
on the same Blockchain.
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Figure 5. Reference Model for AECO System Elements.

The AECO orchestration supernode utilises the microservice structure to create multi-
ple data buses between the system components to achieve several on-chain or off-chain
connectivities. The supernode can provide additional features, such as APIs, private mes-
saging, and distributed storage such as InterPlanetary File System (IPFS), for an improved
Blockchain experience. Each namespace [35] represents a Blockchain environment. The
supernode service is not a Blockchain but a connection orchestration service to multiple
ones. Establishing a Blockchain network, Blockchain oracle, or distributed storage system
is a separate process and infrastructure. Therefore, the supernode-based architecture allows
for the use of multiple infrastructures based on the needs of the solution without requiring
a one-size-fits-all solution.

2.2.3. AECO Smart Contracts

Smart contracts are the core service of modern Blockchain systems. They have enabled
the advanced utilisation of a Blockchain network through definitions and functions to track
data and enforce rules.

Smart contracts are deterministic [36]. Deterministic algorithms always return the
same output if the same input is used an indefinite number of times. The concept applied
to a Blockchain reflects the Blockchain’s main value proposition, which is a single source
of truth. There are two levels of determinism in Blockchain: Network determinism and
external data determinism. Network determinism is how the Blockchain processes data
in the ledger to output the same value every time to reach a consensus. The common
approach to reaching network determinism is the order-execute architecture [37]. The
order-execute architecture removes non-deterministic operations from smart contracts
using a domain-specific programming language for writing smart contracts; an example of
order-execute architecture Blockchains is Ethereum. The difficulty in achieving determinism
when writing smart contracts using traditional programming languages motivated the
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Ethereum Blockchain to achieve determinism by creating the Ethereum Virtual Machine
(EVM) and multiple specific high-level programming languages such as Solidity. A smart
contract is first written in Solidity and then compiled to bytecode to make it understandable
by the EVM. After that, the bytecode of the smart contract is deployed to the Blockchain
and stored in the ledger. Figure 6 is an illustration of Ethereum order-execute architecture.

Smart contract written in Compile ~ Smart contract in Deploy on Ethereum Accept as transaction Smart contract stored in the
solidity " bytecode > EVM > Ethereum ledger

Figure 6. Ethereum Order-Execute Architecture.

Another way to reach determinism is the execute-order-validate architecture. In such
architecture, the transaction is executed before sending it to the ordering node to check
its correctness and ensure its determinism. An example of Blockchains that use such
architecture is Hyperledger Fabric. Smart contracts in Fabric are written using general
programming languages such as Java, Go, and JavaScript [38].

The relevance of oracles for construction was discussed in the previous sections, as
they provide a secure channel to bridge off-chain AECO data to Blockchain networks.
Additionally, oracles ensure external data determinism. When developing an AECO smart
contract, it is important to define the off-chain data required to establish the needed Oracle
infrastructure. The flowchart in Figure 7 simplifies the data onboarding process for smart
contracts while maintaining its determinism.

Does the Blockchain Solution Require
External Information?
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Is the Information Available On-chain?

T v

< Yes No .| Hardware ‘
WURGEIS t-he sourcg Lypciothe »  Software .| Oracle Infrastructure
information?
Human
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Figure 7. Deterministic Data Onboarding Process.
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2.2.4. Blueprint for Developing AECO Blockchain Solutions

The spectrum for Blockchain AECO applications is wide and multidisciplinary. Blockchain
is an enabling technology that can be used with other domain-specific technologies, such as
BIM, or merged with other management approaches to help it reach its goals, such as Integrated
Project Delivery (IPD) [39]. However, every solution that uses Blockchain shares common
components that help Blockchain function properly. This section provides a guideline that can
be used to develop Blockchain AECO applications. The proposed blueprint shown in Figure 8
provides six steps to develop a Blockchain-based application.

Outcome #2

Public
Solution Purpose: Infrastructure

Define: Develop:

Administrative

Pay per
transaction

Pay per
Data Availability: transaction

User Permissions User interface

hain Data

Interface
Blockchain
connection

No control over
data quality

Fully
Require an Oracle: Decentralized

Data sources

Data
manipulation
functions

Accessible by the
public

Data Streams: Control over the
smart contract

Transaction Data

Outcome #4

Solution Purpose: Consortium Develop an Develop: Test :
Infrastructure in-house oracle

Administrative

Data Availability: Setup and Setup and Write Smart
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contract
On/Off-chain Data Interface

Require an Oracle: ot Quality
=l
ol determined by the Test Smart
Yes deployer contract
Control over the Restricted access ploy Smart
network contract

Data Streams:

Transaction Data

Live data source

Inactive data source

Figure 8. Blueprint to Develop AECO Blockchain Applications. Four outcomes based on the basic
reequipments definition.

1.  Basic requirements

Step one is the basic requirements definition, where two aspects are clarified. First is
the solution purpose, which can be (1) informative, when the sole purpose of the Blockchain
solution is to act as a trustless data source, or (2) administrative, when the solution will take
some management roles and act as an autonomous manager. Therefore, an administrative
solution has a wider scope than an informative one. The Second aspect is the solution data
availability, which refers to the location of the data, as presented in Section 2.2. On-chain
data is hosted directly on the Blockchain, while off-chain data is used when the application
requires information from sources other than the Blockchain ledger. This first step results
in four possible outcomes as a combination of the solution purposes and data availability.
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2. Requirements outcomes

The second step is to pick the most suitable outcome for the proposed application.

Outcome one is an informative and on-chain-data-only application. These applica-
tions do not require developing an oracle, as they only use the transaction data stored in
the ledger.

Outcome two is an administrative application; however, it is restricted to on-chain
data. The main difference between outcomes one and two is the functions in the smart
contracts. While outcome one smart contracts can query information, outcome two has
functions to query and update the information stored in the smart contract.

Outcomes three and four use both on- and off-chain data. As such, oracles are required
to communicate with off-chain data sources, including live data sources such as APIs, and
inactive data sources such as files stored on an off-chain storage source. However, outcome
three is informative, which means the smart contract does not include functions for actions
beyond collecting information from on- and off-chain sources.

Outcome four represents the most advanced capabilities that can be delivered by a
Blockchain application where all data sources are included. The smart contract can collect
information and execute orders based on predefined conditions.

3. Infrastructure

The third step is infrastructure selection based on the previous steps and the appli-
cation needs. Depending on the application, two types of infrastructure can be used:
(1) Public Blockchain infrastructure, which refers to Blockchains that use public nodes to
store their ledger and execute transactions. Public Blockchains are fully decentralised, and
payment occurs per transaction; however, the deployer has control over the smart contract
only, not the network itself. (2) Consortium Blockchain infrastructure, which refers to
Blockchains hosted and operated by a group of participants who control the whole network.
These networks require setup and maintenance fees and are considered semi-decentralised
as the data is stored in a limited number of nodes. However, the control over the whole
network provides privacy for the data stored in the ledger.

4.  Oracle needs

The fourth step is for outcomes three and four, where off-chain data is used. The
oracle-needs-definition step aims at deciding the suitable options for establishing data and
communication bridges with AECO assets related to the Blockchain application. There are
two options: (1) public oracles and (2) in-house oracles. Public oracles are not deployed by
the application deployer and are accessible to the public. In-house oracles are deployed
and maintained by the application deployer [40].

The application cannot control public oracle data quality; however, the user-only
pay-per-transaction and maintenance is the responsibility of the oracle deployer. Public
oracles currently cover a limited number of feeds and a specific-purpose AECO Blockchain
application will require deploying an in-house oracle to satisfy its off-chain data needs.

5. Smart contract deployment

Step five is smart contract deployment, consisting of two processes: defining and
developing the smart contract. The smart contract holds the logic, the rules and the
authority to regulate the Blockchain application processes. An application can consist of one
or more smart contracts, depending on its purpose. The smart contract definition process
defines the user and user permissions, data sources and data manipulation functions. The
smart contract development process includes writing and testing the smart contract and
deploying it to the infrastructure chosen in step three.

6. Interaction interface development

The last step is the interaction interface development. This step focuses on developing
an interface to lower the technical capabilities required from the user to interact with a
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Blockchain-based application. This step has two processes: developing the user interface
and the interface Blockchain connection, then testing the connection and interface.

3. AECO Assets Management Supernode

The previous sections discussed the Blockchain development options for AECO-
related applications. This section focuses on the options available to develop Blockchain
applications. Any element contributing to completing an AECO objective is considered
an asset. The proper management of assets can provide an overall improvement for the
objective itself. The AECO industry is assets-oriented; therefore, improving AECO assets
management can enhance objectives’ delivery and execution.

3.1. AECO Assets

In digital environments, AECO assets can be categorised into two groups: (1) AECO
digital assets, which refer to those constructed and stored digitally. (2) AECO digitalised
assets refer to real-life physical assets represented digitally by a model and controlled
through a digital communication protocol [41]. The digital twin concept aims to create
a digital replica of a physical asset to manage and improve its utilisation throughout
its lifecycle.

Blockchain usage can be extended to represent AECO assets in fungible or non-
fungible form. Blockchain improves AECO asset utilisation by creating an authentic asset
with usage trail and ownership to provide a comprehensive overview of the asset in
focus. There are two types of Blockchain-based assets: (1) fungible tokens and (2) non-
fungible tokens.

3.1.1. Fungible Tokens (FTs)

Certain AECO assets can be presented on the Blockchain as fungible tokens. Fungible
tokens are used to present a common construction asset. A common construction asset
does not have extra attributes distinguishing the asset from another asset from the same
class. An example of such assets in AECO is construction project consumables such as
standard Portland cement bags. While the product is unique, each bag has no difference,
making it fungible. Using fungible tokens to track AECO assets can benefit construction
projects during the delivery and operation phases by providing accurate information about
inventory for better control over the resources assigned for these projects. In addition, it
provides an indicator of the quality of the used products. For example, a lamp replacement
pattern can be visualised based on the lamp token burn rate, where the token burn rate can
be used as of indication of a damaged asset [42].

3.1.2. Non-Fungible Tokens (NFTs)

Practically all AECO assets can be presented on the Blockchain as NFTs. However, the
approach varies depending on the purpose of presenting the asset. For example, a building
digital twin model can be presented in a holistic approach in one NFT or as a set of NFTs in
a modular digital twin approach [43].

NFTs are differentiated from FTs mainly by being unique instead of common. NFTs’
other characteristics are (1) standardised, where an NFT represents a unique object using a
common format. Standardisation helps develop solutions to read and utilise these NFTs
within information systems; (2) ownable, where an NFT always belongs to an owner,
who can be permanent or temporary. (3) transferable or account bounded token: An
NFT ownership model should define whether transferring the token to a new owner is
possible. Non-transferable NFTs are called account bonded tokens (ABTs). ABTs can be
used in AECO applications to restrict an NFI’s usage spectrum. ABT examples include
the following: Know Your Customer (KYC), where the KYC NFT is a special purpose on-
chain token identity; university degrees are another example of ABTs where the university
issues an ABT NFT to certify an academic achievement to the wallet owner. When the
ABT is issued, it is transferred to the owner’s wallet and cannot be moved to another
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wallet. (4) Static or dynamic refers to the data identifying the NFT’s unique attributes.
The NFT can be dynamic or static, depending on the NFI’s purpose. For example, an
NFT representing a window specification is static, and these specifications will not change
over time. Conversely, a building’s automated entrance opening schedule NFTs will be
dynamic as the schedule might change on special occasions or for emergencies. (5) NFTs
contain metadata which are partially stored on-chain and partially on an off-chain medium.
(6) Refers to a data source where every NFT uses its on-chain metadata to point at an
off-chain data source for a detailed NFT record. The ERC-721 is the Ethereum standard
that provides guidelines for the NFTs’ creation process. Figure 9 below illustrates the NFT
components according to the ERC-721 standard [44].

Traditional data Layer

X Identification Data Y Identification Data
Distributed Storage Layer
X Secondary Metadata URIs Y Secondary Metadata URIs
X metadata URI Y metadata URI
Blockchain layer NFT X NFTY
Smart contract

Figure 9. NFT Components According to ERC-721.

According to the ERC-721 [44], a smart contract is used to create NFTs, acting as a
factory. Depending on the functions of the smart contract, it can create one type of NFT or
more. Further, it can make NFTs of the same type, but each has at least one unique attribute
that differentiates it from the rest. The generated NFT using the smart contract on-chain
metadata can vary; however, all NFTs that follow the ERC-721 have a Universal Resource
Identifier (URI) that points to the metadata file stored off-chain in the distributed storage
protocol IPFS. The metadata stored in the IPFS node are serialised data in JSON format.
The JSON file contains the NFT identification information and, in certain assets, extra URIs
related to the NFT for data stored on IPFS or traditional storage infrastructure [45].

3.1.3. NFTs for AECO Applications

An NFT attests to the Blockchain system’s capability to produce unique digital assets
that can be distinguished from fake replicas. NFTs act as proof of authenticity or a tracker
for an asset lifecycle. This section explores the NFTs application in the AECO industry.

An NFT can serve one or multiple purposes based on its creator’s intentions and the
environment where it is supposed to function. This means that an NFT’s purpose can
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change based on the context. For example, a project manager might use an NFT to track a
project objective while the engineer uses the same NFT as proof of experience in his resume.

There are four groups of NFT AECO applications: (1) NFT as a representation of an
AECO objective; (2) NFT as an AECO document; (3) NFT as an AECO certificate; (4) NFT
as AECO asset representation.

7. NFT as a representation of an AECO objective

NFT as a representation of an AECO objective is the use of NFTs to represent an agreed
AECO goal. An AECO objective NFT can act as a reference to the objective team regarding
the objective specification and status. An AECO objective NFT is a permanent record of the
objective, which can protect participants from unfair requests or delay in payments; such
an NFT can be used as a progress report.

8. NFT as an AECO document

Regardless if the AECO document is in a digital or digitised document format, the
NFT connected to it is a Blockchain extension of the original document. It provides a
detailed document record, including data such as the identity of the issuers, date, and
purpose. This data can help verify the document authenticity or track the process of issuing
such documents, which can be utilised in other aspects, such as improved productivity
estimation for processes.

9. NFT as an AECO certificate

NFT as an AECO certificate is similar to NFT as an AECO document; however, the
NFT itself is a replacement for the document. NFTs can be used to provide a certificate for
an AECO event, structured for events such as confirmation of completion or delay for an
AECO process, or a non-structured event such as an internal correspondence. Further, an
AECO object can be presented as an NFT. An NFT for an object can provide information
about its usage, ownership, and compliance with standards from a quality, safety, or
sustainability perspective. NFTs can be used to certify a person, a company, or an entity.
Such NFTs can indicate qualifications, assigned tasks, achievements, behaviour, location,
or a unique trait that must be presented digitally. An engineer’s professional licence NFT
issued by the engineering association might be presented in their Blockchain personal
wallet to allow the hiring companies to validate their qualifications.

10. NFT as AECO asset representation

NFT as AECO asset representation is a broad aspect where any asset type, regardless
of its origin, can be presented on a Blockchain network as an NFT; however, the NFT level
of authority over the asset varies depending on the purpose of the NFT. AECO Assets can
be categorised based on their existence into digital and physical assets.

They can also be categorised according to their value into financial and non-financial
assets. Financial assets are presented as an NFT with authority to control the asset, allowing
asset owners to be transferred or escrowed. Such a flexible approach can help AECO
entities prove ownership and control the asset smoothly to raise capital or prove liquidity.
One asset can be presented as multiple NFTs from different perspectives to satisfy the
adequate level of information to consider the NFT valid for that specific purpose. Examples
of physical assets are a piece of equipment, a building, or a vehicle. Examples of digital
assets are a BIM model, software, or database. Fungible assets could be linked to an NFT if
unique attributes emerge for the underlying asset. Table 1 below summarises this section.

3.2. AECO Assets Management Using Firefly

Blockchain-based asset usage in AECO-related environments can bring transparency
and knowledge for AECO assets regardless of their importance, which can optimise asset
usage throughout projects. In order to properly utilise Blockchain as an AECO asset
supervision solution, the blueprint and framework presented in the previous section will
be used to develop a Blockchain application to create and exchange AECO design assets
as NFTs.
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Table 1. Possible Uses of NFTs in the AECO Industry.

NFT Application Scope Example
— Project Project milestone NFT

AECO Objective Task Task team assembly NFT
Digital document BIM model NFT

AECO document Digitised document Mail letter NFT
Event Event completion NFT
Object Object ownership NFT

AECO Certificate Process Process compliance NFT
Person Person Qualification NFT
Entity Company Classification NFT
Physical asset Bulldozer maintenance log NFT

AECO Asset Digital asset Software licence NFT
Financial asset Land escrow NFT

3.2.1. Defining Application Requirements

The previous section showed the extensive list of assets that can be presented on the
Blockchain. For this article’s consideration, the application aims to provide information
about static digital AECO assets, such as task completion NFT.

Based on the application’s aim, the basic requirements are (1) the solution purpose is
informative, and it does not require an off-chain data feed. This fits outcome one from the
blueprint. (2) The Blockchain infrastructure for this application can be public or consortium,
depending on the event’s nature and importance. Where events are marked important
and involve multiple competing parties, they should use public infrastructure for a fully
decentralised experience. The application does not require oracle infrastructure because
the assets are static and digital, so there is no need to fetch data from off-chain sources. The
smart contract will use the ERC-721 standard for NFTs, and the interaction interface will
use Firefly as a Blockchain user interface.

3.2.2. Hyperledger Firefly

Hyperledger Firefly is one of the projects hosted by the Hyperledger Foundation [46].
However, it is not a Blockchain network. Firefly aims to facilitate the creation of Blockchain-
based applications by providing abstraction tools that accelerate the application-building
process. Firefly is an open-source supernode infrastructure for Web3 services. Web3 refers
to the new generation of internet services, whereas Web 1.0 refers to the early web services,
where content creation was limited and content was static. Web 2.0 provided more space
for the users to create content, and sites provided dynamic content such as social media.
In addition, sites provided APIs allowing software to communicate smoothly with the
internet [47]. Web3 integrates the latest technologies with the web, such as the semantic
web, where content is utilised according to its meaning instead of indexing based on
keywords. Other technologies include Artificial Intelligence (Al), Three Dimensions-based
websites and services and Blockchain Technology.

Firefly encapsulates the common Blockchain services and components and provides
them in a microservice structure to Blockchain application developers. Firefly is a middle-
ware that accelerates the process of building Blockchain applications. Firefly can be used in
two patterns: (1) Web3 gateway mode; (2) multiparty mode [48]. Each pattern provides a
set of services. The Web3 gateway pattern is directed toward users directly, as it can be used
without considering other users” approach to interact with the Blockchain. In contrast, the
multiparty pattern requires coordination between the involved parties to create a common
Blockchain environment.

Furthermore, the multiparty mode is an advanced Web3 gateway mode with extra
features and services. Further, Firefly supports namespaces; therefore, one user can run
Firefly in both modes in a separate namespace. Figure 10 shows the services provided by
both Firefly patterns.
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. Web3 Gateway Mode and Multiparty

Mode . Multiparty Mode only

Figure 10. A Comparison Between Firefly Modes.

Firefly presents a noteworthy set of tools for bringing Blockchain technology to the
AECO industry, as it shortens the steps required to build Blockchain applications. Mi-
croservices architecture allows it to be customised. Firefly Core, the main service in Firefly,
contains the orchestration engine. The orchestration engine is a runtime environment that
keeps the data and Blockchain state updated and communicates with the participating
Blockchains and the public and private storage services through an event bus. The event
bus is a secured data communication channel. Firefly has developer tools such as the Soft-
ware Development Kit (SDK), APIs, and the Command-Line Interface (CLI). The CLI can
create an offline Blockchain environment to facilitate the development process. Other tools
include the Firefly Explorer, which is a part of the Core services and allows for system state
monitoring, and the Firefly Sandbox, an external Firefly component that exists logically
outside Firefly but acts as the end-user interface, which allows the user to communicate
with Firefly through the Firefly API. The Sandbox is an example of the application frontends
that can be developed with Firefly.

Firefly is a toolbox for developing Blockchain solutions. Depending on the purpose of
the solution, the main tools can be categorised into the following groups: (1) Blockchain
connectors: Firefly allows developers to connect to one or more Blockchains using con-
nectors. Firefly supports several Blockchains out of the box, such as Ethereum and EVM
chains, Hyperledger Fabric and Besu, and Quorum, with the possibility to build custom
Blockchain connectors for other Blockchains. (2) Storage connectors allow Firefly-based
applications to connect to storage infrastructures such as IPFS public and private nodes.
(3) Indexing databases allowing Firefly nodes to index Blockchain blocks data for rich query
purposes. (4) Data exchanging databases allow Firefly application users to communicate
in an immutable way where each correspondence is linked to a unique hash stored in the
Blockchain. (5) Token drivers are predefined tools used to facilitate performing operations
including minting, transferring and burning on standardised tokens, such as ERC-20 and
ERC-721. (6) Event listeners are integration tools that include Webhooks, WebSockets
and system listeners. These can be configured to monitor certain digital activities coming
internally from the system or outside sources. (7) APIs for smart contracts where Firefly
could generate an API for any smart contract if the developer provides a FireFly Interface
(FFI) format for the desired smart contract.

3.2.3. Application Workflow

Previously, tokens were discussed as a wide-spectrum tool to represent AECO assets;
however, for this application, the tokens are used to represent building models. Two aspects
should be clear when tokens represent assets: (1) actors and (2) token lifecycle. Each token
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that represents an asset has a lifecycle created based on the original asset lifecycle. Actors
are the lifecycle participants. Figure 11 below shows a lifecycle example for a building
model with three actors: (1) the Architect who designed the model, (2) the civil engineer
who oversees the model to satisfy the structural requirements, and (3) the consultant who
ensures the design satisfies the owner’s needs.

Architect

Civil Engineer

Consulltant

Figure 11. AECO NFT Lifecycle Example.

Based on the example, the asset lifecycle will start with a primary token issued by
the Architect and secondary tokens issued by all actors. The secondary tokens present an
activity related to the asset presented in the primary token. Therefore, each actor should
create an ERC-721 smart contract to issue tokens. Figure 12 below is a snippet of the smart
contract designed to issue tokens from the Architect’s wallet.

// SPDX-License-Identifier: MIT
pragma solidity ~0.8.9;

import "@openzeppelin/contracts@4.8.0/token/ERC721/ERC721.s01";
import "@openzeppelin/contracts@4.8.0/token/ERC721/extensions/ERC721URIStorage.sol'
import "@openzeppelin/contracts@4.8.0/access/Ownable.sol";

contract DesignAssets is ERC721, ERC721URIStorage, Ownable {
constructor() ERC721("DesignAssets", "DAST") {}

function safeMint(address to, uint256 tokenId, string memory uri)

public
onlyOwner
{
_safeMint(to, tokenId);
_setTokenURI(tokenId, uri);
}

// The following functions are overrides required by Solidity.

function _burn(uint256 tokenId) internal override(ERC721, ERC721URIStorage) {
super._burn(tokenld);

}

function tokenURI(uint256 tokenId)
public
view

override(ERC721, ERC721URIStorage)
returns (string memory)

return super.tokenURI(tokenId);

Figure 12. ERC-721 Compatible Smart Contract.
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The smart contract uses the Open zeppelin template written in Solidity to issue ERC-
721 tokens. Three customisations for the template were made: (1) added a relevant contract
name: “ProjectXDesigns”; (2) token name: “DesignAssets”; and (3) token symbol: “DAST”.

The ERC-721 standard specifies that each NFT can have added metadata through a
Uniform Resource Identifier (URI). The metadata of ERC-721 NFTs are unique in their on-
chain identity. Further information can be added through a URI stored on-chain pointing
at an off-chain file. The common practice is using the URI to direct to a JSON serialised file
containing a detailed NFT attributes record. All files, including the JSON file, are stored in
an IPFS distributed files storage system to avoid data centralisation. The JSON schema for
this example is shown in Figure 13.

"name": "Building Architectural Model Project A Building Architectural Model",
"description": "This is the primary NFT for the ",

"IPNS": "ipns://k51qzi5uqu5Sdhcfir5hm5ks@g2fdrfnk4lgieduxopnzu7p7gor9wtasb6d8u8",
"IPFS": "ipfs://Qmcf2NR34SeXgAgumAj iXmTw9dal8dgMfTk654wdqk7FFU",

"type": "Primary",

"Project": "Project A",

"attributes":

"key": "Author",
"trait_type": "Author",

"value": "Architect X."

"key": "Version",

“"trait_type": "Version"

"value": "1.0"

"key": "Type of Communication",
"trait_type": "Type of Communication",
"value": "New Version."

"key": "File Type",
"trait_type": "File Type",
"value'": "IFC"

Figure 13. JSON Schema Designed to store Design Assets Information.

The JSON schema leverages IPFS Content addressing (CID) and InterPlanetary Name
System (IPNS) systems. The CID creates a unique identifier for each file stored in the IPFS
system [49]. If the content inside the file changes, the CID will change, which acts as an
integrity indicator. IPNS is a pointing system that points at a file or a folder in IPFS and
does not change if the content changes. Table 2 below explains the purpose of the NFT
attributes shown in the JSON schema.

This proposed application has two types of activities: on-chain and off-chain. On-chain
includes deploying the smart contract, minting an NFT, and adding NFT URI. Off-chain
activities include indexing the NFT assets information, as shown in Figure 14.
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Table 2. NFT Attributes Explained.

Attribute Purpose

Name Name of the asset

IPNS Points to the project folder

IPFS CID for the Design related file

NFT type Primary or Secondary design asset

Project The project connected to the NFT

Author Author of the NFT design asset

Version The assigned version for the NFT

Type of Communication The theme of NFT (new version, change request, RFI)
File Type The file type of the shared asset

Deploy Smart contract

Mint NFT

| '

Add NFT URI
b
. On-chain Activity B Off-chain Activity

Figure 14. On-chain/Off-chain Activities Classification.

/ Ayaand Aq papiroid \

3.2.4. Working with the Firefly CLI

The Firefly CLIis a development environment for Blockchain applications. A Blockchain
network was created using Firefly. The network consists of three hypothetical members: an
Architect from the Design office, an Engineer from the construction site and a Consultant
representing the owner. Figure 15 below shows the defined members in the Blockchain
explorer, one of the Firefly services.

Network

mom default v architect x
Identities

FILTER

design_office 576ff._ff2ee didfirefly-org/design_office No Parent for Identity
architect_x 7b0c1...ef031 didfirefly:node/architect x 5T6ffcfB-21f-4234-8€76-1cf8.
construction_site 9f9a2._50fcc did:firefly-org/construction_site No Parent for Identity

engineer_y 1eb85...b585¢ . 9f9a2a8a-742-4018-8f5a-fe9.

consultancy_firm 19493...ce7e7 i fire tancy_fir No Parent for Identity

consultant_z cd0cb...80ac6 ultan 1949319a-8770-4776-261-88.

Figure 15. Defined Identities for the Application.



Smart Cities 2023, 6

669

namespaces
default:
predefined:

project_a

defaultkey: 0x54dc1ld1f22ecc58d09901f53483d4c151d89559b3

description: project A members namespace

The CLI generates Docker environment files to simulate Blockchain and web ser-
vices. These services include a local Blockchain, a web interface called Sandbox and an
API generator.

e  Customising the Firefly Local Environment

Firefly is an orchestrating tool between different components. The Firefly node can be
customised to fit specific needs. Depending on the deployer’s needs, these components
can be customised by altering the config file of Firefly. For the purpose of this article,
the namespace configuration will be altered to create a custom namespace called project
A, consisting of three members: (1) Architect; (2) Engineer; and (3) Consultant. Another
namespace will be created for illustration purposes called project B, consisting of one
member: Architect. Figure 16 below shows the added configuration for the Architect
environment config file to define the project A namespace.

project_a

database®, blockchain®, sharedstorage®, erc20_erc721!

Figure 16. Project A Namespace Configuration.

The namespace requires a name and a default key representing the identity accessing
the namespace. The plugins section defines the components of the namespace. The
namespace uses database0 to index Blockchain data off-chain; blockchain0, an Ethereum-
compatible local blockchain; sharedstorage0, a local IPFS node used to store files; and
erc20_erc721, a token driver used to perform operations on standardised Ethereum tokens.
Figure 17 shows the Architect node on namespace project A. Figure 18 shows the ability of
the Architect to move between namespaces from the corner of the user interface page.

ethereum:
blockchain0

FireFly
websockets ¢ ¢ ) sqlite3: database0
Core

&
dataexchange0
hisa
Y sharedstorage0
fftokens:
erc20_erc721

Figure 17. The Architect Node Components.
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default ~ architect_x

default

project_a

project b

Figure 18. The Architect Namespaces.

3.2.5. Managing Design Assets with Firefly

The Firefly environment can be used in two ways to help manage assets with Blockchain:
(1) using Firefly’s basic smart contract; (2) using a custom contract. Firefly’s basic smart
contract is deployed on the Blockchain whenever Firefly is used. It allows Firefly to perform
unique operations, such as messaging between the namespace members. Messaging is a
sandbox feature that allows members to communicate off-chain with on-chain protection,
where each message is hashed, and the hash is transacted to the Blockchain, which can be
used later to verify the message’s authenticity. The Sandbox allows for multiple message
types such as text, defined data type or a file. Figure 19 below shows the messages block in

the sandbox interface. This messaging can be used to exchange assets with the protection
of Blockchain.

ax» Send a Private Message

w {3 [

Upload File* Choose file Rl WMANI{e

A

did:firefly:org/construction_site

Tag Topic

changes project a

Indicates the purpose o
the mes Je to the

applications that

Figure 19. Messaging Among Project A Members through Firefly Sandbox.
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Firefly can deal with custom contracts regardless of their function if they provide an
interface file. Smart contracts are stored on the Blockchain in a bytecode format which
is a machine-level code. Therefore, in order to make the smart contract understood by
applications, they need to provide an interface file that acts as a dictionary for the smart
contract. Firefly accepts two formats of smart contract interfaces: (1) Firefly Interface
(FFI) [50] and (2) Application Binary Interface (ABI) [51]. The interface file provides a list of
the smart contract functions, methods and events. FFI is a Firefly-specific file, while ABI
is an Ethereum format used by EVM-compatible Blockchains. In order to use the smart
contract provided within Firefly, the following steps are followed: (1) compile and deploy
the smart contract on the Blockchain. The Ethereum Remix IDE [52] will be used for this
purpose. Remix IDE will compile the Solidity file of the smart contract and generate the
ABI interface file; (2) define the contract interface by adding the ABI file generated by
Remix using the Sandbox: (3) generate an API for the defined smart contract. This API
transforms the smart contract into an API that any application can use. Figure 20 shows
the Sandbox steps.

[5) Define a Contract Interface

Defines all methods and events of your contract to
FireFly

EI Register a Contract API

Generates an interactive HTTP API from your contract

(Q Register a Contract Listener

Instructs FireFly to listen for and index events from your

contract

Figure 20. Smart Contract Recognition Through Firefly Sandbox.

The generated API shows the smart contract functions, methods and events as API
operations. Figure 21 shows examples of such operations and functions.

/invoke/isApprovedForAll

/invoke/name

POST /invoke/owner

POST /invoke/ownerOf

/invoke/renounceOwnership

/invoke/safeMint

Figure 21. Smart Contract APL
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The function used to mint new NFTs in this smart contract is safeMint [45]. This
function allows the deployer to mint NFTs that follow the ERC-721 standard. The function
takes three parameters: “id”, “to”, and “URI”. “id” is a unique identifier for the NFT within
the smart contract. The “to” parameter takes the owner of the NFT address. The “URI”
parameter links the token to a metadata file stored off-chain. Figure 22 below shows the
request body for the safeMint function API operations where the smart contract controlled
by the Architect can mint Designs modifications through this APL

Request body

{
"input": {
"to": "Ox7FF84037405E4C56155bCCaFC3544BO66EQeadB9”,
"tokenId": "O",
"uri": "ipfs://QmPujLTVnhtwfGnnnadHZtnlvhk8SFTVvRfwHDZdQ1lQ6nPN"
|
"options": {}
}

Figure 22. Request Body for Using the safeMint function.

When this request is posted to the Blockchain through the APIL, an NFT will be minted
with the details provided in the body. In the Firefly Blockchain explorer, the NFT-related
activities can be seen. Figure 23 shows the minted NFT-related transactions.

l « Transfer DAST 0x7ff...eadb9 Ox11e...def1d

& Mint DAST 0x000...00000 0x7ff...eadb9

Figure 23. NFT-related event on the Blockchain Explorer.

4. Discussion and Conclusions

The article explores the fundamentals of developing Blockchain applications and
customises them to fit the AECO industry. Blockchain concepts such as non-fungible
tokens (NFTs), fungible tokens, namespaces and construction oracles were introduced. A
novel approach to managing AECO assets using Blockchain technology was presented.
Fundamental Blockchain elements such as smart contracts and oracles were discussed. The
presented reference model to AECO Blockchain infrastructure rationalises the building
components for Blockchain applications when applied to construction information systems.
A framework for developing an AECO Blockchain application was introduced. The frame-
work aims to streamline building Blockchain applications through six steps. The framework
was applied to a demo application using Hyperledger Firefly to exchange non-fungible
tokens (NFTs) representing AECO assets. During the process, Hyperledger Firefly concepts
and features were explored, such as the API generator, which enabled the user to interact
with the smart contract without difficulty.

Blockchain technology usage in the AECO industry is still limited as more studies
appear to discuss its benefit and the possible methods of implementation [53]. However,
this study tries to find a generic blueprint to develop Blockchain applications for the AECO
industry, followed by an example following that blueprint. The blueprint discusses the
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basic components of Blockchain applications based on the application purpose, followed by
a discussion of the component’s capacities. Furthermore, the article discusses NFTs as a tool
for managing AECO assets and presents an orchestration tool for Blockchain applications,
including NFTs. Firefly was used to generate identities, namespaces and smart contract
APIs. Firefly is still in its early stages, as version one was released in April 2022, and further
time is required to achieve maturity. However, it is a promising tool for building Blockchain
applications quickly and efficiently.

Further future research can contribute to this work by customising the framework to a
specific field of construction operations, such as construction supply chains or stockholder
collaboration. Blockchain adoption in the AECO sector is still incipient. As technological
maturity increases, the acceptability of the proposed framework by the industry must be
validated beyond literature reviews and proof-of-concept studies. As such, planned future
developments include undertaking surveys with industry stakeholders and performing
case studies in an operational environment.
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