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Abstract

:

With the advent of the World Wide Web, the smartphone and the Internet of Things, not only society but also the sciences are rapidly changing. In particular, the social sciences can profit from these digital developments, because now scientists have the power to study real-life human behavior via smartphones and other devices connected to the Internet of Things on a large-scale level. Although this sounds easy, scientists often face the problem that no practicable solution exists to participate in such a new scientific movement, due to a lack of an interdisciplinary network. If so, the development time of a new product, such as a smartphone application to get insights into human behavior takes an enormous amount of time and resources. Given this problem, the present work presents an easy way to use a smartphone application, which can be applied by social scientists to study a large range of scientific questions. The application provides measurements of variables via tracking smartphone–use patterns, such as call behavior, application use (e.g., social media), GPS and many others. In addition, the presented Android-based smartphone application, called Insights, can also be used to administer self-report questionnaires for conducting experience sampling and to search for co-variations between smartphone usage/smartphone data and self-report data. Of importance, the present work gives a detailed overview on how to conduct a study using an application such as Insights, starting from designing the study, installing the application to analyzing the data. In the present work, server requirements and privacy issues are also discussed. Furthermore, first validation data from personality psychology are presented. Such validation data are important in establishing trust in the applied technology to track behavior. In sum, the aim of the present work is (i) to provide interested scientists a short overview on how to conduct a study with smartphone app tracking technology, (ii) to present the features of the designed smartphone application and (iii) to demonstrate its validity with a proof of concept study, hence correlating smartphone usage with personality measures.
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1. Background


Scientists around the globe currently discuss if a paradigm shift is happening in the social and life sciences. With the rapid distribution of the World Wide Web since the early 1990s, and the advent of the iPhone in 2007, dramatic changes have occurred in societies around the globe [1]. Digital technologies have drastically changed how humans communicate (faster and at lower costs via long distance), find their way in unknown territory, and how they entertain themselves.



In December 2017, already 54.4% of the world’s population was online [2] and 2.3 billion smartphone users have been estimated for the year 2017 with an estimate of nearly three billion users for 2020 [3]. This means that nowadays a vast part of the global population has access to such powerful technological devices. These developments are supposed to develop further and even stronger in the next years with the rise of the Internet of Things (IoT), where basically everything is connected to the Internet ranging from household machines to the car a person is driving (see also Stachl & Bühner [4]). Notably, every interaction with a digital device leaves a digital trace, which can be used to study human behavior ([5]; see also the area of micro-targeting in politics and economy in Matz et al. [6]).



This research area is of tremendous interest for scientists, because these digital traces can give genuine new insights into human behavior. In contrast to behavior in classic experiments, human behavior can be studied (i) in real life, (ii) on a longitudinal level, and (iii) at relatively low costs (compared to costly experiments conducted in laboratories). Therefore, it is not surprising that the recent past has seen tremendous efforts to use mobile phone technologies to record behavior via the different in-built sensors of smartphones (see also the smartphone manifesto by Miller [7]). The possibilities arising from recording human-(digital)-machine-interaction is unprecedented, because smartphones are ubiquitously available and used in nearly all situations of modern life. This led to a new movement in the scientific community, which has been coined Psychoinformatics [5,8,9]. In short, methods from computer science are applied to do diagnostics and interventions in psychology (such as predicting the personality of a person (example for a trait) or a depressed state of mind from the gathered digital data sources; example for a state). Note, that a trait describes an enduring or rather stable characteristic of a person, such as personality or intelligence. A state describes the current mood or well-being of a person, to give an example. Clearly, traits and states are entwined. Therefore, a person being anxious (trait) is more often in an anxious state in everyday life. Thereby state variables over a period of time can be seen as an approximate for a trait, but associations between these variables are far from perfect [10].



Other researchers prefer the term digital phenotyping over Psychoinformatics [11,12,13,14,15,16]. Note, that also the term personal sensing has been proposed [17]. It describes that the ubiquitously available sensors in diverse technological devices can be used to get insights into characteristics of a person. Clearly the terms Psychoinformatics and digital phenotyping belong together, because digital phenotyping, but also mobile/personal sensing, can be achieved via methods from Psychoinformatics. A growing body of studies have been already published in the realm of Psychoinformatics, predicting psychological traits, such as personality from Facebook usage [18,19], Twitter usage [20], WhatsApp usage [21] and also call variables from smartphones [22,23]. New work demonstrates the feasibility to predict cognitive functions from smartphone data [24] and mood from typing style on keyboards [25].



The first empirical evidence is also available for studies bringing together neuroscientific data (MRI scans) and smartphone tracked variables, such as Facebook: Here, it can be demonstrated that lower gray matter volumes of the nucleus accumbens can be linked to longer and more frequent Facebook use on smartphones [26]. In this study, participants’ Facebook use was tracked over five weeks and appeared to be stable. Therefore, this behavior might be a manifestation of a trait (such as extraversion) and taken for itself might perhaps best be characterized as a habit (note that a single behavior such as Facebook behavior is probably too narrow to be defined as a trait; but see discussions in Baumert et al. [27]).



Other researchers demonstrated the feasibility to do depression and anxiety tracking via smartphones (states), by observing which kind of smartphone tracked variables co-vary with depressive or anxious states of a person (e.g., [28,29,30]) or well-being [31]. Note, that depressive tendencies can be also assessed via the study of Facebook profiles ([32]; see also the review on depression and mining of social media data by Guntuku et al. [33]). Aside from recording the interaction of a person with a smartphone, self-reported data can be collected via these devices, when programmed into an application.



Although the field of mobile sensing is developing rapidly, to our knowledge, easy-to-use smartphone applications are mostly lacking for the social sciences to give a large number of scientists access to this kind of new powerful research tool. Some existing solutions need to be mentioned: Among others, Mindstrong Health currently uses smartphone data (derived via their application) in clinical trials to test its usefulness for psychiatry/neurology [34]. Aside from this, an application called BiAffect for smartphones exist to enable mobile sensing in the field of bipolar disorders [35]. In addition, Schueller et al. [36] proposed their Purple platform to enable scientists to develop behavioral intervention tools. As one can see from these few existing examples, this research field is still new and many scientists interested in this area cannot participate, because it usually takes a long time to establish interdisciplinary networks and come up with a digital research solution, e.g., with a custom made designed smartphone application to study human behavior.



Therefore, the aim of the present work is to present a new smartphone application which can track a large number of relevant smartphone variables, including the frequency and length of usage of all installed applications, GPS tracking, call behavior, and so forth. Going beyond this, the presented application with the name Insights enables researchers to program questionnaires which can be administered to the participants of a study at any given time point. Therefore, it is possible to not only ask participants to fill in questionnaires at one or two time points, but also to do experience sampling with this technology, an important part of gathering longitudinal data in ecologically valid environments [37].



In the following, we aim at presenting deeper insights into the new Insights application for Android smartphones and explain how a study using smartphones can be designed and programmed. Moreover, we present further steps of the scientific process to demonstrate how recorded smartphone and questionnaire variables can be downloaded from the server and implemented in statistical analysis software (such as SPSS) to conduct the analyses for the scientific question at hand. In addition, important issues, such as server requirements and privacy protection issues will be discussed. The present work also provides first validation data from personality psychology demonstrating the validity of the tracked variables (see Appendix A). In the following, we discuss three steps, which provide an overview over a typical study using Insights.



Note that the present smartphone application “only” runs on Android, because Apple’s iOS is sealed and does not allow the development of an application as the present one. This might cause a problem from a researcher’s point of view, because iOS and Android users have been reported to differ in some psychological variables [38]; although differences might be in fact rather small [39].




2. Step 1: Designing a Smartphone-Based Study Using Insights


In the following, we will discuss how to set-up the smartphone application Insights that tracks smartphone variables and how to implement self-report questionnaires in the application.



After logging into the backend software, the researcher can add a new project. Here, the researcher names the project and creates a project code, which is unique for every study and will be used later for participants’ registration (participants will insert this project code in the app to enter the study at a later time point). Afterwards, the researcher has the opportunity to insert information about the study, which will later be presented to the participants. Next, the researcher specifies how often the recorded data will be transferred from a participant’s smartphone to the server (e.g., every 15 min). At this point the researcher also specifies which smartphone variables (e.g., calls, SMS, GPS) will be tracked and how often data will be actualized and saved to the phone of participants (e.g., every 15 min). Table 1 shows a list of all variables that can be recorded by the Insights app.



Researchers also have the option of choosing the “optional data recording”, which lets participants decide which variables should be tracked and those that should not. In this case, in the beginning of the study, participants use the app menu to selectively choose which variables will be recorded on their phones (e.g., participants can decide to allow recording calls but not GPS signal). Regarding the tracking of SMS data researchers can choose from different additional settings, such as recording word count, numbers, length of words, and emoticons. After specifying which variables will be tracked, researchers have the opportunity to activate the feedback function. This means that data will be saved to participants’ phones so that they can receive feedback on their digital consumption later, for example when the study is finished.



To sum up, at this point researchers had set up their project and defined which smartphone variables will be recorded. Next, the questionnaires, experiments and feedback, included in the study, were defined. Questionnaires can be programmed using a tool named SurveyCoder. After programming a questionnaire, the researchers can easily export it from the SurveyCoder software and import it to Insights. Experiments and feedback pages are developed as small HTML applications that can be imported to Insights as well. These three types of user interaction pages are called popups in Insights. Researchers can add popups to their project and specify whether they appear in the app menu as a list, or whether they are presented automatically to the participants at previously specified time intervals (e.g., every two days, every Monday at 2 p.m., every day randomly between 8 and 10 o’clock and so on).




3. Step 2: (De-)Installation of the Smartphone Application


In order to install the Insights application, the researcher asks the participants of his/her study to visit www.insightsapp.org and follow the link to download the Insights app. On a more general note: The Insights app is available for other scientists. Given the high development costs of the Insights application and the further support needed in the future to enable the service on future Android versions, a reasonable subscription fee will be charged.



After completing this first step, the general terms and conditions are presented on the screen of the phone and need to be accepted by the participant of the research project before proceeding further with registration. After doing so, the researcher guiding the installation process, inserts the project code, which is project-specific (meaning that it is different for every research project). Notably, this step and the other presented steps, could in principle, also be followed by a study’s participant alone, thereby overcoming the boundaries of locally bound studies. In order to reduce potential errors, however, we recommend installing and initiating together with the participant.



On the following screen, the participant information is presented, describing which activities on the phones will be recorded during participation (e.g., calls, SMS, app usage). Here, the participants are again asked to give their consent. After doing so, the app installing person (i.e., researcher and/or participant) needs to grant all required permissions to the app.



Permissions for optional tracking functions are not mandatory. At this point, the app is ready to track data. On the following screen the installing person uses the “Start” button, in order to begin with the study. On the same screen, a personalized participation code (16-digit) is presented, which is an option that can be used if the Insights application needs to be reinstalled (e.g., if the participant switches to a new phone). With this 16-digit code the installing person can retrieve older data, when this is needed. Moreover, on the same screen another four menus are presented: For the questionnaires and for the experiments of the study (if applicable), for the statistics (this menu shows a feedback that participants receive during or after their participation in the study; if appropriate and in line with the research question) and for the settings of the Insights application. Last but not least, using the “Settings” menu the installing person, guided by the researcher, determines whether the data should be transferred to the server only when he/she has WiFi Internet access (by clicking on “Only WiFi”) or also to use mobile data for sending the data (by clicking “Mobile Data and WiFi”). Notably, the study can be terminated at any time point and the tracked data can be handled and analyzed (see Figure 1 and Figure 2 for further illustrations).




4. Step 3: Data Handling and Analyses


Insights data can be analyzed in multiple ways, directly in the backend or with another software such as Excel or SPSS. For analyses in the Insights backend, the software offers a programming platform to build and run own scripts on the data. These scripts are written in PHP and support MySQL queries to collect and preprocess the database records. Data extraction and data preparation scripts allow the results to be printed directly on the screen or let the user export the data into files and download them (in long or wide format). If the servers support the installation of third-party software, external libraries can be imported and used in the scripts, too. It might be, for example, useful to create maps out of the GPS data or draw charts. In the pilot-phase, the authors of the present work developed and tested several scripts in order to export all database tables and preprocess the data (i.e., scripts for the aggregation of calls, SMS, app sessions, and user sessions to daily data). The results of these scripts are stored in CSV files and can be easily downloaded from the server. Afterwards they can be processed by third party software like SPSS. All of this together allowed a very easy and fast, but also very detailed and custom-tailored way for data analysis.



In sum, no programming knowledge is necessary. But users need to learn to handle some available scripts. Nevertheless, knowledge in PHP programming is helpful in writing custom-made scripts. Customized questionnaires are written in the Survey Coder language and tailored feedback is coded in HTML.




5. Server Requirements


Due to the collection of Big Data and the essential level of security, Insights has special requirements in relation to the server architecture. The app collects large amount of data, in direct proportion to the selected tracking settings. Therefore, the server that runs the Insights backend needs to be able to handle this amount of data.



With the default settings, the app stores around 250 KB of data per participant and day. During a study of 90 days and with 1000 participants in the study, this makes a total of 22.5 GB raw data. But this is only a rough estimation, the real data amount bases on the settings and the individual participant’s smartphone usage. It can be easily increased, when the settings are changed to a higher tracking rate or when many large questionnaires are displayed to the participants during the study. I.e., when the tracking rate for locations is set from the default of 15 min to one minute, 15 times more GPS positions will be recorded.



The server needs to be able to handle this data, especially at two points in time: The data logging and the data analysis. When the participants’ devices collected some data, it is sent to the server. This typically happens every 15 min, but the transfer rate can be changed in the settings. A faster rate means more, but smaller server requests. A slower rate leads to less, but larger server requests.



However, after the settings have been established, the server needs to take the incoming data and write it into the database. For most servers this will be hassle-free possible. But for large studies with many thousands of participants, the webserver software should be chosen wisely. Even for smaller studies, the special requirement at this point will be the database storage, because the storage needs to be large enough to store the gigabytes of incoming data.



The second big task for the server is data analysis. During this process, the server needs to compute results on the collected data. This is done with MySQL and PHP or other installed third-party software. Processing a large amount of data takes quite a bit of CPU time and the processes might allocate a lot of memory. For faster progress, dedicated CPUs and enough RAM are useful. However, in most use cases a single virtual server or dedicated server will do the job.




6. Privacy Issues


The Insights app collects sensitive data. Hence it is very important to protect that data. The app tracks information about many aspects of smartphone usage, such as phone calls, SMS, Internet usage, or geographical locations. Even if only quantitative data is stored for most categories, it must be protected to ensure the privacy of each participant. Insights implements several layers of privacy protection (i) on the phones and (ii) on the server.



(i). Privacy Protection on the Phone



Android, the operating system for which the Insights app is designed for, already has strong privacy protection methods. All apps run capsuled inside their own sandbox, which means that no other app can access the data of another app.



The same applies of course for the Insights app. In addition, all sensitive information collected by the app is stored inside a private database, which is not accessible by any third-party software. Although this is already strong data protection, Insights brings its own privacy protection mechanisms. The most important of these privacy protection mechanisms is that the data collection is anonymous. This does not only guard the participant against other apps, but also guarantees his/her privacy even in the study. This is done by anonymizing the identity of the participant. Neither the name, the phone number, nor the phone ID is stored. Instead, Insights assigns a 16 character long unique identifier, called “participant code”, to each user, in order to relate data to him/her. The first 8 digits of the participant code represent the project code, which is unique for each project. The second 8 digits are randomly created and identify the single participant. Furthermore, but not less important, is the privacy of all persons whose contact information are stored on the participant’s phone or who are in contact with the participant during the study. Therefore, all phone numbers and contact names, that are collected during a study, are also anonymized directly on the phone. In this case, the anonymization is done by the cryptographic hash function “SHA-256”. Cryptographic hash functions, generate a unique alphanumeric output string for any given input string. They are easy to compute, but the reverse way, reproducing the original information out of a hashed value, is extremely difficult. The big benefit of this approach is that, it is still possible to inspect social graphs across participants, since the same contact on two participants’ phones will result in the same hash value.



Another privacy protection mechanism is that Insights collects only the data that is necessary for the current study. For that the director of studies defines which data is supposed to be tracked, when creating the project. He/she can disable sections i.e., disable the collection of calls or he/she can make sections optional, i.e., the location tracking. In the latter case, it is up to the participant to decide whether he/she wants to share the data. He/she will still be able to be part of the study anyway. For the named example of optional location tracking, he/she will still participate and provide all the other phone usage data, even if he/she does not share his/her locations.



Text messages can be fully read by Insights, which creates another possible privacy issue. To defuse this issue, the content of text messages will not leave the phone, but will be analyzed directly on the device. Insights has powerful functions to do so. On the one hand, these functions compute the text length, number of words, uppercase and lowercase characters. One the other hand, word lists can be set-up, then Insights will search for occurrences inside the message text and return the number of found words per list as result.



(ii). Privacy Protection on the Server



Each workgroup operates their own Insights backend installation. This allows workgroups to have full control on the server location and the data security. The backend software can be downloaded from www.insightsapp.org and installed on any server or web space that conform to the requirements in regard to the server software and processor power. All data that is tracked by the Insights app on the phone is only send to this server. The Insights backend software also has its own access permission system. Only the creator of a study or users that received permissions from him/her, have access to the study and the stored data. This assures that only members of the work-group can gain access to the study information.



The last level of privacy protection on the server is actually more directly related to protection of data transmission between smartphones and the server. Both, the Insights app and the Insights backend are designed to use SSL (https), even with self-signed certificates. SSL encrypts data when it is sent over the Internet and it is the de facto standard for all websites that needs a high level of security, like banking or shopping websites. The correct setup of a SSL certificate is in the responsibility of the server admin. We highly recommend installing a SSL certificate for data transportation, since this ensures that nobody can read the collected data during the transmission.



Finally and again, we want to mention in this privacy section that every researcher is free to choose his/her server and can therefore secure data privacy to his/her own standards, hence also respect the recently proposed GDPR. Moreover, telephone numbers and names of persons are irrevocably anonymized by a cryptographic hash function.




7. Conclusions and Future Directions


With Insights we provide the framework for examining all kind of research questions in the fields of behavior science, moving the (psychological) lab to where humans are and interact with each other. This approach probably will allow for gathering and analyzing large datasets in order to provide, not only standard statistics on people’s smartphone behavior, which can be associated with all kinds of psycho-social assessments, but to also examine individual trajectories, examining prototypic usage patterns, and develop prediction models on for example, an individual’s mental health course based on Insights’ passive mobile sensing. Analyzing individuals’ behavior on smartphones has immense potential for several research areas and also for clinical practice, given that, for example, digital phenotyping has been considered a key future research area in the field of understanding excessive and uncontrolled or problematic usage of the Internet [40,41]. Please note that other similar platforms have been designed, e.g., to foster responsible gaming [42] and/or use mobile sensing in the social sciences [43,44]. We also want to point to the interesting AWARE framework (http://www.awareframework.com) and the Beiwe framework (https://www.beiwe.org/). Both systems are open-source and have their own strength. But it is also important to note that the set of sensors used for data recordings differ between these projects and also with Insights: As a rule of thumb, AWARE and Insights currently seem to support more types of measurements compared to Beiwe. Insights additionally implements the feature of using HTML-based pages in the app, which allows to run experiments or give feedback information to the participants.



Furthermore, next development steps will enlarge the scope of Insights by integrating e.g., voice sensing features, implementing interfaces for integrating bio-psychophysiological (smart-)devices (e.g., heart rate and other stress and activity indicators) and extending Insights to e.g., provide just in time interventions (e.g., a mindfulness based intervention) based on the respective participants’ assessed needs (e.g., stressful morning) and the contextual window of chance (e.g., GPS tracking shows a 10 min waiting time at a bus station).
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Appendix A


Appendix A.1. First Validation Data from Personality Psychology


As a first (external) validation study of the Insights application (app) we revisited the question how call variables on a smartphone relate to the Big Five of Personality/Five Factor Model of Personality [22,45]. Such associations will make it possible to predict trait characteristics of a person from digital sources such as the interaction with the smartphone to call a person. In an earlier work, we already reported that smartphone-related call behavior is moderately linked to extraversion [22]. The smartphone data were recorded with a custom-built designed application called Menthal [46]. Of note, another work by Stachl et al. [23] also observed with their own built application a positive link between extraversion and smartphone-based call variables. This strongly supports the idea, that calling behavior on smartphones can be linked to extraversion. Extraverted persons are socially outgoing, vivid, and assertive. Therefore, it is convincing to assume that their extraverted behavior also manifests in their calling behavior. It was predicted that we would be able to replicate these findings using Insights.



Appendix A.1.1. Participants


For validation reasons, we report the data from n = 106 participants (37 males; mean-age: 23.34, median = 21, (SD = 7.59, range 18–63)). Only participants at the age of 18 or older were included in the analyses of the study. In total 0.9% of participants reported having secondary school leaving certificate, 6.6% a vocational baccalaureate diploma and 74.5% A-level. Another 1.9% of participants reported having polytechnic degree, and 16% a university degree. Participants were recruited mostly at Ulm University and gained university credits or monetary compensation for their participation. All participants owned a smartphone with an Android operating system. Data was recorded for the period of eight weeks, however, due to missing data and based on our efforts to include as many participants as possible at the time point of data analysis, 12 days of recordings were used in the present study. Thus, for all smartphone variables means over 12 days were computed. Participants were provided with detailed information about the study prior to their participation. The participant information included information on the aim of the study, on all variables tracked with Insights in the current study, and how data was recorded and where it was saved and analyzed. Moreover, participants were informed on who has access to the recorded data and on their right to request the deletion of their data at any time during the study. All participants gave digital consent prior their participation in the study. The present study was approved by the local ethic committee of Ulm University, Ulm, Germany.




Appendix A.1.2. Measures


All participants brought their smartphones to the study and installed the Insights application. Moreover, all participants filled in demographic information and a short version of the Trait Self Description Inventory (TSDI, the administered German version has been described in Olaru et al. [47]) on their smartphones. The short version consists of 42 items. Each item was answered via a seven-point Likert scale ranging from strongly disagree (1) to strongly agree (7). Internal consistencies were satisfying with Openness to Experience (α = 0.80), Conscientiousness (α = 0.71), Extraversion (α = 0.75), Agreeableness (α = 0.76) and Neuroticism (α = 0.84).



For the present work we recorded the following variables as depicted in Table A1 and Table A2. Means for each variable were built over the period of 12 days (not necessarily 12 consecutive days, when days in between had missing data).




Appendix A.1.3. Statistical Analyses


First, we report the means, medians and standard deviations in Table A1. Second, correlation analyses were conducted in order to assess the associations between the recorded smartphone variables and the TSDI scales. These are reported in Table A2. All smartphone variables were non-normally distributed. The variables agreeableness and conscientiousness also deviated from the normal distribution. Thus, for consistency reasons only Spearman’s correlations were conducted and the Bias corrected and accelerated bootstrap CIs are reported. Please note, that we also assessed in the present project self-reports on “smartphone addiction” [48], molecular genetic samples (see a first work published with this data [49]), and tracked other variables such as Facebook or WhatsApp usage on the smartphone. Presenting all these findings would go far beyond the main aim of this research piece and therefore we only present the personality associations in this paper. For the current study, all measures and data exclusions concerning the number of recorded days are reported. Please note that the here presented data will be made accessible in a completely anonymized form for other scientists upon reasonable request (as SPSS or excel file).




Appendix A.1.4. Results


In Table A1, the descriptive statistics of the call variables, recorded in the present study, using Insights, are presented against the descriptive statistics, reported by Montag et al. [22] using the Menthal app.
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Table A1. Descriptive statistics (including the mean, standard deviation and the median) for the recorded call variables on the smartphones using the Menthal app (in Montag et al. [22]) and the Insights app (in the current study).






Table A1. Descriptive statistics (including the mean, standard deviation and the median) for the recorded call variables on the smartphones using the Menthal app (in Montag et al. [22]) and the Insights app (in the current study).





	
Recorded Variables

	
Montag et al. [22]

(n = 49)

	
Present Work

(n = 106)






	
Total number of calls per day

(incoming + outgoing + missed calls)

	
M = 3.34

	
M = 2.25




	
SD = 2.46

	
SD = 2.40




	
Median = 2.71

	
Median = 1.46




	
Number of incoming calls per day

	
M = 1.07

	
M = 0.45




	
SD = 1.03

	
SD = 0.49




	
Median = 0.79

	
Median = 0.33




	
Number of outgoing calls per day

	
M = 2.29

	
M = 1.42

