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Abstract: The COVID-19 pandemic has indirectly changed the landscape of the country’s education
system. Through information-based decision-making, the management of the education system seeks
to increase the access to and efficiency, effectiveness, equity and quality of education through effective
systems of monitoring, evaluation, budgeting and planning. From this perspective, an Integrated
National Education Information System (iNEISTM) was developed to streamline and transform
business processes and to provide an application and technology platform to comply with the National
Education System that may be suitable for the COVID-19 pandemic environment. The implementation
of iNEIS™ aimed to significantly improve operational efficiency and productivity and provide better
services, value and “holistic education” to students. Therefore, the purpose of this study was to
investigate the effectiveness of the newly implemented, integrated iNEISTM and its implications
for educational management systems that were implemented during the COVID-19 pandemic.
It specifically examines the benefits and obstacles that hinder the efficiency and effectiveness of the
system. The result is very interesting. These findings demonstrate that there was a lack of positive
impact on end-users, such as lacking readiness to accept organizational change and uncoordinated
communication and information exchange between stakeholders and end-users. This research implies
that when both the stakeholder-provider and end-user understand the significance of iNEISTM, there is
a great possibility that the implementation will succeed in harvesting the full value of the system.
This paper provides the stakeholder-provider with useful guidelines, in the form of recommendations,
that need to be implemented to ensure improvement in the effectiveness of iNEISTM.

Keywords: education landscape; learning system of COVID-19 pandemic; virtual class; education
management information systems; technology acceptance; system effectiveness

1. Introduction

The increase in COVID-19 cases is affecting not only the health sector but also the economy,
education and other sectors. COVID-19 has indirectly changed the landscape of the country’s education
system. The government has issued regulations on the education and learning process at every level of
education through the digital ecosystem and big data analytics technology. Here, the goal of education
system management, especially during a pandemic, is to increase access, efficiency, effectiveness and

Appl. Syst. Innov. 2020, 3, 49; doi:10.3390/asi3040049 www.mdpi.com/journal/asi

http://www.mdpi.com/journal/asi
http://www.mdpi.com
https://orcid.org/0000-0002-1823-357X
http://www.mdpi.com/2571-5577/3/4/49?type=check_update&version=1
http://dx.doi.org/10.3390/asi3040049
http://www.mdpi.com/journal/asi


Appl. Syst. Innov. 2020, 3, 49 2 of 21

quality through effective systems of monitoring, evaluation, budgeting and planning. This type
of management system is called an Integrated National Education Information System (iNEISTM).
iNEISTM is aimed at enabling this decision-making by providing data and information. Integrated data
and information systems are at the core of iNEISTM development in their support of educational
management functions throughout the education system (Figure 1) [1].
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Looking into the fundamental concepts, the information system (IS) has facilitated the needs
and requirements of decision-making not only at the managerial level but also at the operational
level. On the other hand, the management information systems (MIS) have changed management
discipline in the area of leadership, decision-making, workload, human resources management,
communication, responsibility and planning. MIS can convert the collected data from the routine user
and machine interactions into valuable information which will be used by the decision-makers to
make efficient decisions. Furthermore, it is a collection of related components designed to support
operations, management and decision-making through intelligent decision stages based upon the
information derived from reliable data that aims at facilitating exchange and information sharing
within an organization. Similarly, in the context of education, continuous monitoring and evaluation
of the education system by collecting and examining data and information are used in the process
of educational decision-making. Several surveys have been conducted in recent years to gather
information on the extent to which schools are developing the capacity to integrate MIS into learning,
teaching and management processes [2]. Moreover, it was clear that an important feature to be
considered was the relationship between data collection and collation to data use. School managers
needed different forms of analysis compared to the analysis needed by teachers. A series of studies
highlighted important features of computerized school and management systems; their implementation
in a range of schools offers the widest view of ICT (Information and Communication Technology) from
the perspective of MIS [1,3–7].

However, the aim of this study was to reveal the effectiveness of the newly implemented integrated
iNEISTM and its implications for educational management that may be applied during the COVID-19
pandemic, especially to reveal and explain the benefits and challenges that hinder the effective
implementation of iNEISTM to its full potential. It specifically examines the benefits of the system and
also obstacles that hinder the efficiency and effectiveness of the system. This research implies that
when both the stakeholder-provider and end-user understand the significance of iNEISTM, there is
a great possibility that the implementation will succeed in harnessing the full value of the system.
The study provides the stakeholder-provider with useful guidelines in the form of recommendations
to be implemented to ensure improvement in the effectiveness of iNEISTM. The paper is structured
in the following way. Firstly, a literature review describes Education Management Systems in detail.
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Secondly, the methods are discussed that were used in data collection along with the limitations that
had been encountered. Thirdly, the key differences and similarities between uses of the terms are
shown and discussed with support from findings in the literature that is related to research in the
Integrated National Education Information System (iNEISTM). Finally, the results of the different views
are discussed and some recommendations are also given in the concluding section.

2. Literature Review

2.1. The Importance of Education Management Systems

The need for efficient data processing has been the expectation of most educational institutions,
including schools. MIS are seen to have the potential to make significant contributions to teaching,
learning and administration in schools. By providing reliable and accurate data, it is anticipated that
the deployment of MIS in educational management will play an important role in the decentralization
process by helping to ensure that the education provision becomes more efficient and responsive to users.
MIS are being used by schools to support a range of administrative activities, including attendance
monitoring, assessment records, reporting financial management and resource and staff allocation.
These systems are distinct from other information systems in that they are designed to be used to
analyze and facilitate strategic and operational activities in the organization [8]. The use of computers
and technologies in educational institutes was mainly to store student and personal data [9]. However,
Visscher [6] believes that MIS can provide administrators and teachers with the information required
for informed planning, policy making and evaluation. It is claimed that MIS have changed school
management in the areas of leadership, decision-making, workload, human resources management,
communication, responsibility and planning. These systems can assist the school head in determining
the aims of the school, formulating strategic plans, distributing resources and evaluating staff

performance as well as organizational success [10–13].
Zain et al. [14] investigated the impact of ICT on management practices in smart schools in

Malaysia. Their analysis revealed some positive changes including the enrichment of ICT culture
in schools, better accessibility to information, more efficient administration and higher utilization
of school resources. The challenges encountered by the participants’ schools were time constraints,
higher administrative costs, negative acceptance-support from untrained staff, abuse of the ICT
facilities and problems related to the imposed rigid procedural requirements. A reduction in workload,
beneficial impact on time management and improvement in the quality of reports have been highlighted
as major impacts of MIS on school administration and management. Some studies show that as staff in
schools have acquired and developed ICT skills and confidence in using the technologies, they have
experienced a reduction in some aspects of their workload. ICT use was valued by senior management
in developing school systems for administration and easing management tasks [15–17]. The use of
technologies has made administrative work easier with regard to accounts, attendance data and the
sharing of confidential information [18]. In other words, school management information systems
increase effectiveness and efficiency by saving time and facilitating the development of alternative
solutions for sophisticated problems [19,20].

Here, INEIS™ presents new concepts and continued improvements for the academic sectors.
The purpose of INEIS™ is to streamline and transform the Ministry of Education business processes
to support its current needs to implement, monitor and measure the National Education Scheme
(SPN 21) [21–23] (see Appendix A for iNEISTM details and descriptions). Basically, iNEISTM was
designed to ease the administrative work of teachers. The system would allow teachers to focus on
teaching and schools to update the details of teachers’ workloads directly and properly; for attendance,
curriculum, results and school fees, it is just a matter of one click, and the data are submitted to their
destination automatically. The introduction of iNEISTM has evidently reduced the time needed to take
attendance for teachers. This aspect was one of the methods adopted by the Ministry of Education to
lessen the burden of teachers who must carry out extra administrative work in addition to teaching.
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More importantly, a ninety-five percent attendance rate across government primary and secondary
schools has been recorded since the implementation of the online attendance monitoring system.

2.2. Effectiveness of Educational MIS

iNEISTM development is a government initiative as an E-Government implementation that
uses ICT to offer citizens and businesses the opportunity to interact and conduct business with
government by using different electronic and social media such as email, internet, Twitter, Instagram and
Facebook [24–26]. From a technical standpoint, E-Government initiatives usually involve several types
of electronic and information systems, including database, networking, discussion support, multimedia,
automation, tracking and tracing and personal identification technologies [27] (see Appendix B for
E-Government Brunei descriptions). The challenges of E-Government can be translated into the
perspective of user’s acceptance. User involvement research focuses on two outcome variables:
system quality and system acceptance. Underlying these are the more complex issues of cognitive
and motivational factors which give rise to improved quality or improved acceptance. Drawing on
empirical evidence from qualitative studies [28,29], some have claimed that user participation is
essential to the success of systems. User participation is advocated when acceptance is critical, or when
information required to design the system can only be obtained from users [12]. ICT adoption and
diffusion has been studied in great detail by researchers in the information systems area. ICT acceptance
in education remains a central concern of information systems research and practice. Although ICT is
playing an increasingly important role in contemporary education, resistance to ICT remains significant
in the education sector [30–34].

It is important to note that in addressing the effectiveness of educational management systems,
the Technology Acceptance Model (TAM) has been widely applied and used for explaining ICT users’
intentions. TAM was originally introduced and studied as a means of understanding how users
adopt and use new technology by evaluating the factors that influence the decision to accept a new
technology [15]. It is based on the belief “that perceived ease of use and usefulness can predict attitudes
toward technology” [16]. The perceived usefulness of a technology and ease of use of a technology
combine to create an attitude about the technology, influencing the decision to adopt the technology
shaped by external factors unique to the situation, while the behavioral decisions ultimately dictate
whether and how a technology is used [35,36].

The theoretical grounding for TAM is the Theory of Reasoned Action (TRA) [37]. The TRA is
based on the concept that beliefs influence attitudes, which lead to intentions, which generate the
behavior of the systems and users. It specifies the causal relationships between system design features,
perceived usefulness, perceived ease of use, attitude toward using and actual usage behavior [38].
The basic premise of this model is that the more accepting users are of new systems, the more they
are willing to make changes in their practices and use their time and effort to actually start using the
system [39]. The lack of user involvement is one reason for project failure [40]. When TAM is applied
to explain the adoption of iNEISTM, this can be achieved through users’ adoption of usability and
operability. It follows the tradition of the belief–attitude–intention–behavior relation. According to
the logical connection argument, intentions cannot predict behavior as this is linked “analytically”
where the causal relationships between these cannot be tested empirically and cannot be subjected to
falsification. In view of this paper, instead of asking whether the TAM model is verifiable or falsifiable
in relation to iNEISTM, the more important question to ask is whether the related studies are able to
discover new knowledge, develop new exploratory techniques and predict possible outcomes [41,42].

2.3. Big Data Technologies as Enablers of Digital Education

Today, in this modernized world, data are generated everywhere: social networks, email, chatting,
documents, photos, online purchases, online banking as well as online education. Most of these data
are stored in the data warehouse, which is also referred to as a centralized database. The analysis and
processing of these huge and complex data are beyond the capabilities of traditional methods. Big data
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are very important as they help in the analysis of decision-making processes within an organization.
However, there are three stages to unlocking big data in any organization. Firstly, collection is the
first step that should be taken to unlock the value of big data. This involves identifying data that can
reveal valuable and useful information. Next is the analysis: once the data are proven to be useful,
they should be analyzed in order to obtain actionable information that can be used. However, this is
a very complex process, due to the growing diversity of data and the challenges of analyzing these
diverse datasets—this is where the complexity of big data lies. Lastly, visualization and application is
the last stage of data analysis, where data are made available to users which are understandable and
interpretable for further processes such as decision-making [43,44].

The rise of big data, which is a knowledge system, is already changing the objectives of knowledge
and social theory in many different fields while also having the potential to transform management
decision-making theory [34,45]. There have been various attempts to utilize big data in education
made around the world. For instance, in places like the USA, there are many schools that are
making decisions by utilizing students’ individual education data to help them to improve their
academic achievement. Big data can influence higher education practice through enhancing students’
experiences in order to improve the academic programming, to ensure more effective decision-making
and strategic responses to changing global trends. Big data are first stored in the form of large databases
and then undergo data processing. In big data processing, there are actually four requirements in
total. The first requirement for big data processing is fast data loading, and the second is fast query
processing. The third requirement is highly efficient utilization of storage space, and the fourth is
successful adaptation to highly dynamic workload patterns. After processing, the next step is big data
analytics. Big data are important because they are able to provide information and knowledge of value,
which enables one to make a better decision.

The most important technology in utilizing big data is the data mining technique. This technique
is used to extract meaningful information from the vast amount of data in the field of education.
This meaningful information can be very useful in providing individual learning experiences for
the students given the fact that it can create customized learning methods to cater for individuals.
For example, analyzing student logs using the mining technique can help lecturers to obtain valuable
insights from the data analysis to help them understand the behavior of different students better,
and with this, they can create customized education services that are suitable for every single student.
It is also important to constantly keep track of the progress of each student as these real-time data can
be analyzed further to enable future improvements [46].

Adaptive analytics help to assess a student’s level and attention to a particular subject. For example,
they will provide students with directed learning to enhance the results of the study by providing
the necessary skills and information to help their understanding of a particular subject. On the other
hand, social network analytics help to reflect the human relationship—for example, when a student
interacts with the learning management system, emails and discussions take place, where information
is exchanged regarding their subjects. Discourse analytics analyze contents, comments or thinking
in the text of students, which is particularly useful to measure the quality of online education.
Text mining is part of discourse analytics. For example, this might involve analyzing online text to
determine the degree of interaction between students and measuring the lessons to see the progress of
students. However, big data are starting to grow exponentially, especially in the field of education.
Governments are beginning to see the potential of big data for education as they have seen what
they can do in the area of education [47]. They can be utilized to help evaluate the performance of
both schools and teachers, support competitiveness and also improve efficiency. In higher education,
there has also been an increase in the usage of data mining and predictive analytics to predict student
behavior and classify it, such as to determine those who are likely to drop out from school and how
many students are unlikely to achieve passing grades [48–53].

Analytics refers to use of data mining techniques to develop decision-making processes that
convert data into actionable insights, uncover patterns, alert and respond to issues and plan for
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the future. Big data analytics can also be useful in terms of monitoring students’ performance and
supporting decision-making and students’ admission processing, which will help to shorten these
lengthy processes. Moreover, colleges can benefit from the use of big data and learning analytics by
shifting from the traditional methods of delivering instructions face-to-face and devising time-sensitive
learning analytics applications—for example, by utilizing a learning management system (LMS),
which is commonly used in universities to provide easy access to lecture slides, facilitate discussions in
discussion boards, organize quizzes online and monitor students’ activity [34]. In the field of higher
education, where big data have been implemented, higher education institutions are beginning to reap
the tangible and intangible benefits that come from it. The reason for this is that higher education
institutions are now making critical and strategic decisions with the support of big data as they provide
valuable insights gained from data collection and analysis. With data mining tools, universities have
been devoting great effort to compiling and tracking students’ data—more so than ever before.
Examples include data relating to students entering and leaving university, student performance
details, learning progress and their probability of success. The use of big data in the field of education
will lead to better quality education and more experienced students and teachers as compared to
the past.

3. Methodology

The triangulation research methodology was used in this study, which was a combination of
both qualitative research and quantitative research [53,54]. While the qualitative research aimed to
gather an in-depth understanding of the impact of the iNEISTM system, both from the developer’s and
from the end-users’ point of view, the quantitative aspects explored the perceptions towards iNEISTM.
There were 300 respondents who participated in the online survey questionnaire and it received quite
overwhelming responses. Most responses were received through social media, i.e., Whatsapp and
Facebook. The sample size is significant based on the confidence level of 95% and 5% margin of error
for a population of around 8000 teachers of public schools.

Purposive sampling was used to focus on iNEISTM users and implementers, who represent a
particular population that is of interest, which was appropriate to enable us to address the aims of this
paper. The questionnaire survey mainly used closed-ended questions and one open-ended question
for respondents to answer. In addition, a semi-structured face-to-face interview was adopted to enable
us to gain in-depth information about iNEISTM usage experience. The survey responses were analyzed
using descriptive statistics and were transformed into graphical charts, whereas the interviews were
recorded in audio form, transcribed and transformed into written documents for thematic analysis
purposes. The research applied several ethical considerations to maintain the validity and reliability
of the data collected. All information and data from respondents were treated as strictly private and
confidential; anonymity was maintained and consent obtained prior to survey and interviews.

4. Findings

The purpose of conducting the quantitative survey was to explore further the perceptions, opinions,
issues and implementation of iNEISTM. From the findings, it is apparent that teachers from all over the
nation participated in the survey and the largest group comprised teachers from the Brunei-Muara
District 71%, Tutong 18.7%, Belait 8.7% and Temburong in the remaining 1.6% (Figure 2).
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Figure 2. Respondents profile.

4.1. User Experiences

The findings show that 16% of the respondents were teachers who had been in service for 16 years
and above. This question was included in the survey to determine the relationship between the age
factor and the behavior of older generations to accept change. As was highlighted in the survey,
this group was the most resistant to change. Referring to the interview responses, the older/senior
teachers in schools were the most reluctant people to use the new system. They showed no interest in
learning how to use iNEISTM and required the junior teachers to help them. The user respondents of
iNEISTM included teachers, education officers and also school leaders. “Education officers” were degree
holders whilst “teachers” in this context were teachers who were diploma holders. School leaders
were headmasters/headmistresses/principals of schools. More than half of the respondents were
teachers from primary schools. There was no difference in the allocation of responsibility in the
use of iNEISTM between primary and secondary schools. The significance of this question was to
collect the different opinions and points of view of teachers from both primary and secondary schools.
Although the responsibilities of teachers in all schools were more or less similar, the culture and
working environment varied.

4.2. Workload Issues

The implementation of the new system, iNEISTM, was seen as an additional burden to teachers.
From the literature, Sandy Britain, a specialist at Education Enterprise Architecture (EEA), said that
the system would allow teachers to focus on teaching, and schools could update details through the
system and would not need to search for information through spreadsheets. From the responses to
our survey, this is not the case. The goal of iNEISTM was to minimize teachers’ overall workload,
but we found otherwise. In total, 93.7% of the respondents, which was around 281 out of 300 teachers,
claimed that the system did not help them at all. Although almost all the teachers underwent training
before they started to use iNEISTM, only 21.3% (around 64 out of 300) of them fully understood the
whole function of the system. There were even users who had no knowledge about the system at all.
The neutral responses were assumed to have 50–50 knowledge. Some teachers stated in the survey
that the reason some users were less committed to accepting iNEISTM might have been that there was
no prototyping, and during training, there was no clear justification of the benefits of the new system.

4.3. Problem of iNEISTM

More than half of the participants (61%) agreed that the system (iNEISTM) was the main cause
of the problem and internet connection was second (23%). This was mainly due to the system and
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internet connection being unstable most of the time. Moreover, since the implementation of the system,
teachers had to fulfil “double jobs”. First, they were required to enter and update data in the system,
and at the same time, they had to produce hard copy reports. This might also be due to the lack
of users’ involvement during system development. The process of involving users in the system
development is critical to the success of any development project. User involvement has played a
prominent role in the success of system development efforts. Referring to the recent news in the
mass media, UNN (Unified National Networks) is working on improving the internet connection
and has announced that faster internet connection will be provided throughout the national coverage.
On the other hand, according to the teachers during the interview, they had only undergone one initial
training session before the implementation of iNEISTM. The majority, 70%, agreed that the training
was inadequate. When the system was launched and first started to be used in schools, teachers were
still uncertain about the whole system. The system was still ambiguous to them and they had to learn
for themselves the functions and processes embedded in the system despite being unsure about it.

4.4. With or without iNEISTM?

This question intended to determine the users’ perceptions of iNEISTM as a tool to make work
easier. Around 82% of the respondents still preferred to carry out their job using the traditional way,
without using the newly implemented IS. Despite the “struggle” that most users faced in using the
system, 10% of the respondents accepted that iNEISTM made it easier to complete their job. Lack of user
involvement traditionally has been the major reason for project failure. Conversely, the main contributor
to project success has been user involvement. However, among the most common comments and
recommendations that were made by the respondents were the following:

i. The system needed lot of improvement in order to be an effective system.
ii. The main listed reason for this was the unstable internet connection and also the instability of

the system itself. It was intended for the new system to replace the manual system, but now,
with iNEISTM, both are needed.

iii. The system had a complicated interface, was not user-friendly, had too many technical terms and
had too many components that tended to confuse users.

iv. Teachers should have been able to focus on teaching rather than spend a great deal of time on
iNEISTM attending to the errors and complications of the system.

v. There was an ack of support from the iNEISTM team and helpdesk.
vi. The initial training was inadequate for teachers to master the system and to use it effectively.
vii. Internet connection should be improved for better and stable connection of the system.
viii. iNEISTM placed a greater burden on teachers in terms of both academic and non-academic tasks.

Even though most of the comments criticized the inefficiency of the system, a significant number of
respondents did find iNEISTM to be a good system. A few accepted the system as a good one once they
were familiar with it. Some suggested that more training, and awareness of the benefits of the system,
would be beneficial, and more support from the iNEISTM team was required. Some respondents also
requested for the interface of iNEISTM to be redesigned to be less complicated, more user-friendly
and simpler. In essence, the purpose of iNEISTM is only to provide statistical figures. From these,
other departments can generate reports and begin to analyze the data. It was discovered from the
teacher’s perspective that a number of them prefer to use the traditional method and argued that the
system was acceptable if no problems occurred. The findings further showed that there were barriers
that made the system ineffective and inefficient. These barriers included the internet connection,
the system itself and also the users’ attitudes towards change.

5. Discussion

Consolidation of our findings and analysis enabled the iNEISTM framework to be developed
as shown in Figure 3. The findings reveal that the responses provided by the teachers during the
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interview were similar to the comments that were written by other respondents who participated in the
questionnaire. This created difficulty for the users (especially teachers) as it created double the amount
of work for them, which might have affected their time for teaching. However, the respondents also
believed that the system did have potential to be good and beneficial if only adequate necessity for its
development was provided. Otherwise, the system would not work effectively and would increase
the workload for the teachers as a result. This is in line with the authors of [6,7], who believe that
MIS can provide administrators and teachers with the information required for informed planning,
policy making, evaluation and workload reduction. It is claimed that MIS have changed school
management in the areas of leadership, decision-making, workload, human resources management,
communication, responsibility and planning.Appl. Syst. Innov. 2020, 3, x FOR PEER REVIEW 9 of 21 
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Nevertheless, the main issue with the implementation of iNEISTM was people’s attitudes towards
the system as most of them were reluctant to change. Some of the respondents from the questionnaire
also mentioned that most users were very “closed-minded” about the implementation of the system.
Meanwhile, according to the participants from the interview, some of the users were reluctant because
some of them were computer illiterate. Perhaps, if more proper training was carried out, this would help
the users to understand better how to use the system and thus more positive feedback from teachers
could be obtained. This can be reflected by the theoretical grounding for TAM mentioned in the literature
review. As mentioned in the literature review, TAM proposed two important determinants to analyze
the factors which caused individuals to accept or reject information technology, namely perceived
usefulness and perceived ease of use. The definition of “perceived usefulness” is the degree to which a
person believes that using a particular system would enhance his/her job. This determinant may be
ambiguous for this particular research. It seems that there were not many participants who considered
that the use of the system could enhance his or her job performance, but they rather clarified that the
system would usually create more work for them. However, “perceived ease of use” is the degree
to which a person believes that using a particular system would be free of effort. This may be true
considering that most participants in this research believed that the introduction of iNEISTM could
minimize any issues when it came to completing certain tasks—they considered that the system could
be useful as they believed that by using it, workload could be minimized. However, this did not occur
in reality, as many issues arose once it was implemented. For example, the system became unstable
and data were not synchronized, which made many users feel reluctant to use the system.
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5.1. iNEISTM Big Data and Learning Analytics

Basically, learning analytics highly emphasize the measurement, collection, analysis and reporting
of learners’ information with the aim of comprehending and maximizing the learning process as
well as the environment in which it takes place. Learning analytics can be referred to as a series of
experiments that develop ideas from different fields in terms of process mining, business intelligence,
data processing, information retrieval and technology-enhanced learning. It is not solely based
on technology or institutional statistics. The core of learning analytics is basically concerned with
enhancing individual capabilities that will help individuals to achieve their potential and goals
in life. In the big data era, learning analytics carry the possibility to offer educators information
and tools that will help them in making decisions and encourage teachers to make full use of
the technology through a range of learning concepts (Figure 4). The incorporation of technology
for learning purposes gives further information for analysis for supporting an ongoing cycle of
continuous improvement. In this case, every educator should be given access to learning analytics
tools and given proper training on how to use these tools properly. This can contribute to creating
e-proficiency and support the development of targeted and effective learning methods. The strengths
of learning analytics include the availability of a huge amount of educational data, the ability to use
powerful, preexisting algorithms, the availability of multiple visualizations for staff and students,
increasingly precise models for adaptation and customization for learning processes and increasingly
valuable insights for learning strategies and behaviors. The opportunities of learning analytics
include open-linked data able to enhance compatibility across systems, enhancing self-reflection and
self-awareness, enabling the learning process to be carried out through intelligent systems and the
feeding of learning analytics outcomes to another system to aid in making decisions. The threats of
learning analytics include concerns regarding ethical issues, specifically with regard to privacy issues,
over-analysis, insufficient generalizability of the outcomes, higher chances for misclassification of
patterns and contradictory findings.

There is a correlation between big data and learning analytics. In numerous points of view
within learning analytics, big data are linked to education. Learning analytics has been regarded
as an educational application of big data. It basically consists of a branch of statistical analysis
that was initially created as a method for businesses to conduct analysis in certain areas such as
commercial activities, identifying spending trends and to making predictions regarding consumer
behavior. In generic terms, big data expect the use of either information or database systems as the
central storage facility as it is suitable for storing vast amounts of data and enabling certain transactions.
For instance, the record-keeping framework of undergraduate students has the ability to store the
information of undergraduate students in terms of their grades for each course they have taken.
For institutional researchers, this kind of information is very useful and it can be used to analyze
the performance of students over time. It could be analyzed from one semester to another semester
or from one year to another year. In the context of the big data scenario, the information would be
obtained for every undergraduate student’s transaction in every course, particularly if the course has
been conveyed electronically online. This means that every undergraduate student’s data, basically on
their course evaluation, discussion board section, blog section and any activity, could be recorded
and this can produce a large number of transactions for each of undergraduate student per course.
Moreover, this information would be gathered on the basis of real time or close to real time every time
it is executed, and after this, it will be examined further to recommend the course of action that needs
to be taken. The application of learning analytics has been growing rapidly in educational institutions
in which the learning process is being carried out online and in hybrid settings. It has become a more
standardized type of learning process for educational institutions. A specific kind of web tracking
tool has been widely used in educational institutions in order to record student behaviors on online
courses. The tracking tools not only record basic variables like how much time students spend on a
topic but also more nuanced information that could provide evidence of a student’s critical thinking,
synthesis and the depth of retention of the information after some time. The data of the specific
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behavior of the student will be added into the student-related information. In this knowledge-based
era, the majority of educational activities such as e-learning, tests, quizzes and other activities are
being carried out online. Nowadays, students and educators are increasingly connected to the internet
because a significant amount of educational material is available in digital format. This proves that
the availability of data sources on the internet for learning purposes has been expanding. There are
several main sources used for learning analytics, such as the virtual learning environment (VLE),
student information system (SIS), learning management system (LMS) and library system.
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5.2. Student Information System (SIS)

The student information system is an important part of the education system, especially in
this modern era. It is believed that this system could solve the problems or difficulties with using
the traditional approach of gathering relevant information about students through the internet.
Moreover, this system is designed to replace the paper-based system of collecting and recording student
information, which is time-consuming and difficult to manage. The student information system consists
of detailed information about students in terms of their prior qualifications, socio-economic status,
ethnic group, module choices and grades achieved to date. From this system, there will be potentially
valuable insights that could be used to design a virtual learning environment so that it will be easier
to predict student academic performance in education settings (Figure 5). The majority of student
information systems are involved in administrative activities such as admissions, enrolment and
examinations. It is clear that the use of student information systems can be beneficial for education
institutions to record and maintain student information easily, coordinating different levels of student
information, providing access to information by students, instructors and parents 24/7 and storing
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biometric system information. Besides the above, the system is user-friendly, ensures efficient services,
minimizes the workload of the users and makes it easy to retrieve data.Appl. Syst. Innov. 2020, 3, x FOR PEER REVIEW 12 of 21 
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5.3. Learning Management System (LMS)

The learning management system is widely recognized as the framework that manages every
aspect of the learning procedure. The use of the framework of the learning management system
supports the delivery and management of content and helps in identifying and evaluating individual
or organizational learning or training objectives, tracks the progress towards these objectives and
gathers and displays the overall information of learning procedure. It also aids in managing course
registration, administration, analysis, tracking and reporting. The learning management system is the
most common data source for higher educational institutions through an online portal that connects
with the lecturers and undergraduate students. The learning process in higher educational institutions
is no longer the same as in the primary and secondary school system, which is only a one-way learning
process. In higher education systems, the lecturers usually provide lecture notes and extra information
for the students to access on their own. This means that in the higher education system, students are
encouraged to be exploratory learners throughout their studies. Moreover, throughout the lecture
session, the lecturers will share their knowledge on certain topics and students participate by giving
their own opinions or thoughts on the related topic during class discussion. Hence, university students
need to continuously expand their knowledge by gathering more information. The advantage of using
LMS for lecturers is that it is easy to manage a large number of students in the system. This will also
save their time as the lecturers can easily identify and monitor their students. For example, the lecturer
has three different lecture classes. With LMS, the lecturer can easily determine which students are
taking his or her class based on which class the students are registered for. In this case, it will be
easier for the lecturer to provide lecture material as well as receive assignments from the student.
The drawback of using LMS is that it is difficult to enable active discussion with all the students—for
example, when there are hundreds of students posting messages to a lecturer. It is difficult for the
lecturer to reply the students’ messages specifically. This can be time-consuming and increase the
stress level of the lecturer due to excessive messages.
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5.4. Library System

Transforming the library into a cloud-based shared system can actually contribute to the
success of learning analytics. A vast amount of data could be generated through the library system.
Basically, the library system has the ability to record student information, especially when students
borrow books from the library or when students access the library system to read electronic journals.
This kind of information is very useful for analytics to study the number of expected students visiting
the library and student behavior. There are a number of initiatives to enhance the library system in
order to provide a future generation of learning tools. One of the initiatives is due to the fact that many
educational institutions are looking for distinct collections of sources for teaching purposes. This is
where the library system plays an important role as the system consists of diverse academic sources,
including thesis papers, past year papers, presentation slides, articles, journals, reports and other
sources. Moreover, the source of information used for virtual learning environments and learning
management systems usually comes from the library system. The advantage of using a library system
is that it is very easy to use. The students or lecturers can simply search for books through the system,
without the hassle of going to the library to look for books manually. Not only this, but the system
can be accessed 24 h a day and this makes it convenient for both students and teachers as they can
access library sources at any time. Moreover, digital copies of the books, journals, thesis and other
academic sources are available. Students and teachers can benefit from this as they do not have to
carry heavy books from one place to another. The drawback of using a library system is that when
there is no internet connection, the system cannot be accessed.

5.5. The Challenges of Learning Analytics

Learning analytics is said to offer greater opportunities in providing the best learning experience
for students, especially in this big data era. However, there are a few challenges that need to be
taken into account, especially the ethical issues that are likely to occur. One of the ethical issues
of learning analytics that can be raised is mislabeling students based on incomplete or incorrect
information or incorrect calculation. This factor needs to be considered because the ways in which
learners behave either in classrooms or through the internet depend on the level of complexity of
personal, emotional, social and economic factors that cannot be directly observable from their behavior
alone. In this case, learning analytics may have lessened the effectiveness or limited the learners’
choices of access to specific materials or resources. For instance, the adoption of learning analytics
could be useful to suggest courses and modules which might improve a particular student’s chance
of completing their qualification successfully. There will be more likely students taking easy courses
with the highest chances of success than those students who are taking courses with a high level
of difficulty and more challenging content. In this case, it is essential to include students as active
agents and collaborators. Through student-oriented learning analytics and the data being shown to
the learners, it will give both lecturers and students the chance for self-reflection and the development
of shared understanding. Another ethical issue of learning analytics involves legal issues—specifically,
privacy concerns, security and the handling of personal information of the students and the teachers,
as this information is needed as part of the educational data for learning analytics. Both teachers and
students may raise concerns regarding the security of their personal information and who is likely to
access the information about their ability and knowledge [44,55,56]. These issues need to be addressed
as the students and the teachers definitely require answers regarding the extent to which their personal
information is going to be used, because it can be considered unethical if the information is misused
and this can actually lead to violating the students’ and the teachers’ personal information. Apart from
this, it should be highlighted how exactly learning analytics can enhance the learning process in
educational settings. In this case, it is important to note certain criteria of learning analytics in terms
of its reliability, validity, effectiveness and usefulness in generating learning outcomes. Moreover,
it is important to consider how prepared are the education institutions for the adoption of learning
analytics. This is because not everyone knows how to use big data and learning analytics properly.
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Without proper guidelines on how to effectively use the information, this might affect the performance
of the students adversely. It is crucial to make preparations by having expertise on this area and
changing the infrastructure in order to ensure effective use of learning analytics in learning processes.

One of the main ways that big data can support higher institutions or universities is through
engagement between the students and the institutions. Education institutes have introduced a large
number of students’ engagement points from big data which can help the students, starting from
initial profiling all the way to their graduation from the institution. The student engagement lifecycle
considers how the institutes influence and improve the student’s engagement and also how it could
increase their time in the university through big data-powered applications.

5.6. Student Acquisition

Information about past performance and also data of both current and past students can be
used to develop profiles that indicate which kinds of students are most likely to be registered in a
particular institution. There is a need to employ graphic analysis to review their students’ social
network to pinpoint their friends or acquaintances which could be the institution’s potential new
scholars. The universities or institutions could use the students’ previous data, such as their high
school results and performance and also some other tests that they completed, such as aptitude tests or
surveys about their interest, and correlate these results with the universities’ graduates and be used to
advise the students regarding which major or curriculum to take. It is also necessary to incorporate
outsource data in regard to the future workforce competence and ability requirements and income,
which can help the students to make the correct choice to decide which minor or major will be suitable
for their future.

5.7. Student Performance Effectiveness

The students’ current test results are compared to their previous ones and similar students with
similar grades are grouped together and monitored. The lecturer’s notes and social media data such
as tweets, blogs, YouTube and hashtags should be incorporated in order to develop a much more
precise profile of the individual’s weakness and attitudes. Creating individual tutoring or small group
tutoring for those students who are having problems or even advising them to change their major
could be recommended to help those students who are having trouble. The appendix section of this
report shows an example of the student progress flow analysis.

5.8. Student Work Groups

To improve a student’s individual performance, the universities can arrange for a leverage cohort
analysis which enables the students to work together both inside the class and also outside the lectures,
which can help them to improve their individual achievements. This activity then enables the lecturers
to identify the group’s assignment and the reasons and factors for those assignments and it also
allows the lecturers to cancel. These analytics can reorganize the group task depending on outlined
design components and also other factors in which the lecturers need to write down their conclusions,
which are to be combined with the purpose of the group performance after reorganizing in order to
amend the dataset. The appendix section shows an example of the student cohort analysis.

5.9. Student Retention

The next application is to incorporate past data and grades, which include their effectiveness
and also their group works, which it then connects with respective demographic, social data and
also financial in order to grade the possibility attrition and distribute suggestions, which enables the
universities to reach a decision regarding whether to keep the student or not. Through distributing
and measuring the success of a particular suggestion, it allows the lecturers to come up with their
own suggestions, in which it could check for possible outcomes and can be practiced in forthcoming
detention interference propositions.
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5.10. Teacher Effectiveness

This application section concerns adjusting and measuring the lecturer’s achievements.
Their achievement can be measured by the number of students, the students’ probabilities and
their attitude categories, subject matter and also a few other variables which can certify that the
lecturers have the best experience for the students and lectures. Refer to Figure 5 for an example of
teacher effectiveness analysis.

5.11. Student Lifetime Value or Booster Effectiveness

It is necessary to plan in advance with consideration of offering possible levels for both
undergraduates and postgraduates. The major influence of targeting, profiling and messaging
to improve postgraduate success is determined by understanding the possibilities of achieving new
or forthcoming potential of income and prosperity. Individuals who take advantage of these are the
initially recognized as forthcoming supporters.

5.12. Student Advocacy

Data from the individual’s social network or their grades are used to come up with a student
advocacy score which can influence the student’s acquisition, in which it targets a successful student’s
peers; retention, by flagging any adjustments which could be made to avoid retention complications;
performance effectiveness, by flagging adjustments which could be made to prevent lecture room
achievement complications; and lifetime value applications.

5.13. Bookstore Effectiveness

The last big data-powered application is the bookstore effectiveness, which involves the use of the
retail industry’s finest proceedings to upgrade bookstore benefits using analytics-driven applications
such as textbook stock optimization and also merchandising effectiveness.

6. Conclusions and Recommendations

In conclusion, there were more undesirable impacts to the end-users resulting from the
implementation of iNEISTM. The surveys that were conducted showed that the users are still
not ready to accept the organizational change. Management Information Systems have changed school
management in the areas of leadership, decision-making, workload, human resources management,
communication, responsibility and planning. The intended purpose of the system, to lessen the
workload of teachers, was proven to be unfulfilled. Since iNEISTM is fairly a new system, it needs
more time to be accepted. In comparison to other studies, likewise, the adoption of E-Government
websites/services is significantly related to the quality of information systems.

A number of users cannot accept the system as it is seen to be an additional burden. ICT adoption
and diffusion has been studied in great detail by researchers in the information system area. However,
ICT acceptance in education remains a central concern of information systems research and practice.
Although IT is playing an increasingly important role in contemporary education, resistance to IT
remains significant in the education sector. Understanding the conditions under which ICT are or
are not accepted and used continues to be an important issue. iNEISTM is not a failure but there are
symptoms showing that the system is not being used effectively. Based on the analysis, this is due to a
lack of some factors such as a culture of communication and information sharing.

Resistance to adopting a culture of information use can often be attributed to a lack of shared
vision for system development—in this case, iNEISTM. A shared vision is one that is developed from
individuals’ visions for iNEISTM—what it should be, how it should function, what goals it seeks,
how it should be able to improve the education system for the common good. Without a shared vision,
units and individuals within the ministry are less likely to feel ownership of the system and are less
likely to be proactive in the advancement of iNEISTM. Although problems appear to be many and
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known to all, an analysis of these problems and the capability of identifying strategies for resolving
these problems remains inadequate. System monitoring and evaluation is yet to be institutionalized;
research and analysis is yet to be established. However, iNEISTM needs a clear vision to see and know
what to produce, who the product is designed to support and which departments and units to include.
The development of iNEISTM involves nurturing a new management culture more than establishing a
data and information system. The process of data collection, integration, analysis and dissemination is
important, but even more critical is the culture of data sharing, information use and organizational
management that leads to the effectiveness of iNEISTM.
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Appendix A. Description of Brunei Education Management Information Systems (iNEISTM)

iNEISTM stands for Integrated National Education Information System, which has launched live
online and is accessible to all schools. The purpose of INEIS™ is to streamline and transform the
Ministry of Education business processes to support its current needs to implement, monitor and
measure the National Education Scheme (SPN 21). The INEIS™ function is to provide an application
and technology platform to cater to the needs of the Ministry of Education of Brunei Darussalam.
The rapid growth of student enrolment and significant change in operational processes required to
comply with SPN21 have resulted in the need for INEIS™ by the ministry. INEIS™ has been designed
to provide a platform for harmonized and streamlined business processes and the flexibility to meet
future operational processes, business needs and integration needs. With the implementation of
INEIS™, the ministry aims to significantly improve operational efficiency and productivity and provide
better services, value and “holistic education” to students.

There are five objectives of iNEISTM, which are as follows:

• To track individual student progress in SPN21 outcomes.
• To reduce administrative load on teachers.
• To improve data quality.
• To transform organizations to be more transparent, efficient and accountable.
• To support, measure, optimize and sustain the implementation of SPN21.

The characteristics of iNEISTM are described below:

i. Integrated: Business processes in iNEIS™ are integrated with each other. Student data are
maintained in one place and used in-hand with other processes.

ii. Centralized: It is a single system used by Schools and MoE. Data entered at each school are
retrievable at MoE, thus reducing manual intensive submissions to MoE.

iii. Accessibility: It is a web-based system and it will be accessible by authorized users anywhere
and anytime as long as they have internet access.

iv. Efficient: Eliminate waiting period and reduce manual tasks. Administrative work can be done
at a faster pace, hence allowing efficient operations.

iNEIS™ runs 24 processes in day-to-day school operations, as listed below:
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Manage Student Recruitment Manage Clearance
Manage Student Admission Manage School Resources: Scheduling and Timetable

Manage Attendance Manage Curriculum Materials (Hardcopy)
Manage Assessment Manage Student Pass

Manage Examinations Manage Invoice (Billing)
Manage Student Progression Manage Awards

School Management Manage Co-Curricular Activities (CCA)
Manage Academic Operation Manage Collection

Manage Transfer Students Manage Scholarships and Bursaries
Manage Withdrawal Statistics and Reporting
Manage Deferment Manage Teacher and Student Records

Manage Student Allowances Manage Student Discipline

Basically, an “Integrated National Education Information System (iNEISTM)” was designed by a
consultant to ease the administrative work of teachers. The system would allow teachers to focus on
teaching and schools could update details through the system and not need to search for information
through spreadsheets. The Acting Assistant Director of the ICT Department at the Ministry of
Education, Zainal Abidin bin Hj Kepli, said that, in the past, a lot of teachers complained that the
load of administrative tasks was hampering their main duty—teaching. He added, “with iNEISTM,
which is used for attendance, curriculum, results, school fees and etc., it is just a matter of one click,
and the data will go to its destination automatically”. iNEISTM is an integrated system which aims
to streamline processes and track individual student progress in SPN21 outcomes. iNEISTM aims to
give a boost towards ensuring the full attendance of students at school and at the same time make the
enforcement of the Compulsory Education Act more effective.

Yang Berhormat Pehin Orang Kaya Seri Kerna Dato Seri Setia Dr Awang Haji Abu Bakar bin Haji
Apong (the former minister of MOE), during the Ministry of Education discussion session with members
of the Legislative Council, said that one of the elements found in iNEISTM was direct monitoring of
student attendance. According to Yang Berhormat Pehin, through the system, the integrity and quality
of students’ class attendance data from the start of the year can be prepared promptly and accurately as
well as with detailed analysis for the use of all parties of interest. He added that educators can use the
system to form statistics and make reports automatically, which will be more beneficial and reduce the
time needed to take attendance as well as allow them to devote more attention towards their teaching.

As the iNEISTM has begun its full implementation, all primary schools must aim for a 95 percent
pupil attendance rate, which the minister of education announced in a meeting with primary school
leaders at Sengkurong Sixth Form Centre. The minister went on to say that the new key performance
indicator (KPI) will help to measure students’ achievements in their school attendance and for school
leaders and parents to effectively monitor and support students’ learning development.

As reported in the Borneo Bulletin, the introduction of the Integrated National Education
Information System (iNEISTM) has evidently reduced the time needed to take attendance for teachers.
This aspect was one of the methods taken by the Ministry of Education to lessen the burden of
teachers who must complete extra administrative work in addition to teaching. More importantly,
a ninety-five percent attendance rate across government primary and secondary schools has been
recorded by the Ministry of Education (MoE) since the implementation of its online attendance
monitoring system iNEISTM.

Apart from the above, the MoE is compiling data on co-curricular activities in schools through
an online system to encourage students to take up at least one co-curricular activity throughout their
academic years. It is reported that the data are collected through the Integrated National Education
Information System. iNEISTM was launched to track and monitor students’ attendance. The purpose
is that the data-driven web application will ensure full participation of students in co-curricular
activities. The id iNEISTM will allow teachers to streamline the management of co-curricular activities
and ensure that students in primary and secondary schools participate in at least one co-curricular
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activity throughout their school years. This is to encourage students to stay active by making physical,
mental or spiritual wellbeing a priority by participating in co-curricular activities at school.

Aside from the description of the functions and characteristics above, iNEIS™ as an Educational
Management Information System is also a set of formalized and integrated operational processes,
procedures and cooperative agreements by which data and information about schools and schooling,
such as teachers, students, learning activities and evaluative outputs, are regularly shared, integrated,
analyzed and disseminated for educational decisions used of each level of the educational hierarchy.
While the INEISTM function is to provide an efficient administrative service for schools and MoE, the role
is for teachers to focus more on teaching. iNEISTM is designed as a centralized and integrated system
which supports processes in schools and MoE to be more efficient with a high degree of accessibility.

Appendix B. E-Government

E-Government has the ability to reduce communications and information costs, maximize speed,
broaden reach and eradicate distance. It can improve current government services, increase accountability,
result in more accurate and efficient delivery services, reduce administrative costs and time spent
on repetitive tasks for government employees, facilitate greater transparency in the administration of
government and allow greater access to services due to the round the clock availability of the internet.

E-Government activities can be examined in terms of the interactions between sectors of
government, business and citizen. Government-to-government (G2G) initiatives facilitate increased
efficiency and communication between parts of a government. G2G initiatives can improve transaction
speed and consistency while reducing the time that employees must spend on tasks. For businesses,
G2B (Government-to-business) interactions can result in increased awareness of opportunities to
work with the government and in cost savings and increased efficiency in performing transactions.
For governments, G2B interactions offer benefits in reducing costs and increasing efficiency in
procurement processes and provide new avenues for selling surplus items.

Though E-Government has clear benefits for businesses and governments themselves, citizens
may actually receive the widest array of benefits from E-Government. Government-to-citizen (G2C)
initiatives can facilitate involvement and interaction with the government, enhancing the “degree and
quality of public participation in government”. G2C interactions can allow citizens to be “more informed
about government laws, regulations, policies, and services”. For the citizen, E-Government can offer
a huge range of information and services, including information for research, government forms
and services, public policy information, employment and business opportunities, voting information,
tax filing, license registration or renewal, payment of fines and submission of comments to government
officials. In summary, E-Government helps in achieving greater efficiency in government performance
by raising service performance and service delivery, by eliminating inefficient processes and reducing
bottlenecks and red tape in the service delivery process as much as possible.

There are a number of E-Government application systems being implemented in Brunei,
named e-Darussalam. The e-Darussalam portal is Brunei’s official web portal which aims to facilitate
government transactions and delivery of services. Three types of E-Government services are as follows:

(a) PSC

The Public Service Commission’s (SPA) online recruitment system went live, which aimed to
make it easier for the public and the offices to fill government job vacancies online. The objective of the
PSC Recruitment Portal was to replace the manual system and to speed up the application process for
government jobs. Applicants receive online notification for interview/test and the result.

(b) GEMS

GEMS, which stands for Government Employee Management System, is an interactive, web-based
HRM (Human Resource Management) system spearheaded by the Public Service Department of the
Prime Minister’s Office to effectively manage the HR functions and operations of the entire Brunei
Civil Service.
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(c) Bru-HIMS

Bru-HIMS (Brunei Darussalam Healthcare Information and Management Systems) is a system that
integrates the management of patient information in both the medical and health services. The system
seeks to replace the manual patient record system which stores comprehensive patient information and
medical history to provide a more effective medical service for the population of Brunei. This system aims
to pull together a patient’s information and medical history under one file. “One Patient, One Record”.

(d) e-Hijrah

The implementation of the MOE’s new ICT initiative, “e-Hijrah”, as they prepare to transform ICT
in education is designed to support and accelerate the rate of change and innovation in the education
system initiated by SPN21 and to support the achievement of the goals of Wawasan 2035. iNEISTM is
one of the e-Hijrah Strategic Pathways under i-Services.
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