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Abstract: The Internet of Vehicles (IoV) and the Internet of Flying Vehicles (IoFV) are integral
components of intelligent transportation systems with the potential to revolutionize the way we move
people and goods. Although both the IoV and IoFV share a common goal of improving transportation
efficiency, safety, and sustainability, they possess distinct characteristics and face unique challenges.
To date, the existing literature has predominantly focused on specific aspects of either the IoV or
IoFV, but a comprehensive review comparing and contrasting the two domains is still lacking. This
review paper aims to address this gap by providing an in-depth analysis of the key differences
between the IoV and IoFV systems. The review will examine the technological components, network
infrastructure, communication protocols, data management, objectives, applications, challenges, and
future trends associated with both domains. Additionally, this paper will explore the potential impact
of technologies such as artificial intelligence, machine learning, and blockchain. Ultimately, the paper
aims to contribute to a deeper understanding of the implications and potential of these technologies,
both in the context of transportation systems and beyond.
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1. Introduction

The steady growth of the traffic volume in all modes of transportation [1] results in the
necessity to maintain and manage traffic flow effectively. Currently, human-operated traffic
systems characterized by a low level of cooperation and information sharing are often ap-
proaching their capacity. For that reason, there are ongoing attempts [2] to optimize traffic
flow by interconnecting individual vehicles. Such interconnection can enhance the effective-
ness and safety of those systems by introducing fully or partially autonomous operation
and improving operators” awareness by providing information relating to the system’s
condition, such as bottlenecks, accidents, or unsafe operating conditions. In addition, novel
means of transport are being introduced to already busy transportation systems, while the
underlying infrastructure remains unimproved. Growth in the popularity and utilization
of quadrocopters, otherwise known as drones or Unmanned Aerial Vehicles (UAVs), can
serve as an example. The increasing presence of quadrocopters operated by a person has
been causing damage to infrastructures, vehicles, and health [3], which may be attributed
to poor or nonexisting cooperation among vehicles in different systems, especially in areas
characterized by high traffic flow and the operation of UAVs by a human, without the
requirement for certification [4]. Effective cooperation could improve the effectiveness
and safety of those systems by providing a means for the improved planning of routes,
collision avoidance, collecting data about the environment more broadly, and sharing the
infrastructure [5].

While earlier works have been primarily focused on the simple provisioning of in-
formation in a timely and reliable manner, newer approaches attempt to broaden the
functionality of previous systems with the goal of autonomous operation. However, in the
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case of UAVs, autonomy is established more widely than in ground vehicles, such as cars.
Building on advancements in communication technologies [6], hardware [7] and software,
particularly artificial intelligence [8], the usage of (connected) vehicles is predicted to grow
in consumer, civil, and military applications [9].

Additionally, the onset of light and ultralight UAVs, particularly quadrocopters, has
expanded the application potential even further, primarily in the areas of healthcare for
delivering and retrieving COVID-19 self-testing kits, surveillance systems for the identifica-
tion of violent individuals [10], or pesticide application on crops [11].

A wide range of those applications relies on algorithms and methods that are resource-
intensive. However, ground and aerial vehicles are constrained in resources for power,
computation, and storage capacity. Those constraints become more pronounced under the
consideration that vehicles are not only required to perform tasks of a specific application,
but they are required to navigate in the environment safely [12]. Such applications undoubt-
edly require resources for sensing, communication, and navigation itself, which includes,
but is not limited to, localization, mapping, path planning, obstacle avoidance, or the
coordination of multiple vehicles. To overcome the limitation caused by scarce resources,
vehicular networks using means of the cloud, edge, and fog computing, coupled with the
concepts of big data and new generation mobile networks, provide transportation systems
with more secure and reliable connections, as well as virtually unlimited computing and
storage resources found in remote cloud data centers [13].

The accelerating need to interconnect vehicles to enhance the performance of traffic
systems results in an increasing number of systems being proposed and implemented. Even
though those systems have similar goals, they often undertake different approaches. They
undergo evolutionary advancements, such as the introduction of cognition, which may
not propagate to other designs caused by rapid development [14]. Therefore, this proposal
focuses on summarizing the technologies and approaches used in transport systems for
ground and aerial vehicles, thereby identifying the differences and common grounds
to enable easier cooperation and infrastructure sharing. In particular, we will focus on
vehicular ad hoc networks for both flying and vehicular vehicles and networks building on
the Internet of Things, together with an enhancement that was introduced: the Internet of
Vehicles, the Cognitive Internet of Vehicles, and the Internet of Flying Vehicles.

2. Background

The development of vehicular networks is tightly bound to the development of other
so-called enabling technologies, particularly in communication and computation. This
includes cloud computing with its related edge and fog computing paradigms or new
generation cellular networks such as fifth generation (5G) or beyond 5G. The employment
of those technologies in individual networks is diverse. Therefore, this section provides a
brief description of those networks and the manner in which the enabling technologies are
used. Table 1 provides a summary of the considered networks.

2.1. VANET

Vehicular ad hoc networks (VANETSs) are an adaptation of mobile ad hoc networks
(MANETSs) for transport. In VANETS, each vehicle serves as a network node equipped
with an onboard unit. The purpose of the onboard unit is to facilitate communication with
other vehicles and infrastructure in the network. VANETs have inherent similarities to
MANETS, especially in their capability to operate without a set infrastructure and mobility
of nodes. However, the mobility of nodes, that is, individual vehicles, can be significantly
higher than in VANETSs, which means that the network topology of MANETS is subject to
more rapid changes than in VANETSs. The consideration of vehicles as network nodes has
further implications, for example, in the variability of node density and the stability of the
connection [15].
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Table 1. Comparison of vehicular networks.
Feature VANET FANET IoV IoFV
Type of network Vehicular Flying Vehicular Flying
Communication range Short Medium to Long Short to Medium Medium to Long
Mobility Road-based Air-based Road-based Air-based
Infrastructure Roadside units L'1m1ted ground Roadside units, Cloud  Ground stations, Cloud
infrastructure
Signal obstruction, Limited energy, Signal interference, Limited energy,
Interference, Collision avoidance Dynamic topology Communlcatlon
Challenges changes, security concerns
Dynamic topology Security concerns
changes
Intelligent
Transportation Surveillance, Traffic management, Surveillance,
Applications Systems, . .
. Environmental Environmental
Emergency services . Fleet management, o
monitoring monitoring,

Safety applications

Disaster response

In contrast to MANETs, where nodes can move freely, the nodes in VANETs are usually
constrained by available roads and by the flow of traffic. Therefore, suitable technologies
for connection may differ in areas with dense traffic, where vehicles can use dedicated
short-range communication (DSRC) for vehicle-to-vehicle (V2V) or vehicle-to-infrastructure
(V2I) communication [16] to areas with sparse traffic, where a vehicle can be disconnected
from the rest of the network. In such cases, the DSRC is nowadays replaced with 5G,
thereby allowing the vehicle to stay connected [17]. However, the poor connection stability
of VANETs initially contributed to their low usability, and the lack of computing and
storage capacity, mostly restricted to onboard capacities, has made the implementation of
intelligent applications arduous [18]. To overcome this setback, a range of work focused on
introducing vehicles-as-cloud or the vehicular cloud has emerged [19], thereby enabling
vehicles to pool their resources with, however, the disadvantage of inconsistent availability.
The intermittent connections by which the VANET is characterized pose further risks and
problems in the wide adoption of this technology. The short duration of connection and,
therefore, frequent disconnections make it difficult to retain the confidentiality and integrity
of messages, especially without a centralized governing authority, which requires the usage
of a wide range of authentication and message encryption protocols [20].

Ad hoc-enabled automobile communities were one of the first uses for VANET systems.
With the aid of this application, a group of automobiles might be identified or made to self-
identify as a community. This group of automobiles would represent a subset of those on
the road who share the same objectives. This objective can, for instance, transport a group
of people to the exact location or get a group of emergency personnel to arrive to the same
place. Once the vehicles come into contact on the road, they will likely remain concurrent
as they travel, since they are all attempting to reach the same destination. This makes it
possible to create a more reliable communication scheme, which in normal conditions is
quite difficult for VANETs [21].

2.2. FANET

The flying ad hoc networks (FANETs) are developing on the basis of VANETs. How-
ever, the focus is primarily on flying vehicles. Even though both networks can be considered
as a subclass of MANETS;, there are constraints, such as node mobility, speed, and density,
present that require distinction [22].

From a connection and communication standpoint, the primary difference is that no
roadside units are present. Their futility stems from the assumption that vehicles may not
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necessarily operate on a set path; instead, they roam space freely [23]. Hence, FANETs
use the concept of base stations serving as a gateway for communication. Under those
circumstances, the usage of DSRC is obstructed in contrast to in VANETs. Instead, either
satellite communication or 5G networks can be utilized to secure the connection. A suitable
technology differs among applications and needs to be considered individually [24].

Similarly to vehicles in VANETSs, the computing capability of individual vehicles is
limited. However, especially in small UAVs, this limitation is amplified by the constrained
carrying capacity of a singular vehicle. For this reason, mobile edge computing is frequently
used to offload and load balance tasks among UAVs. This approach enables cooperation
in solving complex tasks, but it is necessary to consider both energy and communication
constraints [25].

Application scenarios of FANETs can be divided into three main categories [26];
the first one is surveillance, in which UAVs have the function of flying cameras. Usually,
the duties entail processing real-time pictures, video, or audio from flying objects to gather
critical information. For instance, UAVs may be used in search and rescue operations
to locate a target, usually on the ground. Another situation that might utilize a FANET
as an observational infrastructure is traffic and urban monitoring. Aerial reconnaissance
operations can be used for everything from law enforcement efforts to gathering data
about battlefields in a military environment. Another application setting is in agricultural
management. Another class similar to the prior is environmental monitoring, in which
UAVs serve as sensors gathering information from a specified area. Physical parameters, in-
cluding temperature, humidity, pressure, light intensity, and pollution level, are frequently
analyzed using UAV sensor networks [27]. The last class that has seen increased utilization
in recent years is the deployment of connectivity in places that require a particular type of
communication. In order to effectively and securely send data gathered by ground sensors
to remote control centers and to extend the communication range of relaying ground nodes,
autonomously flown UAVs are being employed as airborne communication relays [26].

2.3. IoV

In order to support requests arising from the new era of mobility, such as advanced
driving assistants or autonomous driving, systems of intelligent vehicles are moving from
communication models in VANETs toward the Internet of Vehicles (IoV) [28].

An IoV network may use concepts similar to its predecessor—VANETs. This can be
observed mainly in communication models such as V2V, V21, and others. The IoV, however,
is not limited only to a few specific models; on the premise of the Internet of Things (IoT),
it employs vehicle-to-everything communication (V2X). Due to the V2X communication
model, the IoV may use various technologies for connection, including wireless LAN
(WLAN) networks and cellular networks such as 5G or Bluetooth [29].

The limitations of VANETs in computation and storage are becoming overcome thanks
to the employment of remote computation in the form of cloud, edge, and fog computing.
This enables the IoV to process big data collected from the environment and consecutively
improve the system’s performance. The IoV networks can face security issues similar to
those observed in the VANET; however, there are attempts to alleviate the constraints
through the employment of novel concepts such as blockchain [30] or deep learning
algorithms [31], wherein each is enabled by a higher communication throughput and
generally better computation and storage resources. The four main kinds of IoV appli-
cations for intelligent transportation are safety-based, efficiency-based, comfort-based,
and information/entertainment-based applications. By identifying potential collision sce-
narios within the transportation system, safety-based IoV applications seek to avoid or
reduce the number of accidents. When collision avoidance system (CAS) information
is shared with nearby vehicles in the IoV, these are known as the cooperative collision
avoidance system (CCAS). IoV applications that focus on comfort try to inform drivers in
a way that will make the journey enjoyable and comfortable. This could contain data on
the weather, route navigation, parking lot information, and the locations of information
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kiosks for tourists, restaurants, gas stations, and other facilities. Applications that focus on
efficiency try to increase the mobility of vehicle items inside the IoV network. The timing of
traffic signals at intersections based on the volume of traffic to minimize waiting times is an
example application. Applications based on information and entertainment are intended to
provide drivers and passengers with information about amusement. Access to the internet
and other file-sharing services would fall under this category. Due to the dynamic and
evolving nature of the vehicle objects in the IoV network, it is currently difficult to provide
vehicles with access to the global internet and maintain the information [32].

2.4. IoFV

The goal of the Internet of Flying Vehicles (IoFV) is, similarly to the IoV, the integration
of the IoT and vehicles. Such integration could support an even wider adoption of UAVs by
enhancing their applicability similarly as it was demonstrated with the IoV. The relationship
between FANETs and the IoFV is comparable to the one observed in VANETs and the IoV.
Therefore, both networks engage in similar communication models, especially UAV-to-
UAV and UAV-to-base station. Differences between those two networks in connection and
communication are less significant than in their ground vehicle counterparts due to the
development of FANETs later in time. Like its counterpart of the IoV, the IoFV adopts
cloud, edge, and fog computing to analyze data and accomplish complex tasks requiring the
coordination, control, and analysis of collected data, which are then normally transmitted
to the base stations for processing [33]. Eventually, when edge computing is integrated
into the network, the computing load is reduced as a result of processing parts of the data
locally, thus also reducing time latency and enabling real-time applications.

The applications of the IoFV remain similar to those observed in FANETs. A specific
example is the usage of smart agriculture to improve the efficiency of production and
optimize crop quality while simultaneously minimizing the negative impact on the envi-
ronment. Other applications include disaster recovery, in which UAVs help manage natural
disasters such as fires, floods, earthquakes, or storms. This application domain utilizes
UAVs to collect environmental data from sensors in disaster-prone locations. The collected
data describes critical environmental parameters, such as temperature, humidity, luminos-
ity, strain, and stress, which enables undertaking and appropriate actions even before the
disaster occurs [33].

3. Building Blocks of Vehicular Networks

Each vehicular network implements several components that are vital for its operation.
Although they are known under various names, they frequently fulfill similar or equal
operations. In order to enable closer cooperation between networks designed for ground
vehicles and those for flying ones, it is essential to identify those components and their
similarities and differences to outline possible modifications.

3.1. Sensors

This category of sensors mounted directly on a vehicle can aid in two primary tasks:
motion control and data acquisition. In movement control, air and ground vehicles fre-
quently utilize accelerometers and gyroscopes to determine the position and orientation
of a vehicle, which enables the control system to maintain a desired path or position of
a vehicle, particularly in cooperation with other sensory equipment such as modules for
global positioning systems or cameras [34]. Several factors may determine the selection
from a range of available sensors. Primarily, it is necessary to consider constraints on
energy, weight, available space, connection, and a motion control system. Furthermore,
an intended application must be taken into consideration. Analogously to the sensors for
movement control, the use of data acquisition sensors is determined by available energy,
weight, available space, and connection performance [30]. This category may include
cameras, LiIDARSs, ultrasonic sensors, or radio frequency identification. Ideally, the selected
sensors would function for movement control and data acquisition.
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3.2. Onboard Units

The computing onboard of a vehicle is secured by an onboard unit (OBU). This
typically includes several components, including single board computers for computing,
read /write memory for information storage and retrieval, and network devices tasked with
establishing a connection to the rest of the network [35]. The main objectives of the OBU
are collecting data from onboard sensors, controlling actuators, transmitting messages,
and ensuring data security.

Further onboard computing is provided by the application unit (AU), which is cur-
rently limited to use in ground vehicles. The AU is designed to run specific applications.
It is defined as a device inside the vehicle communicating via an OBU, which also may
function in the role of an AU, or it can be a personal device such as a smartphone [18].
Although the definition of an AU found in ground vehicle networks expects it to be on-
board [18], it is possible to find components similar in function for UAVs. An example
may be found in small quadrocopters where a smartphone runs an application that directly
interacts with a UAV onboard unit, thereby enabling manual control of the vehicle and
providing information about its state or invoking autonomous actions, which are then
carried out by the onboard unit on a quadrocopter.

3.3. Base Stations

Even though some vehicular networks do not need to rely on pre-existing infrastruc-
ture for operation, many employ devices that can be denoted as base stations. These are
known as roadside units in networks of ground vehicles, and in UAV networks, those are
labeled as ground control stations or base stations [36].

RSUs are designated to extend the communication range in vehicular networks by
forwarding information to either onboard units or other RSUs, thereby providing access
to networks such as the internet. In some systems, they serve as edge computing devices
enabling the reliable operation of time-critical applications by processing data before they
are sent to a cloud or by running applications locally, thus ensuring a lower latency.

Similarly, base stations or ground control stations are used to extend the range of
communication among UAVs, offload tasks from onboard units to enable time-sensitive ap-
plications, establish the connection of vehicular network to other networks, and preprocess
data before they are moved to a cloud [37]. Both RSUs and base stations are intended to
be placed in geographical proximity to vehicles. They can be installed at a fixed location,
or other vehicles may operate in the role of base station/RSU. It may be a bus moving on a
scheduled route at a scheduled time or a UAV hovering at a set altitude, which would then
be known as an aerial base station [38].

3.4. Clouds

Remote computing in the form of cloud computing is gaining importance in vehicular
networks. This paradigm distinguishes newer networks based on the IoT from earlier
systems such as VANETs. Leveraging the capabilities of remote cloud data centers such
as on-demand service, resource pooling, and rapid elasticity facilitates the usage of big
data and artificial intelligence with the aim of providing improved performance for both
networks and applications [39]. Even though cloud computing aids in the performance of
those systems, it has been shown to be vital to employ edge and fog computing concepts
due to the time sensitivity of some applications, which may be observed in using base
stations as edge devices [40]. Even though these paradigms helped vehicular networks
to gain traction by providing virtually unlimited means for computation and storage,
several new problems arose, such as which processes should be moved to the cloud or edge
and when.

4. Layered Models

The lack of standardization in the developing areas in interconnected transportation
systems has led to numerous models being proposed. Systems concerned with ground
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vehicles often separate functionality among various layers as illustrated in the Figure 1,
with each performing a particular function or a set of functions [41]. However, systems
designed for UAVs frequently lack this distinct separation [42]. Therefore, this section
identifies specific layers in systems designed for ground vehicles and delineates common
points with UAV networks to facilitate structuring them into layers. This is vital because
even though both ground vehicle networks and UAV networks are undergoing rapid
evolution, advances in ground vehicle networks are rarely reflected in UAV networks and
vice versa [37]. An example is Cognitive IoV, which introduces cognition to the networks
for the more efficient management of infrastructure and resources; this approach is not
clearly defined in UAV networks despite its use in certain applications. In addition, such
unification may advance the cooperation of both transport modes.

e N | N R
Application layer Toll collection Traffic monitoring

L J \ RN J

4 N\ | N ( D
Network layer WiFi Cellular

\_ _J N\ N\ _/

e N | N )
Perception layer RFID Video

\ J N\ /L J

Figure 1. IoV layered model without the cognition layer. Adapted from [43].

While designs may vary, discernible patterns emerge in the layers and functionality of
different models. Four fundamental layers can be identified, namely, sensory, communica-
tion, cognition, and application. The layers of some existing models and their characteristics
are summarized in Table 2.

Table 2. Overview of current IoV architectures.

Reference Layers Applications
[44] Data, Virtualization, See-Through,
Control, Application Collision Warning

Sensing, Communication,

[45] Cognition, Control, Safety, .
- Transportation Management
Application
[46] Perception, Communication, Vehicle Collaboration

Application

User, Data Acquisition,
[47] Filtering, Communication, Traffic Efficiency, Safety
Control, Processing

4.1. Sensory Layer

For the collaboration of vehicular networks, it is crucial to collect heterogeneous
data describing the internal state of a vehicle and environmental data about the vehicle’s
surroundings. Furthermore, if the network is aimed to employ cognition to improve
performance, those data should also encompass the state of the network [48]. The sensory
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layer, as the lowest one, encompasses all sensors present in the network, and its principal
objective is to collect and potentially preprocess data collected from multiple sources,
including the surroundings of a vehicle from both onboard and offboard sensors, data for
movement control, and data regarding a network state, that is, traffic or resource utilization,
among others. Vehicles can realize this functionality by integrating onboard sensors and
units, which can collect and classify various types of data and transmit them to upper
layers [49].

In certain designs, like the one depicted in Figure 2, this particular layer might not be
explicitly delineated, as has been observed in prior work [44]. However, in architectures
specifically detailing sensory components [45], its role involves aggregating diverse data
from various origins, such as physical space, network traffic, and resource distribution
within the network. Consequently, the collection of data extends to internal vehicle sensors,
navigation systems [50], intervehicle communication, traffic lights, or other environmental
devices [47].

Application layer
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Figure 2. Architecture of IoV model merging sensing and communication layer [44].

4.2. Communication Layer

The second layer can be broadly characterized as a connectivity layer that supports
previously delineated communication frameworks, particularly the V2X. Its fundamental
role revolves around the establishment and sustenance of wireless links with established
networks like Wi-Fi, Bluetooth, or 5G.

This functionality is incorporated into the data layer in the framework proposed
by [51], where wireless communication nodes are endowed with additional resources for
storage and computation. These resources are somewhat abstracted as fog nodes, thereby
facilitating the decentralized provisioning of services. In a different approach outlined
in [45], a hybrid cloud/edge architecture was employed for communication utilizing
pertinent wireless technologies. The rationale behind adopting this architecture is the
imperative need for real-time data exchange and processing among intelligent devices.
Leveraging the edge computing paradigm allows models built on this architecture to
handle time-sensitive data from moving vehicles, thus progressively offloading other data
to the cloud for comprehensive computation and analysis.
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In the work presented by [46], the layer employs conventional routing protocols that
are contingent on the geographical positioning of nodes within the network, the topology,
and vehicle clustering. Additionally, it incorporates graph and path planning algorithms
for the discovery of the most efficient routing paths.

4.3. Cognitive Layer

The IoV and the IoFV cognitive layer is a key component in the implementation and
planning of these networks. The cognitive layer has the task of providing the vehicles with
the ability to perform complex tasks and to interact securely, efficiently, and intelligently
with their environment and network [52].

In the context of the IoV, the cognitive layer can offer a range of services and function-
alities that enable the vehicles to manage traffic, communicate with other vehicles and other
objects, and utilize cooperative intelligent transportation systems (C-ITSs). The cognitive
layer in the IoV can be presumed to be the layer that gives the underlying communication
and control systems intelligence [53]. It also permits the vehicles to make rigorous deci-
sions based on the information they receive from their surroundings. The cognitive layer
in the IoFV has the responsibility for providing the vehicles the ability to communicate
with one another and the infrastructure, as well as to make defensible decisions based
on the information they gather from their surroundings. The cognitive layer, sometimes
referred to as a cognitive radio [54], is likewise vital in the IoFV; however, it is primarily
focused on providing the flying vehicles with the ability to sense and interact with their
surroundings and the network in a safe and effective manner. Applications including
collision avoidance, autonomous flight, and traffic management are frequently supported
by this layer. The discussed layer provides flying vehicles with the ability to carry out
enumerated tasks by providing them with the capability to sense their surroundings and
the network’s conditions and react to them in a secure and effective way [55].

This layer can be seen as a shared responsibility between the vehicles, infrastructure,
and network. Vehicles feed sensor data and control signals to the layer; the infrastructure
collects and shares environmental data to the layer and also enables the vehicles to commu-
nicate and cooperate with each other. Furthermore, the data from the network operation
are processed in the cognitive layer to ensure a safe, efficient, and reliable network connec-
tion [56]. As such, this layer is vital for the further development of vehicular networks due
to the fact that it allows the vehicles to perform advanced applications and interacts with
the environment and network in a safe, efficient, and intelligent manner.

Within the realm of the Internet of Vehicles (IoV), the cognitive layer plays a role
in applications including traffic prediction, management adaptive routing, and decision
making for autonomous vehicles. By leveraging real-time data from interconnected vehicles,
the cognitive layer can analyze traffic patterns to predict congestion and dynamically adjust
routes to optimize traffic flow [57]. Additionally, it enables maintenance by monitoring
vehicle health data, thereby reducing downtime and improving operational efficiency [58].

In the domain of the Internet of Flying Vehicles (IoFV) the cognitive layer tackles chal-
lenges associated with mobility. It facilitates navigation, collision avoidance, and airspace
management for drones and other flying vehicles [59]. Through algorithms, the cognitive
layer ensures efficient flight paths by considering factors like weather conditions, airspace
regulations, and the presence of other aerial vehicles [60]. This capability is crucial for
integrating flying vehicles into environments to enable applications such as aerial deliveries,
surveillance operations, and emergency response.

In both the IoV and IoFV contexts alike, the cognitive layer also plays a role in com-
munication protocols that enable intelligent vehicle-to-vehicle communication as well
as interaction with infrastructure components. This communication is essential for syn-
chronized decision-making processes and enhancing system resilience [61]. In general,
the utilization of the layer in the Internet of Vehicles (IoV) and the Internet of Flying Vehi-
cles (IoFV) plays a role in building transportation ecosystems that are intelligent, highly
adaptable, and that prioritize safety.
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In conclusion, the cognitive layer in the IoV and IoFV plays a critical role in enabling
safe, efficient, and intelligent interactions between vehicles and their environments and
networks. To maintain the progress and advancement of these networks, ongoing research
and development efforts are necessary for the cognitive layer in both the IoV and IoFV.

4.4. Application Layer

The application layer, here referred to as the fourth layer, is tasked with the storage,
analysis, and processing of data collected through network operations [62]. To fulfill this
function, it incorporates high-capacity storage and processing infrastructure, as well as
tools for the analysis of data sourced from the network and its components.

The fundamental objective of this layer is to equip nodes with the capability to process
extensive data from diverse origins, thereby enabling the evaluation of various risks and
circumstances arising in traffic scenarios [58]. Such scenarios may encompass hazardous
vehicle movement conditions, traffic congestion, or emergency events.

The implementation described in [44] incorporates a pair of functionalities within this
layer; they are specifically denoted as the “see-through” and “collision warning” services.
The operation of these services relies on cloud computing technologies featuring adaptable
resource scheduling.

In the work presented by [45], services designed for the coordination and collabo-
ration of multiple vehicles and autonomous driving are instantiated. The model they
employed facilitates the deployment of additional services, thereby categorizing them into
two distinct groups: customized application services targeted at mitigating safety risks
in traffic and intelligent transportation applications encompassing intelligent driving and
transportation management.

The model outlined in [47] employs protocols like HTTP REST, advanced message
queuing protocol, and extensible messaging. It elucidates the protocol employed within
the Internet of Things (IoT) network, thereby illustrating its applicability in the context of
the Internet of Vehicles (IoV).

5. Communication in Vehicular Networks

Despite the significant advancements these technologies have brought to transporta-
tion, they also pose unique communication challenges. Our investigation encompasses
various connection and communication methods that enable vehicles to communicate
with each other and with the infrastructure. The utilization of wireless communication
technologies, such as cellular networks, ad hoc networks, and satellite communications,
to support the IoV and IoFV will be thoroughly analyzed. Moreover, we scrutinize the
critical considerations that must be taken into account in the design and implementation of
these communication systems, including security, scalability, and reliability issues.

5.1. Communication Models

Due to the incorporation of various infrastructural elements in the Internet of Ve-
hicles (IoV), a multitude of communication models is evident. These encompass the
exchange of information among onboard units (OBUs), roadside units (RSUs), base stations,
or transportation infrastructure. Consequently, three distinct categories can be identi-
fied based on the three primary components within vehicular networks, as illustrated
in Figure 3—namely, onboard communication, vehicle-to-vehicle (V2V), and vehicle-to-
infrastructure (V2I). These categories collectively form what is commonly known as the
V2X communication model.

Onboard communication is facilitated by the OBU and, in the context of the IoV, also
by the application unit (AU). The OBU establishes a communication link for the AU, thereby
ensuring the functionality of various onboard applications.
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Figure 3. Communication models within IoV network [63].

The significance of intervehicle communication cannot be overstated in the context
of IoV applications. V2V communication plays a pivotal role by enabling the broadcast
of operational data related to traffic conditions, including the detection of collisions or
emergencies [64]. Moreover, it serves as a crucial mechanism for network operations, thus
allowing data forwarding to the infrastructure when the vehicle is not directly within the
coverage of the IoV infrastructure. This functionality transforms vehicles into relay nodes in
V2X communication, thereby effectively expanding the communication range. The ability
to share data among vehicles through V2V communication facilitates the creation of ad hoc
vehicular clouds, as well as enables the pooling of computational resources for enhanced
IoV system efficiency [64]. These vehicular clouds eliminate the need to offload complex
computational tasks, such as environment map formation or path planning, to remote
clouds, thereby reducing solution delays.

Examining the last discussed communication model, V2I involves communication be-
tween vehicles and RSUs, thus establishing a vital channel for information exchange among
vehicles and other networks [65]. This connection establishment from a vehicle to an RSU
not only extends the communication range but also provides comprehensive information
about the transportation environment. It allows for the processing and integration of data
from individual components, thereby contributing to a more detailed understanding of
the surroundings.

The adoption of these communication models brings significant advantages compared
to earlier vehicular networks. These models enable communication for vehicles beyond
their immediate range, expand computing and storage capabilities through resource pool-
ing, and support the development of intelligent applications by processing data collected
from the transportation system.

5.2. Communication Types

The heterogeneous nature of vehicular networks requires the implementation of
various approaches to communication among vehicles and infrastructure. In this section,
we present three approaches used in vehicular networks. Each approach is presented with
its specifics, advantages, and disadvantages with appropriate use in specific scenarios;
hence, vehicular networks frequently need to combine them with the goal of securing the
most operational communication. They include the following:

*  Direct communication: The usage of direct communication is possible in cases when
vehicles are intended to communicate with base stations. In this scenario, vehicles
are not able to communicate directly with each other due to the centralization of a
network [66]. This type uses base stations as central nodes, thereby simplifying net-
work architectures. A significant disadvantage is the possible failure of a central node,
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which would result in a failure of the whole network. Furthermore, due to limiting
the communication only to a central node, the network may be prone to performance
issues such as bottlenecks and is not suitable for dynamic environments [67].

*  Satellite and cellular networks: Communication via satellite and cellular networks
plays a vital role in interconnecting multiple vehicles. While satellite networks are
suitable for communication in geographically distant nodes and find their use espe-
cially in flying vehicle networks, their use is also viable for ground vehicles in areas
with sparse infrastructure and outside of cities, where there may not be other means
of communication either directly to other vehicles or to an underlying infrastructure
in the case that a vehicle is located outside of the coverage of cellular or other wire-
less networks [68]. On the other hand, cellular network coverage can provide fast
and seamless communication in areas with sufficient coverage and is widely used
in both ground and aerial vehicles [69]. Compared to satellite networks, cellular
networks offer greater data transfer speed, lower latency—which is especially true in
new generation networks such as 5G or beyond-5G networks—and a lower cost of
operation [70].

* Ad hoc networks: In order to mitigate the disadvantages of the previous methods
of communication, vehicular networks implement ad hoc networks. This approach
was the primordial method of communication in earlier vehicular networks. Building
on the MANET, nodes in the network with this type of communication enable nodes
to communicate directly with each other without a need for centralization of the
network’s components [71]. The usage of such a method is convenient, especially
with more vehicles, with each viewed as an end system in proximity, thereby allowing
them to remain connected even in the case that a vehicle reaches a point without
a coverage of centralized components [72]. This method finds applications in both
ground and aerial vehicle networks. Even though this approach to communication
has several benefits in comparison to the previously discussed methods, its usage may
be hindered by the rapidly changing dynamic topology of such a network. To alleviate
those drawbacks, some works are focusing on designing routing protocols for those
networks with the goal of fast and reliable delivery of data while lowering the cost of
operation and energy consumption [51].

5.3. Clustering in Communication

The dynamic character of the nodes in the IoV and IoFV and the resulting incessant
changes in the topology of the network cause significant problems that hinder the ability to
scale the network or route data effectively [73]. To address those issues, the clustering of
nodes is commonly used, which is a strategy of dividing the network into groups of nodes
as displayed in Figure 4 and Table 3. This division can be based on a multitude of metrics,
such as the geographical distances of nodes.

Table 3. Overview of swarm intelligence-based clustering algorithms.

Citations Citations

System Algorithm WoS Scopus Year WoS Scopus Reference
EC-MOPSO PSO Yes  Yes 2022 2 1 [74]
MADCR MOA Yes  Yes 2021 7 11 [75]
AFS Clustering AFS No Yes 2020 - 3 [76]
CACOIOV ACO Yes  Yes 2019 13 19 [77]
MEFCA-IoV MFO Yes  Yes 2019 31 38 [78]
CAVDO DFO Yes  Yes 2018 52 64 [79]

Typically, there are three types of nodes that can be present in clusters [80], as portrayed
in Figure 4. The first type is the cluster head (CH) node, which bears the responsibility
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of coordination and communication with other clusters, as well as the management of
the node communication inside the cluster [81]. Therefore, this node should have added
features in terms of power, processing, and storage capabilities [46]. Another type of node
present in a cluster is the cluster member (CM) node. This represents an ordinary node
that has been included in a cluster based on a similarity metric [82]. This type of node can
only communicate directly with the cluster head. The last type of node that can be present
in a cluster is the so-called cluster gateway (CG), which bears some similarity to the CH
and therefore is frequently merged into one node for communication outside of the cluster.
The CG is frequently located on the cluster border compared to the CH [82].

RSU
GCS

Q) N

CH Cluster 1 CH T-._ Cluster2

CM3
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Figure 4. A model clustering in IoV.

The formation of clusters can have one of two forms: the centralized formation—in
which a central node, usually an RSU, assigns nodes to appropriate clusters [83]—or the
decentralized approach to formation—in which each node seeks its assignment locally [84].

The process of forming clusters in the network has several steps [85]:

¢ Discovery: In this stage, vehicles joining the network periodically broadcast messages
reporting their state as unclustered along with the data required to assign the vehicle
to a cluster.

*  CH selection: Upon receiving broadcast messages from neighboring nodes, a vehicle
will elect an appropriate node based on the gathered data.

*  Notification: After a CH is elected, it announces its state to the other vehicles by
broadcasting to the unclustered nodes.

*  Association: Subsequently, other nodes request to join the cluster and change their
state to clustered.

*  Maintenance: Both the CH and CM monitor the communication state with each other.
If the link is lost, a CM will change its state to unclustered and attempt to join a
different cluster.

When this process is utilized in the network, clustering may have a number of ad-
vantages. The primary benefits are energy conservation and a reduction in data transfer
delay [86]. However, the formation of optimal clusters in vehicular networks is consid-
ered to be an NP-hard problem; hence, it is beneficial to focus on near-optimal solutions.
As a result, numerous systems have introduced swarm intelligence algorithms to perform
clustering [79] such as those summarized in the Table 3. In order to determine their effec-
tiveness, we have evaluated the available data from the experiments described in Table 4.
As described earlier, the primary goal of clustering algorithms in the IoV is to generate
the smallest possible amount of clusters. Therefore, we have collected the presented data,
which are displayed in Figure 5 for systems using the freeway mobility model. The CAVDO
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system shows the most-generated clusters in each grid size compared to other systems.
On the contrary, the CACOIOV system has generated the lowest amount of clusters in a
grid of size 4 km x 4 km; however, the data for other sizes are not available. In addition,
the MADCR shows the smallest number of generated clusters in each grid size except the 4
km x 4 km, where it is overcome by the MFCA-IoV system.

Regarding systems using the urban mobility model, the EC-MOPSO cannot be evalu-
ated by the number of generated clusters, as this is one of the parameters of the simulation
that is set manually. The AFS clustering with a transmission range set to 200 m generated
eight clusters with 30 vehicles connected to the network and eleven clusters with 60 vehicles
connected to the network.

Table 4. Parameters of clustering experiments.

Parameter EC-MOPSO MADCR AFS Clustering CACOIOV MFCA-IoV CAVDO
Grid size (km x km) 1 1,234 1 4 1,2,3,4 1,2,3,4
Vehicles (count) 50-100 30-60 30-60 40-200 30-60 30-60
Speed (km/h) 30-100 72-108 30-50 79.2-108 79.2-108 79.2-108
Egrrlré??rgi)cation 200 Dynamic  100-600 Dynamic Dynamic Dynamic
Mobility Model Urban Freeway  Urban Freeway Freeway Freeway

Cluster counts

40

30
25
20
15
10

Number of clusters

Grid size (km?)
MADCR CACOIoV MFCA-loV  ==@==CAVDO

Figure 5. Number of generated clusters by algorithms using freeway mobility model at various grid
sizes with 40 vehicles in the network.

5.4. Routing

Vehicular networks allow for the rapid movement of vehicle nodes, which can cause
changes in the network’s topology [66]. As a result, the malleability of the network topology
is seen as an obstacle to the routing process in such networks. In addition, one of the most
significant challenges is the size of the network, which can be small or large depending
on the current traffic conditions [87]. For instance, the scale of the network might be
much smaller in rural areas as opposed to urban regions, highways, or metropolitan
cities. This is because large urban areas have a greater population density [88]. If the
network has been severely disrupted in any circumstance, it has the potential to become
fragmented, which makes the role of routing particularly important. Because the IoV
and IoFV are dependent on VANETs and FANETS, respectively, many researchers have
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implemented numerous traditional VANET/FANET protocols to solve the problem of
routing in vehicular networks [42]. As a result of the fact that VANETs and FANETSs are
a subset of MANETS, a significant number of studies on the implementation of MANET
routing protocols have been carried out. In addition to conventional routing algorithms,
the usage of swarm intelligence-based approaches is frequent, as is the case with clustering.
Table 5 summarizes such algorithms.

There are numerous types of routing protocols that differ according to their applica-
tion [89]. It is possible to categorize them according to several criteria [90], as indicated in
the Figure 6.

loV/loFV Routing
Protocols
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Figure 6. Taxonomy of routing protocols used in vehicular networks.

Table 5. Overview of swarm intelligence-based routing algorithms.

Algorithm WoS Scopus Year Citations WoS Citations Scopus Reference
PSO Yes  Yes 2019 1 1 [91]
PSO Yes  Yes 2021 1 1 [92]
PSO Yes  Yes 2021 2 3 [93]
PSO Yes  Yes 2020 2 3 [94]
PSO Yes  Yes 2021 6 8 [95]
PSO Yes  Yes 2020 6 8 [96]
F-Ant Yes  Yes 2018 29 39 [97]
Glow-Worm Swarm  Yes Yes 2022 1 0 [98]
Glow-Worm Swarm  Yes Yes 2018 5 4 [99]
ACO Yes  Yes 2022 18 27 [100]
Firefly Yes  Yes 2019 6 5 [101]

Unicast routing means the data are transmitted from one source node to another
destination node [102]. Therefore, it can be marked as point-to-point communication [103].
An example of such a protocol is the F-Ant protocol [97] leveraging the hybrid system
of fuzzy logic, as well as the principles of ant colony optimization to route data between
two nodes. This system considers data packets as ants laying pheromones on routes.
Coupling the evaporation of the pheromone and indicators such as the received signal
strength metric, congestion metric, and bandwidth of the node helps the system determine
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the best path to a destination. F-Ant routing ensures the fulfillment of quality of service
and low delay. On the contrary, this protocol may be vulnerable to security threats.

Geocast routing refers to the delivery of messages to a subset of nodes outlined by a
geographical region [104]. The implementation of these protocols in vehicular networks
is deemed to be problematic due to the high mobility of nodes [105]. However, the em-
ployment of the particle swarm optimization algorithm may alleviate some hindrances,
as demonstrated in [96]. The discussed protocol employs the particle swarm optimization
in the selection of a next-hop vehicle, which is a crucial task in geocast routing because of
frequent changes in topology, interference, and the high speed of nodes. The protocol dis-
poses of a fitness function maximizing delivery ratio and throughput, as well as diminishes
the delay in delivery, dropped packets, or communication overhead.

In the case of broadcast routing [106], the data packets must be delivered from one
node to all other nodes present in the network [107]. Such a protocol includes, for example,
the optimized link state routing protocol [92], which utilizes the particle swarm optimiza-
tion algorithm to select multipoint relay nodes responsible for broadcasting messages,
thereby consequently reducing the communication overhead in the network.

6. Computing in Vehicular Networks

The computation in vehicular networks plays an important role in the functioning of
such systems. Nowadays, applications running in vehicular networks are characterized
by the need for instant access to information and the decisions made upon them. As a
result of such demands, means for powerful computation had to be deployed in those
networks. Multiple paradigms have already been utilized, each of which is well suited for
various scenarios.

6.1. Onboard

The primordial model for computing in earlier networks was the employment of
onboard computing units. Those units, however, were limited in resources; they could not
swiftly process large quantities of data collected from the sensors and make appropriate
decisions such as those required for autonomous driving [108]. However, the improvement
of V2V communication has enabled the sharing of resources among vehicles. This denotes
the usage of the available resources of another vehicle by a different vehicle, thus forming
a variation of an ad hoc cloud [13]. Even though this model is flexible and potentially
allows for performance improvement by offering a larger set of resources for applications
in vehicles, the high mobility of nodes and the resulting high variability of the topology of
vehicular networks make it arduous to fully utilize shared resources [108]. Communication
among vehicles can be disrupted at any time, thus resulting in a loss of access to shared
resources. In addition, vehicles offering shared resources are often unknown, thus requiring
authentication and security measures to ensure the safety of data.

To alleviate these drawbacks, methods aimed at providing reliable resource sharing
are being designed. There are approaches using the digital twin in the cloud for modeling
the physical states of vehicles in the network with the real-time synchronization of data
such as location, velocity, or available fuel [109]. The location of a digital twin in a remote
cloud facilitates the usage of artificial intelligence and allows for the digital twin to act
as a broker for intravehicular communication to secure resource sharing among vehicles.
In this system, a vehicle communicates with its digital twin, which then can retrieve data
from the digital twin of a different vehicle. Even though this approach is not limited by the
proximity of vehicles, as the communication takes place via digital twins, vehicles have to
transmit data to a cloud, which can introduce an unwanted latency.

The other approaches introduce vehicular edge computing to share resources. In this
case, the edge computing integration into vehicular networks is conducted via resources
that are already available in the network. This means that rather than deploying dedicated
edge computing servers, it involves utilizing the resources in vehicles to act as an edge
node. Such an approach benefits from the geographical proximity of nodes, which may
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reduce latency but also may cause a disruption of service due to the limited timeframe in
which they are able to interact via direct communication [110].

6.2. Edge and Fog

Edge computing and fog computing are critical concepts in vehicular networks and
have been the subject of extensive research in recent years. These concepts improve the
performance, security, and scalability of connected vehicles by processing data closer to the
source, thereby reducing latency, and improving decision-making capabilities.

Edge computing is a distributed computing paradigm that brings computation and
data storage closer to the network’s edge, where devices such as vehicles are located.
The objective of edge computing is to diminish the latency of processing and decision
making, which is crucial for real-time applications such as traffic management, accident
detection, and road safety [111]. Processing data at the edge reduces the need to transmit
large amounts of data to a central location, thereby reducing network congestion and
improving overall network performance [112]. This concept has been widely studied in the
literature, with various edge-based solutions having been proposed for vehicular networks,
such as edge-assisted vehicular ad hoc networks for VANETs and edge-assisted ITSs [113].

Fog computing extends edge computing by bringing computation and data storage
even closer to the edge to the “fog” of devices that are located between the edge and the
cloud [114]. This allows for even lower latency processing of data and can also improve
security and privacy by keeping sensitive data closer to the source [115]. In vehicular
networks, fog computing can be used to support advanced applications such as cooperative
intelligent transportation systems (C-ITSs), and V2X communications. C-ITSs enable
vehicles to communicate with each other, as well as with the infrastructure, to improve
safety and traffic flow, while V2X communications allow vehicles to communicate with
other devices such as smartphones and traffic lights [116].

Fog computing additionally facilitates the integration of machine learning and artificial
intelligence algorithms, which can consequently improve the decision-making capabilities
of connected vehicles [117]. For example, trajectory prediction, traffic prediction, and ac-
cident prevention are some of the applications that can be improved with the integration
of machine learning algorithms. Additionally, fog computing can also help to improve
the scalability of vehicular networks by processing and making decisions locally, thereby
reducing the need for central processing [117].

Recently, fog-based solutions have gained traction as a promising approach for op-
timizing communication and data processing in vehicular networks. Fog-assisted V2X
communication and fog-assisted C-ITSs are examples of such solutions [118]. The lit-
erature presents various architectures and protocols for fog-based vehicular networks,
including fog-assisted VANETs [119] and fog-assisted ITSs [120]. These fog-based solu-
tions offer a promising path toward improving communication and data processing in
vehicular networks.

In addition, edge and fog computing can also help to improve the security and privacy
of vehicular networks by processing data locally and encrypting data in transit. This can
prevent malicious attacks on the network and protect sensitive information such as vehicle
location and speed [121].

Furthermore, edge and fog computing can also help to improve the energy efficiency of
vehicular networks by reducing the amount of data transmitted over the network, thereby
reducing the need for large and power-hungry central servers and enabling the use of
low-power devices [122].

In conclusion, the concepts of edge computing and fog computing have garnered sig-
nificant attention in the realm of vehicular networks and have been extensively researched
in recent years. These concepts offer the potential to enhance the performance, security,
privacy, energy efficiency, and scalability of connected vehicles by processing data near
their source, thereby reducing latency, improving decision making, enabling advanced
applications such as C-ITS and V2X communications, and facilitating the integration of
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machine learning and artificial intelligence algorithms. The significance of edge comput-
ing and fog computing in shaping the future of vehicular networks and the IoV cannot
be overstated.

6.3. Cloud

Due to the limitation of resources for computing and energy, it is common to employ
cloud computing to allow vehicles to offload computation tasks consuming a lot of available
resources to other nodes for processing [123]. As a consequence, cloud servers are generally
located considerably far from vehicles, thereby resulting in significant latency induced
by data transfer via core and backbone networks. For this reason, applications that are
highly sensitive to latency, as well as reliability, are not appropriate to be offloaded to
a cloud [124]. This category of applications includes emergency braking and collision
avoidance or obstacle recognition. On the other hand, applications that are not latency-
sensitive may be efficiently offloaded, which will result in conserving resources and a
reduced computation time for the offloaded task. Preserved resources can then be used to
promptly solve tasks that cannot be offloaded [125]. An illustration of a system utilizing
cloud computing alongside onboard computing is provided in Figure 7.

Cloud

~

Auto-scaling group

Server instance 1
Server instance N

Wireless access
point
A

Load-balancer

Storage

S o= o= P>

Vehicle 1 Vehicle 2 Vehicle 3 Vehicle N

Figure 7. An example of computation in vehicular networks [126].

7. Security

Given the increasing prevalence of vehicles, it is crucial to understand the risks in-
volved. Connected vehicles are vulnerable to attacks, which can be exploited by individuals
to gain control. Unmanned aerial vehicles (UAVs) and unmanned ground vehicles pose a
concern, as they have the potential to transport cargo and put human lives and property
at risk [127]. In order for someone to use a UAV or unmanned ground vehicle for their
purposes, they would first need to gain control over it.

To prevent attacks, it is important to ensure that both UAVs and unmanned ground
vehicles are properly secured. This involves implementing security measures such as
encryption, regular password updates, installing software updates, and securing the net-
work [128]. Apart from the risk of misuse, operating both UAVs and unmanned ground
vehicles raises safety concerns for people and property as considerations of privacy.

To tackle these concerns, regulatory authorities worldwide are establishing standards
and regulations governing the operation of UAVs and unmanned ground vehicles. These
guidelines differ from country to country [129]. They aim to define uses while minimizing
the risks of injury or property damage associated with these vehicles. Complying with
these regulations is essential.

Securing communication channels for both UAVs and unmanned ground vehicles
requires implementing an AAA process. This approach guarantees the security, authenti-
cation, and privacy of communication channels, thereby promoting a more accountable
utilization of these vehicles [130]. Security involves the following protocols:
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e Authentication is the verification of a user’s identity so that the person or system
trying to access resources is actually who they say they are.

*  Authorization is the granting of permission to access resources. If a person is authenti-
cated, the authorization process determines which parts of the system and resources
are accessible to that person and what actions he or she can perform.

*  Auditing is the process of recording information about who logged into the system and
when, which resources were used, and what actions were performed. It is therefore
about monitoring user activity and preventing illegal activities.

7.1. Countermeasures

Intrusion detection systems (IDSs) are developed and used to detect activities and
potential cyberattacks. Their main goal is to identify and explore connections associated
with types of cyber threats [131]. To achieve this, various approaches are used.

One approach is the rule-based IDS, which enables communication, between vehicles
(UAVs) and unmanned ground vehicles. It focuses on detecting the insertion of data related
to signal strength [132]. For example, the BRUIDS [133] system evaluates how well a UAV
can survive an attack. However, this rule-based system has limitations in detecting attacks.
It requires human intervention for configuring rules.

Another approach is the signature-based IDS, which relies on matching signatures
or patterns of known attacks against the content of network messages [134]. If a match is
found, it alerts the network administrator. Like the rule-based IDS, it may be less effective
against types of attacks that do not resemble existing patterns. For instance, in the Air
Force, ADS B technology has been used to detect the transmissions of messages.

The third approach is the anomaly-based IDS, which aims to identify behaviors in
networks or systems as signs of an attack. This method involves training a model to
understand behavior so that it can recognize anomalies when they occur [134]. As a
measure against denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks
and jamming, this approach is implemented.

To ensure the functioning of both unmanned aerial vehicles (UAVs) and unmanned
ground vehicles, it is crucial to utilize algorithms that can detect anomalies. These anomalies
include several measurements, such as changes in engine temperature. Additionally, these
vehicles can benefit from identification systems for traffic analysis [135]. They can also
make use of specifications-based systems equipped with embedded sensors and actuators.

When it comes to securing data and communication for UAVs and unmanned ground
vehicles, the process goes beyond protecting the network. Measures need to be taken to
prevent interception and to safeguard sensitive information. An algorithm that addresses
transmission challenges over channels like 5G between the vehicle and the ground station
based on the block coordinate descent method and sequential convex optimization may be
used [136]. This algorithm minimizes functions that are dependent on variables by solving
problems in blocks while optimizing a group of variables at each step [137].

Another approach used to maintain data confidentiality during communication is
functional encryption [138]. This algorithm optimizes variables such as transmitting power
or vehicle trajectory. In areas where UAV-assisted heterogeneous networks (HetNets)
require security, this can be enhanced through secured functional encryption techniques
that incorporate ECC, digital signatures, hashing, and other encryption mechanisms. These
measures enhance security. Also, they protect against malicious activities while encrypting
data [139].

When it comes to dealing with both UAVs and unmanned ground vehicles, there
are several ways to take countermeasures [140]. One option is using drone catchers or
vehicles equipped with nets to capture the vehicles if necessary. Another approach is using
drone defenders that emit radio waves disrupting the remote control signals and rendering
the vehicle inoperable. Additionally, a fence connected to a cloud-based unmanned aerial
system (UAS) can detect any attempts by the vehicle to cross boundaries and disable it [141].
Among the most prominent attempts, there are the following;:
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Wi-Fi jamming: This is the most common method used, and it operates at a frequency
of 2.4 GHz. It is the jamming of wireless transmission signals sent between devices
connected to a given Wi-Fi network [142]. It is also used, for example, to protect
the network from unauthorized access. The disadvantage is that such interference is
visible and can be easily detected. Also, the interference is quite limited, and nearby
frequencies are interfered with in addition to the target frequency [143].

Replay: This attack consists of repeated data transmission between two devices
without the data being modified in any way. The attacker intercepts the original com-
munication and later retransmits it to gain unauthorized access [144]. For connected
vehicles, it can also be used to break the encryption key while replaying the ARP
protocol. It is mainly used when the connection between the vehicle and other devices
is secure [145].

Buffer overflow: This is an attack intended to fill the vehicle’s memory buffer with
more data than it can process. Such data overflow can cause the vehicle to malfunction
and execute arbitrary code, which is exploited to gain control of the device [146].
DoS: This is performed either by deauthentication or Wi-Fi jamming, which causes
devices in the vehicular networks to crash [147].

ARP cache poisoning (ARP spoofing): An attacker sends spoofed ARP messages
into the network in order to deceive other devices trying to communicate with the
device. These spoofed ARP messages contain a physical MAC address to which other
devices will send their messages. However, this MAC address is spoofed and it is the
attacker’s device, which gives him access to the data being sent and allows him to
modify it and send it on. In vehicular networks, it is used to send malicious scripts
repeatedly [148].

7.2. Threats

It is important to be aware not only of the potential but also of the potential threats

that drones may encounter. Threats can be diverse and can affect their safety, functionality,
and ability to successfully perform their operations and tasks. There are many threats,
but the most common include the following:

GPS signal manipulation: The GPS signal is crucial for navigation applications. It
is transmitted by satellites orbiting the Earth. However, there is a vulnerability on
Earth known as”GPS spoofing.” This refers to the act of generating a GPS signal
to manipulate the GPS receiver in a target device. The person behind the spoofing
has access to information about the GPS signal from satellites. The person uses it to
create a manipulated version, thus giving them control over the target device [149].
This poses a risk for vehicles (UAVs) and unmanned ground vehicles that follow
predetermined routes [150]. GPS spoofing could potentially lead to the theft of assets
or result in unsafe cargo delivery, such as biological weapons or explosives.
Malware and data interception: The wireless and remote control methods used for
piloting UAVs and unmanned ground vehicles are not completely secure. Hackers can
secretly implant a message into the vehicle’s memory by installing malware without
detection in the system that controls the ground station [151]. Additionally, since these
vehicles often monitor objects, their unsecured wireless transmission of sensor data
makes them susceptible to hackers inserting malware.

Wi-Fi interference: When deauthentication processes occur between an access point
and a vehicle controller, it opens up opportunities for hijacking UAVs and unmanned
ground vehicles. When hackers disrupt the Wi-Fi frequency of a drone, they manipu-
late it to connect to a network without authorization [152].

Technical issues and nature: There are factors that can lead to crashes of UAVs and
unmanned ground vehicles, such as the loss of connectivity, inexperienced piloting,
or unfavorable weather conditions. These incidents can cause damage to property.
Ref. [153] studied how these risks can even result in injuries. Additionally, technical
problems like motors overheating or batteries exploding in temperatures can pose
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risks. Inadequate security measures in the design of these vehicles may also contribute
to the loss of control, thus further escalating harm [154].

¢ Privacy concerns: As the popularity of UAVs and unmanned ground vehicles increases,
so does the concern surrounding privacy [155]. Equipped with cameras and sensors,
these vehicles have the capability to capture high-quality images and collect data that
may intrude upon an individual’s privacy without their consent. Privacy concerns
extend further when considering the risk of hackers gaining control over a vehicle’s
cameras and gaining access to data from military zones or private residences for
purposes such as identity theft, blackmailing, or illegal activities [156].

Regulatory bodies worldwide are actively working on establishing rules and reg-
ulations concerning the use of UAVs and unmanned ground vehicles. However, these
regulations vary across countries, with some regions still lacking guidelines. The measures
being implemented include obtaining permits for operation that adhere to procedures
during usage, as well as imposing limitations on vehicle use within certain areas or un-
der specific circumstances [157]. To tackle privacy concerns, it is important to establish
guidelines that mandate operators to seek consent from individuals before capturing im-
ages or collecting data. Furthermore, it is crucial to take measures to guarantee the usage of
applications, especially considering that many vehicles have apps, which could potentially
pose security risks [158].

8. Use Cases and Applications

Drones and autonomous ground vehicles have proven to be excellent tools with a
wide range of applications that impact a variety of industries. Their flexibility, precision,
and availability are some of the most important factors in their procurement. This chapter
describes the various uses of drones and autonomous vehicles, thereby ranging from
agriculture to surveys, monitoring, and beyond.

8.1. Agriculture

The use of drones in agriculture has gained a lot of popularity in recent years. Farmers
are seeking efficient ways to monitor their crops, and specially designed drones offer a wide
range of applications that are guaranteed to help them do just that [159]. One of the key
advantages of such drones is the creation of high-quality images using NDVI (normalized
difference vegetation index) technology. By combining these images with machine learning
and computer vision, farmers are able to monitor plant health and even predict crop yields.
Drones proved to be an attractive solution during the COVID-19 pandemic, particularly
when physical contact was limited.

Drones used in the field include various models tailored to specific agricultural tasks.
Bayer drones [160], for instance, are multipropeller drones powered by rechargeable bat-
teries. Equipped with up to a 10-liter tank, these drones can cover a hectare of land in
10-15 min. Their autonomy allows them to detect and avoid obstacles or automatically
fill the tank. Moreover, they can operate collaboratively in a group of drones, thereby
enhancing their efficiency.

Similarly, the DJI Agras MG-1 drone [161] is designed specifically for the application
of pesticides and fertilizers on crops. With a payload capacity of 10 kg, it can efficiently
cover 1 hectare of area in about 20 min. The drone’s efficiency and cost minimization are
achieved through automated spray adjustment, which depends on the current speed of the
drone, thus ensuring a uniform application of the product.

Expanding beyond aerial solutions, autonomous vehicles on the ground have also
found application in modern agriculture. In the realm of autonomous ground vehicles,
technology has been leveraged to optimize tasks such as planting, harvesting, and monitor-
ing [162]. These vehicles offer a promising alternative, especially in scenarios where aerial
drones may face limitations.

Autonomous ground vehicles, much like their airborne counterparts, leverage ad-
vanced technologies such as machine learning and computer vision to navigate through
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fields, assess crop health, and perform targeted interventions. These vehicles can oper-
ate efficiently in a variety of terrains, thus offering farmers a versatile tool for precision
agriculture [163].

In the context of autonomous vehicles on the ground, one notable example is their
application in autonomous farming vehicles for soil mapping. In regions, drones like those
developed by Drones FAO are recommended to farmers when different operations, such
as pesticide spraying or fertilizer application, are needed. These ground-based vehicles
provide accurate information to help farmers achieve greater efficiency and quality in
their crops, thereby showcasing the interdisciplinary nature of autonomous technologies in
modern agriculture.

8.2. Warehouses and Logistics

The exponential growth of global e-commerce, represented by the surge in e-shops,
has led to a proportional expansion in the size of warehouses. In these large-scale facilities,
managing goods and intralogistics presents challenges that have spurred technological
advancements in drones tailored for warehouse applications. These drones are currently in
use performing automated inventories that streamline managerial tasks, alleviate tedious
and hazardous work, and enhance overall efficiency beyond the capabilities of manual
labor [164]. The Fourth Industrial Revolution, also known as Industry 4.0, has introduced
various technologies that are applicable to and transformative for warehouses. These
technologies include scanning, QR codes, RFID, and artificial intelligence, thereby enabling
the automation of warehouses through drone control [165].

Drones deployed within warehouses are versatile and can contribute to various activities:

Inventory: Owing to their exceptional maneuverability and compact size, drones
can undertake tasks such as audits, retrieving items, and conducting inventory assess-
ments [166]. This capability enables warehouses to reduce labor costs or enhance the
accuracy of inventory quantity assessments.

Intralogistics: Drones are also viable for intracompany logistics [167], thus transport-
ing goods along predefined flight paths. Challenges such as weight capacity, gripping
mechanisms, and precise location awareness need resolution to fully leverage the potential
of drones in this activity.

Inspection and surveillance: Drones can play a crucial role in inspecting the condition
of roofs, racks, walls, and ceilings, thereby contributing to enhanced workplace safety.
By minimizing dangerous tasks performed by workers, drones offer a cost-effective alterna-
tive, particularly in interior inspections. Predefined routes equipped with cameras can be
utilized to prevent theft and monitor against other unwanted activities [168].

However, the implementation of drones in warehouses is not without its challenges.
Safety concerns for employees in the event of drone malfunctions, questions of liability
in the case of failures, and the potential invasion of privacy due to camera-equipped
drones are important considerations. Navigation can be problematic indoors due to the
limitations of using GPS, and obstacle avoidance becomes challenging in warehouses with
numerous obstacles.

While drones have proven effective for tasks within the warehouse, last-mile delivery,
often carried out by courier services, poses its own set of challenges. Traditional par-
cel delivery using internal combustion engine vehicles is not environmentally friendly,
and issues such as traffic congestion can disrupt delivery schedules. As online shopping
continues to surge in popularity, there is a growing demand for efficient transport logistics
solutions [169].

Single drone delivery: In certain situations, a single drone delivery proves sufficient.
These drones can carry parcels weighing up to 2.5 kg, thus covering over 80% of online
retailers” products. The drone’s range is between 3 and 33 km, thus necessitating multiple
recharges for longer-distance deliveries [164].

Drone swarm delivery: The concept of a drone swarm involves a group of drones
working collaboratively to achieve a task. Synchronized and capable of communication,
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drone swarms can function as a unit. This approach becomes advantageous when multiple
packages need delivery to the same location or for heavy packages beyond the capacity of
an individual drone [170]. Drone swarms can be categorized as static or dynamic, with the
latter offering parallel task execution. Drones forming a formation in flight can save energy
by reducing drag forces and lift forces, thereby increasing the overall flight range.

A combination of trucks and drones emerges as an effective solution for parcel delivery.
In this model, the truck serves as a launching and charging station for the drones while
transporting the goods. This coordinated approach involves multiple vehicles interacting
and acting as mobile stations for the drones [171]. The synchronized routing of trucks and
drones optimizes the delivery route, thereby aiming to visit each customer only once—
either by drone or vehicle—minimizing delivery time, and reducing costs.

8.3. Healthcare

The use of drones in public spaces faces global restrictions due to airspace and privacy
regulations. While these constraints partially impact the development of healthcare-related
drones, certain organizations, such as WeRobotics, persist in implementing solutions in this
field worldwide. Notably, researchers at the Johns Hopkins University School of Medicine
have discovered that transporting lab tests using drones did not compromise the accuracy
of their results.

Drones exhibit the capability to transport biological samples, thus proving particularly
valuable in scenarios where road transport is inefficient. This capability becomes especially
indispensable during natural disasters. Drones excel in delivering medical supplies to
communities where infrastructure and transportation are often limited, thereby signifi-
cantly reducing the time required for supply delivery [172]. Addressing this challenge,
Aidronix aims to create an unmanned system dedicated to providing medical assistance
in rural communities. Their plan involves establishing distribution centers from which
drones will transport medical supplies. An emerging concept known as “lab-on-a-drone”
envisions drones as mobile laboratories providing diagnostic tools for disease diagnosis
and treatment.

Unmanned aerial vehicles (UAVs) can also play a crucial role in controlling infectious
diseases, particularly those caused by pathogens such as viruses or bacteria. Drones
equipped with sensors and artificial intelligence can gather data on environmental factors
like water or vegetation. The use of intelligent drones may gradually replace satellites
employed for monitoring and ecological research [173].

Expanding beyond aerial solutions, autonomous ground vehicles add another dimen-
sion to healthcare logistics. These vehicles, leveraging technologies like machine learning
and computer vision, offer efficient transport solutions [174]. Autonomous ground vehi-
cles are well suited for scenarios where drones may face limitations, thereby providing a
versatile tool for precision healthcare logistics.

Ensuring the safety of both medical drones and ground vehicles is paramount. Mea-
sures include preventing collisions with other objects to avoid property damage, personal
injury, or harm to transmitted samples or instruments. Designated safe areas for takeoff
and landing, along with weatherproof and rainproof features, are essential considerations.
However, achieving these safety features may involve tradeoffs between payload capacity,
performance, speed, and maximum the range of the drones and ground vehicles [175].

8.4. Space Exploration

There are various methods to observe space objects such as telescopes, spacecraft,
landers, or rovers. However, these methods have their own drawbacks that hinder the
effective search of space. The use of drones and autonomous ground vehicles for such
exploration brings several advantages, such as the ability to map a larger area in less time
compared to a rover and at the same time with a much higher resolution than current
satellites provide. UAVs and ground vehicles can be used to correct engineering errors
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or to gain a comprehensive understanding of the atmosphere and surface/interior of the
planet [176].

As is usual with any technology, it has its flaws and shortcomings. The very imple-
mentation of drones and ground vehicles for this purpose poses safety concerns, flight
requirements, or data gain. Due to the vast distance between Earth and space, it is not
possible to control drones and ground vehicles remotely from a ground station. The aim
is to create a communication system that allows such communication. Data transmission
would be handled through an intermediary in space, which would receive data from the
drone or ground vehicle and send it to Earth. The intermediary is necessary because of
the increased weight of the drone or ground vehicle due to the necessary antenna when
sending directly to Earth [177]. Overall, the UAV and ground vehicle used must be very
light and should consist of only the necessary components. Such a drone or ground vehicle
should be powered using LiPo (lithium polymer) batteries combined with solar energy to
increase flight time. The navigation and control subsystem also faces challenges, as there is
no physical structure to rely on for computation. In other words, there are no clues on alien
planets, such as buildings or markers on Earth, by which the drone or ground vehicle can
navigate in space [178].

8.5. Search and Rescue

Drones and autonomous ground vehicles represent significant potential in rescue
operations, particularly in rural and remote areas where the location of the person in need
of help is unknown. Time is a critical factor in such situations, and the deployment of
drones and ground vehicles can significantly reduce rescue time [179]. In the case of natural
disasters such as avalanches, floods, fires, or contamination, these autonomous systems
can move more efficiently than search teams. Equipped with various sensors, including
those for radioactivity, they play a vital role in the search and scanning of an area.

For instance, a sensor for radioactivity on these autonomous systems can prevent
further complications that may arise without their intervention. However, challenges can
arise in navigation, as the position of the drone or ground vehicle may not always be
accurate, thereby complicating the search action significantly [180]. In another scenario,
such as the loss of a child in an amusement park, drones and ground vehicles using cameras
to identify people may raise privacy concerns. By addressing these challenges, it becomes
possible to utilize drones and ground vehicles efficiently in the search for individuals in
need of assistance.

8.6. Other Applications of Drones and Autonomous Ground Vehicles

In addition to the aforementioned applications, both drones and autonomous ground
vehicles showcase their versatility and impact on various industries. Some noteworthy
applications include the following:

¢ Tourism, commerce, and cinematography: Drones play a pivotal role in the realms
of tourism [181], commerce, and cinematography [182]. They provide high-quality
images, thereby offering new perspectives to attract tourists and promote destinations
at a whole new level. In cinematography, drones offer a cost-effective means to capture
special shots that might be physically and financially challenging with alternative
equipment.

e  Underwater operations: Both aerial drones and unmanned underwater vehicles
(UOVs) contribute significantly to monitoring marine life. Aerial drones can be
used to survey coastlines and assess environmental conditions, while underwater
drones are employed in surveys, checking underwater infrastructure, and searching
for oil and gas. The advantage of underwater drones lies in their ability to withstand
the dangerous and harsh conditions beneath the water’s surface. Advancements in
this technology are anticipated, thereby enabling more sophisticated research and
exploration of deep sea locations [183].
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e  Traffic monitoring: Drones and autonomous ground vehicles have proven effective
in traffic and accident monitoring, thus quickly providing necessary footage through
high-quality cameras [184]. They find applications in areas with a high frequency
of accidents, thereby assisting in assigning blame or facilitating decision making.
Beyond traffic, these autonomous systems are utilized to monitor crowds at protests
or refugee movements, therbey contributing to public safety [185].

e  Military applications: In military contexts, both drones and autonomous ground
vehicles serve various purposes, from simple surveillance and reconnaissance to more
complex tasks. They play a role in targeted killing through artificial intelligence,
thereby reducing the risk to personnel. However, concerns about the misuse of such
technologies for personal gain, potentially leading to property damage or harm to
innocent lives, have been raised.

9. Challenges

In this chapter, we will be exploring the challenges that come with combining the
Internet of Vehicles (IoV) and the Internet of Flying Vehicles (IoFV) into one big network.
This merging of connected cars and flying vehicles offers a lot of exciting possibilities, but it
also comes with some tricky problems. We will look into issues like keeping everything
secure, making sure different systems can communicate with each other, dealing with rules
and regulations, and setting up the right infrastructure. This journey aims to uncover
the obstacles and find ways to make a smoothly connected and airborne transportation
future possible.

9.1. Regulations

The topic of regulations surrounding the IoV and the Internet of Flying Vehicles
(IoFV) has several aspects that need to be taken into consideration. This primarily includes
existing road traffic regulations, aviation frameworks, and broader legal considerations.
Currently, traditional road traffic regulations form the foundation, especially when it comes
to autonomous vehicles, for the IoV governing how vehicles move, traffic flows, and vehicle
behavior [186]. However, with the integration of the IoV and IoFV, traditional regulations
face challenges. Additionally, existing aviation regulations designed for aircraft need to be
adapted to accommodate aerial vehicles (UAVs) and urban air mobility (UAM) systems in
the IoFV [187].

One important aspect is how road and air traffic regulations converge due to the
mobility paradigm introduced by the IoFV. Navigating through airspace effectively requires
an approach that combines ground and aerial regulations [188]. This ensures that flying
vehicles can seamlessly integrate into existing traffic frameworks. At the same time, clear
guidelines must be established within environments to address airspace management
issues, flight corridors, and integrating takeoff and landing zones [189].

Current aviation regulations primarily cater to manned aircraft and struggle with
adapting to the increasing number of autonomous flying vehicles. The regulatory discus-
sion focuses on matters such as air traffic control, collision avoidance, the certification of
systems, and vehicle registration [190]. The evolving landscape of the Internet of Flying Ve-
hicles (IoFV) requires an evaluation of the existing regulations to determine their adequacy
and relevance.

When it comes to cybersecurity, it becomes more critical in the IoFV compared to the
Internet of Vehicles (IoV). Aerial vehicles face cyber threats, so regulatory frameworks
must address not only data protection and encryption but also the vulnerability of flying
systems to hacking and unauthorized access. This involves creating rigorous cybersecurity
protocols for flying vehicles to ensure operations within the IoFV [191].

In some jurisdictions, regulatory bodies are taking steps by exploring ways to integrate
flying vehicles into urban areas through pilot projects and regulatory sandboxes. These
initiatives provide controlled environments for regulators to test and refine their approaches,
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thereby fostering an atmosphere that promotes experimentation learning and the iterative
development of regulations that can effectively accommodate the IoFV [192].

International collaboration plays as much of a role in regulating the IoFV as it does in
regulating the IoV. Since flying vehicles operate beyond national boundaries, collaborative
efforts between regulatory bodies, aviation authorities, and international organizations are
essential in establishing unified frameworks for governing the IoFV [127]. This collabo-
ration goes beyond managing airspace. It also includes aspects such as interoperability
between countries having standardized certification processes and dealing with legal and
liability issues in the case of incidents involving aerial vehicles [193].

To conclude, the regulations for the Internet of Vehicles (IoV) and the Internet of
Flying Vehicles (IoFV) require an approach that takes into account existing road traffic rules,
adjusts aviation frameworks, and addresses the challenges presented by flying vehicles.
As technology progresses and changes how we travel on both land and in the air, regu-
latory frameworks must adapt dynamically to find a balance between innovation, safety,
and societal impact. The coexistence of vehicles and flying vehicles creates a regulatory
environment that requires ongoing dialogue, adaptation, and international collaboration.

9.2. Integration

The integration of the Internet of Vehicles (IoV) and the Internet of Flying Vehicles
(IoFV) into a network is an undertaking that involves various considerations such as
security, infrastructure, existing technologies, and frameworks. Ensuring security measures
is crucial. Achieving successful integration also requires leveraging current infrastructure
and technologies while accommodating the unique characteristics of both ground and
aerial transportation systems.

When it comes to security, a comprehensive approach is needed. This includes imple-
menting encryption techniques, secure communication protocols, robust authentication
mechanisms, and measures to protect the infrastructure. These security measures should
align with existing frameworks while addressing the challenges posed by merging the IoV
and IoFV.

Infrastructure readiness plays a role in this integration [194]. The physical and com-
munication infrastructure must be designed to cater to the needs of ground and flying
vehicles. This involves deploying traffic management systems for ground vehicles, as well
as establishing air traffic control mechanisms for flying vehicles [195].

Existing technologies and frameworks significantly influence how this integration
takes shape. Utilizing communication protocols, such as V2X communication for ground
vehicles and UTM for flying vehicles improves the efficiency and compatibility of com-
munication [196]. By integrating with established intelligent transportation systems (ITS)
frameworks, we can facilitate data exchange and contribute to a more cohesive and effective
transportation ecosystem [197].

To ensure an integration process, it is important to examine existing models of the
IoV (Internet of Vehicles) and IoFV (Internet of Flying Vehicles). Noteworthy examples
in the IoV domain include the C-V2X (cellular vehicle to everything) platform, which
employs networks for vehicle communication [198], as well as DSRC (dedicated short-
range communication), which is a wireless technology designed specifically for vehicular
communication [199]. On the IoFV front, UTM (unmanned traffic management) models
offer a framework for managing and monitoring low-altitude airspace to enable efficient
drone operations [200].

In order to meet the communication needs of ground and flying vehicles, it may
be beneficial to consider a communication infrastructure. This approach involves com-
bining DSRC for ground vehicles with satellite-based communication for flying vehicles
to optimize coverage and reliability [154]. Additionally incorporating edge computing
capabilities allows for critical data to be processed closer to their source, thereby reducing
latency and improving real-time decision making in areas like collision avoidance and
route optimization [201].
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Furthermore, integration extends beyond software systems; retrofitting existing infras-
tructure with sensors and communication devices can enhance the responsiveness of our
transportation network [202].

This involves implementing traffic lights with embedding sensors [203] in roadways
and establishing communication infrastructure at landing pads and airports to enable oper-
ations within the Internet of Vehicles (IoV) and the Internet of Flying Vehicles (IoFV) [204].

Collaboration is crucial to tackle the challenges associated with integrating infrastruc-
ture and technology. Collaborations between government entities, technology providers,
vehicle manufacturers, and urban planners through partnerships encourage a cooperative
approach toward standardization, policy development, and the creation of interoperable
frameworks [205].

To summarize, successfully combining the IoV and IoFV into a network requires
the consideration of security measures, existing technologies, infrastructure requirements,
and frameworks. By aligning these elements with the needs of ground and flying transporta-
tion systems, we can establish an integrated network that operates efficiently. Examining
existing IoV and IoFV models offers insights, while collaborative efforts among stake-
holders and the strategic implementation of technologies are crucial for navigating the
complexities of this transformative convergence.

10. Conclusions and Future Directions

The proposed collaboration in vehicular networks, in particular among those used
by ground vehicles—especially cars—and flying vehicles, could broaden the application
possibilities of intelligent transport, especially in urban areas where, in accordance with the
latest trend, the use of autonomous cars and autonomous quadrocopters is on the rise.

Currently, considering several specifics—mainly varying mobility ranges—those vehi-
cles tend to use separate networks and infrastructure despite bearing significant similarities.
Hence, we aim to create an architecture that will allow for the collaboration of ground and
flying vehicles. Such an architecture bears the potential to reduce the costs of underlying
infrastructure, simplify the deployment of those complex systems, and improve the per-
formance and safety of intelligent transportation. Furthermore, as has been outlined in
previous sections, progress in one type of vehicular network is frequently not reflected in
other types of networks, despite the potential of use. Hence, an architecture for a unitary
collaborative network has the potential to mitigate this negative effect.

In conclusion, the Internet of Vehicles (IoV) and the Internet of Flying Vehicles (IoFV)
represent significant areas of investigation and advancement in the realm of vehicular
networking. The potential of these networks to transform the transportation industry by
enabling vehicles to interact with each other and their surroundings in a secure, efficient,
and intelligent manner is substantial. The continued research and development in these
areas holds the promise of realizing their full potential and shaping the future of the
transportation sector.

The study of vehicular networks encompasses two important domains: the Internet
of Vehicles (IoV) and the Internet of Flying Vehicles (IoFV). Both of these networks offer
significant potential for the transportation sector and present opportunities for vehicles to
interact with each other and their environment in a safe, efficient, and intelligent manner.
The architecture, communication, and computing elements of these networks are critical in
determining their overall performance and functionality. To achieve advanced capabilities,
these networks necessitate the integration of cutting-edge technologies, such as cognitive
radio and edge/fog computing. Despite similarities between the IoV and the IoFV, it is
important to note that they possess distinct differences, particularly with respect to the
challenges and requirements associated with communication and computing in a flying
environment. These considerations, such as air-to-air communication and aerial navigation
and control, are unique to the IoFV and must be addressed in its design and development.

In the field of vehicular networking, the Internet of Vehicles (IoV) and the Internet
of Flying Vehicles (IoFV) are emerging as key areas of research and development. Both
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networks aim to revolutionize the transportation sector by enabling vehicles to interact
with one another and with the environment in a secure, efficient, and intelligent manner.
To achieve this goal, there is a need for the ongoing exploration and advancement of
technologies such as cognitive radio and edge/fog computing, as well as the development
of suitable network architectures that can accommodate the specific demands of the IoV
and IoFV. The architecture, communication, and computing elements of these networks
play a vital role in determining their overall performance and functionality, and it is
important to consider both the similarities and differences between the IoV and IoFV to
ensure effective implementation.

The Internet of Vehicles (IoV) and the Internet of Flying Vehicles (IoFV) hold great
promise for the transformation of transportation and have wide-ranging implications for
society. The realization of their potential necessitates continuous research efforts aimed at
developing and improving advanced technologies, such as cognitive radio and edge/fog
computing, as well as effective network architectures that can support the dynamic require-
ments of these networks.
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Abbreviations
The following abbreviations are used in this manuscript:

AU Application Unit

UAV Unmanned Aerial Vehicle
VANET  Vehicular Ad Hoc Network
MANET Mobile Ad Hoc Network
FANET  Flying Ad Hoc Network
WLAN Wireless Local Area Network

IoT Internet of Things

DSRC Dedicated Short-Range Communication
IoV Internet of Vehicles

IoFV Internet of Flying Vehicles

5G Fifth-Generation Network

V2 Vehicle-to-Vehicle

V2I Vehicle-to-Infrastructure

V2X Vehicle-to-Everything

CCAS Cooperative Collision Avoidance System
CAS Collision Avoidance System

C-ITS Cooperative Intelligent Transportation Systems
OBU Onboard Unit

RSU Roadside Unit

CH Cluster Head
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CM Cluster Member

CG Cluster Gateway

ITS Intelligent Transportation System
GPS Global Positioning System
LiDAR Light Detection and Ranging
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