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Abstract

:

The concept of Smart City aims to provide its citizens with infrastructure systems that make cities safer and more livable. One of the methods for doing so is collecting data from the crowd itself—termed crowdsourcing—and incorporating their ideas to improve the existing facilities, as well as build new ones to cater to their arising needs. This paper aims to inspect the attributes that govern crowdsourcing, evaluating its feasibility in attaining solutions in the present scenario. A systemic review of the existing literature on crowdsourcing platforms was conducted and major findings have been summarized adequately. The areas of environment, disaster management, public safety, innovation, transportation and health have been explored in connection to the existing crowdsourcing platforms and selected examples have been mentioned. Next, the attributes that affect crowdsourcing have been discussed in detail under three broad categories: (1) human characteristics; (2) data characteristics and (3) system characteristics. In the end, some recommendations for improvement in the implementation of the crowdsourcing platforms have been proposed for their enhanced applicability and effectiveness.
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1. Introduction


The ever-growing population of the world is an emerging concern for the sustenance of humanity. A recent trend of shifting of populations from rural areas to urban areas, known as urbanization, poses numerous challenges to the public. On one hand, urbanization provides people with immense opportunities of growth and development, however, the difficulties faced by the people in these urban areas are also numerous. These include congestion in transport, competition for health care services, pollution, scarcity of non-renewable resources, management of solid waste, lack of educational opportunities and safety concerns of citizens. Also, the government may encounter problems with effective public administration to cater to the needs of such a huge population of urban areas with diverse people and their sundry needs. There are projections of about 61% of the world’s population to be living in urban areas by 2030 [1]. This only puts more pressure on the present infrastructure systems as they become less capable of dealing with the existing and yet-to-be-born challenges. In order to mitigate these problems, the cities need to be not only sustainable but also intelligent. This puts in perspective the much-discussed concept of Smart Cities with Intelligent Infrastructure Systems. Smart cities aim to provide better services to its residents keeping in mind their ease of use and accessibility. One of the ways to do so is by integrating inputs from the citizens through crowdsourcing platforms, with the infrastructure systems. Smart cities also strive for encouraging people’s participation in planning of the functioning of these systems, to provide smart solutions to the problems they face in everyday life.



Despite crowdsourcing being the state-of-the-art of the present century, a deep understanding of the challenges and opportunities it comes with, with respect to incorporation in smart infrastructure systems, is yet not completely explored. This paper aims to identify and study the attributes of these crowdsourcing application platforms and presenting a holistic view of the crowdsourcing process in front of the readers. The attributes refer to the factors that affect the efficient functioning of the crowdsourcing platforms. The intent is to study each attribute and present it as an advantage as well as a limitation and recommend ways of incorporating those attributes in crowdsourcing for urban infrastructure development. The objective of the paper is also to study the interdependence of attributes and identify how these interactions add to the success or failure of a crowdsourcing initiative. These aims shall be achieved by systematic review of existing literature and by identifying gaps in the idea they collectively put forward. Attempts have also been made to fill the gaps with our own interpretations to draw a full picture of the present-day scenario of the crowdsourcing application platforms.



In this study, a comprehensive review of existing literature on smart city infrastructure systems was conducted to gain insight into the demand of intelligent infrastructure systems of smart cities. A brief introduction to the concepts related to smart cities, crowdsourcing and participatory planning has been presented in the theoretical framework. Next, some existing crowdsourcing applications in the fields of environment, disaster management, public safety, ideas and innovation, transportation and health are discussed. The section on materials and methods presents the methodology adopted for summarization of information from the relevant literature relating to crowdsourcing, its challenges and attributes. The discussion on attributes of crowdsourcing has been divided into three categories: (1) human characteristics; (2) data characteristics and (3) system characteristics. For each characteristic, the challenges and recommendations for its implementation in urban infrastructure systems have been discussed. Next, the recommendations to overcome the challenges posed by these attributes collectively, have been mentioned. The concluding remarks summarize the major findings of the paper and the possible impact it hopes to achieve. This study has attempted to cover all the challenges and opportunities in crowdsourcing platforms as mentioned in the literature but the comprehensiveness of the attributes may extend beyond the scope of this paper. The focus of this study is, therefore, on the challenges associated with each attribute and the recommendations to overcome them.




2. Theoretical Framework


The definition of smart cities has evolved over a period of time. Albino et al. [2] discuss that the smart city is defined in different ways by researchers and there is not a uniform template for its definition. They suggest that the concept of a smart city is majorly focused on sustainability and needs of its people and community and does not necessarily relate to the diffusion of Information and Communication Technology (ICT). However, in this study, citizens and technology have been considered as the primary drivers of a smart city.



Smart city aims to make cities safe, sustainable, inclusive, user-friendly and demonstrative, as described in Figure 1 [3]. The safety of citizens includes their privacy protection on online platforms, safety from accidents and prevention of crimes. The criterion of sustainability encompasses the fields of environment, economy, governance and society. The inclusiveness vision targets the removal of any bias in access to digital services due to diversity in income, race, age and gender. The services provided by the smart cities should be easily accessible and easy to use. Digitals platforms created should empower residents by expanding civic engagement in collection of data and decision-making. Lastly, the city can provide a platform to innovators and start-ups which will create new impactful and transformative technologies that will have an everlasting effect on the way people live.



Nam and Pardo [4] discuss the three dimensions of a smart city-technology, people and community and the three factors they depend on, that are technological factors, human factors and institutional factors, respectively.



The dimension of technology covers the range of digital city, intelligent city, virtual city, ubiquitous city, wired city, hybrid city and information city. The latest vision of smart cities is to use digital technology to deliver services and respond to the needs of the citizens in real time. The leaders of smart cities want to follow an inclusive approach to solving problems of daily life. The focus is to solve the “real problems of real people” [5]. The underlying idea of embedding technology in societal functioning is what makes the infrastructure system “intelligent.” Intelligent here signifies not the inclusion of computer machinery to solve problems objectively but a people-centered technology that is run by the people and caters to their needs too. Smart City as an urban development model aims to integrate human and technological inputs collectively to enhance the development and well-being of urban settlements [6]. The technological factors on which smart city depends include: wireless infrastructure [7], network equipment (fiber optic channels and Wi-Fi networks), public access points (kiosks, wireless hotspots) and service oriented information systems [8]. These components are vital for the establishment of the technological infrastructure in any smart city.



The second dimension that Nam and Pardo [4] talk about is people. The concepts of creative city, learning city, humane city and knowledge city fall under this category. Smart people are an important ingredient of a smart city. The participation of citizens in developing new infrastructure systems is an integral part of the smart city initiative. Citizens act as democratic participants, co-creators and ICT users [9]. Education plays an important role in this. The intelligence of a smart city is facilitated by the collective intelligence and social learning of its citizens [10]. People come forward to provide smart solutions to their own problems by means of their creativity, cooperation and ideas [11]. To agglomerate human contributions for problems solving, inputs are needed from digital citizens. The term ‘Crowdsourcing’ first mentioned by Howe [12], also known as ‘First Generation Crowdsourcing,’ is essentially inviting the crowd to generate ideas, to complete pre-defined tasks and to propose solutions. Prpic [13] discusses crowdsensing, situated crowdsourcing, spatial crowdsourcing and wearables crowdsourcing as the representation of a paradigm shift in data collection and decision-making and calls it ‘Next Generation Crowdsourcing.’ It means that it is not necessary for citizens to actively participate in data collection. By using sensors, working on Global Positioning Systems (GPS) technology, built into smartphones and certain apparels or accessories, data can be collected autonomously and with much ease through the passive participation of citizens. This has been termed as Volunteered Geographic Information (VGI) by Goodchild [14]. VGI has been defined as “the widespread engagement of large numbers of private citizens, often with little formal qualifications, in the creation of geographic information”. Such a way of data collection would lead to better understanding of patterns of usage of services by citizens. A better knowledge of citizens’ needs will help the agencies to provide better services to citizens. Existing examples of sensors are the ones used for monitoring air quality. Vehicle-based sensors can check conditions of the roads using installed accelerometers and also monitor traffic using GPS technology. Sensors in smartphones can help build new street maps, by uploading the path one took to go from one place to another.



The third dimension is the community [4]. The institutional factors on which this dimension depends is governance, policy and regulations made by it. IBM [15] states that smart government is a key component of a smart city. It is important for the political parties in power to reach conscious and agreed-upon decisions for the smart growth of cities [16,17]. ‘Participatory Planning’ denotes citizens’ involvement in the planning and decision-making process of a city. Traditional planning approaches include conduction of public gatherings, public surveys and consensus conferences and taking inputs from public advisory committees in which to give one’s opinion physical presence of a citizen is mandatory [18]. Brabham et al. [19] state that such a traditional public participation approach can never be representative of the whole community. Needs of the underserved society can never catch attention in such meetings. Also, it is a huge challenge to decide the date, time and place of such meetings which inhibit employed people and senior citizens from attending such gatherings. Thus, it is beneficial to incorporate the ICT in the planning procedure to reap the benefits of e-participation. Mobile participation or m-participation applications are the latest form of e-participation and eliminate the barriers of physical presence for getting heard [18]. Bonabeau terms this paradigm shift in the decision making process, through an amalgamation of social networks, collaborative software and other Web-based tools, as “Decision 2.0” [20]. Another form of participatory planning can be through Participatory GIS (PGIS) and Public Participation GIS (PPGIS) based applications [21]. The citizens can enter their opinion on a planning topic and mark it on a map in a geospatial layer. Participatory Planning aims to harmonize the interests and ideas of diverse groups and aspires to remove the conflicts among opposition parties. The solution reached upon, through participatory planning, fulfils the desires of a large section of the society without treating the views of others with disdain. An emerging concept in the field of participatory platforms is the City-as-a-platform [22] and living labs [23]. Such platforms provide an environment where users and the agencies can co-create innovations. They are primer to shaping the future of a smart city by collective contributions. Such an approach to planning is congenial with the inclusive vision of smart city planners.



Encalada et al. [24], through the example of a tourism application, show that the successful implementation of crowdsourcing and participatory planning involves immense amounts of data collection, processing, storage and retrieval. To do this, extensive algorithms are required at each step. Tenney and Sieber [25] describe the realm of data-driven participation that employs big data analytics, and how algorithms act behind the scene as the primary control. Also, these algorithms act in real-time, learning from existing observations to improve their own database and predictive capabilities [26]. The inclusion of enormous data and artificial intelligence in algorithms in crowdsourcing also poses numerous challenges. Arroub et al. [27] identify the major challenges to be the huge amount of data being generated and its reliability, security and privacy issues and the standardization of laws to make the applications, using crowdsourcing as a tool, more trustworthy. Degbelo et al. [28] also describe the challenges with a major focus on citizens. Such challenges make it hard for a smart city to fulfil its goals of ensuring security, user-friendliness and sustainability and interferes with its smooth functioning. Thus, it is extremely important to investigate the challenges faced by the users as well as the agencies obtaining information from these crowdsourcing platforms, in terms of people involved, the activity for which crowdsourcing is undertaken and the data that is being generated and come up with ways in which these challenges can be overcome. The next section takes a look at the existing applications employing crowdsourcing in various fields of infrastructure to better understand the process of crowdsourcing.




3. Major Areas of Application of Crowdsourcing


Smart city solutions have already been implemented in many parts of the world and there have been many success stories as well as lessons to be learnt from some challenging obstacles faced in their implementation. The core infrastructure elements of a smart city include electricity, water, energy, sanitation, housing, education, transport, Information Technology (IT) connectivity, health and safety. It also targets improvement of the resilience of these infrastructure systems in case of emergencies. The following section discusses some of the existing smart city applications in some fields as mentioned in Figure 2. The applications that make use of crowdsourcing to collect data in these fields have also been summarized in Table 1.



3.1. Environment


Latest technologies help provide citizens with better facilities and a cleaner environment to live in. Crowdsourcing can be used to monitor environmental quality through handheld or wearable gadgets and sensor devices. Environment monitoring stations need to be set up that collect air quality samples in real time. In this way, the source and movement of polluting fumes can be tracked and citizens can be warned. Many handheld devices and wearables with inbuilt GPS technology can also be used to test the air and water quality. From the information recorded, a real-time map of variation in environment quality at different places can be easily created. In Beijing, people use PiMi Airbox, a low-cost air quality monitor to create a crowdsourced map of indoor air pollution. The data collected can then be used for generating a warning system for people suffering with respiratory diseases and this data can be integrated with health issues data to know the source of pollution and the damage it is causing.



Smart waste collection bins [29] collect waste oils, textiles, recyclables, plastic and general waste in different bins. Smart bins come with sensors that provide information on the container fill levels, geopositioning, temperature and so forth. This information can be easily accessed through an online platform and thus waste collection by municipalities can be optimized in terms of cost, time and labor.



In concordance with the smart city vision of sustainability, there is a rising trend of sharing, renting, buying and selling things among people in the form of services. OLX, eBay, Billiji, BlockPooling are some apps that allow people to share or sell things they rarely use. This reduces amount of waste production and thus, helps keep environment clean.




3.2. Disaster Management


Learning from the successful examples of Ushahidi [30] and OpenStreetMap [31], crowdsourcing proves to be an effective tool for relief efforts during times of disaster. Real-time mapping of flood or earthquake damage can be done using a combination of crowdsourced data and satellite imagery by overlapping the two to create maps representative of the effects of the disaster. Recently, Google launched an application called Person Finder [32] for Kerala floods in India where people can report if they have information about someone or if they are looking for someone. Ref. [33] lists the advantages of using crowdsourcing for disaster relief. The data about the level of damage and seriousness of the case is almost immediately collected after the disaster. Also, using the techniques of data filtering, sorting and pattern identification, the relief requests can be prioritized and most crucial need for medical help, food, shelter can be addressed first. The inclusion of GPS information makes it easier to locate the people wanting help.



Also, highly efficient warning systems can be built by the mapping of disaster in real time. This can help in evacuation measures and disaster preparedness on the part of both citizens and government. An example of real-time mapping of flooding in Jakarta is their platform PetaJakarta. The map is created by crowdsourcing flood reports from Twitter.




3.3. Public Safety


Several applications have been developed that focus on the issue of public safety against crime. They map out the crime activity, rate of crime in a locality and the best and worst time of days one can visit the place. The information about crime can be gathered through the reported news, or people themselves can report any sort of mishap they have faced. The application could also serve to connect victims to police or to fellow residents so that help can be provided as soon as possible and crimes can be prevented. Hawk Eye is one such global crime reporting application for mobile phones that allows citizens to report crimes and call for help, ensuring their safety while travelling.



The latest feature launched by Ola Cabs in India is a SOS icon on top of the application. This can be touched, if the rider is in danger and the emergency contacts as well as the company will be notified of the location of the rider, driver details and so forth. Similar ways of data collection can help in ensuring the safety of riders, especially women travelling alone and help in making cities safer to live in.




3.4. Ideas and Innovation


Involving the citizens in the planning process of the city is crucial. Many cities have already started to consider taking the opinion of citizens in almost every field. In France, Madam Mayor I have an idea is a platform for online submission of ideas in budget allocation on infrastructure in the city. In Reykjavik, Better Reykjavik platform can be used to submit ideas on almost any common topic online. Better Reykjavik is built on Your Priorities platform which enables people to develop, prioritize and decide on ideas to be implemented in the city.




3.5. Transportation Infrastructure


Maintenance of civil infrastructure to keep it functioning well lies at the core of smart city planning. The best thing is that crowdsourcing can be put to its optimum use for obtaining the information for maintenance. Anything that needs to be maintained can easily be reported in the form of a photo and it will get fixed by the authorities. FixMyStreet and Street Bump applications work on a similar philosophy. People can upload the photo of any problem in the street and after that information has been verified, officials are sent to repair the road. Street Bump detects the presence of pot holes and bumps on the road by use of sensors. This information is automatically collected and routed to the authorities for proper action.



Smart street lighting uses the sensor technology to detect the presence of vehicles or pedestrians and light up when someone passes by and remain off when there is no activity detected. Such a way of lighting the streets would be both energy and cost efficient.



Every parking space can be installed with sensor to detect whether the parking space is vacant or occupied. It can then be linked with an online platform so that people can search for empty parking lots. This will save both time and money and finding parking would be much easier.



Strawberry Tree [34] is a solar energy operated smart-city platform which provides mobile charging ports, free Wi-Fi connectivity and environment sensing. Another service based on the same idea is Soofa [35], which provides free charging for mobile phones and operates on solar power. This kind of a technology would help in saving energy and providing sustainable services to citizens.



Carpooling applications like SoCar, Poolmyride, Sidecar, OlaShare and Rideshare allow the riders of the same route to share cars while travelling. Platforms like Bike Share and Ola Cycle allow citizens to rent a bike and then return it to a designated stand and leave it locked for the next user who can easily rent it by entering a digitalized code for the bike.




3.6. Health


The field of health has made a great progression through both the active and passive participation of people. Information about health monitoring, disease protection, vaccination and epidemic breakout is available at one click. In November 2008, Google Flu Trends was able to map the outbreak of influenza using the Google search data of people and predict the spread of disease and response of people in near real time [36,37]. Other similar disease-mapping and prediction platforms are GermTrax [38], which works on data collected from individuals, and Sickweather [39] that collects data from both social networking websites as well as from direct crowdsourcing. CrowdMed [40] is an online website that integrates the ideas of patients, practitioners and the general crowd for the diagnosis and treatment of diseases. It works in a three-fold step. First, the patient submits a case, then medical detectives comprising of doctors, other patients and people provide the patient with advice based on their knowledge and experience. A final report is submitted to the patient based on the top solutions which he can take to his physician for helping in proper treatment.



Thinking of an idea and making an application on it is the easier part of the smart city initiative. The real problem begins when these applications are used and difficulties are encountered in the implementation phase of the platform. In order to realize the idea of digital incorporation in crowdsourcing and city planning, there is a compelling need to fully understand the peculiarity of this process. This is required for optimizing the management of resources of such systems and to maximize the efficiency of services they provide. Existing platforms for crowdsourcing data have been developed with little knowledge about the behavior of citizens involved and the characteristics of data collected. One of the major shortcomings is that the concept of digitalization of existence advocates the presumption that the citizens have access to technology, possess the skills to use it and the willingness to participate in these platforms and make contributions [41]. This may not always be true as many places still do not have access to the internet. Security threat detection and handling is another major challenge that crowdsourcing platforms face. The people will be motivated to engage themselves only when they feel that their privacy will not be breached and their information will be secure. Also, trusting the data-collecting mobile-based sensing devices to be accurate for providing a reliable data and not considering the errors that can be made by humans in providing solutions, is also a leading issue in successful employment of crowdsourcing for public utility. Another key question that leads us here is the competence of presumed amateur crowd with the professionals for providing solutions to the client on such platforms or may be questioning whether this presumption is valid or not. The above-mentioned characteristics of human, system and data cause unforeseen challenges to emerge which are difficult to handle and any effort to combat it is futile once an irreparable harm is done.





4. Methodology


Firstly, suitable literature was identified to gain insight into the modern vision of smart cities and demand for intelligent infrastructure systems to make cities smart. A detailed study was conducted to understand the link between smart cities, crowdsourcing and participatory planning. A study of the existing smart city solutions was done and segregated according the field of infrastructure they cater to, some of which have been discussed in the previous section. This was done to evaluate the processes that are employed in any crowdsourcing platform and later, identify the challenges in each of them. Since the focus of the paper is only on the challenges and opportunities of crowdsourcing, the literature was now focused only on these two. Therefore, literature on challenges faced by existing crowdsourcing platforms was reviewed and specific attributes were identified. There were more than one hundred scholarly articles, government brochures, smart city proposals and company journals identified for a primary review. These articles and reports were published predominantly between 2003 and 2016. All these articles were organized in the form of a repository and then segregated according to the specific concepts each of them covered. Since the information in many research articles was overlapping and sometimes, one article addressed more than one attribute, 36 articles were shortlisted for addressing specific attributes in entirety.



Figure 3 shows the research guideline which was used to code and process information from the state-of-the-art practice. The research framework regulating the compilation of this paper is presented in Figure 4. The paper is divided into two broad discussions—the challenges faced by the clients and the users of the crowdsourcing platforms in terms of attributes that govern their working and the opportunities, in terms of recommendations for improvement in attributes, to further expand the use of crowdsourcing to optimize the benefits to the society as a whole. Figure 5 depicts the distribution of existing literature all over the world. It is noteworthy that the major studies have been carried out in parts of Europe and North America. This indicates that in developing countries, crowdsourcing is still in its budding stage and not much research has been conducted there. Figure 6 suggests that most of the articles published in this research area happen to be in the 21st century, mainly after 2010. Therefore, crowdsourcing is a relatively novel phenomena and still needs to be understood in its totality. Figure 7 enlists the distribution of literature according to the attributes they address. This also hints at the relative importance of one attribute over the other. Transparency in data, privacy issues, motivation for crowdsourcing, digital divide and reliability of data emerge as the primary concerns while assessing the feasibility of crowdsourcing. Some of the attributes were not specifically found in literature and have been introduced.




5. Attributes of Crowdsourcing


To fully understand the intricacies involved in any participatory planning and development initiative, it is important to gain perspective into these cyber-physical systems with human-in-the-loop. Brandsen and Holzer [42] mention economics, service management and consumer psychology as the theoretical strands contributing to user and community co-production. The following discussion classifies all attributes of a crowdsourcing procedure falling into the above categories into (1) Human, (2) Data and (3) System characteristics. These characteristics have also been enlisted in Figure 8. Human characteristics refer to the feelings and behavioral patterns of people involved in the process. Data characteristics involve privacy and reliability issues of data. System characteristics hint at the technical details of the project provided by the client and how it can impact the efficient functioning of the system as a whole. The interconnection of these attributes of crowdsourcing makes prediction of its success a very complex task.



5.1. Human Characteristics


Human beings form a large portion of the functioning of crowdsourcing platform—be it the clients, the users or the crowdsourcers. It is extremely difficult to predict their individual behavior. However, attempts have been made to study the patterns in their collective behavior, segregating those that are favorable from those that are detrimental to the benefits that the crowdsourcing platforms can bring to the society. This section explores the situations where humans are involved and how those circumstances affect their alacrity towards data generation and submission. These human characteristics have been further divided into four headings: (1) Motivation; (2) Digital Divide; (3) Amateur versus Professional and (4) Crowdsourcing as window dressing. Table 2 summarizes the basic human characteristics that affect crowdsourcing.



5.1.1. Motivation


The first step to public participation for urban infrastructure planning is motivating the citizens for making contributions to the project. Identifying and utilizing the right kind of motivation is important for a successful participation scheme for public. The target is not just initiate the participatory action of people but also keep people motivated to engage themselves with the participatory applications in the long run. The key question that this section of the paper strives to answer is that what is it that makes people want to engage themselves in the information collection and planning process of a smart city. It is important to study the motivators of crowdsourcing platforms. This is because by manipulating the factors of motivation, the application can be made more attractive for the users to fully engage themselves in the system.



Deci and Ryan [43] categorized motivations as extrinsic motivation and intrinsic motivation. Extrinsic motivation means that the behavior of the person is driven by conditions outside of an individual in contrast to intrinsic motivation, which comes from within. In an attempt to prove that recognition by peers and opportunity to learn new skills to be the topmost motivators, Brabham [44] concluded that opportunity to make money was the most important motivator for participation in crowdsourcing platforms. Monetary benefits are clearly extrinsic motivators. The issue with this motivation is that clients usually opt for crowdsourcing in order to optimize their cost of the project. Thus, paying people for their work is less preferable for the service provider and cannot be employed everywhere. Also, since there is a huge number of people involved, the payment each one of them would get would be quite small which makes monetary incentive not such a great motivator till the payment amount is substantial. There are issues with valuating the work with money. A non-paid worker may put in more effort for the cause in comparison to a paid worker who knows that no matter how much effort he puts in, his work will earn a lower amount. Also, money can give connotations of buying the crowd for personal gains and reduce the initiative to a biased endeavor.



Working to contribute for the betterment of the society is a motivator in the category of intrinsic motivation. There is also an incentive for human interaction, even with strangers. Working together towards a common goal of improving infrastructure creates a strong bond of harmony among citizens. Another intrinsic motivation could be for fun and to get rid of boredom [45,46]. People who are full time workers at a job may want to take out some time and take part in an activity just for fun, or to freshen themselves up. Sometimes people take enough time to do the jobs assigned to them as one takes out time for their hobby for any other part time job. Many see this as an opportunity to pursue their interest and build new skills. A still many participants see this as a recommendation for an advancement in career [46]. Simplicity of tasks also serve as a motivation for public participation in contrast to difficult tasks [47,48].



We have talked about what motivates someone to take part in data collection and planning process. There is indeed a need to talk about what discourages people from participating in these online applications. First and most important is protection of privacy. No one will want to associate themselves with an initiative in which user information is leaked, knowingly or unknowingly, to government agencies, hackers or any other malicious groups who can use it with an intent of harm. We will discuss privacy issues in more details in the further sections.



Other deterrents of motivation for participation include eligibility criterion. Many people think that they do not qualify to do a job and hence, will not even sign up into the platform. This may have issue with limiting diversity of the crowd and make the decision-making process a bit biased. A user-friendly platform with easy-to-learn-and-use features add to the motivation of people to use the application in their daily life. The incentive for working is also more if the problem statement and goals on the work are clearly defined. It goes without saying that a good internet connectivity forms the basis of these crowdsourcing applications for public planning process and thus, its presence or absence is the biggest deciding factor for the success of a planning process through citizen involvement.




5.1.2. Digital Divide


The vision of smart cities involves a significant influence of people’s engagement in the planning, development and running of infrastructure systems. On one hand, the leaders want to follow an inclusive approach to people’s participation involving people from diverse groups and on the other hand, more than half of the people around the world still do not have access to the internet. There exists a substantial level of disparity in the socioeconomic status of the people from all around the world. There is also a considerable technological gap between the developing and developed nations on an international scale. Digital Divide is not just limited to access to the internet services but also in the unequal access to new communication technologies [49]. This envelops the subject of quality of connection, processing ability of computers and difficulty in obtaining technical assistance. The issue is just not the presence of internet services in smart cities but their availability at an affordable cost and in good quality.



Another field of concern is the demographics of the population involved. Most of the technology and latest infrastructure solutions do not consider this aspect of the society. The inclusive approach should also keep in mind that it is not just the minor sections of the society that we need to include in our solutions but also the technology should be easy to use for the all the end-users including aged population and the persons with disabilities.



Elimination of digital divide will not occur with providing access to technology and internet services. The uneducated youth will be needed to be given digital education and training so that they can contribute to a large section of the smart communities.




5.1.3. Amateur versus Professionals


It is always a great challenge to identify whether the problem should be outsourced for public participation or it should be left to be dealt with by professionals alone. Also, another key question is whether the ‘supposed’ amateur crowd can work together and give superior service deliveries and better quality outcomes than professionals in that field. Taking a look at this issue from one perspective, studies suggest that non-professional participants may sometimes not have the qualifications to understand the problem and more so, to propose solutions and hence may lead to generation of huge amount of unnecessary data, which might become difficult to deal with. Their solutions need to be edited and refined before they are released to be used. This can lead to substantial amount of added costs of time as well as money to the client. This is true when a certain level of technical knowledge is required in order to participate in the project planning. There are also issues related to the reliability of data provided by the crowd while crowdsourcing data from amateurs. Many a times a hidden user identity makes it difficult to know the real intentions of a person participating in such planning platforms. The key focus of this perspective is to include users for their need and let the professionals come up with an innovative idea to help the users [50].



Some studies point out that it may actually not be healthy to exploit the creativity of the professionals associated with the organization indefinitely. Over-utilization of company-internal knowledge may exhaust them of their innovative schemes. After a certain period of time, hiring more professionals for the job would not lead to an expected increase in output [51]. In an experimental study comparing idea generation by users and professionals, Poetz and Schreier [52] found that the best overall ideas are mostly concentrated among users than with a firm’s professionals. They suggest that the combination of inputs from both amateurs and professionals is an optimal way of idea generation. Crowdsourcing can thus be seen as a threat to professional expertise [53]. Brabham suggests that crowdsourcing should actually be seen as a supplement to professional contribution and not as a replacement.



Another key perspective under this discussion is the underlying presumption that non-professionals form the majority of the crowdsourcers, thus terming them as amateurs. Amateurism in itself has a very vague definition. It may mean someone who seeks no job and performs an activity for non-profit dividends or someone who may not possess knowledge or have formal training in a specific field. Also, experience in the crowdsourcing platform promotes one from the amateur level to a professional level. A new user may not be able to produce results as good as someone who has been in the field since a long time. Brabham [54] states that the labelling of the crowd to be low-cost non-professionals and good for business, puts the people in a wrong stance. Their hard work and creative labor is unfairly exploited and unjustifiably lowly paid. They incur costs of using electronic devices and internet connection but such costs are never addressed by the client. There are no unions, no long term agreements, no minimum wages and hence, the clients are not obliged to pay the people and can dismiss them anytime. It becomes easier for the clients to gain publicity if their endeavor becomes a success. But crowdsourcing also opens gates for transferring blame of failure to the crowd and justifying hiring of professionals than involving the crowd.



It is imperative to address the nuances in this attribute for striking a proper balance between what people want and what the government agencies or private parties of smart cities are trying to achieve through involvement of people.




5.1.4. Crowdsourcing as Window Dressing


It is not wise to be under the assumption that inclusion of people’s opinions in planning is same as their incorporation in implementation of ideas. Politicians may use this as a tool to gain trust of citizens and come to and stay in power [55]. Unless there is a certain level of transparency in the working of the technical platform, there is no way the citizens can know how a system is operating to process the decision voted by the crowd. Citizens’ votes can also be influenced in exchange for favor or money and the whole process of involving the people would just be a pretense.



The diversity of the crowd involved also gives us another perspective to look at this issue. No matter how many attempts are made, a single decision can never satisfy the wishes of all the citizens. The operating principle gets reduced to a decision taken in the interests of the majority but not hurting the interests of the under-represented groups. Also, sometimes the majority may take a decision that may be immoral and inhuman to implement [56]. Trottier [57] suggests that the crowd is very susceptible to give in to racial biases and thus, it is not safe to leave the decision making procedure limited to public voting. If the government ignores such sentiments of the crowd, it can be deemed as non-functioning, biased, arrogant and may totally lose the support of the masses. Such a thing is not at all desirable if peace and safety need to be established keeping in view the visions of a smart city.





5.2. Data Characteristics


With the advent of the internet based applications being deeply integrated into the lives of common people, there is a huge amount of data being generated. This can help the clients to use the information contained in this data to the benefits of the society, making their lives more comfortable. However, if such an information falls into the hands of an organization with malicious intentions, the outcome would be harmful for the society. This section, thus, deals with the necessity of transparency in the data collection, processing and implementation procedures while taking a peek into the privacy threats associated with such an act. Also, the reliability of data recorded is explored in this section. Other aspects of data such as the magnitude and speed with which it is produced, the types of data which are available and the scale at which it is recorded and how that poses a challenge to the clients in providing rapid solutions to citizens’ concerns is also inspected. This discussion takes place under three headings: (1) Transparency versus Privacy; (2) Reliability threats and (3) Size, Variety and Granularity of data. Table 3 encapsulates the major data characteristics that affect crowdsourcing.



5.2.1. Transparency versus Privacy


The key question we want to address in this section is what happens when such systems fail to preserve privacy of people involved. Another problem arises if the people start using the platform for their own hidden motives. Encroachment on privacy of users is one of the biggest deterrents of participation in crowdsourcing platforms. One of the largest concerns of the online cloud of data is the hackability of such platforms and risk of leakage of private information to people with malicious intentions. Another perspective to look at this problem is that too much confidentiality of information is also detrimental for the inclusive planning to be implemented properly.



Transparency in crowdsourcing and participatory planning platforms is vital for innumerable reasons. Increasing transparency makes interaction with citizens easier and it also convenient to address the problems of specific communities separately if their identities is known. Transparency helps to keep a check on the agencies and ensure their uncorrupted functioning [58]. The people will not be misled by the media but get a sense of the prevailing condition of the problem. It also makes it easier for whistleblowers to come out in the open and release sensitive information to keep people informed. Huang and Fu [59] also put their perspective in favor of increasing social transparency in crowdsourcing platforms. According to them, releasing demographic information makes people perform better than when they work anonymously. They feel a sense of responsibility to their team mates if their identity is not anonymous. Also, in a competition-based scheme, participants feel more motivated to outperform their opponents if their identities are revealed. But the behavior of a person to this stimulus depends on his personal interests and thus, this theory of transparency does not seem to be universally applicable. Another thought on this issue is that revelation of personal information may also lead to promotion of hatred in inter-cultural groups and encourage a general racial bias among participants which will not be fruitful if we want to get a collective output from citizens for upliftment of the society as a whole, in concordance with the smart city vision. Also, transparency promotes reliability of data. It is very difficult to eliminate the contribution of robots and other spam workers in absence of user data to preserve worker privacy [60].



Releasing of personal information for increasing transparency in the working of a system is a threat to the security and privacy of users as well the clients. Almost all applications today collect location and time data from users. It is used for carpooling apps, for environment monitoring applications as well as for traffic-related applications. Accurate analysis of such data can highly predict day-to-day routine of users and also their home and place of work [61]. Such information falling into the hands of criminals can be detrimental to the whole idea of a safer city in the smart city vision. Closed-circuit television (CCTV) surveillance freely available to the citizens can trigger criminals to track positions of police and plan their actions [57]. Government can use this personal information to oppress the people in opposition of the ruling party. The lack of transparency in the processing of data collected from users victimizes them at the hands of secret agencies, government, criminals and even terrorist organizations. Most of the sharing of information occurs through lack of security awareness in users [62]. Most of the users do not have the knowledge of what happens with the information provided by them. Access to such knowledge will help them make informed choices of providing user data. Release of any sensitive information like violence or corruption may pose hazard to the user who reports it if his identity is not kept private.



Mobile devices used for crowdsourcing initiatives are also not free from hacking attacks. Traditional cryptographic techniques for privacy cannot be used in handheld devices because of their limited memory and computational capacity [62]. Attackers may get access to name, location and credit card details of users and can steal their user identity for personal gains. All the above privacy breaches of users need to be completely eradicated and such malicious activities need to be continuously monitored.




5.2.2. Reliability Threats


The whole smart city initiative relies on obtaining data from the users and its unbiased analysis to provide better infrastructure systems to the citizens. Be it disaster relief measures or crowdsourcing for Wikipedia, one looks for a certain level of reliability in the information provided before it can be presented and acted upon for use. Taking actions on information that is uncertain may lead to wastage of money, time and human labor. Thus, optimization of the three resources of crowdsourcing- money, time and labor- is greatly influenced by the level of reliability of data involved.



Reliability of data refers to the degree of accuracy present in the data provided by the users. Reliability issues can be divided into two categories: (1) non-intentional and (2) intentional.



Non-intentional Reliability Issues:



Non-intentional reliability issues can be born due to the lack of awareness among users or limitations of the technology involved. In location-based data, for example, the GPS technology needs to be highly accurate for the system to be reliable [63]. Street Bump, a road hazard-detection app, launched by New Urban Mechanics in July 2012, could not differentiate between pothole and other bumps on the road [64]. This shows the limitation of using technology in producing reliable information. If people should have faith in the data provided by the application, it should be correct. They will not use the application once the trust is lost. Sometimes, there might be a bug in the application that could produce wrong information. The users can also upload wrong information sometimes due to carelessness, misunderstanding, personal bias or lack of experience [61].



Intentional Reliability Issues:



Willful reporting of incorrect and invalid data by the users can be termed as an intentional breach of reliability in crowdsourcing. Dishonest workers may provide wrong computing information to save computational cost. In a paid crowdsourcing platform, the main aim of participants eventually is to earn money. This can cause them to provide more and more irrelevant data in order to gain monetary benefits. These applications may also become a source for misleading authorities in times of emergencies. In case of a terror attack, the attackers themselves can report false injuries and damage to redirect emergency responses to the wrong locations. Also, it is difficult to know who the user of the mobile phone is when data is getting recorded.



The greatest challenge of all is to categorize whether problems in data are due to erroneous working of gadgets and people or due to malicious intentions of users. Thus, it becomes crucial to check the reliability of data before releasing it to the public for use. Techniques for testing the reliability of data will be discussed in the further sections.




5.2.3. Size, Variety and Granularity of data


The amount of data generated in crowdsourcing is huge. The collected data can be in the form of contributions of citizens, metadata and data on participants’ activities [65]. On one hand, this data gives us a diverse taste of opinions of people but on the other hand, the huge size of data also makes it difficult to handle privacy and reliability issues [66]. Big size of data also implies time and labor costs in processing the information. The challenge is not only to deal with the huge amount of data but the velocity at which it is being generated in real time. Some application developed for disaster mitigation may usually not see much site traffic but as soon as a disaster hits, the velocity of data may increase manifolds and can become a huge challenge to handle. One such instance happened when a 7.0 magnitude earthquake hit Haiti in 2010 [30]. The Ushahidi platform had not seen so many number of requests before and it became impossible for the relief force to read all the reports that were getting uploaded on the platform for help.



No restraint is usually put on the format in which idea needs to be submitted in order to maximize the creative capacity of participant. Thus, the data being generated from crowdsourcing can be in the form of text, pictures or videos. The systematic analysis of each of the above variety of data requires different levels of technological expertise. The information present in the form of text may need to be filtered out using tools of big data analytics. Passive data analysis involves scanning and filtering data from social networking sites or recording surfing habits of users. This type of data analysis needs an advanced level code to identify and predict relevant patterns in the information. Advanced image processing techniques need to be used for filtering data in images and videos. Employing people’s involvement for scanning of information in images and videos can be time-taking and costly. But one can argue that recognition of actions and emotions involved in the picture is better done by humans than by artificial intelligence. As discussed in the paper, people can sometimes act in a very biased manner against people from certain races but such a behavior is easier to predict than if the bias is embedded into the algorithm developed by a biased person.



The next attribute of data is its granularity. It is a good question to ask that how detailed should the data be so that our final goals are achieved. It is satisfactory to believe that the more detailed the information is, the better results it is going to lead to. But details add on to the storage cloud of the data and optimization of cost and service delivery will happen if the size of data is just okay to give satisfactory results. Intricate details in data broaden the scope of work and push the limits of the project and hence, is more desirable. Lower granularity of data makes it easier for us to segregate and store information and refines search options for the particular data. Clickstream data is the data generated when one surfs through the websites. It tracks every move of the cursor and every new page one opens. But a huge portion of this data is worthless to produce any patterns or lead to any conclusions on human interactions with the web [67]. Inmon argues that data should not be stored at the lowest level of granularity but rather at the lowest level of usefulness. This is well in synchronization with the optimization vision of smart city planning





5.3. System Characteristics


This section explores the features of the project for which the platform is built and how it affects crowdsourcing which is to be employed as a tool for data collection. The cost borne by the client as well as by the participants is looked upon. The duration for which the project is undertaken and the scale which the project encompasses is also talked about. Another discussion in this section is based on the technical support that should be provided to both the client as well as the participants. Lastly, the main concern of every client, that is, the uncertainty in production of results, in terms of feasibility of the project, is also investigated. Thus, the discussion in this section is divided into five major categories: (1) Cost; (2) Duration; (3) Scalability; (4) Technical Support and (5) Uncertainty Issues.



5.3.1. Cost


We look at the cost analysis of crowdsourcing from two perspectives: (1) cost to the client and (2) cost to the participants. Crowdsourcing is deemed to be a cheaper way of collection of data and decision-making than by hiring a team of professionals to do the same job. The initial costs of establishment of the platform, manufacture of sensor devices and cost involved in advertisement is all that is required. Helmchen and Penin [68] talk about differences in cost of crowdsourcing routine activities and crowdsourcing content. Crowdsourcing routine activities is easy but time consuming. Thus, it is better to use citizen’s participation for such activities than by hiring professionals to do the job. The rewards given to citizens in exchange for their work are also modest and hence, do not cost much to the government or the client. In crowdsourcing content, people invest not only their time but also bring ideas with them. Most of the such crowdsourcing processes tend to be lowly rewarding as people are usually willing to work because of their intrinsic motivation.



From the perspective of participants, if the data is automatically and simultaneously getting collected along with their other work, they are not accounted for much extra costs even in terms of time and money. The cost of their electronic gadgets, internet connection and labor they provide is the only cost incurred [63].




5.3.2. Duration


The smart city vision aims to engage citizens in projects that get embedded in day-to-day lives of people for a long time after they are introduced. A larger duration project attracts more participants [48]. They have more time to propose solutions and bring improvements in the existing system. Longer duration projects also create a sense of long-term engagement with the community among its citizens. Long duration projects require less intense efforts from the citizens and hence, they can contribute to the society in their own way and on their own pace.




5.3.3. Scalability


The scale of the platform refers to the region the project encompasses. The smart city projects can be a small portion of a worldwide initiative in a particular field. A large-scale project ensures more diverse ideas for the betterment of citizens. No one is left behind in the process of progress. Also, costs of setting up a small portion of an already established worldwide system would be much lower than starting the project from scratch in every city. In this way, people can learn from the mistakes in the platform from all around the world and improvise on them.




5.3.4. Technical Support


All such online participatory platforms must have a technical support crew to resolve issues of both the citizens as well as the clients. A list of frequently asked questions about using the application can be provided in the beginning of participation. A help service could be set up to resolve issues of citizens facing problems with using the application. Such a help could be provided by the citizens themselves. More serious issues like system crash and failure, bug reports or hacking attempts must be resolved by a team of software professionals.




5.3.5. Uncertainty Issues


Uncertainty refers to the dilemma whether the undertaken project will be able to fulfil its goal or not. Uncertainty in reaching the final solution may arise from a number of factors. One of the most crucial factors is the opportunistic behavior of participants involved [68]. Participants with selfish motives will not cease a moment to cheat if it works in their interest. Any innovative unique idea can be stolen and sold to another client working on the same problem. There are issues of Denial of Service (DoS) by participants [61]. Some citizens may accept tasks but never respond when asked to. Selfish participants may delay the solution in the hope of a raise in award money with time.



Another issue is whether the system will be able to sustain itself in the long run. Government wants to keep reaping benefits from any established service for as long as it can. But such opportunities may start to seem less attractive due to monotonicity and also as new technologies come in. There is no long term agreement between the citizens and the client and hence, it is not imperative for citizens to be involved forever with the platform. They can exit easily whenever they like. Nandan et al. [63] discuss the usability of the platform as one of the criteria in uncertainty issues. High motivation to the crowd can reduce risk involved in crowdsourcing. Also, prototype model using crowdsourcing can never fully represent the real scenario of the project when it gets launched. Table 4 summarizes the characteristics affecting the feasibility of crowdsourcing in smart cities.






6. Recommendations for Implementation in Urban Infrastructure Systems


6.1. Digital Access


The first aim of a smart city would be to provide free or low cost, good quality and high speed internet services in several public places and access to hardware like phones, laptops to low-income communities. This can be done by providing free Wi-Fi hotspots on public transport services, bus stops, railway stations, hospitals, car parking lots. This kind of an initiative requires a huge investment from public sector. The government can seek public-private partnerships or crowdfunding processes in order to raise money for the process of development of internet services in the city. Providing digital access to people will raise their motivation in public participation applications, increase diversity of ideas and give a boost to amateurism. As more and more people can be reached out to, the chances of misuse of data by political faces will be much lower. Inclusion of a wide variety of people will raise concerns about privacy of data because of the increase in transparency of information available. The action will have an ambiguous effect on the reliability of data. It can increase with more participation from people or decrease at first as people learn to use the technology and increase eventually in the long run, when all people are digitally literate. The size of the data will no doubt increase and make it more difficult to handle. The cost will be high for the establishment of new services. Uncertainty will decrease as we will have more people working for the same final goal.




6.2. Training and Feedback


All the participatory platforms can include an introductory video with a set of instructions to use the platform. It may also redirect the users to certain online lectures that inculcate the skill required to solve the problems posted on the platform. This would be of great help to the senior citizens, uneducated youth and other unprivileged sections of the society. It will also help to provide a basic training to the group of amateur crowdsourcers leading to better quality outputs. Instructions can also be given for privacy awareness about Do’s and Don’ts and general privacy attacks. A vast majority of participants wish to gain feedback on the quality of work they are doing [47]. This helps them to know if they are lacking somewhere and motivates them to perform better. Therefore, training and regular feedback is bound to increase people’s participation.




6.3. Incentives


The biggest motivation for people participating for smart city infrastructure development should be that they are the users of those services and their contribution to the cause is going to benefit them sooner or later, if not immediately. The infrastructure systems themselves can serve as incentives for people. Participation of people can be initiated by luring them through free car parking, travel allowances, discount coupons for shopping and so forth. Monetary incentives have been shown to be the best motivator for crowdsourcing. Giving out money to people for their contributions is sure to motivate them to work for a cause. But such an incentive is very short lived and as soon as you stop payments the people would stop contributing. Governments for city planning initiatives want to optimize their financial expenditures and should consider this as the last resort if nothing else is motivating enough. Monetary benefits could cost too much to the government for building a smart city. It may also lead to people getting involved in unfair practices to earn money through this which in turn, can decrease the reliability of results. Another perspective to look at this is that monetary awards can also ensure the quality of results if the reward amount is high. Thus, the straight relation between money and reliability is also ambiguous.




6.4. Easy Application Procedure


In a smart city project, the goal must be to include as many people in the planning process as possible. Easy application procedure means that there is not much information required before one signs up on the platform and starts his work. This is likely to ensure a large scale public participation for the greater good. Crowdsourcing of data may not require any qualified crowd for information collection while some qualifications may be necessary if a decision process regarding a particular topic needs to be taken in order to avoid inputs of the gullible crowd. Lower barriers to entry is also detrimental for privacy of users as they can fall victim to a cyber-attack from another anonymous user and there would be no way to track him down. A way could be to keep low barriers at first but then after a few days make it compulsory to provide more information else the account would get frozen.




6.5. Clear Problem Definition


There should be no confusion among citizens regarding what their work is going to be when they are participating. The work can be categorized as submitting ideas, uploading data, validating uploaded information, making monetary contributions and so forth. A clear demarcation must exist between what things are to be handled by citizens and at what point in time and space should officials enter the picture and where joint contribution of citizens and officials is required. Any matter relating to federal laws, reports of abuse, or security concerns must be reported to the authority directly. While some sensitive issues need to be released to both people and the authorities so that proper transparency is maintained in the action required to mitigate those problems.




6.6. Recognize the Contribution of an Individual


Thanking a community for its participation is easy but to point out individuals for their collaborative effort is very challenging. People wish to gain recognition for their contribution [47]. For example, doctors working in an online-based medical service application may be given certificate of recognition. An organization that was quick in emergency response and providing help in times of disaster through a surveillance map creation software may be given recognition for their generous deeds. Giving out certificate of participation or progress for their exceptional contribution can also help one to advance one’s career as mentioned in one of the motivations in crowdsourcing. Another beneficial aspect of this to both the participant and the client can be recruitment for permanent jobs through crowdsourcing. The people who are consistently producing remarkable results can be given full-time employment in the same project. The risk associated with delivery of performance of the employ would be significantly less through this method.




6.7. Validating the Data


This discussion can be approached in two ways—validation of information collected through crowdsourcing and ranking of ideas for decision-making. It is imperative to cross check the data for its reliability before it can be released on the platform to the users. Weaver et al. [69] mentions three ways of ensuring trust in a platform: by Group Membership, by Crowdsourcing and by Machine Learning. A reliability score can be associated with a particular user or a member of the group and that score can be increased based on the contributions made by the user. A user can link himself with a particular group based on their field of work or their place of residence. The user can then request high reliability level through the group. He can also be a part of several groups without sacrificing his reliability level. Information provided by a highly reliable user should be given preference. The another most common way of conducting reliability checks could be through crowdsourcing by engaging citizens for flagging the information as true or not. This can be done in two ways, by a thumbs up/down option or by using a rating scale. Despite the popular use of the above methods for information validation, Riedl et al. [70] state that these methods do not produce valid outputs. They mention that granularity of scale positively influences its rating accuracy as well as users’ satisfaction with their ratings. It is true because one cannot express his true opinion as a strict yes or no. The two-way rating scale can produce biased results as it compels one to take a side and thus, more neutral opinions are completely wiped out. The last recommendation involves the use of machine learning in validating information. The information about weather, natural disaster, traffic, pollution and so forth, can be validated easily and instantly using GPS sensors and other measuring devices. Riedl et al. [70] suggest the use of a multi-attribute scale in which users could rate the ideas based on attributes like originality, usability, feasibility, cost and so forth. Inclusion of experts for the final decision is also desired to ensure reliability. Hirth et al. [71] bring two approaches for validating information. In the Majority Decision (MG) Approach, if the same information is uploaded by a vast majority then it is deemed as true. In the Control Group (CG) Approach, the information is sent to another set of people for validation. A more reliable but time taking way would be to send filtered opinion of the crowd to the experts for a final review before release.



Validation of data is a time consuming process and hence, there may be a substantial delay in receiving and outsourcing information. The process of validation through crowdsourcing may hurt ego of many users. They may feel that their contribution needs an approval of fellow workers before being released and hence, may be demotivated to work for the platform.




6.8. Privacy Protection


The primary initiative in providing privacy protection would be by educating the crowd about various types of privacy attacks so that they can make an informed choice of what to and what not to share. A feature can be included in the platform that asks the user about the granularity of their information that they want to share. Wang et al. [62] mention a few dimensions of privacy preferences for the level up to which the user wants to share the information under that dimension. The dimensions include time (time of the day, day of the week), location (street, area, city, state, country), visibility of data (close friends, everyone on the application, everyone on the internet), time of sharing (during the work, after the work, not at night) and expiration of sharing. Prabaker et al. [72] mentions that these privacy preferences are highly dependent on the contextual attributes and may change from time to time. Also, most of the users are not good at choosing what is the best privacy setting for them. The users hardly change their settings after getting logged in while most of them work on default privacy settings.



There are certain inbuilt features available in the mobile devices to secure user from any web attack. Features like secure Wi-Fi automatically blocks pop up notifications, untrusted sites, malicious downloads, advertisements and so forth. Some existing networking platforms like WhatsApp uses end-to-end encryption on both text messages and calls. Such an encryption can be applied to the data collected through crowdsourcing for developing infrastructure systems. It would ensure that data is not leaked in transmission and only users can have access to it. Halder [73] talks about development of a crowdsourcing index (CI) for various smart city applications. This index shall be mathematically derived depending on a Digital Safety Index (DSI) and a Privacy, Security and Data Protection (PSDP) Level. This can be helpful on assessing the application based on its effectiveness in privacy protection.





7. Concluding Remarks


Through the discussions above, this study takes a peek at the enormous deficiencies that the existing platforms, employing the use of crowdsourcing for data collection, analysis and finding solutions, suffer from. Therefore, it is observed that there is a pressing need to cater to the shortcomings as discussed in the paper. An attempt to summarize the existing practices of crowdsourcing and the attributes that govern the feasibility of crowdsourcing have been thoroughly discussed. The human characteristics include reasons for motivation of participants, lack of digital equality in different sections of the society, issues related to the treatment of crowdsourcers as amateurs or as professionals and how crowdsourcing may be used as a veil to fulfil one’s own hidden motives. The discussion under data characteristics covered the need for transparency, threats to privacy of participants, issues related to the reliability of data and the size, variety and granularity of data being generated. The system characteristics refer to the aspects regarding the project for which crowdsourcing is employed, such as its cost, duration, scalability, technical support and certain uncertainty issues. It is, however, interesting to note the interdependencies that exists among the cross-domain attributes, make the prediction of the feasibility of crowdsourcing as a tool highly challenging.



Some recommendations for incorporation in the future urban infrastructure systems have also been discussed, with examples. These include providing digital access to all the sections of the society, giving required training to the participants and feedbacks to their performance, providing incentives to them, keeping a lower eligibility criterion for participation, stating a clear problem definition, validation of data being uploaded on the platform and methods to protect the privacy of participants. The findings presented in this study shall assist the private clients as well as the government agencies to build a robust system for providing services to the citizens that employ their participation in obtaining solutions or in decision making. This study shall also aid the users to know the risks they are exposed to while entering their information on these platforms and encourage them to make an informed choice before they use such platforms. Also, it shall help the crowdsourcers to demand the right kind of compensation according to the level of output their contribution is generating, which shall prevent the exploitation of their creativity. Thus, it is hoped that through a collective knowledge of the dynamics involved in the process of crowdsourcing, both the users and the developers would be able to reap its full benefits and live in a safer and smarter urban infrastructure systems that promote resilience to evolving stressors [74,75].
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Figure 1. Features of Smart City Vision. 
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Figure 2. Areas of application of crowdsourcing in the context of smart city planning. 
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Figure 3. Research guideline: literature review, information processing and analysis. 
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Figure 4. Research framework. 
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Figure 5. Distribution of literature all around the world. 
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Figure 6. Distribution of reviewed literature over the time scale. 
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Figure 7. Distribution of existing literature according to attributes. 






Figure 7. Distribution of existing literature according to attributes.



[image: Infrastructures 03 00051 g007]







[image: Infrastructures 03 00051 g008 550] 





Figure 8. Classification of major attributes: Human, System and Data Characteristics. 
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Table 1. Examples of popular crowdsourcing platforms according to fields of their application.
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	Field of Application
	Examples





	Environment
	PiMi Airbox (air quality monitor)

OLX, eBay, Billiji, BlockPooling (promote reuse of products)



	Disaster Management
	Ushahidi, OpenStreetMap, Google Person Finder, PetaJakarta



	Public Safety
	Ola Cabs (SOS button), Hawk Eye



	Idea and Innovation
	Madam Mayor I have an idea, Better Reykjavik



	Transport
	FixMyStreet, Street Bump

Carpooling Applications: SoCar, Poolmyride, Sidecar, OlaShare, Rideshare



	Health
	Google Flu Trends, Sickweather, GermTrax, CrowdMed
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Table 2. Human characteristics affecting the feasibility of crowdsourcing.
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Human Characteristic

	
Implications in Crowdsourcing






	
Motivation

	
Conducers

	
Deterrents




	
Monetary Incentive

Making a contribution

Utilizing leisure time

Learn new skills

Career advancement

	
Privacy Issues

High Eligibility Criteria

Absence of good quality internet

Inconvenient design of platform

Ambiguous problem definition




	
Digital Divide

	
Disparity based on

	
Socioeconomic status




	
Developing and developed nations




	
Age, gender and disability




	
Other Issues

	
Access to internet connection




	
Quality of connection




	
Processing ability of computers




	
Technical Assistance




	
Affordable Cost




	
Amateur versus Professionals

	
Amateur Crowd

	
Professional Crowd




	
Unnecessary data generation

Added cost and time

Reliability Threats

No formal training

Transfer of blame to the crowd

	
Threat to professional expertise

Exhaustion of creativity

Low payment to professionals

No minimum wage

No long term agreements




	
Crowdsourcing as Window-dressing

	
Inclusion of people for gaining trust in exchange for money or favor

Inputs are taken from the public but never implemented

Decisions taken are mostly influenced by the majority representatives
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Table 3. Data characteristics affecting the feasibility of crowdsourcing.
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Data Characteristic

	
Implications in Crowdsourcing






	
Transparency versus Privacy

	
Transparency Effects

	
Privacy Threats




	
Keeps a check on agency functioning

People are not misled by the media

Feeling of responsibility among crowd

Promotion of inter-cultural hatred

Promotes reliability of data

	
Easier to track daily routine

Hacking attacks on personal data

Fake user identity for malevolence

Unsafe to report delicate information

Lack of security awareness




	
Reliability

	
Non-intentional Reliability Issues

	
Intentional Reliability Issues




	
Lack of awareness among users

Limitations of technology involved

	
Saving computational cost

Misleading clients to wrong solutions




	
Size, Variety and Granularity

	
Large data size and velocity of generation increases time and labor costs

Data collected in the form of texts, images and videos needs different handling

Intricate details widen the scope of the project as well as the associated costs
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Table 4. System characteristics affecting the feasibility of crowdsourcing.
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System Characteristic

	
Implications in Crowdsourcing






	
Cost

	
Client’s Perspective

	
Participant’s Perspective




	
Cheaper than hiring professionals

Establishment of platform

Manufacturing of sensor devices

Advertisement costs

	
Cost of electronic gadgets

Expenditures on internet connection

Time invested in the platform




	
Duration

	
Larger time for which the project runs attract more participants

More duration provides a sense of long-term engagement among the citizens




	
Scalability

	
More diverse ideas are received if the project is implemented on large scale

Associated costs of a small portion of a large scale project are notably smaller




	
Technical Support

	
Basic problems in using the interface can be handled by the other participants

System failure, bugs and hacking attempts require software professionals




	
Uncertainty

	
Stealing of idea and selling it to another client for more benefit

Denial of services by the participants on the crowdsourcing platform

Established service seems less attractive as new technologies enter the market
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