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Abstract

:

With the advent of the pandemic (e.g., novel corona virus disease 2019 (COVID-19)), a tremendous amount of data about individuals are collected by the health authorities on daily basis for curbing the disease’s spread. The individuals’ data collection/processing at a massive scale for community well-being with the help of digital solutions (e.g., mobile apps for mobility and proximity analysis, contact tracing through credit card usage history, facial recognition through cameras, and crowd analysis using cellular networks data etc.) raise several privacy concerns. Furthermore, the privacy concerns that are arising mainly due to the fine-grained data collection has hindered the response to tackle this pandemic in many countries. Hence, acquiring/handling individuals data with privacy protection has become a vibrant area of research in these pandemic times. This paper explains the shift in privacy paradigm due to the pandemic (e.g., COVID-19) which involves more and detailed data collection about individuals including locations and demographics. We explain technical factors due to which the people’s privacy is at higher risk in the COVID-19 time. In addition, we discuss privacy concerns in different epidemic control measures (ECMs) (e.g., contact tracing, quarantine monitoring, and symptoms reporting etc.) employed by the health authorities to tackle this disease. Further, we provide an insight on the data management in the ECMs with privacy protection. Finally, the future prospects of the research in this area tacking into account the emerging technologies are discussed. Through this brief article, we aim to provide insights about the vulnerability to user’s privacy in pandemic times, likely privacy issues in different ECMs adopted by most countries around the world, how to preserve user’s privacy effectively in all phases of the ECMs considering relevant data in loop, and conceptual foundations of ECMs to fight with future pandemics in a privacy preserving manner.
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1. Introduction


Privacy is one of the fundamental human rights, and it is needed for individualism, self respect, and autonomy [1]. Moreover, due to excessive digitization, the protection of individual’s privacy has become a challenging task [2,3,4]. Privacy issues are advancing from unique identifications of individuals to the credit card theft, cyber stalking, sentiment manipulation, unsuspected people’s profiling, movement tracking, flow modeling, and financial losses etc. Online/offline firms are deploying plenty of solutions such as encryption, anonymization, masking, watermarking, access controls, and randomization algorithms to safeguard the individual’s privacy [5,6]. Moreover, the digital innovation including Internet of things (IoT), industrial Internet of things (IIoT), Internet of medical things (IoMT), Internet of everything (IoE), cloud computing (CC), cyber physical social systems (CPSSs), social networks (SNs), and location based systems (LBS), to name a few, have revolutionized they way of living life and increased people’s reliance on the technology. On the one hand, these technologies have improved the people’s quality of life. On the other hand, these technologies are facing adoption issues at a wider scale due to the unexpected privacy problems reported by their users. Hence, privacy protection goes hand in hand with digital innovation as a proactive measure for sustaining people’s trust in the digital era.



Owning to the unanticipated and on-going global challenge of a novel corona virus disease 2019 (COVID-19), all countries across the globe are continually exploring/implementing new digital solutions to cope with this disease in order to alleviate healthcare workers burden [7,8]. Although reliance on such system has helped in curbing the spread of this disease. Meanwhile, majority of people felt hesitation while using the digital systems due to privacy concerns. As these systems are designed to collect information like, where someone go, to whom someone meet, how often someone meet, at what time someone meet, what and from where someone buy daily usage things, what are someone plans regarding travel in near future, how often someone visit pharmacy or nearby clinic, what is the profession of someone, what are activities of someone in leisure time, in which infrastructure some data may go and for which purpose it will be used, and what is the religion of someone, to name a few are pertinent data collection items due to which people are concerned more about their privacy in the COVID-19 era [9,10]. Hence, the need for an in-depth understanding of what roles information systems and technology researchers can play in this global pandemic has become more emergent than ever [11,12]. The future systems should address the privacy challenges by collecting minimal data that is of paramount to deal with epidemic/pandemic, safe storage of personal data, secure processing, privacy preserving computing-based analytics, and distribution and use in a privacy preserving manner to augment people trust on such systems. Meanwhile, identification and implementation of the privacy requirements of users and their incorporation in the design of systems/software is very challenging. Hence, the privacy protection in epidemic control measures has become the conceptual foundations of futures research and digital healthcare solutions [13,14,15].



This work aims to present brief perspectives of the privacy paradigm shift in the context of COVID-19, and recent privacy implications arising from deploying digital solutions. Specifically, this work explains privacy items (e.g., demographics, location information, mobility data, stay points, health information, and social activities etc.) related to the information privacy protection that are frequently collected for keeping people away from the COVID-19 contaminated places. The main contributions of this brief perspective in the field of information privacy topic are summarized as follows:




	
It explains the shift in privacy paradigm in the context of COVID-19 which includes, data privacy to location privacy, privacy in non-pharmaceutical epidemic control measures including social distancing enforcement and mobility/proximity detection, analytics to privacy preserving computing (e.g., confidential computing), manual epidemiological investigation for close contact finding to automated contact tracing, data sharing from domestic to international researchers for disease’s propagation-modes understanding, and announcing the locations of the facilities to whom an infected persons have visited etc.



	
It presents technical factors due to which privacy has become a major concerns in the epidemic times.



	
it describes privacy issues in the epidemic control measures (ECMs) that are used by health authorities to slow down the progression of the disease utilizing the multitude of personal data.



	
It provides an insight on the data management in the ECMs with privacy protection.



	
it discusses the future prospects of the research in privacy area tacking into account the current emerging digital technologies.



	
Through this brief overview, we hope to provide a solid baseline for future studies in the privacy area dealing with future epidemics.



	
From the technical point of view, this study results can be utilized to develop more secure healthcare solutions/systems that can incorporate the privacy requirements in all phases of data life-cycle (e.g., collection, storage, analytics, distribution, use, and archival) to alleviate people’s hesitation while providing personal data.








The remainder of this paper is organized as follows. Section 2 explains the conceptual overview of the privacy paradigm shift in the context of COVID-19, and provides the technical features due to which privacy has become a vibrant area of research in the recent times. Section 3 presents the privacy issues in the epidemic control measures that are used by the health authorities to block the disease’s propagation. Section 4 provides insights on data management in the epidemic control measures with privacy guarantee. Section 5 discusses the future prospects of the research in the privacy area tacking into account the current emerging technologies. Finally, Section 6 concludes the paper.




2. Conceptual Overview of the Privacy Paradigm Shift in the Context of COVID-19


This section describes the conceptual overview of the paradigm shift of the information privacy due to the prevalence of the COVID-19. The main driver of the privacy concerns in the context of COVID-19 is location information that is obtained by using geospatial technologies (e.g., GPS data, Bluetooth data, cellular signals, wifi-access points etc.). In addition, various mitigation methods employed to control COVID-19 that harness people’s sensitive location information can significantly contribute in privacy breaches. In addition, the communication mechanisms assisted by GPS, Wi-Fi, and Bluetooth etc. augments contact tracing by identifying potentially unknown and susceptible contacts thereby proving their usefulness. The release of the patients routes along with the visited places and demographics information has a range of privacy concerns. In addition, due to hidden data reporting to health agencies without explicit users consent, majority of the digital solutions have lower adoption across the globe [16]. The conceptual overview of the privacy paradigm shift in the context of COVID-19, and digital solutions employed to curb the spread of COVID-19 are demonstrated in Figure 1. In Figure 1, we present the data resources, pertinent technologies and their utility, and privacy problems.



To emphasize the subject matter well, we categorize the privacy problems into two categories, common privacy problems (e.g., general privacy problems of pre-COVID era), and privacy problems in the COVID-19’s era. Meanwhile, some of the privacy problems listed in the COVID-19’s era are generic for healthcare and IoT device related. For example, the disease predictions and aggregation is possible in the healthcare settings even in the pre-COVID era. On the other hand, the usage of transport data disclosure can also occur through IoT device data accumulation in the pre-COVID era. Meanwhile, in COVID-19 era, these privacy problems can occur frequently due to the close monitoring of individuals using heterogeneous data sources. Therefore, we placed such active privacy problems in the COVID-19 era. Furthermore, we provide the more refine coverage of privacy problems that are unique in COVID-19’s context while keeping data in loop in Section 3.



Common privacy problems have been studied well, and many methods have been proposed to tackle those problems. The privacy problems of COVID-19’s era are recent, and many researchers are suggesting privacy mechanisms to resolve these problems. After detailed synthesis of the literature, we summarize specific technical features that have made the privacy a very attractive research area in recent times in Figure 2. Due to these technical features, majority of the people’s privacy is at risk during pandemic times. Therefore, the policy maker, healthcare sector, and developer can adopt these technical factors to effectively preserve user’s privacy to overcome people’s worry while providing personal data. Consequently, the higher adoption of the digital solutions can be obtained that can assist in fighting with any kind of infectious diseases in future.




3. Privacy Issues in the Epidemic Control Measures


From the beginning of the pandemic, plenty of solutions/mechanisms were adopted to control the spread of the COVID-19. The common measures that were adopted are, school closures, remote work, reduction in public transport, travel restrictions, cancellation of events and parties, workplace closures, lock downs, city closures, public information campaigns, cancellation of gathering and graduation ceremonies, social distancing, and excessive logs of the visits, to name a few. These control measures were generic, and were usually enforced at national/regional level. Meanwhile, the digital solutions were also used as a control measure during the epidemic times in the absence of potential vaccine. These control measures were distinct in each country and region level depending upon the severity of the disease, and other spatial factors such as population density and demographics etc. In this work, we classify the epidemic control measures into seven broad categories, and highlight their privacy issues taking into account the data utilized in each category. We present epidemic control measures in Figure 3. All these control measures listed in Figure 3 yield unique privacy concerns based on the data in loop. For example, the contact tracing measure can lead to identity disclosure of an individual if detailed information is published or credit card data is utilized for suspects finding. Similarly, quarantine monitoring with realtime data can expose the user’s stay points or visits to the sensitive places (i.e., gays club, and tobacco shops). In following subsections, we discuss the privacy issues in each control measure depending upon the data collected/used, and latest technologies/solutions devised so for to alleviate those privacy concerns.



3.1. Contact Tracing


In this epidemic control measure, the health authorities usually trace back the activities/routes of confirmed patients to find people who might have been in close contact with the confirmed patients and might need to get tested or self-quarantine immediately [17]. In this method, both manual and automated solutions are utilized to find the suspects. However, the manual methods are time consuming, and rely on the memory of the individuals [18]. In contrast, the automated methods have demonstrated effectiveness to control the disease’s spread [19,20]. In some countries, both these methods were jointly used to find the exposed people to lower the reproduction rate (  R 0  ) in order to lower economic losses.



3.1.1. Data in Loop


The contact tracing is generally performed leveraging the mobility and proximity data. The mobility data is related to individuals moving patterns and the proximity data is about the closeness with other people while doing the daily routine works. The types of data processed and used for the contact tracing purposes is, (i) credit card usage history, (ii) mobile phone apps data/logs, (iii) cellular networks data, (iii) CCTV footage, (iv) cell phone location history, and (v) QR codes etc. Furthermore, social networks data can be used for the suspects finding leveraging the interactions and social circles data.




3.1.2. Likely Privacy Concerns/Issues in the Control Measure


The likely privacy problems in this control measure are, (i) identity disclosure, (ii) purchasing items disclosure, (iii) sensitive places visits disclosure (e.g., gay club visited by majority of adults in the South Korea), (iv) stay points disclosures, (v) trajectories disclosures, (vi) automated profiling, (vii) religions beliefs disclosure, and (viii) social relations disclosures. All these concerns can occur in the contact tracing measures when it is carried out with the help of technical solutions (e.g., apps, frameworks/prototypes).




3.1.3. Latest Technologies/Solutions Devised so for to Alleviate Privacy Concerns/Issues


There exist plenty of solutions that have been proposed to resolve the privacy problems of the latest technologies that are used for the containing the disease spread. The most famous and practical solutions is the contact tracing via decentralized manner [21]. In such applications, the majority of computation is carried out on user’s own devices thereby privacy is preserved [22]. The other notable solutions that have demonstrated effectiveness in terms of privacy are, block chain technology based contact tracing [23,24], combining historical and centralized data [25], and group signature-based apps [26]. All these solutions have demonstrated effectiveness to trace the contacts of COVID-19’s suspects with privacy guarantees. Despite the success of such solutions, the user’s willingness to utilize digital solutions for contact tracing remained low due to the privacy concerns during the pandemic times. Therefore, numerous efforts are underway to devise and implement privacy preserving contact tracing solutions across the globe.





3.2. Quarantine/Social-Distancing Monitoring


In this epidemic control measure, it is determined that whether people are properly practicing self-quarantine or not. The reason behind monitoring self-quarantine is to preserve violations or non-compliance, which may spread the virus to the community [27,28]. During this pandemic times, the quarantine/social-distancing monitoring remains the main focus of the health authorities. With the help of the quarantine/social-distancing monitoring, many countries effectively controlled this pandemic [29].



3.2.1. Data in Loop


There exist plenty of ways to monitor people’s compliance with the quarantine/social-distancing measure. The types of data processed and used for the quarantine/social-distancing purposes is, (i) mobile phone signals data, (ii) real time location data by calling, (iii) cellular networks data, (iii) CCTV footage for wear/non-wearing masks analysis, and (iv) certificates for obtaining the facilities visited by a person etc. Furthermore, transport usage data and flow modeling is also used to analyze the people movements and compliance with the epidemic control measure.




3.2.2. Likely Privacy Concerns/Issues in the Control Measure


The likely privacy problems in this control measure are, (i) trajectory disclosure, (ii) sensitive places visits disclosure, (iii) stay points (e.g., tobacco shops or other controversial places etc.) disclosures, (iv) mobility disclosures, (v) identity disclosure, and (vi) travel data disclosure. All these concerns can occur in the quarantine/social-distancing monitoring measure when it is carried out with the help of technical solutions.




3.2.3. Latest Technologies/Solutions Devised so for to Alleviate Privacy Concerns/Issues


The most famous and practical solutions is the quarantine/social-distancing monitoring via home quarantine [30]. In such a way, the movement data are not collected/processed thereby result in privacy preservation of individuals. The other notable solutions that have demonstrated effectiveness in terms of privacy are, clustering events without proximity detection [31], voluntary reduction of social activities [32], and lowering the contact rate [33]. All these solutions have demonstrated effectiveness for preserving people’s privacy. Despite the success of such solutions, the user’s willingness to wear bands or use certificates for the location data provision remained low due to the privacy concerns. Therefore, numerous efforts are underway to devise and implement anonymized solutions across the globe for quarantine/social-distancing monitoring.





3.3. Disclosing Information of Confirmed Cases of COVID-19


In this epidemic control measure, the information of individuals who have tested +ve for the COVID-19 is shared with the public for immediate isolation/testing of the close contact [34]. In this measure, the degree of information varies across the countries. For instance, in South Korea, the complete location information and demographics information is also released. Furthermore, temporal information and mask status is also published for the people’s awareness [35]. Many studies reported that people with individualistic orientation are less likely to consider the control measures acceptable because they have higher privacy concerns and lower perceptions of the social benefits.



3.3.1. Data in Loop


The types of data processed and used for the disclosing information of confirmed cases of COVID-19 is, (i) facilities he/she visits, (ii) temporal information of visits, (iii) activities data (meeting/food), (iii) demographics (mainly age and gender), and (iv) description about the transport (public/local) and mask wearing/not-wearing status etc. Furthermore, the close contacts information is also published sometome to find the suspects.




3.3.2. Likely Privacy Concerns/Issues in the Control Measure


The likely privacy problems in this control measure are, (i) identity disclosure, (ii) sensitive places visits disclosure, (iii) attribute disclosure, (iv) activities disclosure, and (v) temporal based activities disclosure. In some cases, the healthcare authorities publish the status of patient as a super spreader which results into defamation, hates, and discrimination etc. All these concerns can occur in while disclosing the information of patients for public’s well being.




3.3.3. Latest Technologies/Solutions Devised so for to Alleviate Privacy Concerns/Issues


The most famous and practical solutions is the disclosing patients information via user-centered privacy controls [36]. By using this method, users have strong control over their personal information and effective transparency on how their data are handled. These systems provide protections of the civil liberties and are respectful of social norms. The other notable solutions that have demonstrated effectiveness in terms of privacy preservation are, information communication technologies [37], legal construction of the privacy [38], adoption of the latest technologies [39], and geospatial technologies [40]. All these solutions have demonstrated effectiveness for preserving people’s privacy when data are distributed for analysis or determining the probability of exposure. Despite the success of such solutions, the user’s privacy breaches can occur through data correlation and auxiliary information [41].





3.4. Symptoms and Other Data Reporting to Health Authorities


In some countries, symptoms (e.g., fever, muscle pain, and runny nose etc.) and other valuable data (e.g., travel visit in last 14 days, visit to an exposed facility, history of diagnosis with COVID-19, and contact with a confirmed patient etc.) is reported to health authorities on daily basis. This tremendous amount of data is usually stored in a centralized server consequently privacy issues can occur frequently. Hence, there are many developments underway to gather data about individuals for better handling of this pandemic [42]. Due to the industrial development, wearable sensor and related technologies are effectively contributing in symptoms reporting and managing the disease [43,44]. Furthermore, the latest technologies such as deep learning (DL) has also been effectively applied on the user’s generated/reported data for the diagnosis of COVID-19 in recent times [45]. These technologies have assisted in detecting pre-symptomatic patients to reduce the healthcare workers burden significantly [46,47,48]. Due to effective utilizing these latest technologies, the disease’s transmission can be reduced and healthcare workers’ burden can be lowered in unprecedented times.



3.4.1. Data in Loop


The types of data processed and used for the symptoms and other data reporting purposes can be classified into two categories. The first category is about symptoms data collection/reporting which includes, (i) fever readings, (ii) breathing patterns (e.g., oxygen levels), (iii) heart beat, (iii) muscle pain, (iv) headache, and other useful data that can depict the buildup of the COVID-19. Furthermore, the location information can also be reported for curbing the disease spread or keeping people away from the hotpots. The second category is about other useful data collection/reporting which includes, (i) demographics (name, workplace, job type, and cell phone number etc), (ii) travel history of past 14 days, (iii) visit to some contaminated place/facility, (iv) contact with confirm/exposed person, and (v) whether some is at stay at home order or not. These data are collected and processed for handling the epidemic. In addition, the physical activities data and nature of the work is also monitored continuously to effectively control the disease [49]. Recently, methods that can exploit the power of both wearable devices and mobile technology have become an effective solution to handle the epidemic [50].




3.4.2. Likely Privacy Concerns/Issues in the Control Measure


The likely privacy problems in this control measure are, (i) movement tracking, (ii) identity and attribute disclosure by correlating relationships between buying habits and health, (iii)location disclosure, (iv) physical activities disclosure, and (v) sensitive diseases disclosure (e.g., underlying conditions). In some cases, the healthcare authorities publish the location trail of carrier that in turn can expose the group privacy. All these concerns can occur collecting/reporting the information of patients for public’s well being through forms or wearable devices. The disclosure of the people’s privacy through body sensors data and other reporting services may cause the humiliation/embarrassment to the patient if a data manipulation occurs. Hence, the infrastructure/systems designer need to pay special attention to these privacy problems and embed the privacy enhancing technologies while designing the systems.




3.4.3. Latest Technologies/Solutions Devised so for to Alleviate Privacy Concerns/Issues


The most famous and practical solutions is the symptoms and other data reporting to health authorities via anonymised sensor data [51]. By using this method, many operations related to the public health emergency surveillance can be performed in a privacy preserving manner. This system provides nationwide surveillance of the infectious diseases. The other notable solutions that have demonstrated effectiveness in terms of privacy protection are, digitally controlled health management system [52], privacy-aware energy-efficient framework (P-AEEF) protocol [53], spatio-temporal trajectory approaches with privacy [54], encryption mechanisms [55], and surveillance system [56]. All these solutions have demonstrated effectiveness for preserving people’s privacy when data are collected/reported by the users for analysis or determining the probability of exposure. Despite the success of such solutions, the user’s hesitation regarding their privacy manipulations remains vigilant during recent times [57].





3.5. Basic Data (E.G, Demographics) Collection at the Time of Both Voluntarily and Involuntarily Checkups


In this epidemic control measure, basic data (e.g, demographics) about the individuals are collected at the time of both voluntarily and involuntarily checkups [58]. This data assist in analyzing the causes of the spread as well as the estimation of lethality of the virus for different age-groups [59]. The collected data can be used for diverse objectives including recommendation or guidelines for preventive steps. For instance, it can be used to find the contacts of confirmed patients or it can be used for measuring the infections’ risk based on the age/gender. Anna et al. [60] highlighted the changes in health behaviors of the Canadian adults based on demographics during the pandemic times. Thomas et al. [61] analyzed the suicide trends during the COVID-19 times based on demographics.



3.5.1. Data in Loop


The types of data processed and collected at the time of the checkup is, (i) patient ID, (ii) gender, (iii) age, (iv) race, (v)visit date, (vi) symptoms that he/she is experiencing, (vii) other biomedical parameters, (viii) travel data, (ix) zipcode, (x) profession, (xi) job nature, and (xii) other disease information etc. Furthermore, in some cases, the data is collected via digital solution in multiple times for better diagnosis [62]. These data can be used for range of services/applications including clinical decision support, disease surveillance, analytics, health insurance, and population health management.




3.5.2. Likely Privacy Concerns/Issues in the Control Measure


The likely privacy problems in this control measure are, (i) identity disclosure, (ii) sensitive attribute disclosure, (iii) location disclosure, (iv) membership disclosure, and (v) trajectories disclosures. In some cases, the healthcare authorities publish the data that in turn can expose the group privacy. Furthermore, as majority of the data is stored in a centralized server thereby hacking/theft can likely occur that can result into range of negative consequences on people’s life [63]. Hence, many efforts are underway to collect and process users data with privacy guarantees [64].




3.5.3. Latest Technologies/Solutions Devised so for to Alleviate Privacy Concerns/Issues


The most famous and practical solutions is the Basic data (e.g., demographics) collection via privacy preserving healthcare informatics that uses state-of-the-art privacy-enhancing methods [65]. By using this method, privacy violations can be reduced in a fine grained manner. The other notable solutions that have demonstrated effectiveness in terms of privacy preservation are, adaptive differential privacy algorithm [66], differential privacy approach [67], HealthyBlock-based approach for privacy preservation [68], federated learning [69], and privacy-preserving (PP) distributed learning techniques [70]. All these solutions have demonstrated effectiveness for preserving people’s privacy when data are collected at the time of diagnosis/treatment.





3.6. Collected Data Analytics/Mining for Insights Finding


In this epidemic control measure, the collected data are analyzed to effectively tackle the pandemic as a proactive measure. The analytics/mining on the collected data for insights finding can assist in response planning and accurate estimation of disease virulence. Many modern technologies such as AI, big data, deep learning, federated learning, block chain, and confidential computing have demonstrated effectiveness for mitigating COVID-19 pandemic [71]. These technologies have enormous potential for analyzing the situation of COVID-19 in future based on the analysis of collected data. For example, AI and Big Data can be employed to track the virus’s spread in real time, and plan/lift public health interventions accordingly, analyze their effectiveness, drugs re-purposing, as well as determine likely vaccine candidates and enhance the response of territories and communities to the ongoing epidemic [72]. Furthermore, the machine learning methods have demonstrated effectiveness in COVID-19’s diagnosis (e.g., dissemination patterns analysis, cases classifications, and predictions etc.) [73]. During the pandemic times, AI has proven a powerful tool for public health authorities to mitigate the disease spread and building resilience against it [74,75,76,77].



3.6.1. Data in Loop


The types of data processed and used at the time of analytics/mining are, (i) medical images [78], (ii) cases data, (iii) locations/trajectories data, (iii) temporal data, (iv)IoT devices data, (v) social network/media data, (vi) flow graphs, (vii) social relations/interactions data, (viii) demographics, (ix) diseases and drugs data, (x) mobile phones data including apps and signals, (xi) internet data, (xii) facilities data, (xiii) purchases history, (xiv) religious activities, (xv) spatio-temporal trajectories, and (xvi) e-commerce data, to name a few. Furthermore, data are fused from the heterogeneous sources for actionable insights and desirable computations [79,80,81].




3.6.2. Likely Privacy Concerns/Issues in the Control Measure


The likely privacy problems in this control measure are, (i) identity/attribute/membership disclosures, (ii) sensitive pattern derivation, (iii) mobility disclosure, (iv) association rule mining, (v) profiling, (vi) community privacy disclosure, (vii) sensitive/controversial places visit disclosure, (viii) activities disclosure, (ix) buying pattern disclosures, (x) location tapping, (xi) browsing behavior disclosure, (xii) stay points disclosure, (xiii) residence disclosure, (xiv) workplace/profession disclosure, (xv) political/religious beliefs disclosures, (xvi) travel details disclosures, (xvii) facial recognition and gender disclosure, (xviii) medical history disclosure, (xix) group identity theft, and (xx) disease predictions/aggregations, to name a few. Due to massive data processing, majority of the privacy problems listed in Figure 1 can occur during collected data analytics/mining. Due to multiple privacy issues in the COVID-19 related data analytics/mining, policy makers and developers are exploring many way to effectively safeguard user’s privacy.




3.6.3. Latest Technologies/Solutions Devised so for to Alleviate Privacy Concerns/Issues


The most famous and practical solutions in the collected data analytics/mining for insights finding is multi-pronged approach [82]. By using this method, health-relevant data is protected from privacy violations and can only be used in a privacy preserving manner. The other notable solutions that have demonstrated effectiveness in terms of privacy are, general data protection regulation (GDPR)-based computation [83], privacy-aware personalized information retrieval (PAPIR) method [84], privacy preserving data visualizations (PPDV) method [85], spatial k-anonymity method [86], and privacy preserving location-based services (LBS) method [87]. All these solutions have demonstrated effectiveness for preserving people’s privacy when analytics/mining is performed on the collected data. Despite the success of such solutions, advanced solutions with privacy guarantees are paramount [88].





3.7. Diagnosis/Tests Data (E.G., Electronic Health Records (Ehr)) Sharing with the Researchers for Secondary Use


In this control measure, the collected/stored data (e.g., electronic health records (EHR)) is shared with the researchers for better understanding of the disease variants, and possible treatments. The EHRs are highly valuable for understanding the characteristics of the disease, and possible mitigation measures [89]. For instance, in COVID-19’s context, the data sharing can assist in ranking the diseases which when combine with COVID-19 disease increase the mortality rates or EHRs can be utilized to predict the mortality rates [90,91]. Furthermore, the EHRs assist in analyzing the dynamics of newly emerging infectious diseases. Apart from such a helpful benefits, the EHRs can assist in performing demographic-based studies and diseases correlations for better handling of the diseases. Data sharing is paramount for handling any disease effectively, and EHRs are mainly shared in an anonymized form to preserve individuals’ privacy.



3.7.1. Data in Loop


The types of data processed and shared in handling of the epidemics in an effective manner are, (i) medical images, (ii) test data, (iii) demographics data, (iii) diseases data, (iv) clinical trials data, (v) multiple diseases data, (vi) symptoms data, (vii) clinical parameters’ data, (viii) finances and workplaces data, (ix) drugs’ effectiveness data, (x) medical history (e.g., hospital visit dates, discharge summaries, clinical notes, and bills etc.), and (xi) diseases’ origin etc., to name a few. Furthermore, in some cases, heterogeneous data are collected and shared for modeling the causes of diseases or factor analysis.




3.7.2. Likely Privacy Concerns/Issues in the Control Measure


The likely privacy problems in this control measure are, (i) identity/attribute/membership disclosures, (ii) sensitive business pattern extraction, (iii) group identity theft, (iv) association rule mining, (v) unsuspected people’s profiling, (vi) workplace/profession disclosure, (vii) political/religious beliefs disclosures, (viii) medical history disclosure, (ix) disease predictions, and (x) disease predictions/aggregations, to name a few. Due to massive data processing, majority of the general privacy problems listed in Figure 1 can occur during published data analytics.




3.7.3. Latest Technologies/Solutions Devised so for to Alleviate Privacy Concerns/Issues


The most famous and widely used solutions in the privacy protection in data publishing is anonymization [92]. By using this method, data is shared with the data-miners without compromising individual’s privacy while knowledge is preserved in the published data [93]. The other notable solutions that have demonstrated effectiveness in terms of privacy in data publishing are, pseudonymization [94], privacy preservation leveraging machine learning models [95], data driven anonymization system [96,97], cyber security mechanisms [98], and non-cryptographic anonymization techniques [99]. All these solutions have demonstrated effectiveness for preserving people’s privacy when data is published for research/innovation purposes. Despite the success of such solutions, advanced solutions with privacy guarantees are paramount, and research is underway for innovation solutions [100,101].






4. Brief Insights on Data Management in the Epidemic Control Measures with Privacy Guarantee


In Section 3, we provided detailed insight on the privacy issues that arise in epidemic control measures adopted by many countries across the globe to curb the COVID-19’s spread by processing sensitive data. We noticed that in most epidemic control measures, the locations data were mostly collected and processed for finding the suspected cases that was rarely collected/processed before COVID times. In addition, each country adopted unique solutions to curb the spread and lower the healthcare workers. For instance, South Korea adopted heterogeneous sources data (e.g., credit card data, CCTV footage, and mobile phones’ signals data) to find the potential cases that spark the criticism from most citizens due to privacy violations. Apart from South Korea, the no. of privacy violations in the healthcare sector related to individuals and organizations were   2 X   in Italy in the first four months of 2020. These privacy violations need robust, scalable, and correct algorithms/methodologies to address privacy concerns [102]. Furthermore, utilization of the security and privacy (SP) patterns in all phases of the data handling is of paramount to alleviate privacy concerns [103].



In addition, the trajectory data utilization with privacy preservation has become an active area of research in recent years [104]. Considering the diverse sources of the data (e.g., location data, trajectories data, demographics data, and medical images etc.), specific algorithms are needed to effectively resolve the individual’s privacy issues. We present the taxonomy of privacy preservation in epidemic control measures in Figure 4. In Figure 4, we mainly discuss the common five phases (e.g., collection, storage, analytics, use, and removal) of the each epidemic control measure (ECM), provide the privacy implications/requirements in each phases of the ECM, the current solution in place to protect people’s privacy in ECMs, and way forward (e.g., future technologies needed to fight with infectious diseases). With this comprehensive overview of the ECMs, the research gaps/directions can be identified to secure future systems and privacy issues. Moreover, the mechanism for data destruction/removal are still in early stage which needs better exploration [105].



The future technologies should focus more on the geospatial data masking to effectively preserve people’s privacy. The important research direction is to preserve people’s privacy in heterogeneous sources data fusion [106]. Since, fusing multiple and heterogeneous sources data can assist in impacting group privacy along with an individual’s privacy which has a range of negative consequences. with the proliferation of data acquisition sources and big data technologies, the privacy issues are emerging in unique ways, and are much larger scale compared to recent past. Therefore, plenty of solutions are being devised/proposed to effective address the privacy challenge across the globe during these pandemic times. In future, to increase adoption of the digital solutions, privacy needs to be embedded in the design of each ECMs. This will augment people’s trust to use digital solutions for long time thereby assist in controlling disease’s spread.




5. Prospects of the Research in Privacy Area Tacking into Account the Current Emerging Technologies


The future of healthcare is likely to be more digital-oriented, and recognizing the essence of digitization in this field for the pandemic preparedness planning has become inevitable. There is a need of long-term partnership between technology companies and hospitals for handling future pandemics. Hence, the digital technologies need to strengthen pandemic management, response, resilience, mitigation, and future preparedness for COVID-19 and many other infectious diseases. The digital technologies have enormous potential to fight with the infectious diseases. However, the privacy issues hinder the adoption of such technologies thereby grave situations can occur. In addition, due to diverse formats of data and privacy implications, the reliance on one solution is inadequate. We describe, prospects of the research in privacy area tacking into account the current emerging technologies advantages in Figure 5. The challenges described in Figure 5 affect the utility of the digital solution and make them less effective due to privacy issues.



The emerging concept of mobile phone utilization to fight with the pandemic has gained popularity across the globe. This enabled the effective contact tracing, proximity analysis, and alerts for avoiding high risk zones. In addition, it has resolved the most of privacy problems that can emerge when data is stored at the centralized server. In future, it is expected that this trend of performing most of the computation at the client side will likely to grow. Therefore, the privacy analysis in this setting, and pertinent mechanism to keep most of the sensitive information on user own mobile devices will be an attractive area of research. The collection of the location information on the mobile phones can assist in protecting against the unsuspected surveillance and privacy issues. Despite, the success of such methods, the implementation and protection from the privacy issues will be longstanding challenge. Beside this digital innovation, the hardware challenges of cell-phone such as limited storage, communication costs, battery issues, and data theft/loss will significantly impact the utilization of this technology during pandemic times.



Apart from the success of current solutions, the future solutions should focus more on less and relevant data collection, differentiating between sensitive and non-sensitive data, storing most of the sensitive data on user’s own cell-phones, performing analytic on safe manner (mostly on user’s devices), and utilizing results with standards and privacy policies, and remove data after certain time-period. Apart from these things, analyzing and collecting data that can assist in lowering the spread rates, mortality rates, and ICU admittance etc. is of supreme importance. Apart from the unique characteristics of the future systems stated above, the processing of massive data including temporal activities of users and location data have raised technical challenges for the software developer. From the theoretical point of view, analyzing all situations for computing the exposure probability is non-trivial task. To address, these challenges, future systems should focus more on the multi varied types data processing and analytic. The individual’s Privacy need to be maintained in all phases from collection to archival phases to get higher adoption of the digital solution thereby effective pandemic’s control.



To highlight the significance of the presented concepts, we compared the proposed study results with five existing and closely related studies such as Sun et al. [13], Chan et al. [16], Kim et al. [18], Wang et al. [41], and Shin et al. [93]. All these studies have provided the privacy related issues and emerging solutions for the ongoing pandemic. Meanwhile, the proposed study provides more comprehensive coverage of the privacy topic considering main shift in privacy paradigm that collect/process location data, persona data items (e.g., demographics, credit card usage data, and logs etc.), emerging digital solutions, and technical factors that add vulnerability to user’s privacy. We compared the effectiveness of the proposed study with the existing studies in terms of the coverage of the epidemic control measures, privacy implications, items of the personal data discussed, emerging privacy solutions in the context of COVID-19, and general comparisons including privacy protection rules discussion, technical factors related discussion, and privacy description in five phases of data life cycle. The results of comprehensive comparisons with existing studies are shown in Table 1.



Through comprehensive comparison with related studies as given in Table 1, it can be observed that proposed study covers many aspects of the privacy in COVID-19’s context. Furthermore, the proposed study discusses the privacy issues in all phases of data life cycle and all ECMs that are not comprehensively covered by the existing studies. These results verify the essence of proposed study. In order to highlight the significance of this article to readers or for applications, we identify 10 actors and provide this article’s significance to them in Table 2. Through this brief description, we aim to highlight helpful knowledge/significance of subject matter presented in this study for different actors.




6. Conclusions and Future Work


This paper explains the shift in privacy paradigm due to the pandemic (e.g., COVID-19) which involves more and detailed data collection about individuals’ activities, locations, buying patterns, and mobility/trajectories etc. The main goals of the proposed research are to provide a compact review of the digital solutions employed by the health authorities to tackle the challenge of the COVID-19 and their privacy implications. Furthermore, we explain technical factors due to which the people’s privacy is at higher risk in the COVID-19 time. We explained the privacy concerns in different epidemic control measures employed by the health authorities to tackle this disease taking relevant data types in loop. Further, we provide a brief insight on the data management in the epidemic control measure with privacy protection. We explained the technical challenges and implications that are arising in COVID-19 times due to heterogeneous data collection and processing. Finally, the future prospects of the research in this area tacking into account the emerging technologies are discussed. To the best of our knowledge, this is the first work that provides a brief and concise perspective on the privacy topic in COVID-19 context. In future, we planned to explore the privacy issues of the systems that harness locations data and wearable devices data. We intend to study the people’s orientation and privacy concerns of different nations to better understand the privacy area. Finally, analyzing the social networks data as a supportive tool to fight with infectious diseases and highlighting privacy issues in it is another important extension of the presented work. In recent years, there’s an increasing focus on the rapid development of more practical privacy preserving solutions leveraging industry 4.0 technologies (e.g., block chain, smart contracts, federated learning, and few short learning etc.). Hence, describing all these technologies essence in the pandemic situations is a promising avenue for future research.
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Figure 1. Conceptual overview of digital solutions and privacy issues in the COVID era. 
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Figure 2. Technical features that made privacy a dilemma of research in recent times. 
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Figure 3. Overview of the pertinent epidemic control measures leveraging technology. 
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Figure 4. Overview of the taxonomy of privacy preservation in epidemic control measures, present solutions and way forward (future solutions). 
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Figure 5. Prospects of the research in privacy area tacking into account the current emerging technologies advantages. 
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Table 1. Comprehensive comparisons with the existing and related studies.
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Category

	
Description of the Category

	
Comparisons with Existing Studies




	
Category Items

	
Sun et al. [13]

	
Chan et al. [16]

	
Kim et al. [18]

	
Wang et al. [41]

	
Shin et al. [93]

	
Proposed Study






	
Epidemic control measures

	
Contact tracing

	
×

	
√

	
√

	
√

	
×

	
√




	
Quarantine monitoring

	
√

	
×

	
√

	
×

	
×

	
√




	
Disclosing COVID+ Information

	
×

	
×

	
√

	
×

	
×

	
√




	
Symptoms/data reporting

	
√

	
×

	
×

	
×

	
×

	
√




	
Checkup data collection

	
√

	
×

	
×

	
×

	
×

	
√




	
Collected data analytics

	
×

	
√

	
×

	
√

	
√

	
√




	
Data distribution with analysts

	
√

	
×

	
×

	
√

	
√

	
√




	
Privacy implications

	
General implications (IoT + healthcare)

	
×

	
×

	
×

	
×

	
×

	
√




	
COVID-19 specific implications

	
√ (brief)

	
√ (brief)

	
√ (detailed)

	
√ (brief)

	
√ (brief)

	
√ (comprehensive)




	
Personal data’s item discussed

	
Demographics

	
√

	
√

	
√

	
√

	
√

	
√




	
Mobility/trajectory data

	
√

	
√

	
√

	
√

	
×

	
√




	
cellular network data

	
×

	
×

	
√

	
×

	
×

	
√




	
mobile apps data

	
×

	
×

	
√

	
×

	
×

	
√




	
symptoms data

	
√

	
×

	
√

	
√

	
×

	
√




	
COVID-19 cases data

	
√

	
×

	
√

	
√

	
×

	
√




	
comorbidity data

	
√

	
×

	
×

	
√

	
√

	
√




	
buying patterns data

	
×

	
×

	
√

	
√

	
×

	
√




	
CCTV data

	
×

	
×

	
×

	
×

	
×

	
√




	
Credit card usage data

	
×

	
×

	
×

	
×

	
×

	
√




	
IoT devices data

	
√

	
×

	
√

	
√

	
×

	
√




	
Stay points data

	
×

	
×

	
×

	
√

	
√

	
√




	
Emerging privacy solutions’ discussion

	
Blockchain Technology

	
×

	
×

	
×

	
×

	
×

	
√




	
Encryption

	
×

	
√

	
×

	
×

	
√

	
√




	
Anonymization

	
×

	
×

	
√

	
√

	
√

	
√




	
Deep/Machine Learning

	
√

	
√

	
×

	
×

	
×

	
√




	
General comparisons

	
Technical factors discussion

	
√

	
√

	
√

	
×

	
×

	
√




	
GDPR/PIPA discussion

	
×

	
×

	
×

	
×

	
√ (PIPA)

	
√ (PIPA)




	
privacy analysis in phases of data life cycle

	
√ (3 only)

	
√ (3 only)

	
√ (4 only)

	
√ (3 only)

	
√ (2 only)

	
√ (all Six)
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Table 2. Significance of the proposed study for different actors.
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	Sr. No.
	Actors
	Proposed Study’s Significance for Each Actor





	1.
	Users (record owners)
	Provide understanding about what constitute in his/her privacy and how to protect it effectively.



	2.
	Data owners/holders
	Provide the comprehensive overview of privacy concerns and enables them to plan/develop more secure methods.



	3.
	Researchers/data analyst
	To get the knowledge of current modalities used in this pandemic and research gaps for proposing better methods.



	4.
	Data publisher
	To plan about the data sharing at a larger scale for data mining and research purposes without privacy issues.



	5.
	Policy makers
	To plan/suggest better pandemic information/handling systems to alleviate people’s anxiety while providing data.



	6.
	Developers
	To develop systems/software in which privacy is used as a proactive measure not reactive to gain people’s trust.



	7.
	Health authorities
	To devise methods for collecting data for which people has less privacy concerns, and controlling data manipulations.



	8.
	Governments
	To use people data for the intended purpose and plan the interventions for which people willingness is high regarding data provision.



	9.
	Applications
	From applications point of view the apps that are currently working for the tracing/monitoring can be made more privacy preserving.



	10.
	Third-party apps
	The privacy and corresponding data items that jeopardize someone privacy must be identified and protected in data exchange/use.
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