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1. Introduction

Recently, wireless networks have been developed using cloud infrastructure and
software-based networks. Their connections to the next-generation Internet and the Internet
of Things (IoT) have reduced costs and improved reliability. It is critical for people, factories,
vehicles, road and transportation environments, and much more to use IoT sensors and
devices for daily tasks in these vast and complex networks. It is also important to leverage
privacy-preservation patterns in large networks such as Big Data and software-based
networks. Several supporting technologies for IoT are cloud computing and fog computing.
However, the possibility of privacy breaches in these three technologies is high. The main
purpose of this Special Issue is to present and compile articles about this topic.

In this Special Issue, we delve into the vanguard of protection—privacy-preserving
techniques. From cryptographic algorithms that allow for secure data sharing without
compromising privacy to federated learning models that train on decentralized data, our
contributors explore the tools and strategies that empower individuals and organizations
to regain control over their data.

Our authors elucidate the nuances of preserving privacy in cloud environments,
where vast datasets are stored and processed remotely, and fog computing, which extends
these capabilities closer to the edge, reducing latency but heightening concerns about
data exposure. In the realm of IoT, we confront the challenge of securing devices with
limited computational power and the imperative of safeguarding data as they traverse
vast networks.

In this Special Issue, we were privileged to receive a total of 21 papers, out of which
10 were selected for publication. The authors have presented a range of innovative ideas
and methodologies aimed at addressing the complex issues of security and privacy within
cloud/fog and IoT. It is our firm belief that the creation of a secure and highly efficient
sensing environment holds the potential to bring immense benefits to people across the
globe. We extend our heartfelt gratitude to all the authors for their invaluable contributions
to this pivotal field of research.
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2. Summary of the Special Issue

In [1], Parrilla et al. proposed a method for area optimization independent of FPGA
technology to obtain true random numbers. Most cryptographic algorithms generating a
true random number are involved in designing secure cloud/fog and Internet of Things
(IoT). They show that their proposed method can pass NIST tests with a low number
of ring oscillators and it can be implemented on low-cost FPGAs to produce secure IoT
devices. Until now, designing true random number generators for FPGAs is still one of the
greatest challenges.

In privacy-preserving techniques, we need a symmetric cryptosystem, such as AES, to
encrypt/decrypt communicated messages using a common shared key. In [2], the authors
proposed a new shared key generation technique for securing AES. Their research results
show that the proposed technique is superior to other existing techniques in terms of
security and performance. In addition, the proposed technique successfully passed the
key strength analysis tests, such as the frequency test, bit independence test, and bitwise
uncorrelation test.

In [3], the authors aimed to explore the problems that password authentication and
password polices present within Windows Hello for Business (WHFB). They simulated
attacks against user passwords and PINs in WHFB. To solve this issue, one of these solutions
is password-less authentication. Two larger organizations such as Microsoft and Google
support password-less authentication for end-users and many companies its use for their
IT infrastructure. This solution has been tested by millions of people and has been proven
to be safe.

In the IoT big data market, some valuable digital assets are growing and accessed in
this area. Watermarks are one of the hot topics in the protection of privacy in this market.
The authors proposed a blockchain-based resource-efficient anonymity protection with
robust watermarking in the IoT big data market [4]. The experimental results showed
that the proposed scheme can provide data owners and consumers with ownership and
anonymity in view of four different-type IoT datasets: bounded-errors, sub-stream sizes,
watermark lengths, and ratios of data tampering. This method can encourage more IoT big
data owners, including public sectors, to provide consumers’ valuable data with anonymity
to further foster more diversified IoT applications.

Information systems’ dependability, availability, and cybersecurity are very important
security requirements in cloud and IoT systems. To assess these requirements in some rele-
vant indicators, it is necessary to develop and implement tools for Cloud and IoT systems.
In [5], the authors proposed a strategy based on the continuous collection, comparison,
selection, and combination of Markov and semi-Markov models for assessing these systems.
The proposed method was based on the fact that the model design strategy consists of
step-by-step selection, adaptation, and possible changes in the type of parameters during
the use of the system. This method was found to increase dependability, availability, and
cybersecurity assessment trustworthiness.

Smart home IoT is used to connect different home appliances and provide access to
them over an insecure network from a remote place. Because of the limited resources of
these IoT devices, there is an urgent need for a light weight authentication scheme for
smart home IoT devices. The contributions of [6] are as follows. They investigated the most
common authentication methods for low-power devices and discovered the drawbacks
of the available ones. The authors proposed a generalized authentication method for
low-power IoT devices to improve security in remote access scenarios. They analyze
the performance of the proposed scheme and showed that it is secure and can prevent
many attacks.

In another study, the authors proposed a privacy-preserving federated learning system
based on homomorphic encryption for medical data [7]. Due to of the high number of
privacy attacks on deep learning models, homomorphic encryption-based model protection
from the adversary collaborator was used to solve this problem. The main contributions
of [7] are as follows. They provide a practical method to implement secure multi-party
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computation in federated learning to improve the privacy and security of medical data,
which can protect the confidentiality of the sensitive medical data. A real-world medical
dataset was used to evaluate the proposed method and the experimental results showed
that the method can protect the deep learning model from adversaries.

The wearable health crowd sensing (WHCS) system enables wearable data collection
through active sensing to provide health monitoring to users. Wearable sensing devices
can capture data and transmit it to the cloud for data processing and analytics. Due to the
bandwidth limitation in WHCS, it is challenging to protect the large data transfers against
zero-day attacks. The authors proposed a batch processing scheme for WHCS [8]. The
security analysis showed that the proposed scheme is secure against some attacks using
the random oracle model. In addition, their performance can achieve lower computation
and communication costs with less storage overhead. The results showed that it is superior
to other existing batch processing schemes.

Stylometry is a well-known field and uses statistical methods to analyze style in
order to determine authorship. It has been applied successfully to several areas such as in
historical research or for copyright purposes. However, it may expose users’ privacy and
personal data in specific contexts without the users being aware of it. The authors of [9]
presented the possibility of automated identification of a person using stylometry. They
focused and experimented on four types of texts using stylometry: books, articles in blogs,
emails, and social media posts. The results showed the effectiveness of stylometry, possible
privacy threats, and the relevant legal provisions.

A searchable encryption scheme is used to gain access to a collection of encrypted
documents based on a searching functionality using keywords in the documents without
the ability to decrypt them. The authors of [10] proposed a searchable encryption system
that uses biometric authentication in cloud environments. The proposed system has three
components: classical authentication, biometric authentication, and searchable encryption.
Through their security and performance analysis, the proposed system was demonstrated to
be secure enough for its purposes and efficient for practical implementation. The proposed
system will move the Google Cloud Platform and IoT devices in the next direction.
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