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Abstract

:

The internet of things (IoT) enables a hyperconnected society, offering intelligent services and convenience through various connections between people, objects, and services. However, the current state of the IoT still faces limitations in security. Security issues in the IoT are of significant concern, leading to the proposal of numerous security frameworks and solutions to address these challenges. Authentication and authorization are crucial security requirements in the IoT environment, considering the potential risks posed by inadequate authentication and incorrect authorization. To comprehensively mitigate these issues, we presents a novel IoT access control architecture in this paper. The proposed architecture leverages the OAuth framework for authorization and the decentralized identity technology to enhance the authentication and authorization processes.
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1. Introduction


The internet of things (IoT) is a revolutionary technology that enables the connection of physical objects to the internet, bridging the gap between software services and the physical world. It has become an integral part of various industries and businesses, playing a significant role in the fourth industrial revolution. The IoT offers a wide range of capabilities, including detection, identification, information processing, and connectivity, across diverse fields such as healthcare, transportation, industry, agriculture, and urban infrastructure [1]. During the COVID-19 pandemic, the IoT played a crucial role in the healthcare industry. It was utilized for patient investigation and data aggregation, remote monitoring, body temperature measurement, and monitoring quarantine compliance, contributing to the management of the pandemic. The applications of the IoT continue to expand rapidly, encompassing areas such as healthcare, guidance and control systems, trade, and industrial automation [2].



However, the security considerations for IoT deployments have been insufficient, leading to various security threats and incidents as the use of the IoT continues to grow. The IoT operates across three main layers, each susceptible to different types of attacks. At the perception layer, attacks such as denial-of-service (DoS), distributed DoS (DDoS), replay attacks, side-channel attacks, and fake node attacks can occur. In the network layer, attacks such as man-in-the-middle (MITM), DoS, eavesdropping, sniffing, and routing attacks are possible, which can impact data authentication, accessibility, privacy, and application layer efficiency [3]. As such, security threats can appear throughout the framework, from communications among devices to the process of processing and storing data. To address these security threats, IoT architecture incorporates various security requirements. Among these requirements, authentication and authorization are considered fundamental and critical in all layers to prevent a range of attacks [4]. Consequently, solutions that integrate different frameworks have been proposed to enhance authentication, authorization, and access control mechanisms between IoT devices and users.



Various methods have been proposed to authenticate and authorize legitimate users or devices in the IoT environment to ensure effective access control. OAuth, an open standard framework for authorization widely used on the web, has been employed in several studies for authorization delegation in IoT scenarios. IoT-OAuth has demonstrated efficient management of authorization through the use of centralized servers and tokens issued by them. However, the centralized server presents a potential single point of failure susceptible to various security threats. To mitigate this risk, numerous studies have explored the replacement of centralized authorization servers with decentralized systems.



Granting privileges to unauthorized parties within access control mechanisms can create security vulnerabilities, making it crucial to only delegate access to legitimate users and ensure the validity of authentication methods. In the realm of access control management, authentication should be meticulously implemented. Treating authentication as a mere assumption for authorization can lead to significant risks. Therefore, we emphasize the significance of authenticating all entities involved in the framework, alongside the access control mechanisms for authorization. To accomplish this, we adopt a validated authentication method called decentralized identity (DID), which utilizes blockchain technology to ensure integrity and immutability. Moreover, we employ a secure token called the proof of possession (PoP) token to establish ownership and mitigate attacks such as eavesdropping and theft on the network.



1.1. Contributions


In this paper, we propose an IoT authorization management framework based on blockchain and OAuth. The proposed framework utilizes OAuth for authorization, leveraging a decentralized blockchain instead of a centralized server. We also present enhanced authentication as well as authorization delegation by adopting a decentralized (or distributed) identity (DID) system.



The primary contributions of this research are as follows:




	
A blockchain-based decentralized OAuth authorization system is presented to address issues with centralized servers.



	
Smart contracts on the blockchain are used for automated authentication and authorization performance management.



	
A DID system is used to provide strong authentication for all participants involved in access control management.



	
By implementing a secure token called the PoP token, proof of user ownership is achieved, which mitigates security threats.









1.2. Organization


The remainder of this paper is organized as follows. In Section 2, we review and compare existing studies on IoT authorization and authentication. Section 3 provides the necessary background knowledge and technology required to comprehend the proposed architecture. Our proposed architecture is presented in detail in Section 4. Section 5 further examines and compares this study, focusing on the underlying techniques. Lastly, Section 6 concludes the paper.





2. Related Work


Various authentication methods, authorization management, framework, and flow have been studied to authenticate and authorize IoT devices which want to access resource, and users (or clients) who want to access IoT devices. We compared related works based on four key technologies: decentralized authentication, smart contracts, secure tokens, and distributed identifiers (DID).



The conventional authentication methods and OAuth perform authentication through a centralized authorization server. This approach offers the advantages of fast and systematic authentication processing through a single authentication server. However, it also presents a critical drawback, where a single point of attack can lead to homogenized vulnerabilities, and the failure of the server due to attacks or errors can result in the paralysis of the entire authentication system. On the other hand, decentralized authorization disperses the authentication server without centralizing it. This helps to alleviate the critical shortcomings of a centralized server. Moreover, the characteristics of distributed ledgers ensure the integrity and immutability of authentication data, enhancing security measures.



Smart contracts, powered by blockchain technology, enable system automation. They offer the advantage of an automated authentication mechanism, which helps prevent interference from attackers or malicious insiders.



DID (decentralized identifier) serves as a distributed identity management system, utilizing blockchain as the foundation for identity management. Unlike conventional identity management systems, DID enables individuals to manage their identifiers and ensures the integrity of these identifiers through the use of a distributed ledger. Such features of DID offer the advantage of mitigating identifier tampering issues present in traditional identity management models.



A secure token is an enhanced version of the traditional access token, designed to strengthen security and mitigate token-related vulnerabilities at the network layer. The PoP (proof of possession) token, utilized as a secure token, validates the token owner using the PoP key, ensuring that the token is being used by legitimate users.



Access control is a crucial element in security, and numerous access control frameworks have been researched to enhance security. Among them, role-based access control (RBAC) has been widely used and extensively studied. Sandhu et al. proposed a family of RBAC models based on role hierarchies and constraints [5]. Additionally, Sandhu et al. introduced the NIST RBAC, which integrates RBAC, hierarchical RBAC, constrained RBAC, and symmetric RBAC [6]. Furthermore, Giordano et al. proposed Vicoms, an applicable access control framework for real-world applications [7]. Vicoms implements access restrictions by specifying policies in JEE server environments using the XACML language, designed for enhancing security in access control frameworks. In [8], Zhang et al. further explained how to effectively verify access control frameworks and policies using XACML as used in [7]. Thomas et al. proposed a new approach to access control called task-based authorization controls, which is different from the traditional role-based and policy-based methods [9]. Task-based authorization controls grant permissions at various points during the progression of tasks from a task-oriented perspective. Heydon et al. explain that these tasks are described using easily understandable visual manipulation languages [10]. These studies describe classical access control methods, followed by the development of applicable new access control approaches, and visual manipulation languages that facilitate easy comprehension. Based on these studies, we can understand the advancements and apply them to the framework we intend to propose.



OAuth is an authorization framework which delegates access using tokens. Therefore, studies using OAuth have been proposed to authenticate and authorize users and IoT devices. Kahn et al. [11] presented an IoT authentication protocol using OAuth, and Savio et al. [12] proposed an OAuth-IoT framework for flexible authentication and authorization of IoT devices using OAuth 2.0. The framework proposed an IoT resource access control mechanism and describes the mechanisms on constrained IoT devices. Federico et al. [13] also introduce an IoT access control architecture using OAuth 2.0. The as-a-service access control architecture introduced in [13] has an identity provider for authentication and delegation of authority. Oh et al. [14], who proposed an IoT access control framework based on expanded OAuth 2.0 and Role, controlled access by limiting the scope of authority based on Role, similar to [13]. Oh et al. [15] used OAuth for authorization, not only for users but also for devices in heterogeneous domains. However, since all of those [11,12,13,14,15] who designed IoT access control management based on OAuth using centralized servers to manage authorization and set scope for permissions, there are limitations to threats caused by centralized servers such as DDoS, DoS, insider attacks, and data forgery problems.



In order to solve the problem caused by using the centralized server, studies have been presented to solve the problem by replacing the centralized server with a distributed ledger. Qian et al. [16] proposed data security management through device authentication excluding third parties and recording data in distributed ledgers using blockchain distributed ledgers. As the distributed ledger and its functions developed, smart contracts that automatically record and verify transactions were used in various blockchain systems and were also introduced in blockchain-based IoT authentication and access control management frameworks. Li et al. [17] gave each IoT a unique ID and recorded it in a distributed ledger to explain a framework that can authenticate and authorize IoT through smart contracts, and similarly, Gong et al. [18] created and authenticated device fingerprints for device authentication inside the blockchain. Subsequently, Ferreira et al. [19] used a blockchain to identify, register, and authenticate IoT devices, and developed an API for the blockchain. Furthermore, Tahir et al. [20] described a framework for accessing data by performing authentication and authorization of fog IoT data on the blockchain through smart contracts based on certificates and keys granted to each user. Ayoade et al. [21] also proposed an IoT smart contract architecture that serves as an authorization for information stored safely in TEE storage by recording and tracking access from third parties in a distributed ledger through smart contracts. In addition, a system that provides interaction in a secure and distributed manner by applying blockchain algorithms to IoT has also been proposed [22]. Blockchain uses hash operations to provide strong integrity and immutability, but IoT access management frameworks that have replaced the permission server with the proposed blockchain must go through authentication and authorization procedures each time and perform operations to record in a distributed ledger. Above all, there is a disadvantage that it is difficult to verify access rights in a resource server if there is a separate resource server that stores the user’s data from the authorization blockchain.



To simplify the problem of inconvenient user authorization by specifying authorization, an authorized tokens or tickets may be issued [4]. A framework can be designed that provides authorization to improve the weakness of a distributed ledger by borrowing the previously proposed token technology of OAuth. Therefore, several studies have published designs and architectures that overcome the limitations of the two technologies by delegating OAuth’s authority and decentralizing the (centralized) servers. Ourad et al. [23] proposed a blockchain-based OAuth solution that enables authentication and secure communication for IoT devices, and Siris et al. [24,25] use an authorization server to authorize requests, but it is recorded in the blockchain to ensure integrity and traceability, and can be applied in practice. Subsequently, research was also conducted to verify IoT devices through smart contracts with blockchain-based OAuth by completely replacing the authorization servers with a blockchain-based OAuth, and to issue authorization tokens [26]. In addition, an authorization architecture also has been proposed that allows contextual flexibility in providing access to resource [27], using context-aware security services that can determine detailed authority such as roles, as shown in [14].



Most works have mainly proposed management, frameworks, and architectures that delegate authorization through authentication, that is, control access. Therefore, authentication was treated as an assumption, or the authentication method (certificates, public keys, etc.) of parties such as users and IoT devices were not significantly defined. That is, many parts of the enrollment process for authentication in the framework, which is important in delegation of authority, are omitted or passed over. However, the assumption of authentication is a very strong assumption because it is very important to verify whether it is a legitimate party or a legitimate authentication method, and false authentication can pose a threat to empowering the non-legitimate party. Therefore, in this paper, we propose an authorization framework using smart contracts based on OAuth and blockchain and authentication of parties with DIDs guaranteed integrity and immutability as an authentication method.



DID is an identity management technology that enables verification of forgery by storing documents including authentication methods such as public keys and certificates in a distributed storage. Several studies have been presented that have adopted authentication using DIDs with guaranteed integrity and legitimacy of the authentication methods. Fotiou, Nikos et al. [28] adopted DID for guests’ IoT access permission and performed authentication and authorization. This paper proposes granting access to IoT devices by utilizing DID for authentication in multi-tenant IoT hubs. An OAuth-based study using verifiable credentials (VC), that add personal identification to DIDs for user authentication and IoT access, has also been conducted [29]. In this framework, the issuer issued the VC, and authentication and authorization were performed in the AS using the VC’s certification. Subsequently, Dixit et al. [30] proposed a device-to-device connection framework for IoT in the industry through SSI authentication based on DID and VC.



However, most studies using DID for authentication rely on centralized authorization servers, which share the limitations that come from centralized servers, as shown in [11,12,13,14,15]. Therefore, we would like to propose an OAuth-based DID certification and blockchain access control management framework that compensates for the shortcomings of each technology that has not yet been proposed. Table 1 summarizes the comparison of the tasks examined for IoT authentication and access control management.




3. Background


3.1. IoT


The IoT is a ubiquitous sensor internet connection system proposed by Kevin Ashton in 1999, short for internet of things. The IoT can be simply defined as a variety of objects connected to internet networks. Objects have embedded communication functions and wirelessly transmit and receive information obtained through sensors or computers [31]. All objects and structures with embedded sensors and communication functions are IoT, and various embedded objects can be IoT devices, from simple sensor equipment to home appliances such as smart refrigerators and smart TVs, mobile equipment such as smartphones and Wi-Fi, and wearable equipment such as smartwatches.



The network formed by connecting various IoT devices that wirelessly transmit and receive information and apply it according to their purpose is called an IoT network, and IoT networks are also growing with the development of the internet. These open and comprehensive IoT networks can share information, data, and resources, and respond and act according to changes in contexts and environments [32].




3.2. Blockchain


Blockchain is a distributed computing ledger technology that provides data integrity and immutability. The nodes of the blockchain environment have a distributed ledger, and transaction data that has undergone a consensus process at the blockchain node is recorded in the distributed ledger as a ‘block’ and cannot be modified or changed. Blockchain guarantees integrity and immutability through a hash function, and links blocks into chains. The block constituting the blockchain is a set of data stored in the ledger and consists of a block header and block data. The block header includes a hash of the previous block header, a time stamp, a nonce, and a hash of the entire block, and the block data includes a list of transactions [33]. The blockchain is recorded in a distributed ledger through a block header connected to the previous block in the form of a chain.



Blockchain is decentralized technology, that is because the blockchain uses the P2P method and all nodes propagate recorded transactions with a distributed ledger, and decentralization is one of the strong attributes that can solve the problem of centralized servers [34]. Blockchain provides integrity, immutability, and decentralization, making it impossible to falsify data, and enabling safe transactions and data processing without using intermediaries or trust agencies. Therefore, blockchain is used as a key technology in cryptocurrency, finance, medical care, SNS, and identity verification systems.



Smart Contract


The technology proposed with the development of blockchain is a technology that programs the contents of the contract and embeds the contract in the blockchain to automatically execute it when the contract conditions are met, proposed by Nick Szabo in 1994 and applied by Vitalik Buterin in 2015 simultaneously with the development of Ethereum [35]. Smart contracts allow developers to write their own contract contents and conditions and can implement any contract based on such programmed contracts. In addition, smart contracts are very efficient because they automatically sign contracts and record transactions when conditions are met, and have the advantage of minimizing the risk of third-party intervention and exceptions [36]. Therefore, signing transactions through smart contracts that execute on the blockchain and recording transactions on the blockchain can ensure stronger integrity and immutability. Smart contracts with these advantages are used for various financial, real estate, insurance transactions, digital rights management, and notarization [37].





3.3. OAuth


OAuth is open authorization, commonly referred to as OAuth 2.0 authorization framework technology. OAuth is an open standard technology that delegates access to limited user information to clients using a trust certification authority. It can delegate access without exposing IDs or passwords to third parties by using tokens to delegate authority [38].



The OAuth framework consists of a resource owner (user), resource server, client, and authorization server. The resource owner is the owner of the protected resource and the user who can grant access, and the resource server is the server that stores the protected user’s resources. The client is an application that accesses resources on behalf of the user, and the authorization server is a server that authorizes the resource owner by authenticating and issuing tokens to the client. In OAuth, the resource owner sends a request to the application (client) that they want to use, and the application requests it again from the permission server to authenticate the user and issue a permission token. The application receives an authorized token from the authority server and accesses the information of the protected user on the resource server [39].



Secure Token


OAuth uses access tokens to delegate access to clients. An access token is a string containing information about authorization, such as scope and period, and no specific format is specified. Therefore, in OAuth, the server may select various types of access tokens. However, access tokens issued by all authorization servers cannot be interpreted by the client and have the property of not containing user information [39].



Many commercial implementations utilize JSON Web Token (JWT) as an access token in OAuth 2.0. The JWT may include authentication and authorization information as a JSON object and may ensure integrity through a digital signature [40]. However, in constrained devices such as IoT devices, bearer tokens including JWT have the disadvantage of being overcalculated and being able to steal tokens through attacks such as eavesdropping and hijacking. Therefore, a proof of possession key for CWT was proposed as an improved technology. CWT, a compromise of inefficient JWT in the IoT, is a compact means of encoding small data to deliver claims. In CWT, valid claim sets include issuers, subjects, audience, expiration, not before, issued at, and cwt id, and claim sets have different coverage depending on the situation [41].



The proof of possession (PoP) token proves that the token’s presenter is a legitimate user who owns the key through a specific PoP key. The PoP key can be used in both a symmetric key and a private key method that can confirm the ownership of the key in an encrypted method. Symmetric keys are exchanged privately, and asymmetric keys are exchanged for public keys and used for proof of ownership [42]. In addition, PoP token using the CWT token format has been proposed because PoP token is not limited to the format of the token. The token proves the ownership of the key, including a confirmation cnf claim in the issuer iss, the recipient aud, and the expiration time exp claim. PoP token using CWT format is efficient for limited environments using less data, while providing security through proof of possession through the PoP key [43].





3.4. DID


Decentralized identity is a blockchain-based identity management system that allows individuals to manage their IDs, unlike other identifiers [44]. Unlike the existing server–client identity management model and the trust agency identity management model, DID allows users to manage their identifiers, and because it uses a distributed ledger as a storage, it can access unforged identifiers without a trust agency.



The DID consists of DID identifiers and a DID document with a key and value structure. A DID identifier is an address that refers to a DID document recorded in a distributed ledger in the form of a url and consists of scheme, method, and method specific identifier. The DID document stored at the address indicated by the DID identifier is a document containing the user’s authentication means and identifiers, including id, public key, authentication method, and other details. The user may develop various services by adding detailed items. Members who want to access the DID document through the DID identifier can see the DID document using the DID resolver [45].





4. System Architecture


In this section, we propose OAuth-based blockchain for IoT access control management, which uses DID to authenticate the parties, and a smart contract to automate verification and recording. The proposed architecture is described in Figure 1. The elements of the proposed architecture are as follows:




	
User: Service users who want to register and access the IoT to use IoT devices and multiple applications on IoT devices (e.g., e-health, smart home, auto driving car, etc.). It is the owner of the resources that the IoT wants to access.



	
IoT device: This is an IoT device that a user wants to access, and the access authority is delegated from the user to access and use the user’s information on the resource server. Various IoT devices such as wearable devices such as smartwatches, self-driving cars, and smart home systems are included.



	
Blockchain and smart contract: Blockchain nodes use smart contracts to authenticate and authorize users and IoT devices. Users and IoT devices verified through smart contracts are submitted transactions on the distributed ledger, and blockchain issues tokens for access, and records them on the ledger. The secure token key, requested by the resource server, is also verified, and recorded to serve as an authentication server.



	
DID resolver: A DID document containing the authentication keys and authentication methods of users and the IoT is found through DID and delivered to the blockchain.



	
Resource Server: This stores and manages the user resource. When IoT accesses it through tokens, it calls smart contracts on the blockchain to verify the integrity and possession of the tokens and delivers protected user resource to the IoT.








In real-life scenarios, the IoT is widely used not only in industries but also in our daily lives. Some of the most prominent IoT devices closely integrated into our daily routines are wearable IoT devices, with smartwatches being a leading example. In this architecture, users connect to their smartwatches (IoT) through their smartphones (clients). The user and the smartwatch are authenticated using decentralized identifiers (DID) through a blockchain, and the authentication status is recorded on the blockchain. The blockchain issues an access token, known as a PoP (proof of possession) token, to the authenticated smartwatch, granting it access to the resource server where the user’s biometric information, such as height, weight, heart rate, and activity level, is stored. The resource server verifies the PoP key provided by the blockchain to validate the legitimacy of the smartwatch and subsequently delivers encrypted biometric data.



Similarly, with the commercialization of autonomous vehicles, which have been steadily developed in recent years, the importance of authentication and access control is becoming evident. In this architecture, users connect to autonomous vehicles (IoT) using their smartphones (clients), where their authentication credentials (DID) are stored. The connected user and autonomous vehicle are authenticated through decentralized identifiers (DID) using blockchain technology to access and communicate user information and location data. The blockchain issues an access token, known as a PoP (proof of possession) token, to the authenticated autonomous vehicle and records the authentication process. The autonomous vehicle utilizes the PoP token to access the resource server, and upon verification of the PoP key by the resource server against the blockchain, encrypted user information and location data are transmitted if deemed legitimate.



4.1. Security Requirements


Several requirements are needed for this framework to serve as an access control environment for IoT. Therefore, we would like to propose a framework that satisfies the following requirements. The detailed requirements are as follows:




	
Flexibility: In the IoT authentication environment, users should possess compatibility and scalability, enabling them to freely register and access any IoT device while appropriately managing their permissions. Additionally, IoT devices should exhibit flexibility in accommodating users’ resource usage and support various authentication methods tailored to both users and IoT devices. The proposed framework effectively leverages decentralized identifiers (DID) and OAuth-based secure tokens to perform authentication and access control at a superior level.



	
Authentication: Whether a legitimate user enrolls in an access control framework or whether a legitimate IoT device uses the user’s resources is very important. The proposed framework goes through an authentication process through smart contracts on the authentication blockchain to see if both users and IoT devices who want to enroll are legitimate.



	
Integrity: The integrity of the authentication information of the user requesting authentication or IoT is very important. Since the proposed framework uses DID, authentication credential information for users and IoT can be recorded in blockchain to ensure integrity, and other authentication and authorization information can also be hashed and recorded on the authentication blockchain.



	
Data confidentiality: The user’s critical data should be encrypted, safely stored, and safely transmitted to the authenticated IoT. The user’s data to be accessed by the IoT is encrypted in the resource server and stored safely. In addition, the resource server can maintain the confidentiality of the data by providing protected information after verifying the ownership proof of the access authority token using the key contract of the authentication blockchain of IoT.



	
Key agreement: Access control management uses encryption keys for encryption, authentication, and authorization. In the proposed framework, users and IoT proceed with signatures using public key algorithms to authenticate each other, and also use security tokens to prove ownership using symmetric keys. Public keys for authentication are exchanged using DID, and symmetric keys for token ownership proof are encrypted and delivered using public keys of authenticated users and IoT by the authentication blockchain.



	
Decentralization: Various security threats from authentication servers that perform authentication of users and IoT devices can be prevented by decentralizing the server. In the proposed framework, blockchain, a decentralized authentication server, can eliminate the threat of a centralized authentication server.



	
Traceability: Access control management using blockchain, a distributed ledger, should be able to record and track logs for users and IoT devices to access and users and devices to authenticate and enroll. The proposed framework provides traceability to accessors by recording values encrypted with public keys of authenticated and registered users and IoT devices.









4.2. The Proposed Protocol


Figure 2 describes the OAuth-based blockchain for IoT access framework flow. We construct and describe only the user and IoT registration and authentication, authorization, and RS access phases of the framework using OAuth and blockchain. The detailed flow and description of the framework flow is as follows. Note that the cryptographic notations in the protocol is explained in Table 2.



	
User sends a request message, denoted as    ( U s e r ’ s D I D )  ,   S i g n   S  K C     H ( U s e r ’ s D I D )   , to the IoT device. The request includes the user’s DID and the signed hash of the DID using the user’s secret key.



	
When the IoT device receives the request, it adds its own DID and the signed hash of its DID using the IoT’s secret key to the user’s request. Subsequently, the IoT device sends the resource access request transaction, denoted as   { ( U s e r ’ s D I D , I o T ’ s D I D ) ,       S i g n   S  K  I o T        S i g n   S  K C     ( H  ( U s e r ’ s D I D )  )   | |  H  ( I o T ’ s D I D )   }  , to the blockchain. In this transaction, the IoT device includes the user’s DID, the IoT device’s DID, and the signature of the set comprising the signed hash of the user’s DID and the hash of the IoT device’s DID.



	
After receiving the transaction, the IoT authentication contract code is executed by blockchain nodes. The IoT authentication contract uses DID documents from the IoT DID identifier addresses through DID resolver to authenticate the IoT device. The IoT device’s DID document includes the authentication methods; the IoT authentication is performed using the IoT device’s public key. The IoT authentication contract authenticates the IoT by verifying the signature of the request through the public key of the IoT device. If the DID hash of the signed IoT device matches, the verification is successful.



	
If the IoT device’s validation is successful, the blockchain nodes execute the next user authentication contract code to verify the user. The same as the IoT authentication contract, the user authentication contract obtain the user’s DID document via DID resolver, and then verifies the user. The user authentication contract authenticates the user by verifying the signature of the request through the public key of the user. If the DID hash of the signed user matches, the verification is successful. Based on OAuth 2.0, the proposed framework uses tokens for delegation of authority. Thus, the user authentication contract code also generates the random PoP key, access token, random session ID r, and user’s public key encryption of r. The access token (CWT), which is the payload of the PoP token, must have four fields: issuer (ISS), audience (AUD), expiration time (EXP), and confirmation (CNF). The framework uses the PoP key to make a secure token that proves ownership, to delegate authority, and to access resources. Access through PoP tokens, which are security tokens using access tokens and PoP keys, can achieve security on constrained IoT devices because they require PoP keys as well as tokens.



	
If the user’s validation is successful and all the authentication contracts are closed, the node submits the transaction   {  E  P  K C     ( A c c . t o k e n | | P o P  k e y )  ,  E  P  K  I o T      ( A c c . t o k e n | | P o P  k e y )  , h ( r ) , h ( P o P  k e y ) }   to the blockchain. This transaction includes the user’s public key encryption of the access token and PoP key, the IoT’s public key encryption of the access token and PoP key, the hash of the access token, the hash of r, and the hash of the PoP key.



	
After the transaction recording is complete, the node sends a response message to the IoT device. The response message    E  P  K  I o T       P o P  k e y | | A c c . t o k e n | | r | |   E  P  K C     ( r )    , contains the encryption of PoP key, access Token, r, and the user’s public key encryption of r.



	
The IoT can decrypt and obtain the access token, PoP key, and session ID r if the IoT device is a legitimate device. The IoT device sends an authorization granted reply and encrypted r,    E  P  K C     ( r )   , to notify the user that authentication and authorization were successful.



	
The IoT device makes the PoP token using the access token and the PoP key obtained, that is made up of the access token and encrypts the access token with the PoP key. The encryption parts of the PoP token assure the integrity and authentication of the access token. In the IoT system, to access the resource, a proof of possession (PoP) token   A c c . t o k e n ,  E  P o P    ( A c c . t o k e n )    and    E  P  K  R S      ( P o P  k e y )    are sent to the resource server. The PoP token comprises an access token and an encrypted access token with the PoP key. The PoP key is further encrypted with the resource server’s public key.



	
When the RS receives the PoP token and the RS’s public key encryption of the PoP key, the hash of the PoP key, the RS can obtain the PoP key and send the key verify request transaction to blockchain.



	
The RS only sends the hash of the PoP key, and requests the transaction to execute the key contract to verify the PoP key.



	
The key contract checks the previous transaction record on blockchain to verify the PoP key. If key validation is successful, the node submits the hash of the PoP key   H ( P o P  k e y )  , transaction.



	
The RS sends the protected resource to the IoT device.








5. Discussion


In this section, the techniques used in this paper were compared based on each criterion.



5.1. Using Decentralized Authorization


Authorization services, including OAuth, which are widely used in various systems, including various clouds, the web, and IoT, perform authentication and authorization using a centralized server. Centralized servers have the advantage of being easy to manage, fast to process transactions, and efficient, but there are various vulnerabilities that threaten the confidentiality and integrity of the data. However, most of these security problems can be solved through decentralization of the centralized servers.



First, a typical threat that threatens the server may be an attack by a malicious hacker. Hackers can perform brute force, DoS, DDoS, and various injection attacks, including malware, and SQL, paralyzing the server, causing system failures, or leaking sensitive information [46]. However, decentralized systems such as blockchain are distributed, so attacks are very difficult because they can cause system failures only when more than a majority of nodes are attacked, and the structure of the distributed ledger itself makes an injection attack impossible. In addition, blockchain, that relies on hash, an encryption technology, guarantees the integrity and immutability of the data to prevent data deletion, forgery, and tampering [47].



Furthermore, there may be attacks by malicious insiders inside the server, not by malicious hackers outside [48]. Distributed systems, including blockchain, are meaningless, because multiple participants manage the system, not an authorized administrator. Therefore, in addition to the problem of malicious insiders, security problems caused by managers’ mistakes can also be prevented.




5.2. Using Smart Contract


A distributed ledger that replaces an authentication server can be used as a storage for simply recording and storing authentication and authorization results, but a distributed ledger can be used more efficiently and safely by using a smart contract running on a blockchain. Since smart contracts can implement any contract, they can perform tasks such as party verification that are difficult to perform on the blockchain, allowing the blockchain to play the role of an authentication server instead [49]. In addition, smart contracts automatically collect contracts when conditions are met, so without using smart contracts, verification through third-party trust agencies such as authentication centers can be omitted, and network attacks such as eavesdropping or MITM can be reduced. In addition, the above smart contract’s behavior is free from insider attacks because there is no intervention from managers or third parties involved in the contract.




5.3. Using Secure Token


A PoP token, a secure token, is a proof of ownership token that requires a PoP key to prove the validity of the token. PoP tokens issue an asymmetric or symmetric PoP key to the owner and require proof of ownership by encrypting the token using the PoP key. This means that an attacker or eavesdropper must steal not only the token but also the PoP token bound to the token in order to access the resource server. This provides stronger security than bearer tokens, which do not prove ownership of the key material in OAuth. PoP tokens are also token-agnostic, meaning that you can choose token formats that are appropriate for your environment and framework. This flexibility of PoP tokens allows you to build token security using the more efficient CWT token format for limited IoT environments.




5.4. Using DID for Authentication


DID has the advantage of being able to manage the public information of the document directly and easily, accessing the DID document through the DID identifier, as it stores its public key, authentication method, and identifier in a distributed ledger. This provides the advantage of being able to perform authentication without going through a third agency or a trust agency. In addition, since it is recorded in the distributed ledger, the integrity of the identifier inside the document can be guaranteed.



Various clients and users use OAuth for authentication and authorization and verify through an authorization server. When the authorization server is replaced with a decentralized blockchain, blockchain nodes that verify clients and users are not suitable for storing and managing all identifiers. Therefore, DID, which allows access to securely stored identifiers to perform authentication, can be an effective solution to this problem. Except for the identifier management aspect, the use of DID is very efficient in that it guarantees the integrity of the identifier and omits a third trust agency.





6. Security Analysis


The proposed framework satisfies seven security requirements, and a detailed evaluation of each security requirement is provided below.



	
Flexibility: The flexibility of the IoT authentication and authorization system should ensure compatibility and scalability within a narrow scope, as well as appropriate authorization and resource accessibility, along with support for various authentication methods in a broader context. The proposed framework utilizes decentralized identifiers (DID), allowing all IoT devices to authenticate and establish connections with users, thus guaranteeing compatibility and scalability. Moreover, the authentication identifiers for IoT are encrypted and recorded within the DID, ensuring data integrity, while IoT devices only store the DID identifier. This approach enhances security measures significantly compared to conventional authentication environments. Furthermore, as DID enables owners to manage authentication identifiers, diverse authentication methods can be supported. Additionally, the adoption of OAuth-based proof of possession (PoP) tokens in the framework enables granting precise authorization and secure resource access.



	
Authentication: In the proposed framework, both IoT and user authentication credentials are securely managed within decentralized identifiers (DID), ensuring tamper resistance. The authentication process is securely conducted using automated mechanisms, such as smart contracts within the blockchain nodes, preventing any intervention by attackers or malicious insiders. With vulnerabilities in the authentication process also adequately protected, the proposed framework guarantees reliable authentication.



	
Integrity: The authentication credentials used in the framework are recorded on the blockchain, ensuring integrity and immutability. Furthermore, all authentication and authorization processes are recorded on the blockchain, guaranteeing the integrity of the authentication.



	
Data confidentiality: In the proposed framework, the user’s sensitive data are securely stored in an encrypted form on the resource server. However, during the transmission process to the authenticated IoT devices, the confidentiality of the user’s information may be compromised. To address this issue, the framework ensures that only authorized IoT devices, which have undergone thorough authentication processes, can access the resource server. Authorization is achieved using secure tokens, specifically PoP (proof of possession) tokens. These tokens are verified using PoP keys to confirm the ownership and legitimacy of the token holder. Upon receiving the token, the resource server further validates the IoT device’s authorization status through the authentication blockchain’s key contract, ensuring that the IoT device has been granted appropriate privileges. As a result, the resource server provides the encrypted user data only to the legitimate IoT devices, effectively preventing security incidents where sensitive information is exposed to malicious attackers. Through the implementation of encryption techniques and rigorous authorization management, the proposed framework ensures data confidentiality.



	
Key agreement: The proposed framework aims to generate the necessary secret keys for encrypted communication of devices in IoT access control management. This framework allows owners to directly manage authentication identifiers and utilizes decentralized identifiers (DID) generated through key agreement to enable registered IoT devices and users to create and manage keys for communication. DID leverages distributed ledger technology to enhance the reliability of keys and enables efficient and stable key exchange. This framework is expected to contribute to improved security and performance of IoT systems through fast responsiveness and secure communication.



	
Decentralized: Identity verification, authentication information encryption, and log auditing are crucial elements in the authentication and authorization processes. Decentralizing the authentication server helps to protect these vital elements and mitigates various security threats that may arise during the authentication and authorization procedures. This framework leverages distributed identifiers (DID), a decentralized ledger technology, to ensure identity verification and safeguard authentication information against tampering through encryption. Additionally, the authentication and authorization logs are recorded on a decentralized authentication blockchain, preventing log tampering, modifications, or deletions, and enabling transparent log auditing. Moreover, traditional centralized authentication systems suffer from a critical flaw, as a single vulnerability or system failure can render the entire authentication system inoperative. Conversely, a decentralized authentication system such as the authentication blockchain operates in a distributed manner, thus mitigating such vulnerabilities. Furthermore, by utilizing smart contracts functioning on the distributed ledger, the authentication process can be automated without requiring the involvement of third-party trust entities. This automation eliminates security threats that may arise from third-party involvement, facilitating efficient authentication procedures.



	
Traceability: The proposed framework records all processes in the authentication system’s log for access control management through the authentication blockchain and smart contracts, enabling the traceability of incidents. The authentication contract, authorization contract, and key contract thoroughly document all relevant information, including users and IoT devices as authentication subjects. Sensitive information is securely protected by being encrypted with public keys or hashed and stored on the blockchain, ensuring its safety from external threats. Additionally, the blockchain’s immutable nature guarantees the integrity of the logged data, preventing any tampering attempts. As a result, the framework ensures accurate and reliable traceability, enhancing preparedness against potential security incidents. Access control management plays a pivotal role as a core element of the framework, reinforcing data security and trustworthiness.






The security analysis of IoT access control architectures in the literature is given in Table 3.




7. Conclusions


We propose a decentralized OAuth access control framework utilizing DID for enhanced authentication and authorization in IoT environments. We incorporate improved authentication and authorization procedures from previous OAuth-based access control frameworks. By analyzing existing OAuth-based frameworks, we identify issues associated with centralized authorization servers, such as single-point-of-failure problems and inadequate authentication methods. To address these issues, we decentralize the centralized authorization server in our proposed architecture and employ an efficient and enhanced authentication method called DID. Furthermore, we automate smart contracts on the blockchain to prevent third-party interference, and implement secure tokens at the network layer of the IoT for authorization.



We present the flow of our proposed architecture in detail, strengthened by the aforementioned technologies, and discuss the improvements compared to existing research in accordance with each technology. The paper presents a new framework as the theoretical basis and structure for an improved IoT authentication and authorization architecture. Although scientific evaluation encompassing a performance assessment of the proposed framework is essential, the complexity of the experimental environment poses challenges in conducting the framework evaluation. As future work, we acknowledge the need for more flexible access control despite the enhanced authentication. Therefore, incorporating context-aware capabilities to recognize and adapt to different situations within the architecture can enable more appropriate access control measures. In future research, we will strive to overcome these challenges and conduct additional studies to scientifically appraise and enhance the performance of the proposed framework.
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Figure 1. The proposed architecture. 
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Figure 2. The proposed protocol. 
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Table 1. Comparison of IoT access control architecture tasks.
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