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Abstract: The changing climate inflicts ecological, economic, social, and cultural consequences
that are interconnected and mutually reinforcing. Very often, this happens via interlinked critical
infrastructures. Preparing these for natural hazards and carrying out risk assessments that consider
their cascading effects on human livelihoods and well-being is a challenging task. Crisis management
institutions can benefit from forecasts based on the idea of systemic risk. This study is based on
stakeholder workshops, in which a systemic dynamic modelling method called the Causal Loop
Diagram (CLD) was used to support contingency planning to identify the critical infrastructure-
related factors, the vital functions in society, and to understand their interrelated nature. Together
with the workshop participants (authorities and other service providers of critical infrastructures) we
tested whether the CLD tool could help identify three types of indicators (threat factors, vulnerability,
and resilience) that can help in assessing the risk level when a natural disaster hits. Our case study
was a snowstorm, still a frequent phenomenon in the Nordic countries. This article describes and
explains the possibilities and limitations of systemic dynamic modelling in contingency planning.
Indicators describing the safety and security risks posed by natural hazards, as well as potential
sources of data for these indicators, were identified. Identifying indicators that are relevant for
anticipating interrelated and cascading effects offers valuable tools for risk assessment and security
planning at operational and strategical levels.

Keywords: critical infrastructure; indicators; vulnerability; resilience; causal loop diagram

1. Introduction
1.1. Background of the Study

The changing climate and adverse seasonal events have various effects on society and
especially on critical infrastructures [1,2]), which is why it is important to find regional
adaptation methods for risk management [3-5]. Critical infrastructures (Cls) cover for
example those physical facilities, networks, services, and assets which, if disrupted or
destroyed, would have a serious impact on society [6,7]. They ensure the maintenance of
vital functions in society, which include physical facilities and structures, i.e., electricity
production and distribution, water supply, transport, and waste management.

In the Nordic region, i.e., the Nordic Countries around the Baltic Sea, floods and
drought may affect water supply management and force the countries to adapt to the
changes in seasonal variation, affecting the quantity and quality of water resources [8].
Intensive floods may drown entire city areas, requiring evacuations [9]. Storms disrupt
infrastructure, transport, and the security of supplies such as the production and distri-
bution of electricity and heat [10-12]. Heat waves cause forest fires [13] and have health
effects, especially on vulnerable individuals [14,15]. In mild and rainy winters, the ground
is wet, and the load-carrying capacity of the soil is poor, so it is estimated that more trees
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will fall during strong winds [16,17]. An intensive low pressure condition with heavy
snow causes disturbances to air, rail, and road transportation, and affects traffic accidents.
Heavy snow can also cause power failures and damage buildings, detach roofs, and knock
scaffolding down [18,19]. Yet, there also could be positive effects, such as an increase in
power generation from hydropower plants [20,21].

According to present knowledge, temperatures are rising, precipitation is increasing,
and the snow cover period is shortening in northern Europe; the ice will cover smaller
areas of the Baltic Sea and will be thinner in the future [22]. Freezing rain and more intense
weather extremes such as heavy rain and seawater floods will occur more often, and they
will be more intense than before [11]. According to studies, it seems that cold spell duration
has been shortened by six days, meaning that today the cold periods when the temperature
is below the 10th percentile last six days less than earlier [22]. Unusually low temperatures
have become less likely because of anthropogenic climate change [23].

Besides rare extreme weather events, there are relatively frequent, adverse events [7,24]
that have negative effects on critical infrastructure and its functioning. Like extreme events,
these may also severely threaten citizens’ safety and security. In the Finnish context,
safety and security together form “societal security,” which has two dimensions: (1) a
security-centric view with a special focus on critical infrastructure; and (2) a bottom-up
understanding of a safe and secure society, where various societal actors and their networks
build the capacity to support the continuity of vital societal functions [25]. In Finland,
these are combined in a comprehensive security framework: a cooperation model for
preparedness activities, where vital societal functions are managed together by authorities,
businesses, non-governmental organisations (NGOs) and citizens [26].

A media analysis from the years 2000-2010 (Figure 1) shows how different kinds of
extreme weather events have affected the Nordic countries [27]. Snowstorms and low
temperatures have had a major impact on all transport modes except inland shipping
because the water routes are not used during the winter period. Even though the number of
events is low, each of these phenomena has interrupted the functioning of the infrastructure

in question.
Lo

Strong  Heavy | Heavy

O = N W o U1 O

w High

wind Rain Snow Tempera Tempera  Fog
ture ture
B Road Transport 5 4 7 3 0 0
M Railways 4 3 3 2 0 0
Aviation 0 0 2 0 0 0
Ocean Transport 2 0 0 1 0 4
M Inland Shipping 0 0 0 0 0 0

Figure 1. The number of extreme weather events impacting different transport modes in 2000-2010
in the Nordic countries [27].
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The management of natural hazards is based on local or regional activities. The Finnish
government has introduced a regional safety and security planning process to gain a better
understanding of how various hazards and adverse phenomena can affect society at the
regional level [28,29]. Carried out by public authorities, it is a systematic, coordinated, and
long-term process that brings different actors together to work to address local and regional
safety and security issues. Preparedness for various hazards and disturbances is based
on regulations, and the most common measures are risk assessment, emergency planning,
exercises, and training [28].

In our study, we focused on examining an adverse natural hazard, the snowstorm,
which affects society and people by disturbances in critical infrastructure, and on the
identification of indicators that would work best for anticipating and preparing for their
interrelated and cascading effects. When analysing the effects of these kinds of hazards
on society, the best results can be achieved in co-operation with “field experts” such
as first responders, representatives of cities, NGOs, and other agencies responsible for
crisis management [30-33]. Therefore, we engaged several field experts in our workshops
and invited them to analyse the natural hazards and their consequences. Exploratory
workshops where participants imagine the potential cascading effects of a hazard can be a
fruitful method to collect information for the emergency managers. According to a similar
scenario-based exercise with non-professionals (university students), people can envision
how events might cascade rather realistically [34].

This paper presents a study that is part of a broader project (MATTI) focusing on
the indicators that can be used to evaluate citizens’ coping during different kinds of
disturbances. MATTI examined regional safety and security through four hazard cat-
egories: (1) natural phenomena and the environment (i.e., zoonoses, loss of diversity,
effects of climate change); (2) malfunction of technical systems (CI); (3) human conditions
(i.e., inequality, exclusion of young people, occupational safety); and (4) crime and inter-
national harm (i.e., reliability of the crime prevention and justice system, serious crime,
public order, and security). Here, we present Part 2 which focused on the malfunction
of a technical system due to a natural hazard. In the study, we identified threat factors,
vulnerability and resilience indicators that can be used to evaluate the risk level related to
society during a snowstorm.

We focused on hazard, vulnerability, and resilience indicators regarding adverse
climate events which impact, particularly at the local and regional level, on vital infrastruc-
tural services and people’s health and wellbeing. A single natural hazard can have many
and various harmful impacts (threat factors) that affect different Cls, and as the chain of
consequences progresses, a new threat factor may emerge. Any emerging adverse effect
is a new threat to the next step in the chain of events (Figure 2). Thus, threat indicators
emerge in several stages, as do vulnerability and resilience indicators. For the study, we
divided indicators into four categories:

e  Threat factor indicators describe the harmful impacts caused by adverse weather
events or unwanted changes in the environment affecting the safety or security level
of society.

e  Exposure indicators describe features that make people or society as a whole prone to
being impacted by the hazard or its cascading effects.

e  Vulnerability indicators describe the weaknesses of societal systems (i.e., Cls) that may
be damaged due to the threat factors.

e Resilience indicators describe the ability to function under natural pressure or to
recover to a healthy situation.

1.2. Societal Risk Due to Natural Hazards

An indicator can be a single variable as well as a well-combined measure [35]. Ref. [36]
defines an indicator as a sign that summarises the information relevant to a specific phe-
nomenon. To find out what kind of data we can use as indicators, we studied weather
and climate-related hazards and especially their cascading impacts on functions vital to
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society. Risk assessment explores how a specific hazard might exploit the vulnerability
of a given system, how widely people would be exposed to the hazard or its cascading
effects, and what is the level of coping capacity of the system including citizens, CI service
providers, and disaster management authorities [37]. Natural hazard-originated risk (R) can
be described as a function of hazard, vulnerability, exposure, and coping capacity [38—40]

(Equation (1)).
HXxVxE
R= (—C s ) M

Equation (1) suggests that if we could find data that tell us something about the state
of hazard (H), vulnerability (V) or exposure (E) we could use these data as indicators to
determine the potential risk level. Moreover, the equation states that the increase in coping
capacity (CC) will decrease the risk.

Risk against safe and secure society N

Natural hazard
e.g., showstorm
- intensityand
likelihood

Critical infrastructure e.g.,
Electricity network

Individual

factors
e.g., falling
trees

Traffic / Transport
Energy systems
Water distribution

citizens
Society

Vulnerability
indicators (V)

Threat factor Resilience Exposure
indicators(T) indicators (R) indicators (E)

Figure 2. Framework to look for the indicators to assess the risk against a safe and a secure society.

Vulnerability is understood here as a quality of a system; it describes the propensity of
an object to suffer adverse effects due to sensitivity or susceptibility, as well as a lack of
flexibility and adaptability [41]. It is seen as an internal dynamic characteristic of a system,
and hazards themselves evolve outside the target. As [42,43] suggest, vulnerability and
resilience can be seen as opposite to each other: when resilience decreases, vulnerability
increases. From the societal perspective there are other affecting factors, such as risk
awareness and social capital, which may increase or decrease both vulnerability and
resilience. However, it is useful to measure the risk with both vulnerability and resilience
indicators, as they can highlight the cascading impacts from different perspectives. For
example, the percentage of weather-proof electricity lines is a resilience indicator, and on
the other hand, the percentage of weather-prone electricity lines is a vulnerability indicator.

It has been stated that exposure, E, is related to the potential average number of people
who are exposed to hazards which depends on the location of people at a particular point of
time [44]. Exposure can also be seen as the extent to which populations, economic activities
and built environments are in contact with, or subject to hazards [45]. In this study, we
focused on both; on people who are exposed to hazards and also on critical infrastructure
which will suffer when a hazard takes place.

The hazard itself is too complex a factor to be useful in the systemic analytical risk
assessment. The original natural hazard does not directly play a major role when the question
is of disturbances in CIs or society [46]. Taking this into account, we used the term threat
factor instead of (direct) hazard impact, stating that threat is a harmful cascading effect caused
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by a natural hazard or any other type of disaster targeting CI or a society [46—49]. In other
words, threat factors help in better understanding the complex dynamic systems.

In addition, as [50] has noticed, disaster resilience integrates the adaptive, absorptive,
and transformative capacity of society to withstand and cope with the adverse effects
of the disaster. Thus, in our study in relation to CI, we didn’t use the term ”coping
capacity”; instead, we used the term “resilience,” which is more familiar to stakeholders
when studying Cls. Coping capacity is defined as the ability of the system to cope with an
unwanted event and restore the function to its normal state [47], including the ability of
people, organisations, and systems to manage adverse conditions. According to [51] the
term “resilience” originates from the Latin word “resilio”, which signifies “to bounce back”.
Resilience emphasises the capacity of a system to adapt to changes within its environment,
and it expresses the system’s ability to anticipate, prepare for, respond to, and absorb shock,
and to adapt and change positively when stress and challenges occur [52]. Resilience is seen
either as a static or a continuously developing process [52,53]. In this study we selected the
static view of resilience because of the practical work done by stakeholders to recognize
resilience indicators. Because they work in actual crisis, they need to recognize indicators
that are already available, and that can tell them something about the existing situation.
Thus, resilience in this study means the capacity of a system and society to prevent the
harmful impacts of hazards, and when a crisis takes place, the capacity to absorb the impact
and to recover the normal state of operation [54].

Resilience indicators have recently been studied by [55,56], who focused on the quali-
tative and quantitative approaches to resilience assessment as well as indicators to compare
crisis management strategies. These studies highlight that resilience has several domain
areas, requiring different science inputs. They divide resilience assessment into two main
groups: (1) inherent resilience (describing the pre-event resilience inside the community),
and (2) adaptive resilience (describing the ability of individuals, stakeholders, and commu-
nities to learn from and respond to changes precipitated by some hazard event) [56].

Scientists have noted that in a system that is susceptible to cascade effects, the mag-
nitude of systemic vulnerabilities is more defining than the magnitude of the original
phenomenon [41]. Although the triggering of cascading disruptions such as natural haz-
ards cannot be fully predicted, their risk potential can be integrated into preparedness and
resilience thinking. CIs can be seen as metasystems of societal welfare, and by intervening
in their functionality, it is possible to turn the system against itself. In other words, the
sophistication of society also means increasing its potential insecurity [57].

1.3. Open Government Data as a Source of Indicators

Recent studies have found that open government data (OGD) can offer great oppor-
tunities to increase interaction between governments, NGOs, citizens, and the private
sector [58-60]. OGD provides a wide range of opportunities to disseminate public sector
information to other actors [61], such as private companies and NGOs. Opening govern-
ment data in a free and machine-readable format has provided society with the opportunity
to drive significant social, political, and economic changes [62,63]. The impact of OGD
increases public accountability and improves public sector efficiency [59,63-66]. The gov-
ernment data used in this study consisted of records that the Finnish state, municipalities
and regional authorities have collected from various sectors for years. These data enable
the development of different kinds of indicators.

Due to the INSPIRE directive (Directive 2007 /2/EC [67]) spatial data are nowadays
more broadly available for various kinds of actions, and for commercial purposes. Some of
the data can be used for describing the social and environmental spatial changes that have
happened in society. In Finland, several data sets are available also to assess the level of
safety and security, which was our focus. We did not aim to create any new data sets but
tried to find out what data were already available for assessing the safety and security level
of society regarding the hazard in question or its cascading consequences, and whether
these data could be used to indicate the risk to the exposed CI and society.
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Indicators mostly provide simplifications of a complex phenomenon. Good indica-
tors are cost-effective to monitor, easy to understand, and relevant for decision-making.
They must be targeted, have clear criteria for measuring them, be precise in their pur-
pose and be easily accessible. In addition, they should be understandable to the target
audience and good for the purpose for which they are used [36]. Data collectability is a
significant criterion to achieve an applicable tool for measuring resilience indicators of
critical infrastructure [37].

One way to monitor indicators is to use a trend analysis by monitoring the rise
and fall of an indicator or the stability of the situation. Limit values may be given to the
indicators, in which case the situation can be monitored via traffic-light type meters. Several
different indicators may be used to describe the issue under consideration. Instead of single
indicators, bundles of indicators could be used to describe various aspects of an issue or
situation. It is necessary to determine whether the possible indicators are qualitatively
valid, i.e., whether they really measure the aspect that should be measured.

To control something, we need to know what has happened in the past, what is hap-
pening now, and what may happen in the future [68]. In safety and security research,
indicators have been assessed to provide information on current organisational safety and
security performance. Commonly used indicators are often so-called lagging indicators,
meaning that they measure the level of safety and security afterwards, for example de-
scribing what the situation was last year or several weeks ago. In the SmartResilience
Horizon2020 project, we complemented lagging indicators with so-called leading indica-
tors [69]. Leading indicators enable monitoring the effects of proactive safety and security
work and help anticipate vulnerabilities in the future [70].

2. Materials and Methods
2.1. Methods to Visualise the Phenomenon

This research focuses on studying snowstorms in Finland, their consequences on
society, and possible indicators that indicate how vulnerable or resilient society is against
snowstorm phenomena. The study consists of five main steps. First, we prepared a
preparatory causal loop diagram (CLD) to visualise the effects of a snowstorm on society.
This was for later presentation in a stakeholder workshop with specific experts. Then,
we defined the risk assessment method to be used in the stakeholder workshop for risk
identification. Thirdly, the workshop participants were selected from the authorities or other
stakeholders responsible for the functioning of critical infrastructure. Next, the workshop
with the stakeholders was organized to improve the CLD and to identify indicators and
relevant data sources for them. Finally, the results of the workshop were further analysed
to find out what indicators were available and if they could be used for preparation
against natural hazards, to determine the most vulnerable targets, and to recognize the best
solutions for resilience against the emerging threats.

As part of the crisis management cycle (Figure 3), risk assessment takes place before
preventive actions and preparedness stages guiding these operations [71]. Thus, risk
assessment methods create an excellent background for anticipating the cascading effects of
disasters. Event trees and cause-effect chains present the sequential events expanding the
initial event into a series of new events [72]. Some methods, such as fault tree analyses [73],
can be used to determine the root cause of a final occurring event.

When a natural hazard strikes, it often forms a chain of events with cascading effects.
Like systemic risks [37,74,75], these cascading effects threaten critical aspects such as the
health and welfare of the population, the power supply, transport logistics, telecommunica-
tion and information systems, and the environment. These effects fall under a distributed
responsibility, and no one has the legitimacy to manage the entire system. Thus, the
management of the aforementioned systems needs collaboration and information sharing
between actors. In certain cases, the cascading effects may emerge as a global systemic
risk, for example, if a lack of power supply terminates the functioning of international
data centres.
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Figure 3. The stages of a crisis management cycle [71].

Complex dynamic systems are challenging to understand. Dynamic complexity
arises because systems change frequently, interact with each other, adapt, and are guided
by feedback [76-78]. Dynamic system methods help in understanding the connections
between different parts of the system. Systemic connections and feedback processes can
cause conflicting and even unexpected results in the short and long term. Therefore, it is
important to analyse the interconnections in different time horizons: short-, medium-, and
long-term [77]. The starting point for modelling is to solve a specific problem, not to model
the whole system because of the simplifying nature of the models [78].

In our study, we used a method called a “What-If Analysis” which is a useful solution
to identify risks and their effects in collaborative planning cases [79]. This structured
brainstorming method helps users to understand what can go wrong and how, and to
judge the likelihood and consequences of those situations. Other strengths of the method
are its relatively rapid implementation and that the major risks or sources of risks quickly
become apparent [80].

A causal diagram is a useful tool to describe the feedback structure of a system [78,81].
To model reality, we used a systemic dynamic modelling method called a causal loop diagram
(CLD). This can identify the different variables in a system and help in understanding how
they interact.

CLD tools are helpful when you need to explain a conflict, the change of a system,
or merely the interactions between variables [77]. A CLD tool includes arrows describing
causal links between the variables. Each link has a polarity, which denotes the type of
influence which can either positively strengthen the loop or negatively weaken it. A
CLD shows predictable and immediate relations between elements. Furthermore, less
straightforward relations can be shown in the diagram, making this tool useful in the initial
stages of a project.

The chosen CLD tool, Vensim (https://vensim.com/ accessed on 21 June 2022) as
used to visualise the interactions and qualitative relations between the chronological orders
of a natural hazard event, starting from the adverse phenomenon and ending with harmful
effects on citizens and infrastructure. The Vensim diagram shows only the qualitative
relations between the elements [82]. We used three of four steps of CLD phases described
by [37,78] to visualise the effects of harmful hazard impacts on the safety and security of
the society:
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Identification: definition of the variables to be included in the model.

Analysis: definition of the causal links between the variables.

Modelling: building a CLD diagram and using it to identify possibilities to monitor
developing phenomena.

The polarity between causal links was not defined since all variables in the CLD
diagram strengthened sequential variables.

2.2. Methods to Collect Focus Groups” Knowledge

The workshop (expert workshop with focus groups [83]) took place in September
2019, with the representatives of non-governmental organisations, first responders and
other agencies linked to crisis management. The 15 workshop participants operate on the
national, regional, and local levels (see Table 1). Each group consisted of 4-5 participants.
The participants were well informed about the content of the workshop, and they were free
to leave it whenever they wanted to, and informed consent was obtained from all subjects
involved in the study. The workshop was conducted in accordance with the Declaration of
Helsinki (see Institutional Review Board Statement in the end of this article).

Table 1. The participants of the stakeholder workshop regarding the cascading effects of a snowstorm
and cold weather.

Stakeholder

Authority Type Area of Responsibility

Centre for Economic Development,
Transport and the Environment

Rescue services

Maintaining of road traffic, building, and maintenance
including snow ploughing and salting.

Firefighting, maintaining rescue actions including clearing
Regional authority fallen trees from main roads and railways together with
distribution system operators (DSOs)

Maintaining general security and evacuation activities in

Regional authority

Police Regional authority cases of fires and when buildings become too cold to stay in.
City of Tampere Local authority i\(/)l(ejl;ﬁ:g:lng health, social and educational activities on the
The council of Tampere the region Regional authority Superv1s1r.1g the development and land use of the
whole region.

Finnish Safety and Chemicals Agency State authority iﬁgi‘;ﬁ;gn of industry, including SEVESO enterprises

. . Supervising and guiding forest owners, following forest
Forest Centre Regional authority growth in woods including the electricity network corridors
University of Eastern Finland Academic Education

The aim of the workshop was to identify indicators and relevant sources of data
related to natural hazards. As exemplary cases we used a series of snowstorms that took
place in the Pirkanmaa area in 2015 (described in [12]). The participants of the workshop
were divided into three groups and each group was facilitated by a researcher of the study.
The facilitator’s role was to start the semi-structured group discussion and direct it to
encompass all the planned themes and write down the main points of the discussion.

The workshop focused on the cascading consequences of an extensive power outage
caused by a snowstorm. The discussion was facilitated by a visual causal loop diagram that
described how the potential chains of disturbances could possibly affect hospitals, schools,
the water supply, and supported accommodation units. Thus, the illustrative diagram
described a fictional snowstorm, but the causal loops were based on formal reports of
real-life events.

In the beginning, we presented the participants with several “what-if” questions. For
example: “What could be the most significant consequences of a snowstorm?” or “Which
consequences would be the most harmful to the critical sectors of society”? The participants
went through the Vensim diagram chain-by-chain and discussed the various factors that
could lead to disruption. Thereafter, they discussed and assessed the quality and quantity
of preparedness to decide whether the current preparedness measures were adequate, who
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would be responsible for monitoring the situation and making the risk assessment, and
who should collect data for this assessment.

In the second phase of the discussion, the participants tried to identify specific in-
dicators that could help in noticing harmful progressions and hazard situations as early
as possible. Possible indicators were linked to threat factors, vulnerabilities, exposures
as well as protecting resilience. The questions raised at this point were: “What issues or
phenomena are already being measured to get a situational picture of what is happening?”
and “What could be measured and who could do this”?

The researcher and the facilitator of the group took notes of the discussions in a
structured template (Figure 4). Using content analysis, we identified risk factors, actors,
measures to adapt to or prevent snowstorms, as well as existing potential indicators and
the roles and responsibilities of different stakeholders in a crisis situation.

Causal loop diagram of a major blizzard

Chain of | How the situation was ended up? | Which actors monitor or should | How the problem can be affected by What indicators could be Which actor/actors could
co What factors made this possible? | be monitoring for issues related | security planning? useful for monitoring? collect data for the indicator?
What went wrong? to the studied phenomena? What are possible actions?
Are preparedi activities ad ?

Figure 4. Template for collecting discussion notes in the workshop.

3. Results
3.1. The Use of CLD

As described earlier, we had prepared an illustrative diagram of causal relationships
in a snowstorm, based on the earlier impacts of adverse snowstorms and cold weather.
In the workshop, we first validated the details of the diagram together with the stake-
holders, but there was no need to amplify pre-specified nodes of the diagram. As the
participants represented various fields of expertise, we were able to go through a variety of
causal relationships that have an effect on society (Figure 5). The participants confirmed
that there are effects that may take place independently, in parallel, or cascading and
mutually reinforcing.

One observation from the point of exposure was the need to identify who might need
external help the most. The elderly living alone without home help provided by social or
health care services might become vulnerable during and after snowstorms. In normal
situations, they might get along well, but in cold circumstances without electricity their
coping capacity might fall dramatically. Especially without any societal support network,
such as regular social or health care services, they are more at risk.

Based on the discussion in the expert workshop (focus group), impacts of a heavy
snowstorm may generally be as follows. The first impacts of a snowstorms are snow-drifts
and fallen trees. Heavy snow blocks roads and even railway lines, and major snow clearing
is needed at airports. If the roads are blocked, other cascading impacts will happen. The
immediate impacts may be traffic accidents, but blocked roads also disturb the operation of
rescue vehicles and road traffic. If trees fall on power lines, there will be consequent power
outages. This, in turn, has several impacts: the telecommunications network will operate
for only a short time on reserve power, electrically heated buildings will cool without
electricity, and service providers, such as water supply and health service units, will be
harmfully affected and will need to adjust their operations based on reserve power or
put contingency plans more thoroughly into operation. If a power outage lasts a longer
time, public services may have to be discontinued. For instance, if the indoor temperature
of schools or day care centres falls too much and there is no electricity in the buildings,
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Snow burden
on trees or
power lines

students and children will not be allowed to attend. Power outages also have various
effects on industrial sites, other consumer services, and households. Industrial sites and
consumer services must adjust or potentially stop their operations during a power outage.
From an exposure perspective, we could assess that the households, both in urban and
rural areas, may be affected, but in general, power outages last longer in rural areas since
maintenance work typically focuses first on areas with the most people.

Snowstorms Disturbancies in
- chemical and process
> / industries
.,
\

\ Isolation of rural areas

b\ /_/—\‘ Disruption of _
telecommunicati f
ons

Power
outage /
Water supply Ccliosure of schools,
Falling trees disruptions :[y d‘::[’e ;z’r:r::
Snow blocked y
roads
Cooling buildings
Disruptions of
operation of
rescue vehicles . .
Road traffic Disruption of
accidents housing services
Disruption of
rail traffic
Disruption of
health service units
- i.e hospitals L~
Disruption of
Disruption of consumer services
air traffic
= Disruption of
road traffic o

Figure 5. The causal loop diagram regarding the effects of a snowstorm in Finland.

The main issues of discussion are listed in Table 2. The first column includes the
nodes of the diagram, explaining which harmful impact may happen. The second column
describes the disturbance situation, and the third column describes possible preparedness
actions or measures to minimise the impacts. The last column describes what kind of
indicators are available to monitor the progression of impacts.

Table 2. Summary of results of the workshop.

Vensim Diagram of a Major Snowstorm

Node in

Vensim Diagram

What is the What Possible Actions Exist? Which Indicators Are Available
Resulting Situation? Are the Preparedness for Evaluating the Effects of
What Factors Made Activities Adequate? the Snowstorm?

This Possible?

Disruption of

telecommunications

Power supply to the base
stations is cut off.

Battery capacity of ordinary
mobile phones is about
four hours.

The base station maintenance
times extension with fuel
cell-based solutions

(testing ongoing).

Ensure continuous maintenance
(service route/road connection).
A reserve power system using
renewable energy should

be developed.

Operators of telecommunication
networks, connection with
satellite phones to the control unit.
Statistics on the interruption of
the power supply.
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Table 2. Cont.

Vensim Diagram of a Major Snowstorm

Node in
Vensim Diagram

What is the
Resulting Situation?
What Factors Made
This Possible?

What Possible Actions Exist?
Are the Preparedness
Activities Adequate?

Which Indicators Are Available
for Evaluating the Effects of
the Snowstorm?

Power outage in
rural areas

Cooling of buildings during
power outage

Oil and electrically heated
systems stop working.
Payment systems in stores,
service stations etc.

stop working.

Disruptions in farming
activities and systems.

Heat absorption capacity of
buildings varies. The length of a
power failure is critical

for evacuation.

Temporary facilities and their
heating systems.

Mobile heating devices.
Informal credit payment if
payment transactions are inactive.
Backup power systems for a
sufficient time period and
adequate fuel supply.
Expansion of the distribution
station network.

Home emergency supply kit.

Food and fuel distribution
networks have been analysed in
the logistics sector (the number
of companies).

Statistics on power interruption
and the outage.

Regional authorities’ task data
(evacuation, distribution of
equipment for preparation, such
as electric generators etc.).
Surveys of citizens’ preparedness.

Problems in
telecommunications

Communication problems in
different information
channels, e.g., blocked
emergency messages.
Telecommunication in
agricultural systems

is blocked.

Independent preparedness
(battery radios).

Rescue services should be ready
to arrange emergency first aid
and communication sites.

Resources of volunteers.
Telecommunication

network operators.

Statistics on interruptions of
telecommunication channels.

Trees fall on
electrical lines

Medium voltage (20 kV)
electrical lines break down
due to falling trees (snow
burden on trees).

Wider treeless lane next to
electrical lines. Thinning of trees
near electrical lines.

Ensure bidirectional power
supply for residential areas

in planning.

Forest owners interest
organisations could maintain
information based on laser
scanning and (forest)

height growth.

Water supply
disruption

Water tower capacity

is limited.

Sewage disposal, overflows
(albeit minor).

Hot water distribution off.
Water supply to animal
shelters may be disturbed.

Arrangement of filtration
methods for reserve water.
Backup power arrangements for
pumping stations.

Reserve water included in the
home emergency supply kit.

Adequate number of clean water
tanks and pumps (combustion
engine application).

Maintenance of interwall of wells.

Disruption of road or
rail traffic

Fallen trees, snowstorm,
accidents block traffic.
Prevention of first responders’
operational actions.

Fallen trees near the road
complicates the use of reserve
power and water distribution.

Heavy clearing equipment and
resources (rescue

services, loggers).

Transport equipment of defence
forces with

administrative assistance
Passenger traffic disrupted,
alternative mode of transport
to workplaces.

Disruptions of timber and
chemical logistics to industrial
sites. Alternative modes of
transport needs to be planned.

Emergency task statistics
concerning disruptions of road
and rail traffic.
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Table 2. Cont.

Vensim Diagram of a Major Snowstorm

Node in What is the What Possible Actions Exist? Which Indicators Are Available
Vensim Diagram Resulting Situation? Are the Preparedness for Evaluating the Effects of
What Factors Made Activities Adequate? the Snowstorm?
This Possible?
Disruption of logistics ~ Disruptions of food supply, Local authorities as a part of Level of beverage/water and food
fuel distribution, police, and social and health services. storage (home emergency supply
rescue services. Updating contingency plans. kit for 72 h).
Sense of security may fall. Civic warnings. Fuel and firewood storage.
Ensuring medicine supply. Organisations agree and
Neighbourly help. cooperate with local authorities.

Monitoring of condition and
survival of the elderly should
be arranged.

3.2. Analysing the Results for the Indicators

Table 2, above, provides an overview of the interpretations, ideas and worries regard-
ing snowstorm situations as well as specific knowledge about the available measures that
the stakeholders had. This knowledge was further analysed and classified to find the root
sources for the situations, the necessary preparedness actions, as well as who would need
to be responsible for ensuring the functioning of the CI in each case.

We further studied the emerging indicators to determine the responsible actors. Fur-
thermore, the potential indicator data were studied according to the procedure (Figure 6)
presented by [35]. This procedure provided a list of indicators.

Definition of the phase of the crisis

|
H |
) BT T2 } management cycle considered

|
2) Goal } Definition of the goal to be achieved
|

Definition of the decision which has to be made
to achieve the goal

|
3) Decision i

|
4) Criteria } Definitions of the criteria for definition
|

. | Definitions of the potential indicators which are |
5) Potentialindicators ‘ : - l
) } usable in case of selected criteria )

Selection of the indicators according to their
accuracy and availability of data and other
quality aspects

_________________________________________

6) Final set of indicators

Figure 6. The methodology used to assess indicators [modified from [35]].

3.3. Final Indicators

When studying the event chains and trying to identify indicators with stakeholders,
we found that we needed to simplify the task by defining the variables” vulnerability and
resilience in relation to each other. In practice, it seemed that vulnerability and resilience
form a pair; the same indicator may present either the vulnerability or resilience of the
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CI. This idea was supported by the workshop results: many of the indicators are like
coins—one side presents a vulnerability indicator, and the other a resilience indicator. This
is seen, for example, in the first line in Table 3: the percentage of weather-proof electricity
lines is a resilience indicator; but on the other side, the percentage of weather-prone
electricity lines is a vulnerability indicator. In Table 3 we have collected those indicators
that are already available or could be monitored and for which data could be collected from
authorities or stakeholders. In the Indicator Type column, T/E/V /R stand for threat factor,
exposure, vulnerability, or resilience indicator, respectively, and lead /lag stand for leading
or lagging indicator.

Table 3. Indicators identified in the workshop.

Indicator Type
Adverse Impact Preventive Action Indicator y Data Availability
T/E/VIR Lead/Lag
Percentage value of
. weather-proof Resilience Leading
ﬁ?:: :egrtnf;:fSt electric lines
Trees falling on anag Number of inhabitants L
(right-of-way) . . . Distribution
overhead Forestr in the area of the Vulnerability Leading Svstem Operators
electricity lines sty “storm-prone” y P
maintenance near network
electric lines Duration of power cut ~ Threat factor Lagging
longer than six hours
Amount of
plough-equipment
i:;ﬂagjc{)er 50 km of Resilience Leading
Roads blocked On-time .
by snow snow ploughing Amount and location Road operators
y of critical logistics sites . .
(farms, stocks of food Vulnerability Leading
and other
critical materials)
Time that indoor
Cooling . temperature falls . o
. The effectiveness o e . National building
apartments during ) . below +14 °C when Resilience Leading . . .
of insulation . information register
a power cut-off outside temperature
is =20 °C
Lack of rescue
: : Adequate resources .
services during a Regional . . .
- (personnel, . Resilience Lagging Rescue services
long-lasting equipment etc.) volunteer capacity
disruption :
Citizens copin, Number of citizens Resilience Leadin
. ping Self-preparedness able to cope 72 h e Not available
with hazards . Exposure Leading
without help
Preparedness against é?;fg&ig?ig;mater Vulnerability Lagging
Water supply disruptions with ower cuts Water supplier
disruptions water towers and P . PP
Number of critical . .
reserve water pumps Vulnerability Lagging

water consumers

It is possible to identify those indicators that are already used for monitoring a certain
phenomenon. It is also possible to identify the data already gathered, even though the data
may not yet be utilised for a specific indicator. Many authorities and service providers
already gather information and use different indicators to monitor the operation of various
functions from their own perspectives. If they would share information or combine data
from various sources or actors, it might be possible to formulate more indicators. This
development could start with discussions on the already available data and how they could
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be more effectively and widely utilized. At the end of the study, we collected the identified
indicators in the above table (Table 3).

The main topic of this study was to examine the impacts of climate-induced phenom-
ena (in our case, a snowstorm), which consisted of three subtopics: (1) the increase in
various extreme weather events, (2) preparedness and adaption to changing climate, and
(3) environmental changes. These issues, in turn, include impacts on (a) infrastructure,
(b) citizens” health and living conditions, (c) animals, plants, and crops, and (d) buildings
(see Table 3). For example, the growing number of days per year of heavy heat, storms, or
cold indicates extreme weather phenomena. The number of nature-related rescue opera-
tions and the annual number of power outages caused by wind and storms describes the
stress accrued by the authorities and households. Potential indicators may also include the
number of critical properties as well as the number of weather-related traffic accidents.

4. Discussion

The aim of this research was to study how the data collected by various authorities
can be used in ensuring the safety and security of citizens in cases of natural disasters. The
idea was to form indicators from the existing data and study the possibility to use these
data as indicators to evaluate the risk level of society. This may include various viewpoints
that affect the safety and security of Cls and society, such as preparedness of authorities,
cooperation between authorities and NGOs, preparedness of citizens against disasters,
reserving emergency materials, and so forth. However, the goal of the study was not to
provide final indicators for all the geographical regions in Finland or exact numerical value
for the selected indicators, because the regions differ and have different kinds of safety and
security challenges. Therefore, it is important that each region selects its own indicators
and values for itself.

We held a workshop where the main stakeholders analysed, evaluated, and further de-
veloped a CLD that had been developed beforehand by the researchers, and they provided
ideas for indicators for different steps of the diagram. The use of the CLDs supported the
discussion in the workshop, which helped in understanding the interdependencies between
various vital functions of society and the causal relationships of functional disruptions.
Based on the diagram, it was possible to identify the phases of causal loops, from which
information about a situation or malfunction can help the subsequent phases to be better
prepared in advance for disruptions.

The workshop pointed out that the CLD based on system-dynamic modelling can
be used to recognize the main indicators and needs for information in cases of natural
hazards. This kind of tool makes it possible to go forward step-by-step together with
stakeholders. With this kind of information, it is possible to identify the steps where it
is possible to prevent and stop a harmful chain of events. CLD provides a visual way to
observe the mutual dependencies [84] and thus, it gives a good overall picture of the work
each stakeholder needs to do. The diagram also ensures the steps forward and backward
for the identification of indicators and the missing information and data.

It is useful to study causal relationships at different times and identify the conse-
quences of hazards in the short, medium, and long term [78]. In our study we focused on
the immediate consequences of each studied chain and did not concentrate on long-term
consequences. However, identifying (delayed) long-term consequences could be especially
useful for authorities, other members of society, and citizens to be better prepared for all
kinds of adverse events.

In this study, it was found that the risk formula used (Equation (1)) needs to be
simplified for practical use, because determining the level of exposure in the system was
very challenging. However, in order to improve risk assessment, it is also useful to identify
exposure indicators. Above all, this avoids stereotypical generalisations about people’s
vulnerability and coping capacity. For example, not all the elderly are equally vulnerable
during a snowstorm. However, to find more practical indicators regarding vulnerability
and resilience, we set exposure to a value of 1, which means that all CIs and society are



Safety 2022, 8, 60

15 of 20

exposed to the studied risk. We found that vulnerability and resilience indicators in many
cases form two sides of the same coin as suggested by [43]; a small value for an indicator
can indicate vulnerability, and a higher value can indicate resilience, and vice versa. Both
can be used and their use depends on which one is easier to measure, for example, whether
reliable and usable data are available.

Identifying indicators from a forecasting perspective was perceived as a challenge.
Leading indicators are more difficult to formulate than lagging indicators, because data col-
lected rarely provide early warning signs on potential weaknesses or future vulnerabilities
in a risk control system or technology [70]. The exchange of information between different
actors was perceived as one of the key opportunities. Many actors collect information and
maintain indicators as part of their normal activities. The information already collected
could also be useful for other actors in the region, and combined information could make
it possible to develop new proactive indicators. This requires a discussion between the
different actors about the information already collected and analysed and the possibilities
to share the information with others. In the future, there may be more indicators describing
the current state of the environment. For example, the monitoring of river and lake systems
with the help of drones has already been tested.

Because the CLD used was a general presentation of the dependencies of various
groups responsible for preparedness in society, there was no opportunity for a detailed
analysis. A more precise description of these various groups and their sub-functions could
help identify more indicators, and indeed the working group divided these groups into
smaller sub-functions and examined them during the discussion. On the other hand, it is
worth considering how detailed a CLD should be. If the diagram is primarily intended
to facilitate a course of discussion according to a particular chain of events, it may not
be necessary to make it very detailed. A more general CLD makes the participants’ own
interpretation possible, allowing the discussion to emphasise the desired areas of expertise
and the interests of the group members.

The study showed that multidisciplinary workshops would improve cooperation and
understanding between authorities and other stakeholders. It helped the participants to
effectively harvest different data sources to find new indicators—such as the resilience
indicator for cooling buildings based on the building’s structure—that would help commu-
nities to be prepared for evacuations during snowstorms or cold waves. Multidisciplinary
groups can be seen as a powerful approach to combining knowledge and creating valuable
new ideas by using distributed cognition as well as an individual’s explicit knowledge [85],
and groups encourage knowledge exchange and develop a deeper understanding of central
issues important to the future [83]. As sharing and coordinating information during multi-
agency disaster responses [86], information sharing is also important for the success of
monitoring safety and security from a multi-agency perspective. The shared understanding
of the potential impacts and consequences of crisis can facilitate the search for creative
solutions to plan emergency responses and educate community members about potential
harms [87]. When developing indicators for safety and security monitoring, it is highly
useful to encourage different actors from various stakeholders to discuss the available
information and how information can be used to achieve wider benefit.

The workshop revealed that there are parts of society for whom we do not have
reliable information on the level of safety or preparedness for adverse climatic conditions.
These groups include the elderly who are not registered for social services, and people
with special needs in crisis communication, such as those who do not speak Finnish or
Swedish. Many stakeholders noted that we lack indicators that could tell us how these
people cope in different circumstances. For instance, it would be necessary to use indicators
that are based on the data collected by NGOs and Non-Profit Organisations (NPOs). Quite
often, NGOs or NPOs are focused on working and communicating with certain people
or so-called customer segments, so they have good knowledge on possible difficulties
and challenges people might face and the coping capacity people have in crisis. If NGOs
or NPOs collect data that might be utilized in the development of indicators, it could
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extend the knowledge of crisis and preparedness beyond the authoritative level. Indicators
based on the officials” own records alone are not a sufficient measure of the people with
special needs.

5. Conclusions

A systemic-dynamic methodology can be used in the context of regional preparedness
planning where different stakeholders have their own roles and areas of responsibility.
Strong cooperation between stakeholders enhances the understanding of mutual roles and
expands the knowledge of the data that are collected from different organisations. The
complex cause-and-effect relationships regarding the effects of climate extremes can be
visualised by using CLDs of hazard situations at different levels, varying from general
descriptions to more sophisticated and detailed descriptions.

The success of the workshop depends highly on the participating stakeholders. They
should be experts in their field and be able to ideate what kind of cascading effects may
emerge and threaten the functioning of the infrastructure or object they represent. They
also need to have knowledge of the data that are already available and their limitations as
well as how other stakeholders could receive and use them. It is beneficial to the discussion
if the participating stakeholders have knowledge and practical experience of past natural
hazards and their consequences.

This study showed that it is possible to identify hidden actors, such as vulnerable
groups, as well as impacts and effects that are neither obvious nor already identified
factors or targets in preparedness or contingency plans. We concentrated on the effects of
natural phenomena and their impact on citizens, authorities, and services. By studying
the effects of criminal acts and/or an economic catastrophe, the impact on citizens might
be quite similar. By studying the ecological, financial, or political aspects, the whole
picture including preventive measures, indicators, and responsible actors, could be quite
different. Therefore, it is essential to identify and decide on the target and the basic needs for
the CLD.

Strong visualisation is one major characteristics of the CLD used in this study. It visu-
alises the interaction between different elements, sometimes showing numerous different
linkages and thus the underlying complexity of entire systems. The diagram can be used
as a tool for the identification of indicators, but it can also be seen as a tool to support pre-
paredness planning. By examining the diagram and linkages between different elements,
it is possible to go back and discuss in which phase or phases of a certain chain of events
it is possible to obtain information, signals etc. of a possible negative progression. When
widening the scope to identify actors involved in the monitoring, information sharing and
analysis of collected data, we can analyse, develop, and improve the level of safety and
security in society.
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