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Abstract: Battery management systems (BMSs) are critical to ensure the efficiency and safety of
high-power battery energy storage systems (BESSs) in vehicular and stationary applications. Recently,
the proliferation of battery big data and cloud computing advancements has led to the development
of a new generation of BMSs, named Cloud BMS (CBMS), aiming to improve the performance
and safety of BESSs. The CBMS is a cyber-physical system with connectivity between the physical
BMS and a cloud-based virtual BMS, which is realized through a communication channel such
as Internet of Things. Compared to the traditional BMS, the CBMS offers significantly higher
computational resources, leveraging the implementation of advanced digital twin models and best-in-
class algorithms in the BMS software, which will provide superior performances. However, as for any
other CPS, the CBMS creates vulnerabilities against cyberattacks and if not properly secured, could
end up damaging the BESS and/or causing dangerous, expensive, and life-threatening situations.
Cybersecurity of the CBMSs has thus become a trending topic and several works have been published
in this area in recent years. This paper conducts a scoping review to address different topics related
to BMS cybersecurity. The CBMS architecture is presented, and the potential cyberattack surfaces
are identified. Different possible attack scenarios, including attack points, attack types, and their
impact at the component level (BMS and BESS) and system level (vehicle or grid), are discussed. In
addition, the paper provides a review of potential countermeasures to protect the CBMS against
cyberattacks. The paper also includes a review of the applicable standards and regulations that relate
to this trending topic. Finally, based on the reviewed gaps, potential future research domains on BMS
cybersecurity topics are identified and presented at the end of the paper.

Keywords: electric vehicle; battery management systems; cloud computing; cybersecurity; cyberat-
tacks; blockchain; cyber-physical systems; Internet of Things; machine learning; artificial intelligence

1. Introduction

Large investments are expected to reach the automotive sector to produce electric
vehicles (EVs) and EV supply equipment (EVSE) in the coming decade. As such, the energy
storage industry has witnessed tremendous growth to support transportation electrification.
The battery industry has also experienced significant technological advancements related
to different aspects of batteries from cell production to module and pack design and
assembly. A particularly important element in the battery pack is the battery management
system (BMS), which is critically linked to EV functional safety. The BMS refers to the
electronics and software that are designed to function the battery pack within safe and
efficient operating windows [1]. The BMS is usually implemented into the pack onboard
the EV and it normally contains (as an integrated unit) hardware and software to monitor,
protect, and control the operation of the battery pack [2]. The performance of the BMS
has a direct impact on the EV on the road in terms of its driving range, charging speed,
maintenance, the longevity of the battery, safety, etc. The lithium-ion (Li-ion) batteries
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used in EVs have complex system characteristics, i.e., they are dynamic, nonlinear, time-
variant, and can be thermally unstable [3]. Likewise, no two cells in a pack are alike
and these cell-to-cell variations complicate the BMS design [4]. It is, thus, challenging to
develop high-performance models and algorithms to adapt the complex cell behaviors in a
pack. Significant research effort has been dedicated to improving the BMS performance by
developing more advanced and efficient BMS algorithms for energy management [5], fault
diagnosis, state-of-X (SOX) estimation where X may refer to charge (SOC), health (SOH), or
power (SOP) [6], etc.

Another challenge is that the performance of the onboard BMS is usually confined by
the limited available processing power associated with the integrated microprocessor [7].
Generally, the BMS integrated processing power is limited to a few hundred Mbytes [8]
to maintain its price competitiveness. The CPU/memory is allocated to execute various
BMS functions related to fault diagnosis, protection, cell balancing, and SOX estimation.
Likewise, many of the BMS algorithms should be simultaneously implemented for a large
number of cells within the battery pack and should be executed in parallel, which will sig-
nificantly increase the computational requirements. This will place a limit on the complexity
level of the BMS algorithms to ensure the feasibility of embedded implementation. As a
result, the best-in-class algorithms cannot often be implemented in the onboard BMS due to
their complexity. For example, artificial intelligence (AI) and machine learning (ML)-based
algorithms require access to massive amounts of vehicle/battery historical data, which are
difficult to store/process using the onboard BMS due to the limited processing power [9].
Although the use of advanced physics-based battery models has shown promising results
to improve algorithmic performance such as accuracy in SOH prediction [10], their imple-
mentation in BMS is usually hindered by the lack of sufficient computational resources.
Thus, in practice, only simple models with reduced performance such as equivalent circuit
models (ECMs) are considered in the BMS context. Increasing the BMS computational
capacity results in additional costs and reduces the affordability of EVs.

To address these shortcomings, the concept of the Cloud BMS (CBMS) was recently
proposed [4]. The CBMS is a cyber-physical BMS combining different technologies includ-
ing cloud computing, AI, and Internet of Things (IoT). The idea of the CBMS is to use
IoT to transmit battery data to the cloud to undertake heavy BMS computations such as
running advanced digital twin physics-based models, storing, and processing big data
to predict the states of the battery, etc. [4]. This way the BMS can learn from past data to
provide more accurate future state predictions. In principle, these cloud services can be
potentially shared among more than one battery pack or EV, which will result in enhanced
cost-effectiveness. It has thus been argued that the CBMS concept enhances scalability and
adaptability [11], in addition to higher battery performance achievable in terms of safety,
reliability, and flexibility by using best-in-class algorithms on the cloud [4].

The CBMS concept is relatively new, and to the authors’ best knowledge has only been
validated up to a technology readiness level (TRL) of 5–6. However, some specific use cases
of the CBMSs have already reached the market. Pushing toward higher TRL levels and
wider adoption of the CBMSs requires more studies and investigations of different aspects
of the technology to ensure functional safety, as required by ISO26262 [12]. One critical
aspect is security. The CBMS is a cyber-physical system (CPS) and, similar to any other CPS,
is subjected to cyber and/or physical vulnerabilities. The BMS internal or external commu-
nications through the controller area network (CAN) or IoT communications potentially
create malicious attack risk. Successful attacks can manipulate BMS algorithms, control sig-
nals, or sensing data of the battery, which can lead to battery degradation, damage, or fire.
Therefore, the security of the CBMS has to be carefully analyzed to ensure functional safety.
This includes exploration of potential attack points, scenarios, and analysis of impacts on
the battery system and EV as a whole. Likewise, actions that must be taken to prevent and
control the security risks have to be discussed.

A comprehensive review of papers and relevant standards published on this subject
is carried out in this paper and, accordingly, different aspects of CBMS cybersecurity are
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discussed in detail. Potential attack paths and scenarios are identified and their impact on
the subsystem (BESS) and system (EV or grid) levels are assessed. Likewise, methods that
can be used for the detection of cyberattacks and for improving CBMS cybersecurity are
presented. The paper further contributes to the review of existing standards/regulations
related to the subject. According to the identified research and industrialization gaps, the
paper also provides recommendations about potential research domains that are worthy to
explore in the future to advance CBMS cybersecurity. It should be noted that the analysis in
this paper is centered mostly around vehicular BMSs; however, the majority of discussions
apply to CBMSs for stationary (grid) BESSs as well. Thus, topics related to the cybersecurity
of EVSEs, V2G cybersecurity, etc., are also covered in this paper to some extent.

The rest of this paper is organized as follows: In Section 2, the review methodology is
described and some statistics about the literature database are presented. Section 3 provides
a general overview of the CBMS and related functionalities and requirements. In Section 4,
different aspects related to the CBMS cybersecurity, including potential cyberattack surface,
cyberattack scenarios, and impacts on the performance, are discussed. Likewise, some
potential countermeasures to improve the security of the CBMS are suggested. Different
existing standards and regulations that relate to CBMS cybersecurity are surveyed in
Section 5. In Section 6, gaps and potential future research domains are presented and
discussed. Finally, the review is concluded in Section 7.

2. Literature Analysis

The literature search was fulfilled based on Scopus and IEEE Xplore scientific databases.
Gray literature (according to Google Scholar search) was also considered in the search pro-
cess to complement the databases. The publication types considered include peer-reviewed
articles (both in journals and conference proceedings), book chapters, dissertations, and
theses, as well as technical reports. As for the search period, all research published between
2000–2023 was taken into account. Only the literature in English was analyzed. The search
settings, including the search strings and keywords, are summarized in Table 1.

Table 1. Summary of the search settings.

Search Index Specific Content

Database Scopus, IEEE Xplore, gray literature.

Publication Type Peer-reviewed journal and conference articles, book chapters, technical reports,
dissertations/theses.

Search Strings “cloud battery management system”, “cloud BMS”, “battery digital twin”,
“battery cybersecurity”, “vehicle cybersecurity”, “battery security”.

Search Period 2000–2023.

The classification per publication year is shown in the histogram chart of Figure 1.
As the chart shows, the first work fulfilled on CBMS cybersecurity was published in 2015
while the number of publications on this subject has been steadily increasing, which shows
that this is a timely topic. The growing number of publications in recent years also shows
the pertinence of this review paper and that it is timely.

The classification of the publication types is also depicted in Figure 2, which shows
that 78% of the publications are journal and conference articles, 12% are related to technical
reports, and the rest includes book chapters, dissertations, and other publications, e.g.,
preprints, etc.
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The contents of the collected literature database are carefully analyzed to compile
information for different sections of this review paper. The literature review results are
presented throughout the following sections.

3. BMS versus CBMS: Overview of Characteristics and Architectures

Li-ion battery cells have limited voltage, energy, and power. Thus, battery packs of EVs
are built up from hundreds to thousands of battery cells connected in series and parallel
to reach the required voltage, power, and energy levels. In practice, cell-to-cell variations
usually exist in a pack, which can be imposed internally or externally. The internal cell-to-
cell variation refers to the differences in cell characteristics such as the capacity and internal
resistances originating from imperfect manufacturing processes [13]. These small cell-to-
cell variations can grow larger due to poor external operating conditions such as uneven
cooling of cells which will result in different aging patterns among cells. The inhomogeneity
in the cells’ characteristics and operation reduces the safety and performance of the pack.
Cells with lower capacity tend to be charged or discharged faster and, thus, capacity
inconsistencies can result in some cells being overcharged or overdischarged, thereby
creating the risk of thermal runaway and battery fires [14]. Likewise, the performance
of the pack will be limited by the lowest-capacity cell, which means the energy stored in
cells/pack will not be utilized to its full advantage.
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To tackle the aforementioned challenges, it is critical to equip the battery pack with a
BMS. In the EV battery pack, the BMS fulfills the following roles:

• Ensuring protection and safety: The BMS measures and monitors the key variables
related to the battery cells, including current, voltage, and temperature. It is also re-
sponsible for maintaining these variables within safe operating limits during charging
and discharging. If, for any reason, the battery cannot be controlled within the critical
safety limits, the BMS must send a command to the main contactor to shut off the
battery pack. The BMS also measures the leakage current from the battery to protect
against electrocution in case battery pack isolation is lost [15].

• Battery state estimation and monitoring: The internal states of Li-ion batteries cannot
be quantified without any physical sensor. Thus, the BMS integrates algorithms
to estimate the SoX parameters related to SoC, SoH, and SoP. The estimation data
determine the operational boundaries of the cells such as the usable energy, remaining
life, and feasible and safe charge/discharge power limits. Likewise, this information
will be communicated to the vehicle’s user interface and/or extended algorithms in
the vehicle’s electronic control unit (ECU).

• Controlling the battery: The battery pack is usually equipped with several actuators
to control the operation of the battery, e.g., a precharge contactor to mitigate the
inrush current drawn from the battery when connected to a charger, two contactors on
positive and negative terminals to disconnect and isolate the battery pack in case of
failure or maintenance work, MOSFET switches to control the voltage/SoC balancing
between cascaded cells, etc. The BMS is responsible for continuously monitoring the
battery pack and sending necessary control signals to activate/deactivate the actuators
in different operating conditions of the battery.

• Condition monitoring and fault diagnosis: The BMS will continuously monitor the
battery for anomalies. The battery anomalies include overvoltage, overcharge, overdis-
charge, unusual temperature conditions, outgassing, overcurrent, internal or external
short-circuits in cells, failures in sensors or communication links that carry on critical
cell data, etc.

The BMS is usually an integrated unit of software and hardware components. The
most common BMS hardware architecture is the modular or master–slave BMS. The topol-
ogy consists of slave boards named cell monitoring units (CMUs) and a master board
named pack monitoring unit (PMU) [16]. The CMUs integrate the sensing ICs, balancing
resistors/MOSFETs for passive/active cell balancing, and logic to protect against failures.
One CMU can generally handle a unit of up to 16–18 series connected cells. Multiple CMUs
can be used when a higher number of cells should be handled. The PMU integrates the
main processor where complex BMS algorithms should run. Most commonly, the CMUs
are connected with wires to the PMU in a daisy chain of twisted-pair cabling, which carries
cell VIT (voltage, current, temperature) measurements back to the PMU with stringent
safety requirements and ASIL D (Automotive Safety Integrated Level D) compliance. Al-
ternative communication protocols from CMU and PMUs are based on RS485, I2C, or SPI.
In the new generation of the BMSs, the communication between CMUs and the PMU is
sometimes fulfilled via wireless communication [16]. It has been argued that BMS wireless
communication improves reliability and reduces design complexity by simplifying the
wiring harness, removing wires, and isolation connectors [16]. Likewise, it reduces the
manufacturing and assembly costs of the battery pack. Despite these benefits, BMS wireless
communications have high electromagnetic interference (EMI) susceptibility. As is fully
discussed in Section 4, wireless communication will also increase the risk of cyberattacks
on BMS communications. In [16], wireless BMSs and the related communication protocols
based on Wi-Fi, Bluetooth, and Zigbee are reviewed in detail. The general architecture of
the BMS is shown in Figure 3.
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The onboard BMS is usually equipped with microprocessors that have limited memory
and computational power. This will place a limit on the achievable performance, since best-
in-class algorithms may not be practicable. The limited BMS will compromise the battery
pack and EV performance in terms of its safety, lifetime, driving range, etc. Adopting more
powerful processors will result in increased BMS cost, which also increases the overall pack
cost per EV and weakens the manufacturing economy at a large scale. Figure 4 shows the
breakdown of the battery pack cost in a typical mid-size EV application [17]. As seen, the
BMS currently constitutes about 8% of the overall pack cost and manufacturers tend not to
pass beyond this range to maintain the overall EV affordability [4].

The limitations of the onboard BMS can be compensated by the CBMS. Thanks to
powerful cloud computing servers, it is shown that the CBMS can support complicated
physics-based models and AI/ML-based data-driven algorithms to achieve a superior level
of performance in protection, monitoring, and control of the battery. Particularly, through
the collection of large battery data and analyzing the history of the battery operation, the
CBMS fulfills accurate prognosis and prediction of the system states that contribute to the
enhanced safety of the pack. Nevertheless, the CBMS cannot fully supplant the onboard
BMS due to safety reasons. Thus, the onboard BMS should be used to ensure the minimum
safety requirements while the CBMS can be used alongside to compensate/enhance the
core performance.

The conceptual framework of the CBMS is shown in Figure 5. As seen, the CBMS is
used to complement the onboard BMS. The CBMS realization requires the establishment
of different technologies: (1) high-performance cloud servers to host and run the required
algorithms, store battery big data, and for data analysis; (2) an IoT platform to establish
the two-way connection/communication between the physical BMS and the virtual BMS;
(3) advanced modeling tools to establish physics-based battery digital twins to provide
deeper insights to the condition and health of batteries; (4) a physical onboard BMS
(generally a modular or master/slave BMS, but in principle, any architecture may be used
depending on the required use cases) to fulfill the base functions related to sensing and
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measurement, balancing control, etc. Different requirements of the CBMSs are reviewed
in [4].
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constitutes about 8% of the overall pack cost [17].
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Concerning the architecture, the CBMS consists of three main layers, namely, the
hardware and connectivity layer, the analysis layer, and the service layer [4]. The hardware
and connectivity is the lowest-level layer in the CBMS architecture and is responsible for
edge-processing and collection of various sensory transaction data coming from the battery
pack and the IoT platform. The transaction data may include, but are not limited to, battery
current, cell voltages, cell temperatures, smoke sensor data, pressure, strain, etc. State
data such as SoX information or processed data may also be transmitted to the CBMS to
enable specific use cases. In practice, the types of data and transmission rate have to be
optimized to reduce the burden on the communication and cloud. For example, instead
of transmission of all raw battery data, more targeted data at regular intervals can be
communicated to reduce the required bandwidth. The analysis layer is the middle layer
and is responsible for storing, processing, and analyzing the battery data. Different battery
data, such as transaction data, processed data, state data, and link data (metadata needed
to link different models/algorithms/platforms in the service layer of the CBMS), should be
stored here [4]. In addition, all the CBMS algorithms will be implemented in this layer. The
uppermost layer is the service layer, which sometimes is also referred to as the application
layer. It provides insight and visualizations of battery analytics results and also serves as
an interface to connect to other platforms that require CBMS data. User interfaces (UIs)
and application programming interfaces (APIs) will be implemented in this layer. There
have been some extensions to the aforementioned core architecture. For instance, in some
works, a separate database or storage layer is considered for storing different battery data,
while some architectures also include a layer to address security/cybersecurity. A typical
architecture of the CBMS is shown in Figure 6 [18].
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The exact architecture and functional model of the CBMS depend on the application
area and specific use cases that should be implemented in the CBMS. The software and
hardware architecture design should be flexible to adapt to a range of battery cell types,
e.g., only with small fine-tuning of algorithms. Similarly, the choice of the vehicle-to-
cloud (V2C) communication protocol depends on the specific requirements of use cases
such as required bandwidth, latency, compression, data usage, and security protocols that
they support. However, the protocol must support point-to-point communication with
different message sizes and should achieve minimum communication delay [4]. The battery
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pack of the EV is composed of hundreds to thousands of cells, and BMS measurements
(including VIT) should usually be fulfilled at the cell level at a relatively high sampling
rate. This means that a huge amount of data should be pushed toward the cloud. Thus,
the CBMS IoT protocol must be able to handle the requirements related to bandwidth and
delays. Reference [4] reviewed potential IoT protocols/technologies that can be applied
to the CBMS context, where the potential of 5G-IoT is highlighted compared to other
technologies, including LoRa, Wi-Fi, RabbitMQ, Message Queuing Telemetry Transport
(MQTT), Modbus TCP/IP [19,20], and Hyper Text Transport Protocol (HTTP). Among
these, MQTT has obtained increasing attention and is becoming the standard for IoT-based
vehicular communications due to its simplicity, small code footprint, and relatively low
latency. The MQTT protocol is based on the publish–subscribe messaging model, where the
sender(s) and receiver(s) communicate through a central broker. MQTT often works on top
of TCP/IP and can be enhanced with encryption techniques to ensure its security [20]. It is
not the focus of this review to provide a detailed analysis of the security levels of different
IoT protocols. On the other hand, this review tries to identify potential security scenarios
and risks, which will then facilitate the security requirements of the IoT protocols.

Commercialized Examples of the CBMS Concept

Despite the fact that the CBMS is a recent concept, it has been implemented in industry
to some extent. As an example, one can refer to the CBMS concept proposed by Bosch™
Mobility Solutions to supplement the onboard BMS in vehicles. The concept is referred
to as “Battery in the Cloud” and contains a predictive cloud-based cooling algorithm that
receives battery pack data, drive cycle, and charge station information through the IoT
platform and controls the battery temperature to minimize degradation. Bosch’s CBMS also
includes an accurate algorithm for the prediction of the battery’s remaining service life. The
algorithm works based on the data collected from an entire fleet and not an individual EV.
By taking into account different temperatures and driving conditions such as overly sporty
driving styles, it is claimed that the CBMS can reduce the wear and tear on the battery by
about 20% [21]. NXP® has also developed a new solution to connect the EV high-voltage
BMS to the cloud to leverage the implementation of an AI-driven battery digital twin. The
solution, which is named EVE-AiTM, provides more accurate predictions of SOC/SOH.
The NXP’s platform benefits multiple stakeholders. For instance, it provides efficient
driver insights about driving range and recommendations about the optimum speeds to
automakers and EV users. It also helps battery care centers to use in-depth battery data to
speed up battery diagnostics and reduce downtime. The NXP’s CBMS concept is based
on two solution technologies, including NXP’s S32K3-based reference design to enable
ultra-accurate state predictions and NXP S32G vehicle networking processing solution for
cloud-based automotive services [22]. Another example is the connected BMS proposed by
Ricardo. The solution is developed for battery original equipment manufacturers (OEMs)
to enable monitoring of the battery health through the application of ML to fleet data. The
solution provides predictive maintenance so the early defects of the battery can be detected
before they turn into serious faults [23]. Other use cases of the CBMS concept that have
reached the market are reviewed in Table 2.

These examples clearly show the potential and trend for the marketability of the
CBMSs. Despite these examples, the economy of CBMSs has been a debate point in
academia and industry. BMS connectivity requires expensive infrastructure, high capital
expenditure (CapEx), and large design effort in terms of communication, software, mainte-
nance, and even its security, which is the main concern of this paper. The business cases
should thus be carefully designed to create enough value and use cases that result in a
faster return on investment (ROI). As an example, the economy of scale can be improved
by considering shared CBMS services, e.g., to use CBMS services for a fleet of EVs rather
than individual vehicles. Likewise, cloud implementation of simple algorithms such as
cell balancing or basic protection functions might not bring added value compared to the
onboard implementation, which already performs well.
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Table 2. Commercial solutions that implement some of the CBMS use cases.

No. Solution Name Company Description

1 Bosch™ Mobility Solutions Bosch™

CBMS takes into account driving conditions such as driving
style and driving environment (drive cycle) to adjust battery

operation to maximize the battery lifetime. Battery tears
and wear are deductible by about 20%.

2 EVE-AiTM NXP

The CBMS is multifunctional and has AI-based SOC/SOH
prediction capability. It offers recommendations in terms of

remaining range and optimum driving speeds. Faster
diagnostic and reduced downtime are achievable.

3 UBMC (Universal Battery
Management Cloud) Panasonic

The CBMS is based on a new AI-driven solution for
accurate SOC prediction. The AI algorithm is trained with

massive data accumulated at Panasonic during product
development. It comes with an API to support fleet

operators through the recommendation of
service/replacement of batteries. It also contains a solution

to provide the driving range in specific routes and a
recommendation system to book the most convenient

charging points [24].

4 Connected BMS Ricardo
It offers advanced battery prognostics to reduce

degradation and increase uptime. A +13% improvement in
battery life is achievable [23].

5 CEBS (Cloud-enabled Battery
Solution) Replay

The CBMS is equipped with cell-level IoT sensors to
transmit battery data toward an external gateway via
mobile radio or WLAN to the cloud. The use cases are

related to optimized battery charging [25].

6 Cloud-connected BMS Fujitsu
It is based on a solution to grasp the condition of the shared
batteries that will enable users to replace batteries (in swap

stations) with peace of mind [26].

7 Batter Intelligence as a Service Bamomas

The CBMS offers remote battery fleet monitoring, in-depth
battery analytics, and predictive maintenance. It also offers
a web application and an API to provide insights into the

health and condition of batteries.

8 iBMS (intelligent BMS) Udantech
It provides a cloud–terminal collaborative control to
enhance the performance of the onboard BMS. It also

supports SOC calibration and remote balancing.

9

COMSOL ServerTM,
COMSOL CompilerTM, and
COMSOL API for use with

Java®

COMSOL

Multiphysics models and battery digital twins produced in
COMSOL can be used to update/calibrate the

light-weighted models on the onboard BMS to maintain
model fidelity over time

A broader concept that was recently introduced, known as vehicle-to-everything (V2E)
or vehicle-to-X (V2X), further emphasizes the exchange of energy and data from/to vehicles.
In V2X, X can be cloud (V2C), vehicle (V2V), grid (V2G), infrastructure (V2I), or pedestrian
(V2P). Access points for V2X can be supported with a range of technologies, e.g., LTE-V2X
and IEEE 802.11p are normally used for V2V and V2I, and IoT is used for V2C (similar
to CBMS), while V2P is often implemented using Wi-Fi, Bluetooth, or cellular mobile
communications [27]. All of this means that, in addition to BMS data, other information
will be transmitted outside the vehicle, which further stresses the cybersecurity risk. Most
importantly, these technologies are relatively new and their reliability is not fully proven.
Similar to any new technology, it is important to analyze the cybersecurity of the CBMSs to
ensure their reliability and safety. The review provided in the next section contributes to
this analysis.
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4. Cybersecurity of BMS

The probability of cyberattacks against EVs and CBMSs appears to be low but the risk
is still high since such attacks, if successful, can lead to catastrophic incidents such as fire
and the explosion of the battery pack. The EV batteries contain large amounts of energy
and are thermally unstable systems. Cyberattacks against EV battery packs can thus lead
to disastrous and life-threatening incidents. In addition to safety risks, cyberattacks might
cause privacy and economic losses, e.g., by degrading/damaging the battery pack through
overcharging and/or overdischarging, which will result in accelerated aging of the battery
so the battery will die before its expected service time. Thus, it is critical to protect BMS
against malicious attacks that can disrupt its proper performance in maintaining the pack’s
safety and performance. Cybersecurity must be ensured not only when the EV and battery
are in use but also during charging or other modes of operation, such as the V2E concept,
and even when the EV and battery are idle. Attacks can be launched internally at the system
level through the in-vehicle CAN network, at the subsystem or component level through
the BMS wireless communication network, externally through the IoT communications, or
even through peripheral devices such as EVs onboard diagnostics (OBD) port [28]. There
have been several examples of EV batteries becoming compromised. In the following, these
incidents are briefly reviewed.

In 2016, a group of researchers demonstrated a successful hack of a Nissan Leaf,
which enabled them to remotely drain the EV’s battery pack. The hack was carried out by
exploiting a vulnerability in Nissan’s telematics system, which allowed the researchers to
gain access to the BMS. The researchers were able to exploit the vulnerability by sending
specially crafted packets of data to the EVs telematics system, which allowed them to take
control of various systems in the car, including the climate control and the charging system
of the BMS. By manipulating the heating system, the researchers were able to drain the
car’s battery, leaving it unable to start or drive [29]. Nissan responded to the hack by
releasing a software patch for the affected vehicles and advising owners to update their
cars as soon as possible [29]. In another case, a security specialist was able to hack 25 Tesla
cars through their cellular connection and Wi-Fi related to their entertainment systems [30].
A similar attack was reported by the remote hijacking of a Cherokee Jeep being driven on
the highway, which was launched via a cybersecurity breach in the control system [31].

Several cyberbreaches have also been reported regarding EVSEs. For instance, Kasper-
sky Lab reported a security breach in an EV charging application, which would let a remote
attacker intrude into the charging system and tamper the system through the Wi-Fi connec-
tion [32]. A security breach was also reported in the EVlink chargers produced by Schneider
Electric [33]. The breach would allow an attacker to bypass the authentication credentials,
send malware, and deactivate the charging system.

Despite the continuous improvement of security systems, these examples show that
hackers still can find new ways to infiltrate vehicle systems. This highlights the importance
of robust cybersecurity measures to protect against such cyberthreats [34]. The cybersecurity
of BESSs has been addressed in several works. Below, a brief review of the existing literature
is provided.

4.1. Literature Review on BESS Cybersecurity

The operation of bidirectional EVSEs with V2G capability (also referred to as smart
charging equipment [35]) should usually be scheduled and coordinated through effective
communication channels between different stakeholders, including the EV owners, charge
station operators, and grid operators [33]. V2G offers several advantages through different
ancillary services such as peak shaving, demand side management, voltage/frequency
stability support, reactive power compensation [35], etc. However, V2G has some challeng-
ing security issues [35]. The sum effect of charge stations can have great impacts on the
grid, and cyberattacks against them can endanger the operation and stability of the grid.
Compared to low-power EVSEs, the cyberattack impacts on the grid are more important in
the case of high-power fast-charging EVSEs [36]. Several studies have thus analyzed the



Batteries 2023, 9, 382 12 of 33

cybersecurity of charging stations [37,38]. The authors of [33] analyzed the impact of the
false data injection (FDI) attack falsifying the charge station power request, which resulted
in a violation of the peak power constraint and accordingly caused financial penalties
and triggered technical problems in the upstream grid [33]. In [39], the cybersecurity of
wireless power transfer modules (WPTMs) for EV fast charging was discussed. Cyberat-
tacks against charging station controllers were analyzed and it was accordingly concluded
that the attacks can disrupt the operation or cause failures in the physical chargers such
as the occurrence of short-circuits. In [37], the vulnerability of the CHAdeMO charge
protocol which also has bidirectional energy transfer capability was highlighted. Despite
ensuring safety, CHAdeMO does not offer secure communications, which means the mes-
sages are not encrypted when the charger is connected to the CAN bus and BMS. The
cybersecurity of EVSEs was also explored in [40,41], which discovered some cybersecurity
vulnerabilities of EVSEs, e.g., vulnerability of combined charging system (CCS) charge
protocol to electromagnetic side-channel attacks. Nevertheless, CCS has generally higher
security compared to CHAdeMO, e.g., it requires the specification of digital certificates
to authenticate different devices or transport layer security (TLS)-based encryption, as
per ISO 15118 [42]. With CCS, automated authentication and authorization can also be
fulfilled through plug and charge (PnC) services [37]. A comparison of different charging
protocols and their security features was presented in [37]. The impact of integrity attacks
on the power electronics components of EV onboard chargers (OBCs) was examined in [43].
As discussed, such attacks can undesirably influence the FPGA controllers of the OBCs,
establish fake messages from OBC to other vehicle ECUs listening to the CAN bus, and
interfere with the functionalities of the BMS. Potential attack points can be interfaces of the
CAN bus for BMS and OBCs, interfaces of EVSE, V2G interfaces, and IoT interfaces with
the vehicle and CBMS [43].

The cybersecurity of large-scale stationary BESSs for grid applications such as volt-
age/frequency regulation, black start, etc., has partly been discussed in the literature [44].
In [45], published by Sandia National Laboratories, detailed discussions related to the
physical security and cybersecurity of stationary BESSs were provided, where it was ar-
gued that security should be considered as a design factor in the battery and BMS early
development cycles (otherwise it becomes a costly and less effective solution to add at later
stages). Some studies have also been fulfilled on other aspects of vehicle cybersecurity,
such as cybersecurity in autonomous cars [46].

In the following, the classification of different attack types/scenarios, potential impacts,
and possible countermeasures are presented and discussed.

4.2. Attack Types and Scenarios

The CBMS is a CPS, and IoT plays the main role in connecting the physical and virtual
parts. Thus, many of the IoT security threats and requirements can be applied to CBMSs
as well [47,48]. Based on the cybersecurity literature, a secure CPS must satisfy three
main requirements, related to confidentiality, integrity, and availability, also known as
CIA [49]. The same CIA security requirements can be applied to the CBMS, as summarized
in Figure 7.

As explained in the figure, the CIA requirements ensure that the battery and CBMS
data cannot be accessed, changed/modified, disrupted, or interrupted without proper au-
thentication. The concurrent assurance of the CIA requirements can result in an acceptably
secure CBMS. Different types and scenarios of attacks can be potentially launched to violate
the CIA’s conditions. The attack categorization and definitions can be slightly different
for different application contexts. Figure 8 depicts the CBMS cyberattacks classification
depending on the CIA requirements attacked [44,50,51]. It should be noted that in some
attack conditions, more than one CIA requirement might become compromised.
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The CBMS attack scenarios are further explained as follows.

• Confidentiality attacks: The confidentiality attack refers to unauthorized access to the
battery/BMS data without directly targeting to damage the system [44]. There are two
types of confidentiality attacks: (1) sniffing attack (also known as snooping attack), in
which the attacker only can passively listen to the data traffic (in-vehicle through CAN
bus or extra-vehicle through IoT communication), and (2) man-in-the-middle (MitM)
attack, in which the attacker might also have the possibility to affect the data flow, e.g.,
via eavesdropping, in which the attacker can relay data between two communication
nodes. Regarding sniffing attacks, Ref. [50] illustrates bandwidth sniffing attacks in
which the attacker can gain bandwidth information used between the BMS and CBMS
to discover some information about BMS, e.g., active components of the BMS and their
related activities. The graphical description of the bandwidth sniffing attack is shown
in Figure 9. This attack is considered an indirect side-channel attack in which indirect
information is used to gain knowledge about the system, with the possible intention
to construct and launch more complex attack scenarios [50]. In Figure 9, activities refer
to BMS functions or processes.
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Confidentiality attacks are generally the least dangerous attack type since they can
be mostly launched in a passive format and cannot directly compromise functional safety.
Nevertheless, the information/data stolen from the CBMS database (storage attack) can be
used to design more complicated attack scenarios such as FDI attacks. Confidentiality can
be compromised via physical and/or network attacks. The latter can be fulfilled through
direct download, spyware/malware, etc. Brute-forcing and cloning may also be considered
subcategories of confidentiality attacks. These attacks aim to bypass authentication processes
through the hack of passcodes or security tags to access the CBMS servers or the IoT.

• Integrity attacks: These refer to malicious cyberincidents that lead to the corruption,
unauthorized modification, or alteration of the CBMS algorithms/data [37]. Three
types of integrity attacks may be considered within the CBMS context: (1) FDI attack
refers to deliberate manipulation of the CBMS data such as VIT measurements of cells
by injecting false data vectors into the original data. The FDI attacks have a complicated
nature and their construction requires some knowledge about the behavior and model
of the BESS such that they would normally bypass or circumvent bad data detectors.
(2) Random delay attacks are where a random delay will be deliberately introduced
to the sequence of BMS control commands or data. (3) Replay attacks occur by
wiretapping and repeatedly broadcasting the battery/CBMS measurements/data.
Integrity attacks have great potential to compromise EV/pack safety, e.g., to falsify
the SoX estimation results, delay the performance of actuators in the battery pack, etc.
The graphic illustration of the FDI attack is shown in Figure 10a. Ref [50] presents two
different versions of the FDI attack: (1) Injecting control commands to take control
of the battery pack; (2) injecting falsified data to deceive the BMS as if the data are
originally provided by CBMS, causing troubles for BMS algorithms such as SoX
estimation. The two FDI versions are illustrated in Figure 10b,c [50].
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Likewise, Figure 11 shows the block diagram of the delay attack in which the attacker
aims to inject a delay in the transmission of data packets in the communication links.

• Availability attacks: Refers to the denial-of-service (DoS), in which the attacker seeks to
make the CBMS services unavailable to EVs [52]. DoS can be fulfilled by either flooding
the network or crashing the network. Flooding happens when the IoT receives too
much information to buffer, which will slow down and eventually stop its services.
The most challenging DoS is the distributed DoS (DDoS), in which multiple attackers
orchestrate a synchronized DoS attack on CBMS.
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In practice, loosely-secured CBMS-IoT networks are vulnerable to all types of attacks
described before [37]. For instance, if the attacker succeeds to create fake routers or
unauthorized IoT nodes, it can potentially make spoofed, altered, or replayed routing
information in the network layer protocol. Likewise, sending malicious data packets might
result in packet collision and data loss. For some protocols, such as MQTT, the entire IoT
network will be compromised if the attacker manages to access the broker [37]. In [51],
different cyberattack possibilities on the stationary BESSs were analyzed. For instance,
a random delay attack in which a constant high SOC is introduced to the system was
analyzed, where the attack objective was to overdischarge the battery to accelerate the
battery degradation.

Malware injection through EVSEs was discussed in [35]. EVSEs are placed in public
without any physical access restrictions. The lack of physical security protocols poses
the risk of the injection of malware that can steal sensitive data such as battery/EV data,
personal information, payment information, etc. One compromised EVSE opens doors to
a variety of exploitable vulnerabilities [36]. For instance, the polluted EVSEs pose a risk
to BMS since the malware can be passed to BMS or other vehicle ECUs through the CAN
interface [35]. The attack surface can be exponentially scaled if malware infection passes to
the CBMS that is shared among an EV fleet. For example, if CBMS algorithms are trained
and/or operated based on EV fleet data rather than individual EVs, the attack on one EV
can impact the performance of other EVs batteries. While this is the worst-case scenario,
the exact attack conditions and impacts will depend on the implementation strategy of the
CBMS and the communication nodes that will be compromised by attackers.

A potential type of attack that threatens BMSs with wireless communication is the
EMI attack. External malicious EMI sources can disrupt the performance of wireless
communication links, e.g., in long vehicles such as electric buses where the long physical
distance between the slave boards and master PMU weakens the data transmission. A
malicious EMI source onboard a bus can potentially disrupt the BMS performance in such
conditions. The EMI attack has not been explored in the BMS literature before. In Section 6,
EMI attacks are discussed as potential future research.
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Regarding the attack paths, communication nodes inside and outside EVs can be
potential attack points. This includes in-vehicle ports/connections such as CAN or LIN bus
interfaces (internal gateways), OBD-II, SD slot, USB interfaces, etc., or extra-vehicle connec-
tions based on Bluetooth, WLAN, IoT gateway MQTT protocol, Modbus TCP/IP [19,20],
CBMS interfaces to the cloud, etc. [53]. CAN communication or its variations such as CAN
2.0B and CAN-FD (CAN bus with flexible data rate) are the prevailing protocol adopted in
the automotive sector for communication between the vehicle ECUs. Due to its robustness
and cost-effectiveness, it is usually used for data transmission related to safety-critical
systems including BMS, anti-lock braking systems (ABSs), steering systems, etc. Lower
important information such as data related to door locks, rain sensors, entertainment, navi-
gation, etc., is generally transmitted using LIN, FlewRay, or MOST protocols [53]. Despite
its robustness, CAN protocols do not have adequate authentication or data encryption
mechanisms. The CAN bus access points through the IoT gateway, OBD-II port, etc., are
thus potential attack points where malicious attackers can grasp battery and BMS-related
data, replay or change the data, etc., to interrupt the performance of the battery pack and
EV. A tree diagram of possible attack paths is presented in [54], which covers vulnera-
bilities at three different layers, namely, the communication layer through alteration of
data packets in the communication channel, the control layer through interruption of the
control computations, and the sensing layer through compromising sensor/meter readings.
In [55], evaluation metrics are established to assess the impact of cyberattacks on the ECU
of connected or automated EVs. Communications related to V2X IoT, Global Positioning
System (GPS) data, wheel sensors, etc., are considered potential attack spots. Likewise, the
model predictive control of EV driving speed and torque was considered as the case study,
but it is argued that the same metrics can be applied to other EV ECUs, including the CBMS.
The analysis was used to identify the potential weak links in the control system design. In
a broader sense, Ref. [28] highlights cyberattacks during BESS manufacturing processes
and discusses that such attacks can affect the performance of CBMS and its algorithms that
rely on production data, e.g., ML-based techniques.

4.3. Cyber-Risks and Impacts

Assessment of the cybersecurity risk is challenging and depends on different factors
including the use case, implementation mechanisms and strategies, type of interaction
between BMS and CBMS, etc. The severity of the damage to the battery may also differ
depending on the condition of the battery when it was attacked, e.g., at high SoC values,
more severe damage can happen [28]. The impacts can generally be classified as follows:

• Functional impacts: These occur when a system, component, function, or algorithm
in CBMS is no longer functioning correctly due to a malicious cyberattack. For in-
stance, [56] refers to a “denial-of-charging” cyberattack that falsifies the SoC estimation
algorithm in BMS to prevent the battery pack from being fully charged. This could
lead to prolonged driving due to the lower charge available. Integrity attacks can
lead to malfunctioning of BMS algorithms, e.g., causing divergence of SoX estimators,
resulting in suboptimal solutions in thermal and energy management, etc.

• Financial and privacy losses: Attacks against BMS sensors or algorithms such as voltage
sensors or SoC/SoP estimation algorithms can result in BMS malfunctioning, which in
turn can result in accelerated degradation of the battery [57]. For example, falsified SoC
data can cause the battery to be operated at very high or very low SoC regions, which
will speed up the aging processes of the battery. Falsified SoH data can result in wrong
battery maintenance implications, e.g., the battery could either be serviced/maintained
too soon when maintenance is not required or too late when the battery has undergone
expensive damages. Manipulation of the cooling-related sensors and/or algorithms
may result in accelerated aging of the battery. In one case example, the BMS was
compromised to turn on the battery heater, draining all the charge [29]. Such scenarios
can occur, for example, through false injecting of CAN messages to the EV CAN bus
(e.g., through CHAdeMO charger connection). Likewise, critical information can be
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compromised under cyberattacks, which could lead to loss of privacy, e.g., GPS data,
driving profiles, etc. Last, but not least, technology and intellectual property theft can
occur by stealing confidential manufacturing data (battery cell data, BMS design data,
layouts, etc.) through confidentiality attacks.

• Safety impacts: BMS is usually programmed with hard limits to avoid safety risks, e.g.,
by comparing cell voltages to the safe voltage limits. However, such limits might
be overridden under malicious BMS firmware updates, which may result in battery
overcharge and/or overdischarge. Small overcharge will result in accelerated aging of
the battery, while overcharge in the scale of minutes might cause more serious risks
such as internal short-circuits and thermal runaways [57]. Cooling system performance
may also be interpreted through cyberattacks against thermal management systems,
leading to the thermal runaway risk. Thus, it is important to devise efficient failsafes
(e.g., mechanical override design features) to disconnect the battery in such cases [58].
Poor estimation of SoX data might also result in conditions that compromise the safety,
e.g., leading to lower maneuverability of the EV on the road or misleading drivers
about the achievable EV performance such as acceleration, etc. There is also a safety
risk when the battery pack is disconnected, or its performance is limited due to a
cyberattack while the EV is in driving mode.

• Side impacts: The CBMS large databases can be used to develop battery models and
algorithms for other lifecycle stages such as second-life battery applications. Attacks
against the CBMS database can result in data poisoning and data corruption and
this will further affect the battery and BMS designs that are fulfilled based on these
corrupted datasets.

As discussed in [57], the impacts of cyberattacks can also be classified as having a
temporary effect (such as draining battery charge, which would temporarily reduce the
achievable driving range) or permanent damage (such as reduced battery age). When
EVs have interactions with the grid (e.g., through V2G and G2V), attacks on CBMS can
cause trouble for the power grid as well. These aspects have been examined in several
works. For example, malicious firmware updates can disable EV chargers, which can
potentially interrupt emergency and medical services, manufacturing, defense, etc. [59].
Falsified BMS data such as wrong SoC and charge/power demand data can corrupt the
performance of the power system, leading to overfrequency [60], underfrequency [61],
voltage deviations [61,62], etc. [62]. In a recent study [63], MitM cyberattacks on grid BESSs
were emulated, which proved a variety of impacts: prosumer financial losses, including a
+36% increase in the electricity bill and a +46% increase in the peak power consumption,
which in turn will affect the grid performance.

4.4. CBMS Attack Detection Methods and Mitigation Strategies

No CPS can be considered 100% secured when they have data flow to/from them, and
despite the fact that previously discussed measures can reduce the cyberattack probability,
the BMS still might be compromised. Nevertheless, when an attack is successfully launched,
the system should be able to detect and take proper action to reduce the risk. In safety-
critical situations, the BMS should shut off the battery pack operation, e.g., to avoid a
thermal runaway. Some methods have considered nonbinary decisions, for example, slowly
backing off the current in some stages [64], giving a warning to the operator instead of
shutting off the battery pack [65], or extending the time before shutting down the battery. To
take timely action, it is critical to devise effective attack detection mechanisms. The literature
regarding CBMS cyberattack detection is rare. A basic approach to detect attacks is based
on intrusion detection systems (IDSs). An IDS monitors the network traffic and checks it for
any sign of intrusion or malicious activities [66]. For example, it can compare the network
traffic against a database of known network patterns under cyberattacks and can send an
alarm if a match is found [66]. Another approach for cyberattack detection is referred to as
behavior-based detection [67]. In this approach, the behavior of a network, system, data, or
signal will be compared to a baseline describing nonattack conditions. The residual signals
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describing the differences between the behavior of the actual index and the baseline index
show a potential cyberattack. In this regard, one effective solution is to apply ML techniques
to analyze large volumes of BMS data and to identify patterns of attacked and nonattacked
conditions and distinguish between them [67]. An example of ML-based attack detection
is presented in [68], in which an ML-based trust framework for battery sensory data was
proposed. The framework is based on false sensor data detection (FSDD) which enables
detection of undependable battery data using deep learning algorithms. Likewise, Ref. [69]
presented algorithms for the detection of denial-of-charging and overcharging attacks.
Two static and observer-based dynamic cyberattack detectors were designed. The static
detector is based on the measurements while the dynamic detector utilizes both battery
measurements and models to detect the attacks, and it was shown that the latter achieves
superior attack detectability performance [69]. A more detailed review of cyberattack
detection techniques can be found in [70–72].

4.5. Methods for Enhancing the Cybersecurity of the BMS/CBMS

Security plays a critical role in EV’s functional safety. Different security measures
related to hardware security, software update security, penetration test, and code reviews
are usually applied in the automotive industry. This includes approaches based on in-
formation encryption and authentication or using firewalls for communication between
vehicle devices and external networks [55]. The CBMS should similarly emplace appro-
priate protection measures at both software and hardware levels to protect it against any
unauthorized alteration. According to the literature, several measures can be taken into ac-
count to enhance the cybersecurity of the CBMS. As outlined in [44], these measures can be
applied in three different steps: (1) architecture design step (e.g., considering a distributed
or decentralized CBMS instead of centralized implementation to enhance security), (2)
communication system design step (e.g., considering security protocols, data encryption,
user authentication, etc.), and (3) top-up protection (e.g., by protecting BMS sensors, etc.).
The protection measures are described in the following:

• Blockchain technology: Blockchain is a secure distributed database for maintaining
constantly growing data records. It was initially developed to secure cryptocurrency
transactions, but lately, it has been explored for new cloud applications including
CBMSs. Concerning the CBMSs, it has been discussed that the blockchain can be used
to enhance both software and hardware aspects [68]. For instance, the blockchain
can be used to manage critical activities related to the transaction and sharing of
battery data between the CBMS and the BMS terminal nodes [52]. The blockchain
transactions are time-stamped, cryptic, and immutable, meaning that the data cannot
be read or modified from single communication nodes. Furthermore, transactions
will be endorsed by corresponding nodes so the authenticity of the communication
nodes and data can be validated. Likewise, the distributed/decentralized nature of
the blockchain significantly lowers the cybersecurity risk in case of successful attacks
on one or more communication nodes. Key features of blockchain technology are
described in Figure 12 [73].

The application of blockchain in the CBMS context has been explored in several
research papers. In [74], the Blockchain-as-a-Service (BaaS) concept was proposed for
BESS applications. The main idea of BaaS is to develop a universal secure platform
for CBMS implementation to support the implementation of a range of use cases. As
suggested and conceptualized, the BaaS can be used to ensure the validity and integrity
of battery data throughout the value chain. Other examples were presented in [32,75,76],
where security-hardening technology and blockchain-based firmware security check and
recovery frameworks were proposed for application to the (wireless) BMSs to enhance
their cybersecurity. Similarly, Ref. [77] proposed a blockchain-based IoT network for the
cybersecurity enhancement of wireless BMSs. A typical blockchain framework applied to
the BMS context is shown in Figure 13.
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The physical assets including the BMS units or charging equipment can be considered
as a blockchain client. With hash calculation, each client will be given a unique fixed-size
output that corresponds to a digital fingerprint of the input data. Any change to the input
data will result in a different output hash, which can be used to check the authentication
of the accesses to the database or codebase of the BMS [77]. Hash code comparison will
be fulfilled in the distributed ledger, which means that hash codes will be stored and
processed on a network rather than a single point. Thus, a high level of protection and
security against all types of cyberattacks can be assured. A comprehensive discussion of the
blockchain-based implementation of the battery control strategies on a distributed network
of BMS nodes can be found in [54].
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• Resilient software design: Design-for-cybersecurity (DFC) can be used to enhance the
robustness of the CBMS software against cyberthreats. An example of DFC is the
design of robust and resilient state estimation algorithms that are capable of detecting
and/or neutralizing cyberattacks and their effects. Several CPS-based applications
have reported the use of secure algorithms such as secure state estimators to protect
against cyberattacks. For example, Refs. [78,79] designed a secure Kalman filter (KF)-
based algorithm for dynamic state estimation in energy grids. The algorithm was
designed to detect the onset of an FDI attack and the location (specific communication
nodes) where the attack was launched. Thus, with the resilient algorithm, the state
estimations will recover to the true state estimates even though the measurements
are manipulated. Another example was presented in [80], where a resilient algorithm
was designed for finite-time secure state estimation in a centrifugal pump to protect it
against sensor attacks. A resilient SOC estimation algorithm based on artificial neural
networks (ANNs) was proposed in [30]. The algorithm was designed to neutralize the
effect of cyberattacks on the battery data so the SOC estimations remain valid under
attack conditions. Such techniques can be used to develop secure algorithms, for
example, secure SoX estimation algorithms or cyberattack detection algorithms with
the ability to discriminate between a failure (such as a sensor failure of cell failure) and
a cyberattack. In this context, Ref. [44] highlighted the ability of AI-based data-driven
methods in sensor measurement forecast (pseudo-measurement generation), which
will offer redundancy for when the sensors are attacked. Similarly, Ref. [81] provided
a few recommendations to enhance IoT-related security, e.g., through secure coding,
formatting the source codes as libraries, executables, and obfuscation codes, which
will prevent source code changes due to cyberattacks. As argued in [81], secure coding
may refer to designing secure CBMS software together with a rule-checker for secure
coding and an incorporated weakness analyzer. BMS software updates should also be
performed securely. In this regard, researchers have suggested code-signing firmware
updates [82]. The security of BMS source codes should also take into account reliable
libraries throughout the source code [83].

• Cross-verification of BMS and CBMS: One potential solution to ensure the credibility of
the CBMS algorithmic results such as SOX estimation results could be to perform the
related calculations in different ways on both BMS and CBMS. The results obtained
on the onboard BMS can then be used to cross-verify the accuracy of the CBMS
algorithms and their robustness [28]. A great mismatch between the results of the
onboard BMS and the CBMS potentially indicates an unusual situation such as a
cyberattack launched against CBMS or IoT communication links.

• Hardware Security Modules (HSMs): CPUs with security stacks and embedded HSMs
are the nuclei of vehicle cybersecurity. They are used to protect safety-critical vehicle
tasks such as the functioning of airbags, steering, and braking systems. Similarly,
BMS processors can be protected against cyberthreats through the use of HSMs [84].
The basic architecture of an HSM is depicted in Figure 14. As shown, the HSM can
be connected to the BMS microprocessor as separate hardware, which includes an
individual processor, cryptographic functions, and dedicated memory to support hard-
ware security firmware [84]. The BMS enhanced by HSM can perform autonomous
authenticity and integrity checks, for example, when a software update is to be in-
stalled, for secure in-vehicle communications through the CAN bus, and in case of
extra-vehicle communications to the IoT and CBMS. Reference [84] also suggested a
procedure for the determination of the ASILs by including the cybersecurity risks in
the functional safety analysis. Accordingly, it pinpoints the importance of end-to-end
(E2E) protection for the exchange of critical data to ensure an ASIL D requirement, e.g.,
for data that are linked to the braking signals, steering angle, battery pack safety, etc.
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• Encryption: Encryption refers to the process of encoding BMS/CBMS software data/
information to prevent unauthorized access and/or data alternation [85]. Encryption
can help ensure that sensitive battery/BMS data is kept confidential and that only
authorized assets have access to the data. Internal communications, such as commu-
nication from slave boards to master BMS or vehicle CAN communication, as well
as IoT communications from BMS to the CBMS and vice versa, can be effectively
protected using cryptographic protocols such as TLS [81]. For example, end-to-end
encryption based on NISTIR guidance on cryptography and key management has been
suggested to assure the integrity and confidentiality of battery data [86,87]. Likewise,
to protect against MitM cyberattacks, additional end-point security protocols (such
as IEC 62351-7) and role-based access control (RBAC) based on IEC 62351-8 can be
considered [88]. Regarding different battery data stored on CBMS, database encryp-
tion is an effective solution to prevent data stealth. Database encryption transfers
different battery data (state data, link data, metadata, etc.) into cipher text which
cannot be comprehended by unauthorized users (e.g., by attackers). Examples of
database encryption methods are the hashing technique, SHA256 encryption, etc. [81].
In this regard, the National Renewable Energy Laboratory (NREL) also highlights
the effectiveness of encryption in protecting both data-at-rest (data stored on BMS
and/or CBMS) and data-in-flight (battery transactions real-time data) [58]. Despite
being a powerful solution, encryption has some weaknesses. Encryption requires key
management to encrypt and decrypt data or codes, and if the key is stolen, intercepted,
or compromised, the data encryption can be broken. To ensure key security, Ref. [89]
suggested a pluggable key management device with a key management protocol and
integrated formal analysis to assure security compliance. It is also noteworthy that
encryption protocols and algorithms are somehow susceptible to vulnerabilities such
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as side-channel attacks. Moreover, encryption is useless in the case of specific attack
types against CBMS such as random delay attacks.

• User authentication and access control [90,91]: User authentication provides an addi-
tional layer of security against unauthorized access to the battery, CBMS, and related
data. Multifactor authentication or passwords can be used when accessing the battery
database on the cloud, CAN bus through the OBD port, before performing main-
tenance, or when configuration/reconfiguration of the BMS or CBMS software is
planned. Adopting ISO 15118 multimodal and multipass authentication processes
was suggested in [92]. Likewise, in the case of adopting the MQTT protocol for IoT
communications, Ref. [81] suggested that access to the broker should be restricted by
deploying authentication keys on both sides including the clients and broker. In this
context, Ref. [81] recommended using proper tools for checking the login history to
track unauthorized access attempts.

In addition to the aforementioned protection mechanisms, physical protection of the
communication terminals/nodes, e.g., through secure housing designs, hardwiring, etc.,
should also be considered a priority in the design of the BMS/CBMS components [28].
NREL recommends removing BMS unnecessary interfaces and external ports, adding
tamper monitoring and resistance [93], adding secure bootloaders to BMS, removing
hard-coded passwords, and certification of CBMS services with the Federal Risk and
Authorization Management Program (FedRAMP) [40]. For example, one can refer to a
recent project which investigates a so-called s-NIC card (Secure NETWORK Interface Card)
that supports secure boot and tamper resistance for EVSE applications [94]. Likewise,
Refs. [28,44] highlighted the importance of transparency in battery data and algorithms to
secure processes related to testing, verifying, and communicating between BMS and CBMS.
This is important to improve the explainability of data/algorithms, since, usually, many fac-
tors affect the balance and optimization of algorithms’ performances. Transparency reduces
the cybersecurity risk by maintaining human-in-the-loop, which will make cyberattacks
more apparent before they turn into a risk [28].

DFC requires additional effort for designing and implementing proper cybersecurity
measures. Thus, the overall cost of the system will be increased. The optimum cybersecurity
practice should thus be chosen based on the application area, specific use cases of the CBMS,
and the implementation strategy, such as how the BMS and CBMS will talk to each other and
how CBMS feedback will be prioritized. Multiple security measures can be simultaneously
adopted if a high-security level is demanded.

In the context of digital twins, a detailed review of threats and cybersecurity recom-
mendations were presented in [95]. Table 3 provides a summary of key CBMS cybersecurity
topics discussed in this section.
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Table 3. Summary of the key issues related to CBMS cybersecurity.
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 FDI: Refers to deliberate manipulation of the CBMS 
data/measurements by injecting false data vectors to the origi-
nal data. 

 Random delay attack: A delay will be deliberately intro-
duced to the sequence of BMS control commands or data. 

 Replay attack: Wiretapping and repeatedly broadcasting the 
battery/CBMS measurements/data. 

Attack Detection 
 IDS: Monitoring traffic of CBMS network and comparing to 

known traffic patterns under different attack types. 
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 EMI attack: Malicious EMI source disrupting wireless link 
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5. Existing Regulations and Standards

Several standards and regulations have been emplaced to ensure the safety and
security of vehicles. For example, the ISO/SAE 21434 standard provides guidelines for the
development of cybersecurity in road vehicles, while the UN Regulation No. 155 outlines
specific requirements for cybersecurity management systems in vehicles. In addition,
many countries have enacted legislation mandating the implementation of cybersecurity
measures in vehicles, such as automotive cybersecurity guidelines released by the Japanese
Information Technology Promotion Agency (IPA). These standards and regulations are
crucial in ensuring that vehicles are secure. SAE J3061 is the first document that provides
guidelines on cybersecurity of the electronic systems in vehicles [53].

Concerning vehicle BESSs, several standards highlight and take measures to address
the safety risks, e.g., ISO 12405-part 4 [96] and IEC 62660-part 1 [97]. However, there is
no existing standard that directly deals with the design requirements of CBMS (and even
BMS) and the cybersecurity requirements. IEEE has released a draft recommended practice
for the design of BMS physical and software interfaces but the security requirements have
not been sufficiently addressed [98]. Nevertheless, several of the CBMS cybersecurity
requirements can be derived by reviewing and analyzing the existing relevant standards
related to the design of vehicular ECUs.

Table 4 lists the published standards/guidelines with relevance to the CBMS cyber-
security topic. The names of the standards, titles, and their relevance are described in
different columns in Table 4.

Table 4. Standards/guidelines that can be related to the CBMS cybersecurity.

Standard/Policy/
Regulation Year Title Relevance

SAE J3061 [99] 2016
Cybersecurity guidebook
for cyber-physical vehicle

systems.

• Provides cybersecurity requirements for vehicles.
• Presents comprehensive cybersecurity process and management

frameworks for vehicles.
• Establishes the relationship between vehicle systems safety and

cybersecurity.
• Also details cybersecurity analysis, assurance, and test techniques

applicable to vehicles.

ISO/IEC 27001
[100] 2022 Information security

management systems.

• The standard sets requirements for the security of information assets
and management/protection of sensitive data on cloud systems to
assure CIA requirements.

• It provides a robust framework for managing information security
risks that could impact the security and safety of vehicles and CBMSs.

IEC62443 [101] 2009
Industrial communication
networks—network and

system security.

• An international series of standards that address the cybersecurity of
automation and control systems.

• Cover cybersecurity requirements for different stakeholders including
system operators, service providers, and component/system
manufacturers.

IEEE P2686 [102] 2019

Recommended practice for
battery management

systems in energy storage
applications.

• Discusses design, installation, and configuration of BMSs for
stationary applications.

• Covers both hardware and software aspects such as requirements for
wireless sensors and communications with external systems.

• It does not cover the BMS in vehicular applications or BMS
cybersecurity.

• It applies to Li-ion, lead-acid, and flow batteries.
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Table 4. Cont.

Standard/Policy/
Regulation Year Title Relevance

ISO/SAE 21434
[103] 2021

Road
vehicles—cybersecurity

engineering.

• Specifies requirements for managing cybersecurity risks associated
with the concept, system development, implementation, operation,
and maintenance of electrical/electronic systems in road vehicles.

X.1373 [104] 2017

Secure software update
capability for intelligent
transportation system

communication devices.

• Provides software security update program between the vehicle and a
remote server (cloud).

• Defines the process for security updates and content
recommendations.

- 2022
Cybersecurity best practices

for the safety of modern
vehicles.

• Covers cybersecurity issues for all motor vehicles and their equipment
(including software components).

SAEJ3061 draws a comparison between system safety and system cybersecurity. The
scope of cybersecurity is deemed broader than safety, i.e., EV components that are safety-
critical are also cybersecurity-critical, but not vice-versa. Equivalent to ASILs that address
safety, SAE 21434 describes Automotive Cybersecurity Integration Levels (ACILs) to quan-
tify the requirements for EV cybersecurity. The same concept can be applied to define
ACILs for different systems, components, processes, and algorithms of the CBMSs. As
recommended by SAEJ3061, cybersecurity must be built into the feature rather than adding
it at the end stages of the development phase. ISO 21434 adds that cybersecurity should be
addressed throughout the lifecycle from product development toward the end-of-life (EoL).
This is important for particular use cases, e.g., when the battery, BMS, or CBMS should be
moved to the second-life, recycled, etc. Thus, determining how to ensure cybersecurity
when moving CBMS (battery data, usage history, critical information, etc.) to the next life-
cycle stage is important to address. Cybersecurity should thus be guaranteed throughout
the whole lifecycle and supply chain of battery and CBMS. For instance, manipulation of
the data at the production and testing phase can lead to defective design processes for
CBMS, e.g., the algorithms might be trained and tested based on incorrect data, which can
cause a failure during actual operation. The cybersecurity lifecycle framework is depicted
in Figure 15.
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Similar to the Hazard Analysis and Risk Assessment (HARA) described in ISO26262,
SAE J3061 and ISO/SAE 21434:2021 propose a framework for Threat Analysis and Risk
Assessment (TARA) [83]. Several analysis tools are also suggested to support TARA, in-
cluding techniques and templates for threat scenario identification, impact rating, attack
path analysis, attack feasibility rating, etc. Nevertheless, there is a gap regarding providing
recommendations on the specifics of the EV components, including the CBMSs. In [83],
the Framework for Analysis, Comparison, and Test of Standards (FACTS) was proposed
by taking into account key CBMS stakeholders including battery producers, BMS pro-
ducers, OEMs and EV manufacturers, battery test facilities, battery suppliers, consumers,
etc. The FACTS approach is a four-step tool comprising stakeholder analysis, technical
analysis, comparison of standards concerning the stated intrusion detection and mitigation
mechanisms, and, finally, test and validation [83].

Standards have also proposed different tools for CBMS cybersecurity testing, for
example, through performing automated software testing approaches such as data fuzz
testing. Power hardware-in-the-loop (PHiL) can assess the CBMS capability to integrate,
interact, and transfer data with the rest of the vehicle nodes. PHiL can also be used to assess
the likelihood of a hardware trojan. Model-in-the-loop (MiL) can be used to test the CBMS
algorithms and controllers in an emulated controlled environment while executing any
possible transients that may occur due to the occurrence of cyberattacks [83]. Likewise, SAE
J3061 suggests various cybersecurity testing tools including static code analyzers, dynamic
code analyzers, network traffic analyzers, fuzz testers, encryption crackers, hardware
debuggers, network stress testers, etc.

6. Potential Future Research Domains

BMS cybersecurity is a trending topic but there are still many gaps that have to be
filled. According to the review, the potential future research domains are identified and
outlined as follows:

� TARA analysis and definition of ACILs: A detailed TARA analysis needs to be fulfilled
to understand different cyberthreats and their influence on the CBMS performances
and the associated risks to EVs’ functional safety. Such analysis will further help to
quantify the ACILs required for CBMS cybersecurity design procedures, as suggested
in SAE J3061. This review reviewed and addressed the potential threats to some
extent. However, their link to ACILs is yet to be established in future works. New
BMS architectures and topologies are being proposed and it is important to identify
new vulnerabilities associated with them. For example, the effect of EMI attacks on
wireless BMSs can be further explored.

� Cybersecurity analysis, test, and validation platforms: The cybersecurity of BMS is a recent
topic and there is still a lack of modeling and simulation tools that can be used to
analyze, test, and validate cybersecurity designs. As an example of such cybersecurity
test setups, one can refer to the open-source platform named CEE developed by NREL,
which is capable of emulating both physical land network aspects (including OCPP
or Open Charge Point Protocol) of EVSEs [36]. The platform was successfully used to
emulate different attack scenarios such as DOS and MitM attacks. Further research
is required to develop more flexible platforms to enable the assessment of a broader
range of use cases.

� Algorithm design: New efficient algorithms should be designed to reinforce CBMS
cybersecurity. This involves the design of secure and resilient algorithms that are
robust against cyberattacks, such as manipulated data. Likewise, detection algorithms
should be designed and integrated into the CBMS to enable the detection of cyber-
attacks. Discussions regarding how the CBMS should respond to such attacks (in
terms of battery control and prioritization of signals from the cloud) also need further
exploration. The algorithm design should also take into account the possibility of
system faults and preferably be capable of distinguishing between attack conditions
and failure conditions (e.g., failures in sensors, etc.).
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� Cybersecurity in second life: CBMS cybersecurity should further be explored in different
lifecycle stages, including when moving EV batteries from first-life to second-life. In
this context, future work can focus, for example, on how to pass on battery-related
data from one stage of life to another in a secure manner. Research should be fulfilled
to determine which data, when, and how it should be transferred while ensuring the
cybersecurity requirements.

• A systematic review of individual topics: This paper is a scoping review where various
topics related to CBMS cybersecurity are discussed. In the future, full systematic
reviews can be carried out to analyze each aspect in more depth. For instance, some
topics such as cyberattack detection methods, etc., require a dedicated review study.

• Standardization: The standards review fulfilled in Section 5 showed that no standards
exist to address the design requirements of the BMS, CBMS, and their cybersecurity
requirements. However, as reviewed, many useful tools and frameworks are pro-
posed for automotive cybersecurity, including SAE J3061 and ISO 21434. Such tools
can be used to further analyze cybersecurity in the CBMS context and develop new
requirements and/or tailor the existing requirements for the DFC.

• Artificial Intelligence for BMS Cybersecurity: AI can be used to process vast amounts of
battery data to establish baseline behavioral patterns and use them to continuously
monitor the CBMS concerning cyberattacks. AI can also leverage threat intelligence
feeds, security databases, and historical cyberattack data to identify potential vulnera-
bilities and predict emerging threats against the CBMS. Last, but not least, AI-powered
incident response systems can be used to automate the identification, containment,
and remediation of cyberattacks, minimizing the impacts on the CBMS, battery, and
EV/grid operations.

• Implementation: Research can also be focused to address the implementation challenges
of the CBMSs, e.g., establishment of proper communication tools and protocols (with
sufficient bandwidth and acceptable data transmission delay) to support a sustainable,
smooth, and secure two-way transmission of data between physical and digital BMSs.
Likewise, the design of CBMS architecture can be enhanced to address the flexibility,
modularity, scalability, and cybersecurity of the cloud platform.

This work is accomplished as part of the DeepBMS project which is funded under
EU’s Horizon Europe Framework. The project is exploring, among other things, the
implementation of a CBMS concept to enable advanced functionalities. More results on
some of the previous items are expected to be disseminated in the future.

7. Conclusions

In the form of a scoping review, this paper analyzes various security aspects relevant
to the CBMSs. In the review, a detailed analysis of onboard BMSs and CBMSs is carried
out. The architecture, requirements, and challenges of each technology are reviewed. It is
concluded that the presence of the onboard BMS is critical to ensure EVs’ functional safety
and it is suggested to use CBMS for complementing the BMS core performance. Likewise,
the review of commercial examples of CBMSs is presented, which shows the great potential
for the marketability of this technology. BoschTM, NXP, and Panasonic are among the
popular companies that have implemented some use cases of the CBMSs. Various topics
related to the cybersecurity of CBMSs are explored. Firstly, potential attack types and
scenarios are reviewed. They are mainly classified as confidentiality attacks, integrity
attacks, and availability attacks. The potential attack paths are analyzed afterward. The
attack path analysis shows several vulnerabilities, including the in-vehicle communications
such as CAN bus, ports, and interfaces such as OBD-II, and extra-vehicle communications
such as interfaces of IoT gateway, cloud, and underlying protocols. A short review of
possible cyberattack impacts is also fulfilled, including denial-of-charging, depletion of the
battery pack, accelerated aging of batteries, and thermal runway in more severe scenarios.
The paper also contributes to the review of cyberattack detection algorithms and possible
countermeasures that can be considered to improve CBMS cybersecurity. As for the
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latter, several methods such as using blockchain, designing resilient algorithms, enforcing
encryption and authentication mechanisms, etc., are discussed in detail. The standard
landscape review is also fulfilled, which clearly shows the lack of proper standardization
regarding CBMS cybersecurity design. However, existing standards such as SAE J3061
and ISO 21434 provide useful guidelines to address this topic, e.g., through suggesting
cybersecurity test methods, TARA analysis, and ACIL assignment. Finally, the paper ends
with a list of potential future research domains in the field of BMS cybersecurity.
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Nomenclature

Acronym Definition
ACIL Automotive Cybersecurity Integration Level
AI Artificial Intelligence
ANN Artificial Neural Network
ASIL Automotive Safety Integrated Level
BaaS Blockchain-as-a-Service
BESS Battery Energy Storage System
BMS Battery Management System
CAN Controller Area Network
CBMS Cloud BMS
CCS Combined Charging System
CEBS Cloud-Enabled Battery Solution
CIA Confidentiality, Integrity, Availability
CMU Cell Monitoring Unit
CPS Cyber-Physical System
DDoS Distributed Denial-of-Service
DFC Design-for-Cybersecurity
DoS Denial-of-Service
E2E End-to-End
ECM Equivalent Circuit Model
ECU Electronic Control Unit
EMI Electromagnetic Interference
EV Electric Vehicle
EVSE Electric Vehicle Supply Equipment
FDI False Data Injection
FPGA Field Programmable Gate Array
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FSDD False Sensor Data Detection
GDPR General Data Protection Regulation
GPS Global Positioning System
HARA Hazard Analysis and Risk Assessment
HTTP Hyper Text Transport Protocol
IoT Internet of Things
Li-on Lithium-ion
MitM Man-in-the-Middle
ML Machine Learning
MOSFET Metal Oxide Semiconductor Field Effect Transistor
MQTT Message Queuing Telemetry Transport
OBC Onboard Charger
OBD Onboard Diagnostics
OEM Original Equipment Manufacturer
PMU Pack Monitoring Unit
SoC State-of-Charge
SoH State-of-Health
SoP State-of-Power
SoX State-of-X
TARA Threat Analysis and Risk Assessment
TLS Transport Layer Security
TRL Technology Readiness Level
UBMC Universal Battery Management Cloud
V2C Vehicle-to-Cloud
V2E Vehicle-to-Everything
V2G Vehicle-to-Grid
V2I Vehicle-to-Infrastructure
V2P Vehicle-to-Pedestrian
V2V Vehicle-to-Vehicle
V2X Vehicle-to-X
VIT Voltage, Current, Temperature
WPTM Wireless Power Transfer Module
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