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Abstract: Hybrid free space optical (FSO)/radio frequency (RF) system has attracted extensive
attention because of its advantages of both the FSO and RF links. From the viewpoint of overall
system performance, this paper presents a systematic analysis method of communication performance
and security performance of the hybrid FSO/RF system with the Málaga turbulence channel and the
α− µ fading channel. The hybrid FSO/RF system adopts the diversity method of maximum ratio
combining (MRC) to receive signals. The new expressions of communication performance parameters
(i.e., the bit error rate, the outage probability, the ergodic channel capacity) of the only FSO system and
the hybrid system are obtained. Then, the new expressions of the security performance parameters
(i.e., the security outage probability and the strictly positive secrecy capacity) of the hybrid system
with the FSO or RF links eavesdropping are derived, respectively. Our derived analytical expressions
present an efficient tool to investigate the impact of system parameters on the overall performance
of the hybrid system, namely modulation scheme, turbulence intensity, pointing errors, target rate,
and eavesdropper output signal-to-noise ratio. The simulation results show that compared with the
only FSO system, the hybrid system can significantly improve the communication performance of
the system; the communication performance of the hybrid system using coherent binary phase shift
keying (CBPSK) modulation is obviously better than the other two modulation technologies; with the
deterioration of atmospheric environment (increasing turbulence intensity and pointing errors), the
communication performance and security performance of the hybrid system will decline; both RF
link eavesdropping and FSO link eavesdropping have a greater impact on the security performance of
the hybrid systems; whether it is FSO link eavesdropping or RF link eavesdropping, the reduction of
target rate and output signal-to-noise ratio of the eavesdropper can improve the security performance
of the hybrid system.

Keywords: hybrid FSO/RF system; communication performance; security performance; atmospheric
turbulence; pointing errors

1. Introduction
1.1. Background

A free space optical (FSO) communication system has many advantages such as
license-free spectrum, low cost, easy installation, and high transmission bandwidth, and is
considered an alternative to next-generation mobile communication [1,2]. However, the
free space optical communication system is seriously affected by the channel environment
(atmospheric turbulence and pointing errors) [3]. Atmospheric turbulence is caused by
the random change of the atmospheric temperature field due to the influence of surface
radiation, solar radiation, atmospheric flow, and other factors. Atmospheric turbulence can
lead to beam broadening and beam wandering, which can degrade the communication
performance of the FSO system. The pointing error is caused by the sway of the building
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or the jitter of the communication device, which also can degrade the communication
performance of the FSO system, even the interruption of communication.

Therefore, previous works have proposed various mitigation technologies to improve
the performance of the FSO communication system. Adaptive optics technology can over-
come the beam wander caused by atmospheric turbulence [4]. To solve the misalignment
caused by building vibration, the ATP (acquisition, tracking, and pointing) technology
is proposed [5]. In addition, the performance of the FSO communication system can be
improved by using a high-performance beam [6], spatial diversity [7], hybrid FSO/radio
frequency (RF) communication scheme [8], and other technologies [9–14].

Compared with the FSO link, atmospheric environment have little impact on the RF
link, such as fog, turbulence, and so on. The communication scheme of the hybrid FSO
and RF parallel transmission can combine the advantages of the FSO link and RF link to
improve the performance of the communication system. Shakir et al. [15] proposed a hybrid
parallel communication system based on an FSO link with Gamma-Gamma distribution
and an RF link with Rayleigh distribution and derived new closed-form expressions for
its average bit error rate (BER) and outage probability (OP). Tahami et al. [16] proposed a
hybrid serial transmission system of the RF link with Rayleigh distribution and the FSO
link with the Gamma-Gamma distribution, the system adopted an amplify and forward
(AF) relay with variable gain as a relay device and deduced new closed-form expressions
of the BER and OP. Altubaishi et al. [17] gave an approximate expression of the ergodic
channel capacity (ECC) of the FSO multi-hop hybrid system combined with an RF backup
link and AF relay and analyzed the influence of weather conditions on the hybrid system.

In addition, the hybrid FSO/RF communication system has great potential to improve
the performance of the communication system. For example, the hybrid FSO/RF parallel
multi-hop system can not only improve the transmission distance but also improve the
system performance [18]. The performance of hybrid FSO/RF systems can be further
improved by using wavelength division multiplexing (WDM) and spatial diversity in FSO
links, or by using multiple input multiple output (MIMO) technology in RF links [19–21].
Therefore, a comprehensive study of the performance of hybrid FSO/RF communication
systems is of great significance to engineering practice and theoretical research.

1.2. Related Works

Hybrid FSO/RF parallel systems can be divided into two categories: mode switch-
ing systems and parallel transmission systems. In a hybrid FSO/RF system with mode
switching, the RF link acts as a backup connection. The system switches to the RF link only
when the instantaneous SNR of the primary FSO link is lower than a predefined thresh-
old [22–24]. However, this mode switching system largely depends on the availability of
feedback information or channel state information (CSI) on the system transceiver, which
increases the system hardware complexity. Vishwakarma et al. [25] derived the closed-form
expressions of the OP, symbol error rate (SER), and ECC of the hybrid FSO/RF system with
hard switching mode.

On the other hand, in a hybrid FSO/RF system with parallel transmission, the same
data will be transmitted on two links at the same time. In addition, the received signals
will be processed by diversity combining at the system receiving end before signal de-
modulation, such as maximum ratio combining (MRC), equivalent gain combining (EGC),
selective combining (SC), and adaptive combining (AC) [26–28]. Therefore, this scheme
does not require feedback information or CSI to realize the switching operation between
two links. Compared with the mode switching system, the parallel transmission system
has the advantages of simplicity and economy. Liang et al. [29] derived the closed-form
expressions of the OP and BER of the hybrid FSO/RF system with SC and pointing errors
(PE). Chatzidiamantis et al. [30] approximately analyzed the BER performance of hybrid
FSO/RF systems with MRC and SC schemes.

In the recent years, as an effective scheme against eavesdropping in the wireless
communication system, physical layer security has been introduced into the RF or FSO
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communication links. This strategy makes use of the inherent random characteristics of
the wireless channel to improve system security [31]. Lei et al. [32] studied the security
performance of the FSO links subject to Gamma-Gamma distribution and deduced the
closed expressions of the lower bounds of strict positive security capacity (SPSC) and
security outage probability (SOP).

At present, research on physical layer security mainly focuses on hybrid FSO/RF
systems in the open literature, while research on physical layer security of hybrid FSO/RF
communication systems is rare. Juel et al. [33] deduced the new closed-form expressions
of average security capacity (ASC), SOP, and SPSC of mixed dual-hop RF/FSO system
when the relay scheme is based on an AF relay and RF link eavesdropping. Yang et al. [34]
studied the average security rate (ASR) and SOP performance of the mixed FSO/RF dual-
hop communication system during RF link eavesdropping under fixed gain and variable
gain relay schemes. Mehta et al. [35] derived and analyzed the expressions of the OP,
outage capacity (OC) and SOP of the hybrid FSO/RF system with modified switching.
Shakir et al. [36] derived and analyzed the expressions of the SOP, SPSC, and ASC of the
hybrid FSO/RF system with selective combining under RF colluding and non-colluding
eavesdropping scenarios.

However, current research on the physical layer security of the hybrid FSO/RF system
mainly considers RF eavesdropping, while research on the physical layer security of the
hybrid system with FSO link eavesdropping is rare. Tokgoz et al. [37] derived and analyzed
the expressions of the SPSC of the hybrid FSO/RF system with selective combining under
three different types of eavesdroppers. However, the impact of the FSO link pointing error
on security performance is not taken into account.

1.3. Motivation and Contributions

To the best of our knowledge, the security performance analysis of the hybrid FSO/RF
system with MRC scheme has not yet been fully investigated when FSO link eavesdropping
is considered, and few studies have been found on the ECC of hybrid FSO/RF parallel
transmission systems. Because the hybrid FSO/RF parallel transmission system uses
two different communication links for information transmission at the same time, the
hybrid system is more vulnerable to malicious eavesdropping than the traditional only
RF communication or only FSO communication. At present, research on the communi-
cation performance and security performance of the hybrid FSO/RF system is relatively
independent, and no analysis has been made on the impact of the ECC on the security
performance of the system. A comprehensive and systematic analysis of the communication
performance and security performance of the hybrid FSO/RF system is of great significance
to theoretical analysis and engineering practice.

In this work, from the perspective of the overall performance analysis of the hybrid
FSO/RF system, we take an interest in the communication performance and security
performance analysis of the hybrid system with atmospheric turbulence and pointing
errors. First of all, the probability density function (PDF) and cumulative distribution
function (CDF) of the signal-to-noise ratio (SNR) at the receiver of the FSO link with the
Málaga distribution, and the PDF and CDF of the SNR at the receiver of the RF link subject
to the α− µ distribution are given. Then, the PDF and CDF of the SNR at the receiver of
the hybrid FSO/RF parallel system based on the MRC scheme are derived. Next, the new
expressions of the communication performance parameters such as BER, OP, and ECC of
the hybrid system and the only FSO system are derived. Moreover, the new expressions of
the security performance parameters such as the SOP and the SPSC of the hybrid system in
the case of FSO link eavesdropping and RF link eavesdropping are derived, respectively.
Finally, numerical results, which demonstrate the communication performance and security
performance of the FSO/RF system with atmospheric turbulence and pointing errors, are
presented. Table 1 compares the existing work of the hybrid FSO/RF system with the main
research contents of this paper in detail.
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Table 1. Comparison of research contents between the relevant literature and this paper on the hybrid
FSO/RF parallel transmission system.

Ref. Switch/Combination Modulation Detection FSO Channel RF Channel PE Eavesdropper Metrics

[22] hard switching PSK DD Log-normal Nakagami-m BER, OP, ECC
[23] hard switching OOK, 16-QAM DD Gamma–Gamma Rician X BER, OP
[25] hard switching M-PSK HD, DD Málaga α−η−κ−µ X SER, OP, ECC
[15] SC M-PSK DD Gamma–Gamma Rayleigh BER, OP
[29] SC M-PSK DD Gamma–Gamma Nakagami-m X BER, OP
[30] MRC, SC PSK DD Gamma–Gamma Rician BER
[38] MRC, SC OOK, M-PSK, M-QAM HD, DD Gamma–Gamma κ−µ BER, OP
[26] SC PSK, FSK HD, DD Gamma–Gamma Nakagami-m X BER, OP, ECC
[28] AC HD, DD Gamma–Gamma κ−µ X ECC
[27] SC PSK, FSK DD Málaga η−µ X RF BER, OP, SOP
[35] Modified switching BPSK DD Gamma–Gamma Exponential X RF OP, OC, SOP
[36] SC HD,DD Málaga Nakagami-m RF SOP, SPSC, ASC
[37] MRC DD Gamma–Gamma Nakagami-m FSO, RF, hybrid SPSC
This MRC OOK, M-PSK, M-QAM HD, DD Málaga α−µ X FSO,RF BER, OP, ECC, SOP, SPSC

Our main contributions in this work are pointed out as follows:

• We first obtain the PDF and CDF of the SNR at the receiver of the hybrid FSO/RF
parallel system with the MRC scheme and pointing errors.

• Through the analysis of communication performance, the new expressions of commu-
nication performance parameters such as the BER, OP, and ECC of the hybrid system
and the only FSO system are derived. These expressions are novel compared to the
existing works as the hybrid FSO/RF model with Málaga turbulence and α− µ fading
is not reported in the existing hybrid FSO/RF literature, and the ECC of the hybrid
system is also rarely reported.

• Through the analysis of the security performance, the new expressions of the security
performance parameters of the hybrid system, such as the SOP and SPSC, are derived,
respectively, in the case of the FSO link eavesdropping or the RF link eavesdrop-
ping. These expressions are novel compared to the existing works as the effect of
FSO link eavesdropping is not reported in the existing hybrid FSO/RF with MRC
technique literature.

• Through the method of system simulation, we not only compare and analyze the com-
munication performance and security performance of the hybrid system by different
turbulence intensity and pointing errors, but also compare and analyze the SOP and
SPSC of the hybrid system with FSO link eavesdropping and RF link eavesdropping.
In addition, the security performance of the system is explained by using the analysis
conclusion of the ECC, which has not been seen in previous work. Compared with the
existing work, these simulation and analysis works are innovative as such a systematic
and comprehensive performance analysis has not been reported in the existing hybrid
FSO/RF literature.

The paper is structured as follows. In Section 2, we present the system model of the
hybrid system with atmospheric turbulence and pointing errors. In Section 3, we analyze
the communication performances of the hybrid system, and the only FSO link or the only
RF link. In Section 4, we analyze the security performances of the hybrid system with
FSO link eavesdropping and RF link eavesdropping. In Section 5, we show the simulation
results around the performances of the hybrid system. In Section 6, we finally summarize
the whole paper.

2. System and Channel Model

At the transmitter of the hybrid FSO/RF parallel system, the signal is separated into
two signals after binary modulation (on-off keying, OOK; multilevel phase shift keying,
M-PSK; multilevel quadrature amplitude modulation, M-QAM) and sent to FSO and RF
subsystems, respectively. In the FSO subsystem, the transmitter sends the modulated signal
light to the FSO channel by using intensity modulation, and the receiver can demodulate the
received optical signal in two ways: Direct detection and heterodyne detection. In the RF
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subsystem, the transmitter upconverts the modulated signal to the millimeter wave (MMW)
RF frequency of 60 GHz, and then sends the MMW signal to the RF channel. In addition, the
receiver will down-convert and demodulate the MMW signal and retrieve it to the original
signal. Finally, the received signals of the FSO and RF links are combined in a certain
proportion at the receiving end of the hybrid system, that is the MRC scheme. Because the
hybrid FSO/RF parallel transmission system will transmit the same information on two
different physical links at the same time, it may encounter two different eavesdropping
modes: the FSO link eavesdropping and the RF link eavesdropping, as shown in Figure 1
At the transmitter of the hybrid FSO/RF parallel system, the signal is separated into two
signals after binary modulation and subcarrier pre-modulation and modulated to optical
and RF carriers, respectively. These carriers are then sent to FSO and RF communication
links through the transmitter for transmission, and the received signals of the FSO and RF
links are combined in a certain proportion at the receiving end of the hybrid system. For
the communication system in which two different links transmit the same information at
the same time, there may be two eavesdropping modes: the FSO link eavesdropping and
the RF link eavesdropping.

Source Destination
RF Eve

FSO Eve

 RF communication link  FSO communication link

 RF link eavesdropping  FSO link eavesdropping

Figure 1. Hybrid FSO/RF system model with RF or FSO link eavesdropping.

2.1. FSO Sublink

Considering the Málaga atmospheric turbulence model and pointing errors, the PDF
of instantaneous SNR γFSO at the output of the FSO sublink is [39]:

fγFSO(γFSO) =
ξ2 A

2rγFSO

β

∑
k=1

bkG3,0
1,3

B
(

γFSO

µFSO,r

) 1
r
∣∣∣∣ 1 + ξ2

ξ2, α, k

 (1)

where G·,··,·(·) is the Meijer-G function, and ξ is the ratio of the equivalent beam radius of
the receiver plane to the jitter standard deviation of the receiver plane, which represents
the degree of deviation of the beam from the boresight. For example, the greater the value

of xi, the smaller the deviation of the beam from the boresight. A= 2αα/2

g1+α/2Γ(α)

(
gβ

gβ+Ω′

)β+ α
2 ,

B = ξ2αβ(gβ+Ω′)
(ξ2+1)(gβ+Ω′) , ak =

(
β−1
k−1

)
(gβ+Ω′)1−k

2

(k−1)!

(
Ω′
g

)
k−1
(

α
β

)
k/2, bk = ak[αβ/(gβ + Ω′)]−(α+k)/2,

k is a summation variable and Γ(·) is the Gamma function. α is a positive parameter, which
is related to the effective number of large-scale vortices in the scattering process, and β
is the value of the fading parameter. g = 2b0(1− ρ) represents the average power of the
independent scattering component received by the off-axis eddies path, 2b0 is the average
power of the total scattering component, ρ ∈ [0, 1] represents the scattering power value
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coupled with the line of sight component, Ω′ is the average power of mutual coupling
components. µFSO,r represents the average SNR of the FSO sub-link, r is the parameter
that defines the detection technology, that is, r = 1 represents heterodyne detection (HD)
and r = 2 represents direct detection (DD). When r = 1, µFSO,1=µHD=γFSO. When r = 2,

µFSO,2=µDD =
αξ2(ξ2+1)

−2
(ξ2+2)(g+Ω′)

(α+1)
[
2g(g+2Ω′)+Ω′2

(
1+ 1

β

)]µFSO,1.

By applying the integral identity FγFSO
(
γFSO) = ∫ γFSO

0 fγFSO(t)dt to (1), the CDF of
γFSO can be obtained as:

FγFSO(γFSO) = D
β

∑
k=1

ckG3r,1
r+1,3r+1

(
E

γFSO

µFSO,r

∣∣∣∣ 1, κ1
κ2, 0

)
(2)

where D = ξ2 A/
[
2r(2π)r−1

]
, ck = bkrα+k−1, E = Br/r2r, κ1 = (ξ2 + 1)/r, . . . , (ξ2 + r)/r

(includes r items), κ2 = ξ2/r, . . . , (ξ2 + r − 1)/r, α/r, . . . , (α + r − 1)/r, k/r, . . .,
(k + r − 1)/r (includes 3r items) to simplify the expression. It is worth noting that the
Málaga distribution has unified most of the existing uniform and isotropic turbulence math-
ematical models in Table 1 of [40], such as the Gamma-Gamma distribution, Lognormal
distribution, K distribution, and so on.

2.2. RF Sublink

Assuming that the channel of the RF link adopts the α− µ distribution model, the PDF
of instantaneous SNR γRF at the output of the RF sublink can be written as follows [33]:

fγRF (γRF) = Ame−Bm(γRF)
Cm(

γRF
)Cmµm−1

, (3)

where Am = CmBµm
m

Γ(µm)
, Bm = µm

(
γRF)−Cm , Cm = αm

2 , and γRF is the output average SNR of
the RF sublink. αm > 0 and µm > 0 represent the nonlinearity parameter of the propagation
environment and the number of multipath clusters, respectively. The α− µ distribution is
the unified model which includes the small-scale fading channel and the large-scale fading
channel. Some classical RF channel models can be obtained by setting different values of
αm and µm [33,41].

The CDF of γRF can be obtained by the integral [33]:

FγRF (γRF) = 1− Dme−BmγCm
γjCm , (4)

where Dm = ∑
µm−1
j=0

1
j! Bj

m.

2.3. Hybrid FSO/RF System Based on MRC Scheme

For the MRC scheme, it is assumed that the output SNR of the hybrid FSO/RF system
is γMRC = γFSO + γRF. Since the FSO sub-link and the RF sub-link are independent, the
PDF of γMRC can be written as:

fγMRC (γ) =
∫ γ

0
fγFSO(t) fγRF (γ− t)dt (5)

By substituting (1) and (3) in (5), it can be rewritten as

fγMRC (γ) = A1

β

∑
k=1

ck

∞

∑
i=0

C1γD1−1G3r,1
r+1,3r+1

(
E1γ

∣∣∣∣ 1, κ1
κ2, 1− D1

)
(6)

where A1 = ξ2 Am A
22r−1πr−1 , C1 = (−Bm)iΓ(D1)

i! , D1 = Cm(µm + i), E1 = E
µFSO,r .
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The CDF of γMRC obtained by integrating Equation (6) can be expressed as

FγMRC (γ) = A1

β

∑
k=1

ck

∞

∑
i=0

C1γD1 G3r,2
r+2,3r+2

(
E1γ

∣∣∣∣ 1− D1, 1, κ1
κ2, 1− D1,−D1

)
(7)

3. Communication Performance Analysis of Hybrid FSO/RF System
3.1. Average Bit Error Rate

For the hybrid FSO/RF system, a binary modulation scheme is used for data transmis-
sion in the FSO or RF link. According to [42], the average BER of the hybrid system which
is based on the binary modulation techniques can be expressed as:

Pb =
δ

2Γ(p)

n

∑
t=1

qp
t

∫ ∞

0
γp−1e−qtγFγMRC (γ)dγ (8)

where n, δ, p, and p represent various modulation schemes and detection types according
to Table 2 [38,42,43]. It is worth noting that some conditions have not been taken into
account in the analysis of the BER, such as the thermal noise variance, shot noise, amplified
spontaneous emission (ASE), weather, and climate conditions.

Table 2. Parameters for different modulation schemes.

Binary Modulation
Scheme

Detection
Type δ p qt n

OOK DD 1 1/2 1/2 1

M-PSK HD 2
max(log2 M,2) 1/2 sin2

(
(2t−1)π

M

)
max

(
M
4 , 1

)
M-QAM HD 4

log2 M

(
1− 1√

M

)
1/2 3(2t−1)2

2(M−1)

√
M
2

Substituting (7) in (8) and applying e−x = G1,0
0,1

(
x
∣∣∣∣ −0

)
and Equation (07.34.21.0088.01)

in [44], the average BER of the hybrid system can be obtained:

Phy
b =

δA1

2Γ(p)

n

∑
t=1

β

∑
k=1

∞

∑
i=0

ckC1q−D1
t G3r,3

r+3,3r+2

(
E1

qt

∣∣∣∣ 1− D1 − p, 1− D1, 1, κ1
κ2, 1− D1,−D1

)
, (9)

By substituting Equation (2) into Equation (8), the average BER of the only FSO link
can be obtained:

PFSO
b =

Dδ

2Γ(p)

n

∑
t=1

β

∑
k=1

ckG3r,2
r+2,3r+1

(
E

µFSO,rqt

∣∣∣∣ 1− p, 1, κ1
κ2, 0

)
(10)

3.2. Outage Probability

Outage probability is the probability when the end-to-end output SNR of the commu-
nication system is lower than a specific threshold γth [45]. Therefore, the OP of the hybrid
system can be expressed as:

Pout = Pr(γMRC < γth) =
∫ γth

0
fγMRC (γ)dγ = FγMRC (γth). (11)

By substituting Equation (7) into Equation (11), the OP of the hybrid system can be
rewritten as:

Phy
out = A1

β

∑
k=1

ck

∞

∑
i=0

C1γD1
th G3r,2

r+2,3r+2

(
E1γth

∣∣∣∣ 1− D1, 1, κ1
κ2, 1− D1,−D1

)
(12)



Photonics 2022, 9, 873 8 of 19

According to the definition of outage probability, the OP of the only FSO system can
be directly given by substituting Equation (2) into Equation (11).

3.3. Ergodic Channel Capacity

In time-varying channels, the ergodic channel capacity is the weighted average of
the capacity of the system in each channel state [46]. The normalized ECC of the hybrid
FSO/RF system can be obtained by the following equation [47]:

〈C〉 =
∫ ∞

0
log2(1 + γ) fγMRC (γ)dγ. (13)

Using the relationship between functions: log2(1 + x) = 1
ln 2 G1,2

2,2

(
x
∣∣∣∣ 1, 1

1, 0

)
and

e−x = G1,0
0,1

(
x
∣∣∣∣ −0

)
[48,49] and Equation (07.34.21.0011.01) in [44], by substituting Equa-

tion (6) into Equation (13), the ECC of the hybrid system can be obtained as

〈
Chy
〉
=

A1

ln 2

β

∑
k=1

ck

∞

∑
i=0

C1G3r+2,2
r+3,3r+3

(
E1

∣∣∣∣ 1− D1, 1− D1, κ1
κ2,−D1,−D1, 1− D1

)
(14)

According to Equation (07.34.21.0012.01) in [44], the ECC of the only FSO system can
be obtained by substituting Equation (1) into Equation (13):

〈
CFSO

〉
=

ξ2 A
2r ln 2

β

∑
k=1

bk H5,1
3,5

(
B

(µFSO,r)
1/r

∣∣∣∣ κ3
κ4

)
(15)

where κ3 = (0, 1/r), (1, 1/r), (1+ξ2, 1), κ4 = (ξ2, 1), (α, 1), (k, 1), (0, 1/r), (0, 1/r), and H·,··,· (·)
is the Fox-H function [50].

According to Equation (07.34.21.0012.01) in [44], the ECC of the only RF system can be
obtained by substituting Equation (3) into Equation (13):〈

CRF
〉
=

Am

ln 2
H3,1

2,3

(
Bm

∣∣∣∣ κ5
κ6

)
(16)

where κ5 = (−Cmµm, Cm), (1− Cmµm, Cm)and κ6 = (0, 1), (−Cmµm, Cm), (−Cmµm, Cm).

4. Security Performance Analysis of Hybrid FSO/RF System
4.1. Security Outage Probability

In the physical layer security theory, the security outage probability is the probability
that the instantaneous security capacity Cs is lower than the target rate Rs (Rs > 0). The
SOP is usually considered an important parameter to evaluate the security performance of
the wireless communication system. According to [32], the definition formula of SOP can
be written as:

SOP = Pr

{
Cs

(
γMRC, γE

)
≤ Rs

}
∆
= Pr

{
γMRC ≤ ΘγE + Θ− 1

}
∆
=
∫ ∞

0
FγMRC

(
ΘγE + Θ− 1

)
fγE

(
γE
)

dγE,

(17)

where Θ = exp(Rs) ≥ 1 and fγE
(
γE) is the PDF of the eavesdropping channel. It should

be noted that the eavesdropping channel can be either the RF link or FSO link, that is,
γE = γRF or γE = γFSO.
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According to the method provided in [32], assuming γE → ∞, the lower bound of the
SOP of the hybrid system can be given:

SOPL =
∫ ∞

0
FγMRC (Θγ) fγE(γ)dγ. (18)

(1) RF link eavesdropping
By substituting Equations (3) and (7) into Equation (18), the SOP of the hybrid system

with the RF link eavesdropping can be given by

SOPRF
L (Rs) = A1 AE

m

β

∑
k=1

ck

∞

∑
i=0

C1ΘD1

·
∫ ∞

0
(γ)CE

mµE
m+D1−1e−BE

m(γ)CE
m

· G3r,2
r+2,3r+2

(
E1Θγ

∣∣∣∣ 1−D1, 1, κ1
κ2, 1−D1,−D1

)
dγ

(19)

According to Equation (07.34.21.0012.01) in [44] and Equation (8.4.3.1) in [48], Equa-
tion (19) can be simplified as:

SOPRF
L (Rs) = A1 AE

m

β

∑
k=1

ck

∞

∑
i=0

C1ΘD1(E1Θ)−CE
mµE

m−D1 H3,3r
3r+2,r+3

(
BE

m

(E1Θ)CE
m

∣∣∣∣ κ7
κ8

)
(20)

where κ7 = (1 − CE
mµE

m − D1 − κ2, CE
m), (−CE

mµE
m, CE

m), (1 − CE
mµE

m, CE
m) and κ8 = (0, 1),

(−CE
mµE

m, CE
m), (−CE

mµE
m − D1, CE

m), (1− CE
mµE

m − D1 − κ1, CE
m).

(2) FSO link eavesdropping
Due to the close location of the FSO eavesdropping device and the FSO communication

receiver, it can be considered that the FSO eavesdropping link and the FSO communication
link have experienced the same turbulent environment, but the beam jitter on the plane
of the two receivers is different. We modify all parameters (i.e., g→ gE, F → FE, B→ BE,
and ck → cE

i ) in Equation (1), and then bring them into Equation (18) with Equation (7).
The SOP of the hybrid system with the FSO link eavesdropping can be obtained after a
series of algebraic operations:

SOPFSO
L (Rs) =

(
ξE)2 AE A1

2rE

β

∑
k=1

ck

∞

∑
i=0

C1ΘD1

βE

∑
kE=1

bE
kE(E1Θ)−D1 H5,3r

3r+3,r+5

(
E2

∣∣∣∣ κ9
κ10

)
(21)

where E2 = BE
(

E1ΘµE,rE
)− 1

rE , κ9 =
(

1− D1 − κ2, 1
rE

)
,
(

0, 1
rE

)
,
(

1, 1
rE

)
,
(

1 +
(
ξE)2, 1

)
,

and κ10 =
((

ξE)2, 1
)

,
(
αE, 1

)
,
(
kE, 1

)
,
(

0, 1
rE

)
,
(
−D1, 1

rE

)
,
(

1− D1 − κ1, 1
rE

)
.

4.2. Strict Positive Security Capacity

Strict forward security capacity is defined as the probability that the instantaneous
security capacity is greater than 0, which indicates the probability that the system can
provide secure communication [33]. The SPSC of the hybrid system can be expressed as:

SPSC = Pr

{
Cs

(
γMRC, γE

)
> 0

}
= 1− SOPL|Rs=0. (22)

Substituting Equations (20) and (21) into Equation (22), the SPSC of the hybrid sys-
tem with the RF link eavesdropping and the FSO link eavesdropping can be obtained,
respectively.
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5. Numerical Results

In this section, numerical results will be provided to analyze the communication
performance and security performance of the hybrid RF/FSO system. The main simulation
parameters of the hybrid FSO/RF with eavesdropper are shown in Table 3 [39,51]. Numeri-
cal results are validated by Monte Carlo simulations performed using the software package
Matlab 2019(b).

Table 3. Simulation parameters of the hybrid FSO/RF with eavesdropper.

Information Transmission Link Channel Model and Parameters

FSO communication link Málaga turbulence, (α, β)
RF communication link α− µ fading, (αm, µm)
FSO eavesdropping link Málaga turbulence, (αE, βE)
RF eavesdropping link α− µ fading, (αE

m, µE
m)

FSO Link Parameter Value

Wavelength 785 nm
Link range 1 km
Laser type Fabry–Pérot laser diodes
Beam type Gaussian beam

Detector type Avalanched photodiode
Weak turbulence (α, β) = (αE, βE) = (8, 4)

Moderate turbulence (α, β) = (αE, βE) = (4.2, 3)
Strong turbulence (α, β) = (αE, βE) = (2.296, 2)

RF Link Parameter Value

Carrier frequency 60 GHz
α− µ fading (αm, µm) = (αE

m, µE
m) = (3,1) or (2,1) or (1,1)

Parameters of Pointing Errors Symbol

FSO communication link ξ = 1 or 2 or 4
FSO eavesdropping link ξE = 1 or 2

Without loss of generality, it is assumed that the average SNR of FSO and RF link
output is equal from Figures 2–4, that is, γFSO = γRF. Figure 2 shows the relationship
between the average BER and the average SNR when the hybrid FSO/RF parallel transmis-
sion system and the only FSO system adopt three sub-carrier modulation modes (CBPSK,
QPSK, 4QAM) and the HD technique, respectively. The simulation conditions in Figure 2
are that the FSO link is in strong turbulence, fading parameters are αm = 1, µm = 3, and the
pointing error parameter is ξ = 1. As can be seen from Figure 2, compared with the only
FSO link, the hybrid system can significantly improve BER performance. From Figure 2,
whether in the only FSO system or the hybrid FSO/RF system, it is evident that the system
using the CBPSK modulation has the best BER performance, QPSK is the second, and
4QAM is the worst. This is because the higher the modulation order, the greater the error
probability of decoding, so the BER of a high-order modulation system is higher than that
of a low-order modulation system.

When the hybrid system adopts the CBPSK modulation and the fading parameters are
αm = 2, µm = 1, Figure 3 shows the relationship between the average BER and average SNR
of the hybrid system under different pointing error parameters ξ and different atmospheric
turbulence intensity. Figure 3 shows that when the FSO link is in weak turbulence, the
greater the pointing error parameter ξ value, the more obvious the impact on the BER
performance, and vice versa. Assuming that the average SNR of the system is 20 dB and
the FSO link is in weak turbulence, the system BER is 2.043 × 10−5 and 1.12 × 10−6 when
the pointing error parameter ξ is 1 and 2, respectively. When the FSO link environment
is moderate turbulence and strong turbulence, the change of pointing error parameter ξ
has an obvious effect on the BER of the hybrid system. For example, assuming that the
BER of the system is 20 dB and moderate turbulence, the system BER is 2.578 × 10−5 and
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42.88 × 10−6 when the pointing error parameter ξ is 1 and 2, respectively. Assuming that
the BER of the system is 20 dB and strong turbulence, the BER of the system is 4.187 × 10−5

and 1.073 × 10−5 when ξ is 1 and 2, respectively.

SNR (dB)

A
v
e
ra

g
e
 B

E
R

CBPSK, Hybrid system

QPSK, Hybrid system

4QAM, Hybrid system

CBPSK, FSO only

QPSK,  FSO only

4QAM,  FSO only

Simulation

Strong turbulence,  =1, (
m

=1,
m

=3)

Figure 2. The relationship between BER and SNR of the hybrid system and single FSO system under
different modulation mo des.

SNR (dB)

A
v
e
ra

g
e
 B

E
R

Strong turbulence, =1

Moderate turbulence, =1

Weak turbulence, =1

Strong turbulence, =2

Moderate turbulence, =2

Weak turbulence, =2

Simulation

CBPSK,(
m

=2,
m

=1),hybrid FSO/RF system

Figure 3. Relationship between BER and SNR of the hybrid system under different turbulence
intensity and pointing errors.
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Strong turbulence, =2, hybrid FSO/RF

Weak turbulence, =2,  hybrid FSO/RF

Strong turbulence, =1, Only FSO

Weak turbulence, =1, Only FSO

Strong turbulence, =2, Only FSO

Weak turbulence, =2,  Only FSO
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th
=0dB, (

m
=2,

m
=1)

SNR (dB)
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Strong turbulence, =1, hybrid FSO/RF

Weak turbulence, =1, hybrid FSO/RF

Strong turbulence, =2, hybrid FSO/RF

Weak turbulence, =2,  hybrid FSO/RF

Strong turbulence, =1, Only FSO

Weak turbulence, =1, Only FSO

Strong turbulence, =2, Only FSO

Weak turbulence, =2,  Only FSO

Simulation

th
=0dB, (

m
=2,

m
=1), DD

(a) (b)

Figure 4. Relationship between OP and SNR of the hybrid system and only FSO system under
different turbulence intensity, different pointing errors, and different detection techniques. (a) HD.
(b) DD.

When the RF fading parameters are (αm = 2, µm = 1) and the decision threshold is
γth = 0 dB, Figure 4 describes the relationship between the OP and the average SNR of the
hybrid FSO/RF system and the only FSO communication system under different turbu-
lence intensity, different pointing errors, and different detection techniques. Comparing
Figure 4a,b, it is obviously found that the OP performance of the system with HD technique
is better than that of DD technique whether it is an only FSO system or a hybrid system.
As can be seen from Figure 4, compared with the only FSO system, the OP of the hybrid
FSO/RF system is smaller, and the OP of the two systems decreases as the SNR increases.
Assuming that the SNR is 20 dB, HD technique, ξ = 2, and the atmospheric turbulence
intensity changes from weak to strong, the OP of the only FSO system are 2.66 × 10−3

and 2.173 × 10−2, respectively, while the OP of hybrid system are 3.307 × 10−5 and
3.066 × 10−4, respectively. From Figure 4, we can also find that the pointing errors have
an impact on the OP performance of both the hybrid system and the single FSO system.
Assuming that the SNR is 20 dB, HD technique, strong turbulence, and ξ changes from 1 to
2, the OP of the only FSO system are 6.418 × 10−2 and 2.173 × 10−2, respectively, while
the OP of hybrid system are 1.065 × 10−3 and 3.066 × 10−4, respectively. Atmospheric
turbulence, pointing errors, and detection techniques have a significant impact on the
outage performance of both the only FSO system and the hybrid system, and the outage
performance of the hybrid system is significantly better than that of the only FSO system.

When the FSO link environment is moderate turbulence, HD technique, RF fading
parameters (αm = 1, µm = 1), and different pointing errors, Figure 5 shows the relationship
between the ECC and the average SNR of the hybrid FSO/RF system with γRF=10 dB,
the only FSO system, and the only RF system. Obviously, the atmospheric turbulence
environment and pointing errors have no impact on the communication performance of
the RF link, while the ECC of the hybrid FSO/RF system and only FSO system is affected
by pointing errors. It can be seen from Figure 5 that the increase of ξ value means that the
probability of beam alignment increases, resulting in the increase of channel capacity of
the only FSO system and the hybrid FSO/RF system. It can be seen that when the FSO
link is in a turbulent environment, the capacity of the hybrid FSO/RF system with MRC
combination is much higher than that of the only FSO system and the only RF system.
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Figure 5. Relationship between channel capacity and SNR of the hybrid system, only FSO system
and only RF system under different pointing errors and moderate turbulence.

Without losing generality, considering that the alignment of the FSO eavesdropping
link is worse than that of the FSO communication link, assuming that the average SNR
received by the eavesdropper is −5 dB and the target rate is 0.1 bit/s/Hz, (αm = 2, µm = 1),
γRF = 10 dB, ξ = 2 and ξE = 1, Figure 5 shows that the relationship between the SOP of
the hybrid system with FSO and RF link eavesdropping and the SNR of the FSO channel
under different turbulence conditions. Figure 6 also shows that the SOP of the hybrid system
will increase with the increase of turbulence intensity, whether FSO link eavesdropping or
RF link eavesdropping. Therefore, it can be seen that whether FSO link eavesdropping or
RF link eavesdropping, the turbulence intensity has an obvious impact on the SOP of the
hybrid system. When the turbulence intensity is the same, the SOP of the system with RF link
eavesdropping is higher than that with FSO link eavesdropping. It can be seen from Figure 5
that the capacity of the hybrid system is the highest, the only RF system is the second, and
the only FSO system is the lowest. Therefore, the instantaneous security capacity of the
hybrid system with RF eavesdropping is smaller than that with FSO eavesdropping. It is
further known that the SOP of the hybrid system with RF eavesdropping is larger than that
with FSO eavesdropping.

Assuming moderate turbulence and a target rate of 0.1 bit/s/Hz, (αm = 2, µm = 1),
γRF = 10 dB, ξ = 2, and ξE = 1, Figure 7 describes the relationship between the SOP
of the hybrid system with FSO link eavesdropping and RF link eavesdropping and the
average SNR of the FSO channel under the different average SNR of eavesdroppers. When
the average SNR of the eavesdropper increases, the SOP of the hybrid system increases
accordingly. For example, when the average SNR of the FSO channel is 5 dB and γE = −5
dB, the SOP of the hybrid system with RF link eavesdropping and FSO link eavesdropping
is 1.87 × 10−3 and 5.927 × 10−4, respectively; when average SNR of the FSO channel is
5 dB and γE = 0 dB, the SOP of the hybrid system with RF link eavesdropping and FSO
link eavesdropping is 2.16 × 10−2 and 7.809 × 10−3, respectively.

Assuming moderate turbulence, (αm = 2, µm = 1), γRF = 10 dB, γE = 0 dB, ξ = 2, and
ξE = 1, Figure 8 describes the relationship between the SOP of the hybrid system with FSO
link eavesdropping and RF link eavesdropping and the average SNR of the FSO channel
under different target rates. The SOP of the hybrid system with RF eavesdropping link is
higher than that of the FSO eavesdropping link. Whether FSO link eavesdropping or RF
link eavesdropping, the SOP of the hybrid system further increases with the increase of the
target rate. This is because when the target rate is increased, the SOP of the hybrid system
also increases.
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Average SNR of FSO channel (dB)
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Strong turbulence,RF eavesdropper

Moderate turbulence,RF eavesdropper

Weak turbulence,RF eavesdropper

Strong turbulence,FSO eavesdropper

Moderate turbulence,FSO eavesdropper

Weak turbulence,FSO eavesdropper

Simulation

Figure 6. Underdifferent turbulence intensity, the relationship between the SOP of the hybrid system
with RF and FSO link eavesdropping and the average SNR of the FSO channel.

Average SNR of FSO channel (dB)

S
O

P

Figure 7. Under different γE conditions, the relationship between the SOP of the hybrid system with
RF and FSO link eavesdropping and the average SNR of the FSO channel.
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Figure 8. Under different Rs conditions, the relationship between the SOP of the hybrid system with
RF and FSO link eavesdropping and the average SNR of the FSO channel.

Assuming moderate turbulence (αm = 2, µm = 1), γRF = 10 dB, γE = 0 dB, and
Rs = 0.1 bit/s/Hz, Figure 9 describes the relationship between the SOP of the hybrid
system with FSO link eavesdropping and RF link eavesdropping and the average SNR of
the FSO channel under different ξ and ξE. It can be seen from Figure 9 that whether it is
FSO eavesdropping or RF eavesdropping, the SOP of the hybrid system decreases with the
increase of ξ. According to Figure 5, as ξ increases, the capacity of the hybrid system also
increases, so the SOP of the hybrid system with RF or FSO eavesdropping decreases. For
example, when average SNR of the FSO channel is 12 dB and RF link eavesdropping, the
SOP of the hybrid system with ξ = 3 and ξ = 4 is 2.6 × 10−3 and 2.55 × 10−3, respectively;
when average SNR of the FSO channel is 12 dB, ξE = 1 and FSO link eavesdropping, the SOP
of the hybrid system with ξ = 3 and ξ = 4 is 6.057 × 10−4 and 5.329 × 10−4, respectively.
It can also be seen from Figure 9 that the larger ξE, the larger the SOP of the hybrid system
with FSO eavesdropping. For example, when the average SNR of the FSO channel is 12 dB,
ξ = 4 and FSO link eavesdropping, the SOP of the hybrid system with ξE = 1 and ξE = 2 is
5.329 × 10−4 and 21.146 × 10−3, respectively.

Assuming that αm = 2, µm = 1, γRF = 10 dB, γE = 0 dB, ξ = 2, and ξE = 1,
Figure 10 describes the relationship between the SPSC of the hybrid system with FSO
link eavesdropping and RF link eavesdropping and the average SNR of the FSO channel
under different turbulence intensity. When the average SNR of the FSO channel is lower
than 10 dB, the SPSC of the hybrid system with the RF link eavesdropping is lower than
that of the FSO link eavesdropping; whether the RF link eavesdropping or the FSO link
eavesdropping, the SPSC decreases with the increase of atmospheric turbulence intensity.

It can be noted that analytical results are perfectly matched with MC simulations
presented in all figures.
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Figure 9. Under different ξ and ξE conditions, the relationship between the SOP of the hybrid system
with RF and FSO link eavesdropping and the average SNR of the FSO channel.
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Figure 10. Under different turbulence conditions, the relationship between the SPSC of the hybrid
system with RF and FSO link eavesdropping and the average SNR of the FSO channel.

6. Conclusions

This paper systematically analyzed the communication performance and security
performance of the hybrid FSO/RF parallel transmission system with MRC technique,
which was of great significance both in engineering practice and theoretical research.
The channel model of the hybrid FSO/RF parallel transmission system over the Málaga
turbulence and α− µ fading was established, and then, the PDF and CDF of the output
SNR of the hybrid system were obtained. Finally, the BER, OP, ECC, SOP, and SPSC of
the hybrid system were analyzed, and their new-closed mathematical expressions were
derived.

Through the simulation of the system, under the conditions of different modulation
modes, different turbulence intensity, different RF fading parameters, and different pointing
error parameters, the communication performance of the only FSO and the hybrid system,
such as BER, OP, and ECC, were compared and analyzed; under the conditions of different
turbulence intensity, different pointing error parameters, different target rates and different



Photonics 2022, 9, 873 17 of 19

average SNR of the eavesdropper, the SOP and SPSC of the hybrid system with the FSO
link eavesdropping and the RF link eavesdropping were compared and analyzed. Among
the three kinds of subcarrier modulation provided in this paper, the CBPSK modulation
had the best BER performance of the only FSO and the hybrid system; with the increase
of turbulence intensity, the communication performance and security performance of the
hybrid system decreased; the ECC of the hybrid system with MRC technique increased
with the increase of ξ; as the beam jitter of the hybrid system decreased (i.e., the value of ξ
increased), the BER, OP, SOP, and SPSC performance of the hybrid system improved, while
the security performance of hybrid system with the FSO link eavesdropping decreased
with the increase of ξE; increasing the turbulence intensity, increasing the SNR of the
eavesdropper, increasing the target transmission rate, and reducing the beam jitter of the
FSO eavesdropper (i.e., the increase of ξE) could increase the SOP of the hybrid system, on
the contrary, the SPSC of the hybrid system would be decreased.
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