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Abstract: A quantum noise stream cipher (QNSC) is a physical layer encryption technology based on
quantum noise. Bit error rate loopback measurement (BER-LM) is a method to measure the BER of a
loopback channel and extract channel characteristics. Then, channel characteristics can be extracted,
and consensus keys can be obtained through negotiation. In previous studies, encryption and key
distribution were implemented in independent channels. In this paper, we propose a scheme that
combines these two technologies in a single fiber channel to achieve encrypted transmission and key
distribution. We verified a 20 Gbps QPSK coherent optical transmission system with a PSK/QNSC
scheme. The results show that by reasonably setting the negotiation bit position, the consensus key
could be obtained through negotiation, and the requirements of transmission performance could be
met. When the negotiation bit position was set to seven, the Q-factor of the system was nine, which
met the error-free condition of the 7% forward error correction (FEC) limit.
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1. Introduction

In order to realize the security of an optical fiber physical layer, optical fiber physical
layer encryption technology and physical layer key distribution technology are the current
research focus. QNSC is a representative optical fiber physical layer encryption technol-
ogy [1–4]. It masks the original signal through high-order QAM or PSK modulation to
improve transmission security [5–7]. In the previous paper, by measuring the bit error rate
(BER) of the optical fiber loopback channel, the communication parties could negotiate to
obtain a consistent key through quantization coding [8,9]. The influence of polarization
mode dispersion (PMD) on legitimate communication parties is similar, which ensures that
both parties can negotiate to obtain a consistent key [10]. In 2008, the California Institute of
Technology proposed a key distribution scheme using ultralong fiber lasers [11–15]. The
quantum inseparability and immeasurability can also be used for key distribution [16–18].

In general, a physical layer encryption scheme and a key distribution scheme are
implemented in mutually independent channels. For example, the classical optical fiber
encryption transmission channel cannot be compatible with the quantum key distribution
(QKD) channel. The key distribution system based on ultralong fiber lasers cannot transmit
encrypted signals. Because the classical encryption channel and key distribution channel
are incompatible, the limited fiber channel resources cannot be fully utilized, resulting in a
waste of spectrum resources, increasing system complexity and equipment costs.

In this paper, based on the combination of QNSC and BER-LM, an integrated method
of encryption transmission and key distribution in a single optical fiber channel is proposed.
The feasibility of this method was verified by simulation. The simulation demonstrated
that in the coherent transmission system of a single wavelength fiber channel, encrypted
data transmission and key distribution could be realized simultaneously, and the data
transmission rate was 20 Gbps. We compared the impacts of different key agreement bits
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on the performance of encrypted transmission. When the negotiation bit was set to seven,
the Q factor of the encrypted transmission signal was nine, which met the transmission
performance requirements.

2. Integrated Architecture of QNSC and BER-LM
2.1. Principle of PSK/QNSC

The principle of QNSC was first proposed in an article published in 2004, which
indicated that information-theoretic security against a known-plaintext attack is possible
with QNSC [19]. Figure 1 illustrates the process of transforming a 2PSK signal into an
encrypted 8PSK signal through PSK/QNSC. The 2PSK signal has only two angles with a
difference of 180 degrees, corresponding to 0 and 1, respectively, which can represent 1-bit
data. A 2-bit key (k1 and k2) can have four forms (00, 01, 10, and 11) and can represent
four directions. With PSK/QNSC, a 2PSK signal is rotated to four directions to obtain
an encrypted 8PSK signal. For example, by using the 1-bit data D = 0 and the 2-bit key
K = (k0, k1) = (0, 1), the 2-bit encrypted data E = (k0, k1 ⊕ b) = (0, 1) can be generated. Then,
the 2-bit encrypted data can be mapped to the 8PSK constellation. By increasing the bit
number of the key, you can further obtain encrypted data of 16PSK, 64PSK, . . . , 2nPSK.
With the increase in the bit number of encrypted data, constellation points become more
and more dense, and adjacent constellation points are more easily masked by optical noise
generated by amplifiers and lasers. This can prevent Eve from identifying accurate signals
without knowing the key. The legal receiver can use the key to recover the original 2PSK
signal and obtain accurate original data.

Figure 1. A 2PSK signal encryption procedure with a PSK/QNSC scheme.

2.2. Key Generation Based on BER-LM

K(n) =


1, BER ≥ Thrupper
0, BER < Thrlower
x, others

 (1)

The key distribution scheme was proposed in an article that obtained channel charac-
teristics by measuring the SNR of the optical fiber channel and generating the consistent
key by quantization coding [9]. As shown in Figure 2, Alice and Bob measure the BER
of the loopback fiber channel from both ends of the fiber channel. At the same time, the
BER of the loopback fiber channel remains unchanged, so Alice and Bob can obtain the
same BER curve. Take the BER sampling points in a period of time, calculate the average
(δ) of the BER sampling value, and calculate the variance (σ) of the BER sampling value.
Quantify the BER sampling values according to formula (1), where Thrupper = σ + δ and
Thrlower = σ − δ. When BER is higher than Thrupper, the quantization value is 1; when
BER is lower than Thrlower, the quantization value is 0. When BER is between Thrupper
and Thrlower, discard the BER sample value, which can improve the consistency of the
quantization results.



Photonics 2023, 10, 154 3 of 8

Figure 2. BER of loopback fiber channel measured by Alice and Bob.

2.3. Transmission and Negotiation Integrated Transformation

Figure 3a shows the process of encrypted transmission over the optical fiber channel.
The key distribution channel transmits the key to the legitimate sender and receiver. The
sender encrypts the original data with the key, and the receiver can recover the original
data with the key. Figure 3b shows the principle of transmission and negotiation integrated
transformation (TNIT). As shown in Formula (2), the negotiation data (d) can be XOR with
any bit except the highest bit (k9). The transmitted data (d) can only be XOR with the
highest bit (k9) of the key to obtain the encrypted data (E).

E = f (d, b, key) = (k0, k1, . . . , k6 ⊕ b, k7, k8, k9 ⊕ d) (2)

Figure 3. (a) Encryption transmission principle of optical fiber communication. (b) Principle of
transmission and negotiation integrated transformation.

3. Integrated System of QNSC and BER-LM

Figure 4 shows the system schematic diagram of QNSC and BER-LM. The raw data,
negotiation data, and operation key are generated by Alice. After bit mapping of TNIT,
encrypted data can be obtained. The encrypted data are sent to Bob through the optical
transmitter, and Bob receives the signal through the optical receiver. Bob uses the running
key to obtain the received data and negotiation data through bit demapping. Alice and Bob
use the loopback negotiation data to calculate the BER. The BER samples are quantized and
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encoded to obtain the seed key. Then, the seed key generates the running key using the
random number generator.

Figure 4. System schematic diagram of QNSC and BER-LM.

The specific operation steps of QNSC and BER-LM are shown in Figure 5:

• Step 1: the locally randomly generated negotiation data and the original data are
mapped with the key and sent out.

• Step 2: the key is used to demap the received data.
• Step 3: the data obtained from the demapping are mapped again and then returned to

the opposite end.
• Step 4: demap the returned data and compare the obtained negotiation data with the

locally randomly generated negotiation data to calculate the BER.
• Step 5: obtain a consistent running key based on the calculated BER.

Figure 5. The specific operation steps of QNSC and BER-LM.

This integrated system of QNSC and BER-LM can realize data encryption and key
distribution simultaneously in the same fiber channel. It not only saves equipment costs but
also makes full use of spectrum resources, which is suitable for large-scale popularization.

The system device diagram of a loopback optical fiber channel is shown in Figure 6.
A 1550 nm laser is used, and the data are generated by the digital signal processing (DSP)
module at the sending end. DSP includes a series of processes and algorithms such as
analog-to-digital and digital-to-analog conversion, dispersion compensation, frequency
offset compensation, clock synchronization, channel equalization, carrier phase recovery,
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QNSC, etc. [20]. After the IQ modulator, the signal arrives at the variable optical attenuator
(VOA) and is amplified by an erbium-doped fiber amplifier (EDFA) before entering the fiber
channel. At the Bob side, the signal is amplified by EDFA and enters the coherent optical
receiver. The DSP module at the Bob side restores the encrypted signal to the original data
and negotiation data. The negotiation data are further processed to obtain the key. Figure 6
shows the received PSK/QNSC signal and the decrypted QPSK signal.

Figure 6. (a) System device diagram of loopback optical fiber channel. (b) Received PSK/QNSC
signal and decrypted QPSK signal.

4. Results and Analysis

First, we studied the encrypted transmission performance of a PSK/QNSC system.
Figure 7 shows the signal Q-factor at different transmission distances with and without
PSK/QNSC. As the transmission distance increased from 10 km to 200 km, the Q-factor
with and without QNSC decreased gradually. When the transmission distance increased to
200 km, the Q factor decreased to the 7% FEC limit. At the same time, it was found that the
transmission performance with PSK/QNSC was lower than that without QNSC. When the
transmission distance was 100 km, the Q-factor with QNSC was about 1.7 dB lower than
that without QNSC. This shows that QNSC gained system security at the cost of losing part
of the transmission performance. When the transmission distance was less than 200 km,
this cost was worthwhile because correct data could be recovered through FEC. Figure 7
compares three QNSC schemes with modulation formats of 1024 × 1024 PSK, 512 × 512
PSK, and 256 × 256 PSK. With the increase in OSNR, the detection error probability (DFP)
of Eve decreased. DFP refers to the probability that Eve could obtain the correct data bit by
analyzing the stolen optical signal. This is because, with the increase in OSNR, the masking
effect of the noise signal decreased, which made it easier for Eve to obtain the correct data
bits. When the OSNR was 30 dB, the DFPs corresponding to the three QNSC schemes were
0.999, 0.998, and 0.994, respectively. This indicates that the higher the modulation order of
the PSK signal, the higher the security of the data. This is because with the increase in the
modulation order of the PSK signal, the distance between the adjacent constellation points
was closer, which made it easier to be masked by noise.
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Figure 7. (a) Q-factor vs. distance for PSK/QNSC and regular QPSK without PSK/QNSC. (b) DFP vs. OSNR
for Eve at different OSNR values with encrypted signals of 220PSK, 218PSK, and 216PSK.

Next, we analyzed the key distribution system based on BER-LM. Figure 8 shows
the loopback channel BER samples measured by Alice, Bob, and Eve using negotiation
bits. It was found that the BER measured by Alice and Bob ranged from 0.25 to 0.3, and
their trends were very consistent. However, the BER measured by Eve was concentrated
between 0.4 and 0.45, and the BER change trend was different from that of Alice and Bob.
This was because the measurement position of Eve was different from that of Alice and Bob.
Alice and Bob could measure the BER change of the entire optical fiber channel. However,
Eve could only obtain signals from optical fiber lines through light splitting, so the BER
of the intercepted signals was high, and the change trend was different from that of the
legitimate sender and receiver. Thus, the security of key distribution was guaranteed.

Figure 8. BER measured by Alice, Bob, and Eve at different time points.

Finally, we studied the performance of the QNSC and key joint distribution system. As
shown in Figure 9, the Q-factor decreased with an increase in the negotiation bit position.
This was because the closer the negotiation data were to the raw data, the more serious
the impact on the raw data, resulting in a decline in transmission performance. As shown
in Figure 9, as the negotiated bit position increased, the loopback channel BER measured
according to the negotiation data gradually decreased. This was because the higher the
negotiation bit, the greater the signal amplitude, and the lower the impact of noise, and
the lower the BER. As the negotiated bit position decreases, the BER measured by Bob
and Eve tends to 0.5, which reduces the security of key distribution. Therefore, in order to
ensure that the Q-factor is high enough, the negotiation bit position should be reduced. In
order to increase the security of the negotiation key, the negotiation bit position should be
improved. We finally chose a negotiated bit position of seven, which can not only ensure
that the Q-factor meets the 7% FET limit but also ensures the security of key distribution.
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Figure 9. (a) Q-factor vs. bit position. (b) BER measured by Bob and Eve at different bit positions.

The method presented in this paper has the following advantages. This method
does not require the use of a key provided by a third party. This method can provide a
self-sufficient key for encrypted transmission. On the basis of the encrypted transmission
system, this method only needs to improve the DSP algorithm without adding additional
equipment overhead, which reduces the equipment cost and is conducive to large-scale
popularization. At the same time, this method also has some limitations. Since the raw
data and negotiation data are modulated into the same fiber channel at the same time, the
negotiation data will interfere with the raw data, causing the Q-factor of the raw data to
decrease. In order to reduce the interference of the negotiation data in the raw data, it is
necessary to reasonably set the negotiation bit position. When the negotiated bit position
was set to seven, the Q-factor of the signal of the 20 Gpsk, 200 km transaction system was
nine, meeting the requirement of the 7% FEC limit.

5. Conclusions

In previous studies, encryption and key distribution were carried out in independent
channels. This paper proposes a scheme that combines the two technologies of encryp-
tion and key distribution in a single fiber channel. The simulation results show that by
reasonably setting the negotiated bit position of key distribution, better security of key
distribution can be achieved while ensuring the transmission performance. When the
negotiated bit position was seven, the Q-factor of the 20 Gbps coherent transmission system
was nine, meeting the 7% FEC limit. This scheme does not require a secure key provided
by a third party. This scheme can provide a self-sufficient secure key for data encryption.
On the basis of the encrypted transmission system, this scheme only needs to improve the
DSP algorithm without adding additional expensive optical equipment, which reduces
equipment costs and is conducive to large-scale popularization.
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