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Abstract: Policymakers’ attempts to prevent gambling-related harm are affected by the ‘gamblification’
of, for example, video games and investing. This review highlights related issues posed by cryptocur-
rencies, which are decentralised and volatile digital assets, and which underlie ‘cryptocasinos’—a new
generation of online gambling operators. Cryptocurrencies can be traded around the clock and pro-
vide the allure of big potential lottery-like wins. Frequent cryptocurrency traders often suffer from
gambling-related harm, which suggests that many users are taking on substantial risks. Further, the lack
of regulation around cryptocurrencies and social media echo chambers increases users’ risk of being
scammed. In comparison to the conventional regulated online gambling sector, cryptocasinos pose
novel risks for existing online gamblers, and can also make online gambling accessible to the underage,
the self-excluded, and those living in jurisdictions where online gambling is illegal. Researchers and
policymakers should continue to monitor developments in this fast-moving space.
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1. Introduction

There is increasing awareness of the financial and health costs of gambling-related
harm (DCMS 2020; Regan et al. 2022; Select Committee on the Social and Economic Impact
of the Gambling Industry 2020; van Schalkwyk et al. 2019; Wardle et al. 2019; Muggleton
et al. 2021). Harm appears elevated with online gambling, where an ever-increasing
range of regulated gambling products are now available online, 24 h a day (Allami et al.
2021). This perhaps explains why calls to treat gambling as a public health issue are
especially pronounced in the UK (Orford 2019; Cassidy 2020), which has the world’s
largest regulated online gambling market (Gambling Commission 2018). Two proposed
harm reduction reforms are reductions on the maximum speed and bet size allowable
on games such as online slots (Newall 2022). However, any efforts to reduce the harm
from the regulated online gambling sector should be mindful of relevant technological
developments elsewhere.

Recently, research has expanded the term “gamblification” beyond its initial descrip-
tion of how the gambling industry aimed to normalise gambling participation (McMullan
and Miller 2008) to also include gambling-like mechanisms being applied to non-gambling
contexts such as videogames (Macey and Hamari 2020). Given the novelty of the term,
its conceptualisation is still up for much valid debate. For example, the gamblification of
investment products has recently been defined as a more narrow concept where three key
features should be present (Newall and Weiss-Cohen 2022): (1) the product uses design
techniques first honed by the gambling industry; (2) investors who use it display similar
behavioural patterns to disordered gamblers, such as chasing losses (Gainsbury et al. 2014);
and (3) that the investment is rarely profitable in the long-term. A broader definition
of gamblification has also been proposed based on the analysis of its previous uses in
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the gambling literature (Macey and Hamari 2022). This broader definition includes two
key features: (1) affective gamblification, which has been categorised as affective-emotive
(i.e., products, services or individuals that are promoted through gambling activities);
or affective-normalising (i.e., normalising gambling participation through, for example,
sports and celebrity sponsorships); and (2) effective gamblification, which has two sub-
types including effective-full fidelity (i.e., the full reproduction of gambling products are
implemented in non-gambling contexts), and effective partial-fidelity (i.e., partial reproduc-
tions of gambling products are implemented in non-gambling contexts, meaning one key
component of gambling is missing, such as the stake or the prize).

Cryptocurrencies are a novel technological development, and the volatility of cryp-
tocurrency prices means that they raise similar issues around gamblification. While the
gamblification of products and services is an emerging area that scholars should keep
addressing from multiple perspectives (as highlighted by Macey and Hamari 2022), since
cryptocurrencies are largely sold as an investment product this review will primarily rely
on the narrower definition of gamblified investment products proposed by Newall and
Weiss-Cohen (2022). However, cryptocurrencies pose another unique risk with respect
to gambling, in that an increasing number of sophisticated online “cryptocasinos” allow
people to gamble online using cryptocurrency assets as their wagers (Brown 2022). These
cryptocasinos can present many of the same risks as the regulated online gambling market,
in that they can offer the same range of products including online slots and sports betting.
Cryptocasinos can also present novel risks that may complicate matters for policymakers,
given that they currently lie outside of the UK online regulated market, and gambling via
cryptocurrencies can pose additional and poorly understood risks. This narrative review
aims to examine the novel risks posed by cryptocurrencies as gamblified investment assets,
and as a currency used in unregulated cryptocasinos. Additionally, it aims to provide
an up-to-date assessment of potential implications for research and policy in this rapidly
changing market. To our knowledge, this is the first paper to review how the gamblifica-
tion of cryptocurrency investing and online cryptocasinos intersect, and their potential
associations with gambling-related harm.

While the focus of this article is to provide the reader with a comprehensive review of
gambling-related risks associated with cryptocurrency as an emerging technology, other
risks to consumers, including fraud and market manipulation as well as the role of social
media on such risks, are also reviewed so as to present a more complete picture of all
intersecting factors. Currently, we believe a narrative review can provide an adequate
overview of the literature, given the limited number of relevant studies available. Study
selection criteria included all peer-reviewed studies related to cryptocurrency trading,
cryptocasinos and gambling-related harm. As of January 2023, there have been eight peer-
reviewed studies conducted on cryptocurrency trading and its associations to gambling
and gambling-related harm (Delfabbro et al. 2021a; Johnson et al. 2023; Kim et al. 2020;
Mills and Nower 2019; Oksanen et al. 2022a, 2022b; Philander 2023; Sonkurt and Altınöz
2021; Steinmetz 2023). Additionally, seven peer-reviewed studies have been published
on cryptocasinos with a focus on safer gambling features, gambling behaviour and/or
policy and regulation (Brown 2022; Andrade et al. 2022; Newall and Andrade 2022; Owens
and Lavitch 2013), three of which focused on the less popular Dapps (Gainsbury and
Blaszczynski 2017; Meng and Fu 2020; Scholten et al. 2020), blockchain casinos that have
remained largely theoretical when compared to widely popular web-based cryptocasinos,
such as ‘stake.com’.

2. The Gamblification of Investing

The trading of investments is not categorised as a type of gambling, and trading
disorder is not a formal diagnosis (Grall-Bronnec et al. 2017). Nevertheless, excessive traders
often turn to disordered gambling treatment programs for support, and discussions around
investments frequently occur on gambling peer support forums (Bradley and James 2021).
According to Arthur et al. (2016), despite being different concepts, investing and gambling

stake.com


Risks 2023, 11, 49 3 of 14

are substantially linked empirically. At the individual level, problematic speculation was
found to be at the intersection of both activities, and to be strongly correlated to problematic
gambling (Arthur et al. 2016). Speculative investments are high-risk and short-term (e.g.,
day-trading and penny stocks) and may also involve the use of certain speculative strategies
such as leverage, shorting and derivatives (Oksanen et al. 2022a; Arthur et al. 2016). Two
recent studies have found that investors with greater compulsive gambling symptoms
were twice as likely to invest in derivatives and leveraged products than baseline investors
(Cox et al. 2020) and that problem gambling was significantly associated with frequency
of trading (Mosenhauer et al. 2021). Gambling and trading therefore intersect in several
ways. Smartphone apps now make high-frequency trading as easy as playing on an online
casino. Furthermore, high-frequency trading has been associated with disordered gambling
(Grall-Bronnec et al. 2017; Shin et al. 2015; Cox et al. 2020), and is unlikely to result in
profitable returns (Barber et al. 2014; De Bondt and Thaler 1985). Disordered gamblers are
also especially attracted to wagers with the allure of big lottery-like potential wins (Kyonka
and Schutte 2018), and this is a tendency which can attract them to either high-risk stocks
or to a class of investments known as ‘derivatives’.

3. Cryptocurrency Trading

Cryptocurrencies are digital assets that can be anonymously transferred without
the need for financial intermediaries (i.e., banks) (Nakamoto 2008). These are therefore
decentralised ‘peer-to-peer financial’ transactions. This decentralised and peer-to-peer
system can work as all transactions are recorded, time-stamped and verified on what is
known as a ‘Blockchain’: a digital recording which is held across many computers around
the world (Fang et al. 2022). The first Blockchain token, Bitcoin, was introduced in 2009
with the ambitious goal of eliminating financial intermediaries, as a decentralised digital
currency that could be transferred across the globe using cryptographic functions (Harwick
2014). This new concept has sparked great interest, and by February 2022 there were over
ten thousand cryptocurrencies in circulation (Statista n.d.).

Cryptocurrencies are famous for their volatility (Yin et al. 2021), with the most recent
marked drop for Bitcoin to the present time occurring between April and October 2022
when Bitcoin lost 57% of its value (CoinMarketCap n.d.a). Such falls are not unprecedented
in the stock market, with the US stock market having comparable falls on three occasions
across the 20th century (Mishkin and White 2002). However, the frequency with which
these sizeable falls occur is higher with cryptocurrencies, as Bitcoin prices have dropped by
more than 50% six times in the past thirteen years, and the rival cryptocurrency Ethereum
has crashed by more than 50% five times since 2017 (DeMatteo 2022). Arguably, this greater
volatility in cryptocurrencies than the conventional stock market arises because it is harder
to agree on the underlying value of a cryptocurrency compared to a stock. Despite the many
similarities between cryptocurrency trading and conventional investments, several studies
have shown that the profile of cryptocurrency investors differ significantly from non-
cryptocurrency investors. Cryptocurrency investors have been found to be predominantly
male and significantly younger than non-cryptocurrency investors. Findings also showed
that cryptocurrency investors had a higher percentage of university degrees and higher
incomes when compared to conventional stock investors (Hasso et al. 2019; Zhao and
Zhang 2021; Ante et al. 2022; Hackethal et al. 2022). Furthermore, a crucial difference has
been argued to exist at the very concept of a cryptocurrency, its value (Delfabbro et al.
2021b). Stocks provide tangible cash flows to their owners, while the potential rewards
from cryptocurrencies are less clear and are much debated (Shiller 2017b).

Although cryptocurrencies are in principle decentralised, a new ecosystem of financial
intermediaries and trading exchanges has nevertheless arisen for cryptocurrencies. As
cryptocurrencies are novel and unregulated, this has led to many hacking thefts, frauds,
and scams, leading to losses for many cryptocurrency investors. Similar events do also
occur with conventional financial intermediaries—for example with Barings bank closing
in 1995 due to the actions of a rogue trader—but these events are arguably also more
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frequent with cryptocurrency markets (Dupuis and Gleason 2021; Gandal et al. 2018). A
recent analysis revealed that between 2011 and 2021, hacking of cryptocurrency exchanges
amounted to a total loss of over USD 7 billion (Charoenwong and Bernardi 2021). One
of the largest of these happened recently, with the Binance platform losing over GBP 500
billion to a recent hack.

4. Risks of Investing in Cryptocurrency
4.1. Market Manipulation

There are a range of market manipulation schemes beyond hacks that can harm
cryptocurrency investors. Market manipulation is not new, and it is deeply rooted in the
history of conventional stock markets, with, for example, ‘boiler room schemes’ pressurising
investors to buy specific unworthy stocks (Leinweber and Madhavan 2001). However, the
extent to which market manipulation occurs is heightened due to anonymity and lack of
regulatory protections with cryptocurrencies (FCA 2022).

Market manipulation schemes can have different goals and effects on the market.
‘Pump-and-dump’ price distortion schemes are possibly the most relevant to naive cryp-
tocurrency investors (Eigelshoven et al. 2021). Pump-and-dumps involve artificially inflat-
ing the price of acquired assets so they can be sold at a much higher price than they were
bought for (Kamps and Kleinberg 2018). In the cryptocurrency market the price inflation of
coins (the pump phase) mainly occurs within online pump groups, with mass buying of
coins coordinated by those who participate. These online groups can be found in several
social media platforms (e.g., Twitter, Reddit and Telegram) (Mirtaheri et al. 2019). Once
the previously agreed target price is reached, members of the groups sell their coins at a
profit (the dump phase) (Eigelshoven et al. 2021). The coin’s price increases can be used
to generate excitement amongst naive cryptocurrency investors and encourage them to
buy the coin at the elevated price—purchases that will likely be bought from members
of the pump group, who look to secretly sell their coin. While pump-and-dump schemes
in conventional trading markets, such as penny stocks, can take several days or weeks to
achieve their goals (Kamps and Kleinberg 2018), a study has found that cryptocurrency
pump-and-dumps often take less than a day, with two events analysed in the study taking
less than 10 min (Martineau 2018). Finally, a recent study examined the impact of Elon
Musk’s cryptocurrency-related tweets on the pricing and trading volume of cryptocurren-
cies. Findings revealed that Musk’s tweets had significant effects on these markets, with
increases in trading volume being observed in the minutes following the tweets and non-
negative tweets resulting in abnormal positive returns. These results suggest that Musk’s
tweets may have the potential to influence investor behaviour and are especially significant
in the context of market manipulation as well as the role of social media, leadership, and
influencers in the cryptocurrency trading market (Ante 2023).

4.2. Behavioural Similarities between Cryptocurrency Traders and Gamblers

In certain circles, the average cryptocurrency investor might be portrayed as a tech-
savvy visionary, able to foresee the future of currency and financial organisation in what is
currently being termed ‘web 3.0’. This view is enhanced by stories in the press of people
who invested in Bitcoin by 2013 or earlier, and now have large portfolios based on relatively
small initial investments. However, in some ways this is an unrepresentative portrayal,
similar to how lotteries work to enhance the visibility of their few big winners. The average
Bitcoin investor nowadays, who is unable to profit from these large early gains, is more
likely than a conventional investor to be actively trading in order to try and recover from
previous losses (Kim et al. 2020).

To date, eight published studies have investigated the links between cryptocurrency
trading and gambling-related harm (Johnson et al. 2023). Two studies compared cryp-
tocurrency traders, conventional stock traders, and frequent gamblers (Mills and Nower
2019; Delfabbro et al. 2021a). Results showed that the frequency of cryptocurrency trading
was positively correlated with higher frequency of gambling activities and high-risk stock
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trading (Mills and Nower 2019). Moreover, Problem Gambling Severity Index scores (PGSI-
(Ferris and Wynne 2001)) positively predicted the number of cryptocurrency trades, the
hours spent trading and the frequency with which cryptocurrencies’ prices were checked
(Delfabbro et al. 2021a). Studies that compared cryptocurrency investors, conventional
stock traders and non-investors found that cryptocurrency traders reported higher rates of
gambling, video gaming, and excessive alcohol use than non-investors and conventional
investors (Oksanen et al. 2022a). Furthermore, Kim et al. (2020) found that Bitcoin investors
had significantly higher problem gambling scores than conventional traders, and that the
scores positively predicted Bitcoin investment. The study also found that Bitcoin investors
exhibited behavioural characteristics similar to those of gamblers, particularly regarding
their tendency to engage in frequent, short-term trading and to continue investing despite
experiencing losses. ‘Chasing losses’ has been found to be a common feature of excessive
stock trading and is also observed in pathological gambling (Dixon et al. 2018; Sadock and
Sadock 2011). Novelty-seeking and low cooperativeness scores of Bitcoin investors were
also found to be similar to those of gamblers (Janiri et al. 2007). These results suggest that
Bitcoin investors have a higher propensity to engage in gambling-like behaviour, tend to
trade excessively and exhibit personality and psychological traits similar to those of gam-
blers, such as being sensation-seeking and impulsive (Kim et al. 2020). One further study
showed that many cryptocurrency users who also gamble show signs of overinvolvement
(Steinmetz 2023). One study compared cryptocurrency investors who frequently checked
cryptocurrency prices (at least once every hour) or traded daily with other cryptocurrency
investors who stated they did not engage in these activities (Sonkurt and Altınöz 2021).
Participants who tracked coin prices every hour or less, as well as those who reported trad-
ing daily, had significantly higher scores on the Pathological Trading Scale than the other
groups. One longitudinal study found that changes in cryptocurrency trading predicted
excessive gambling, which was also found to be more common amongst cryptocurrency
traders (Oksanen et al. 2022b). The study also found that rates of excessive gambling were
significantly higher for participants who traded cryptocurrencies and gambled offshore.
Lastly, one study examined “meme” cryptocurrency trading only (Philander 2023); results
showed that participants involved in meme cryptocurrency investments showed higher
risks of gambling problems, higher levels overconfidence, and also perceived financial
uncertainty as less risk than others. Overall, these studies highlight several behavioural
similarities between frequent cryptocurrency trading and disordered gambling.

4.3. Social Media and Herd Behaviour

Cryptocurrencies are a product of technological advances, but their success can be,
at least partially, attributed to internet culture. Dogecoin is an excellent example of how
online culture can drive cryptocurrency prices via herd behaviour. Many cryptocurrencies
are invented with a specific ‘use case’ in mind, such as greater anonymity or transaction
speed. This is not the case with Dogecoin, which was created as a joke to poke fun at
the intense internet culture around other cryptocurrencies. Dogecoin’s main feature is
its piggybacking on an existing internet meme around Shiba Inu dogs. Dogecoin was
propelled to fame thanks to its loyal online community and Elon Musk’s Tweets (Benaim
2018; Tandon et al. 2021). Initial increases in price for Dogecoin then created more interest,
which led to more buyers, and therefore created a positive feedback loop of further price
increases. In May 2021, at the peak of its Twitter popularity, Dogecoin’s market cap peaked
at USD 85 billion. As of October 2022 the coin has lost over 85% of its value, with a market
cap just above USD 11 billion (CoinMarketCap n.d.b). Dogecoin illustrates how the prices
of cryptocurrencies are at least partly driven by investor sentiment.

Investor sentiment and herd behaviour are relevant to stock market investing too,
where the coordinated actions of investors can drive self-fulfilling price changes (Shiller
2016). This was relevant in the dot com bubble, where the internet facilitated commu-
nication between investors, as well as providing new stocks to speculate on. This also
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happened more recently with the ‘Gamestop’ stock in 2020 (Umar et al. 2021). However,
these dynamics can be again especially pronounced with cryptocurrencies (Kumar 2021).

Studies have found that herding behaviour is not only present in the cryptocurrency
market, but it is also most pronounced during periods of uncertainty (Ballis and Verousis
2022). The role of social media in predicting cryptocurrency bubbles and prices has been
widely researched, with Twitter being the platform investigated by most studies. Research
findings suggest that social media sentiment not only plays a meaningful role in predicting
cryptocurrency bubbles (Phillips and Gorse 2017) and prices, both negatively and positively
(Chen et al. 2017; Serafini et al. 2020; Phillips and Gorse 2018; Hao et al. 2019), but also future
profits (Garcia and Schweitzer 2015). One of the studies that investigated the predictive
power of Twitter sentiment over cryptocurrency prices also found that between 1–14% of
posts collected for analysis were from bot accounts (Kraaijeveld and De Smedt 2020).

Despite the previously discussed risks, many choose to start or to continue investing
in cryptocurrencies. A recent literature review examined the factors that can influence cryp-
tocurrency adoption (Alzahrani and Daim 2019). The review categorised these factors as:
technical (i.e., factors related to blockchain technology and cryptocurrency characteristics,
such as being a decentralised system, its anonymity, fast transfers and security); economic
factors, which includes low transactions costs, the acceptance of the coin by businesses,
and investment opportunity; social factors, (e.g., subjective norms and influencers); and
individual factors such as technological curiosity, and privacy. Given the powerful influ-
ence of internet culture and community (i.e., social media) on the cryptocurrency market,
as illustrated above, one may argue that the social element should be a particularly impor-
tant factor to consider when examining individuals’ decisions to invest in cryptocurrency.
Shiller (2017a) has highlighted the importance of narrative economics for the understand-
ing of economic fluctuations. Narrative economics has been conceptualised as popular
narratives that share an element of epidemic-like contagion. These narratives can easily
spread because they can elicit emotional reactions or appear to advance self-interest (Shiller
2017a). The narrative economics framework can provide one possible explanation for why
people invest in cryptocurrency despite the risks. There is empirical support for social
networks having a significant effect on conventional stock market participation (Hong
et al. 2004; Brown et al. 2008; Kaustia and Knüpfer 2012), with one study also showing
that market entry is not diminished by negative returns as these are not usually discussed
amongst social groups (Kaustia and Knüpfer 2012). In addition to the evidence that social
media and online forums can have a powerful influence on cryptocurrency prices (Phillips
and Gorse 2017; Chen et al. 2017; Serafini et al. 2020; Phillips and Gorse 2018; Hao et al.
2019; Garcia and Schweitzer 2015; Kraaijeveld and De Smedt 2020), there is some evidence
to support social factors (i.e., social groups online and offline) having a significant influence
on individuals’ decisions to invest in cryptocurrency. A 2021 survey conducted by the
Financial Conduct Authority (FCA) found that friends, family and online forums such
as Reddit, were the biggest sources of information for UK adults before they decided to
purchase cryptocurrencies (FCA 2021).

Furthermore, a recent study proposed a new model that aimed to provide an ex-
planation to a range of online-related phenomena observed in the cryptocurrency space
(Pedersen 2022). Findings showed how the ‘meme’ phenomena, as seen in the case of
Dogecoin (Benaim 2018; Tandon et al. 2021), is one example of ‘viral’ narrative that can have
a powerful effect on the market. Additionally, the study highlights other internet-related
factors that contribute to cryptocurrency becoming an attractive investment despite its
risks, including online echo chambers (e.g., Reddit) where positive views of the market
are amplified by confirmation bias and influencers’ judgements become the ‘expert’ opin-
ion (Pedersen 2022). Studies have also shown how influencers play an important role in
the cryptocurrency market. For instance, a study found evidence of abnormal returns
increasing following cryptocurrency-related content posted by YouTube influencers. The
abnormal returns also increased prior to the event, potentially due to the influencers an-
nouncing their content in advance on other social media platforms or offering exclusive
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early access to premium subscribers (Lath 2022). Given the growing evidence in support
of social networks’, especially online communities’, effects on cryptocurrency investing,
it is important to consider how this effect may also be indirect. While many individuals
may, for example, decide to purchase cryptocurrencies because of their potential for high
returns, this belief might stem from online influence. Fear of missing out (FOMO) is another
example of a motivation to invest (Delfabbro et al. 2021b) that could be a consequence
of online narratives related to cryptocurrencies being highly profitable. Finally, online
narratives related to high returns, including wide-spread success stories of early investors
and millionaire influencers, exemplify one of the potential outcomes of gamblification
proposed by Macey and Hamari (2022), in which media is used to promote and profit from
a glamorised “high-roller lifestyle”.

5. Cryptocasinos

Cryptocurrencies were introduced as methods of payment in online casinos almost
a decade ago (in 2013) when it was estimated that around one hundred operators started
accepting Bitcoin for deposits (Owens and Lavitch 2013). According to a report released by
the Asian Racing Federation Council on Anti-illegal Betting and Related Financial Crime
(2021) (in November 2020), there were 780 online casinos, sports books, bingos and poker
rooms accepting five of the biggest cryptocurrencies in the world (as per market cap values-
Bitcoin, Ethereum, Tether, XRP and Bitcoin Cash). Today, there are 946 of these websites
accepting the same five cryptocurrencies in the same categories mentioned above (Casino
City: Your Casino Directory n.d.); a 21% increase in 24 months. Moreover, It is estimated
that between 2014 and 2017, crypto casinos accepted over 24 billion bets, totaling four
billion USD or 3.2 billion GBP (Brown 2022). Today, cryptocurrency gambling has gone
from a theoretical possibility (Gainsbury and Blaszczynski 2017; Scholten et al. 2020; Meng
and Fu 2020) to a rapidly expanding market capable of offering consumers a wide range
of sophisticated products that are easily comparable to conventional operators (Andrade
et al. 2022). These cryptocasinos have also reached new levels of popularity and legitimacy,
sponsoring some of the biggest sports teams in the world (Newall and Xiao 2021), as well as
mainstream celebrities (Davies and Rosca 2022). Recently, this popularity growth has been
a major topic of discussion within online streaming communities and the media. Twitch.tv,
one of the biggest gaming platforms in the world where over 75% of users are between
16–34 years old (Twitch.tv n.d.), has just placed a ban on crypto gambling streams (Tundik
2022). Nevertheless, the platform allowed the live streaming of cryptocurrency gambling to
millions of young viewers across the world for over 18 months, the consequences of which
are not yet known.

Using cryptocurrencies to gamble online poses other unique and poorly understood
potential risks. People are likely to gamble more when using intangible currency, which
is one reason why casinos use chips instead of cash, and one contributing factor for why
conventional online gambling can be so harmful (Siemens and Kopp 2011). This last risk
is likely heightened with cryptocasinos, which uniquely involve gambling via a digital
asset that is itself highly volatile. This means that individuals engaging in online crypto
gambling are not only likely disinhibited by the intangible nature of cryptocurrency, but
also of the value of the cryptocurrencies they are using to wager, due to their volatility. This
is an added risk beyond more conventional failures in age and identity verification, which
the next section highlights amongst current popular cryptocasinos.

The various ‘use cases’ for cryptocurrencies have been said to revolutionise a number
of online activities as part of ‘web 3.0′, for example the use of digital payments. One such
attempted revolution was in the design of online casinos. The odds of winning on casino
games such as roulette are set so that gamblers lose money over time, a concept called the
‘house edge’ (Newall et al. 2020). Two cryptocurrencies were launched to promote ‘edgeless’
cryptocasinos, where the odds of winning were fair (Newall and Andrade 2022). However,
like some other cryptocurrency-based ventures, one of these cryptocasinos turned out to be
a scam, which took millions of dollars from investors (Isaacs n.d.), while the other cryp-
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tocurrency appears dormant with very few active users (Newall and Andrade 2022). Given
the complete overlap between cryptocurrency investing and cryptocasinos when it comes
to cryptocurrencies that are created to be exclusively used to gamble, it can be argued that
this specific intersection exemplifies what has been termed affective-emotive gamblification
(Macey and Hamari 2022), in which gambling is used to promote a new product or service,
in this case new crypto coins. This argument is further strengthened by the fact that one
edgeless casino was never launched as it was a scam, and the other failed to succeed as a
casino despite the relative initial success of the coin (Newall and Andrade 2022).

Given the failure of edgeless cryptocasinos to date, other cryptocasinos have largely
mimicked the form and range of products offered by conventional online gambling opera-
tors. A recent study investigated the safer gambling and consumer protection practices of
forty frequently visited online crypto operators, such as their enforcement of age verifica-
tion and the availability of safer gambling tools and messages (Andrade et al. 2022). The
findings showed substantial failings, especially when compared with previous analysis
of similar criteria in conventional online operators from the UK and Ireland (Bonello and
Griffiths 2017; Catania and Griffiths 2021; Cooney et al. 2021).

Results revealed a widespread lack of identity verification, both during registration
and when requesting cryptocurrency deposit links, suggesting increased risks for young
individuals and those who have self-excluded (Hayer et al. 2020), as both groups could
easily access the websites anonymously. None of the operators required proof of address
or identity before allowing registration, and two operators also allowed the registration
of underaged users. Users were able to request to deposit cryptocurrency for wagering
on 37 out of 40 operators (92.5%) without providing proof of identity or address. These
sites were also broadly accessible. Twenty-two operators (55%) could be accessed directly
from the UK, while the remaining 18 (45%) could be accessed from the UK by using a
Virtual Private Network (VPN) service. This last point shows how cryptocasinos could also
provide access for people living in jurisdictions where online gambling is illegal.

Further findings suggested that cryptocasinos could be considered riskier to gamble
on than conventional online operators, even for people who can otherwise gamble online
legally. Over 70% of the operators did not provide links to gambling or age filtering
software in their pages, and 62.5% did not offer self-assessment tests (Andrade et al. 2022).
Rates were also generally worse than those found by similar previous studies on UK and
Irish conventional online gambling operators (Bonello and Griffiths 2017; Catania and
Griffiths 2021; Cooney et al. 2021). For example, only 15% of crypto operators offered some
type of limit setting tool (i.e., deposit, loss, wager, or session limits) compared to an average
of 85% for conventional online operators, while 42.5% of cryptocasinos offered cooling-off
periods and 60% offered voluntary self-exclusion compared to averages of 84.2% and 93.1%
for conventional operators, respectively. A total of 37.5% of crypto operators offered no
safer gambling tools to consumers while an average of only 5% of conventional operators
offered no tools. Finally, the study also assessed customer service practices after operators
were contacted about a user’s sense of impaired control when gambling; 64.7% of the
operators continued to send promotional material after contact, including some that had
deleted or blocked the user’s account due to the content of the original message compared
to rates of 27% and 14% in two of the previous studies of traditional operators (Bonello and
Griffiths 2017; Catania and Griffiths 2021).

6. Conclusions

Technological change has led to a proliferation of gambling-like content into new
walks of life, such as video games and investing (Macey and Hamari 2022) and investment
products (Newall and Weiss-Cohen 2022), and these changes pose risks to public health
approaches to reduce gambling-related harm (Orford 2019; Cassidy 2020). The present
review has considered how the latest developments in cryptocurrencies contribute to this
area of gamblification and attempts to reduce the burden of gambling-related harm. Find-
ings show that based on previous conceptualizations of investment gamblification (Newall
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and Weiss-Cohen 2022), cryptocurrency trading can be considered a gamblified market
in several aspects. Much like conventional high-frequency trading and online casinos,
cryptocurrency exchange apps now facilitate high-frequency, 24-h trading opportunities.
Moreover, research has shown that cryptocurrency investors display behavioural patterns
that have been previously observed in gamblers, such as chasing losses and trading com-
pulsively (Kim et al. 2020). Finally, while cryptocurrencies can be marketed as novel yet
attractive products, their current elevated prices suggest little further profit potential for
new investors. Additionally, a number of elevated risks similar to online gambling and the
seedier side of conventional investments have been found, including market manipulation
and scams (Leinweber and Madhavan 2001; FCA 2022; Eigelshoven et al. 2021; Kamps and
Kleinberg 2018; Mirtaheri et al. 2019; Martineau 2018) which can appear attractive via the
distorted lens of social media (Benaim 2018; Tandon et al. 2021; Shiller 2016; Umar et al.
2021; Kumar 2021; Ballis and Verousis 2022; Phillips and Gorse 2017, 2018; Chen et al. 2017;
Serafini et al. 2020; Hao et al. 2019; Garcia and Schweitzer 2015). The lack of regulatory
protections in cryptocurrencies adds further support to this narrative of increased risks
for many users. Cryptocasinos are a final related development considered by this review.
Findings have shown that despite being widely unregulated, these casinos are easily ac-
cessible (Andrade et al. 2022), while also being allowed to build an image of legitimacy
through major sports advertisements and celebrity sponsorships (Newall and Xiao 2021;
Davies and Rosca 2022). Additionally, substantial failings in consumer protection practices
of online cryptocasino operators have been uncovered, which indicate an increased risk for
underage and self-excluded individuals as well as those living in jurisdictions where online
gambling is illegal, especially when the anonymity and volatility of cryptocurrencies are
also considered (Andrade et al. 2022).

The current review offers an important contribution to the literature, providing a
broad overview of cryptocurrencies and their potential risks. However, limitations can
be identified and findings should be interpreted with caution. As previously mentioned,
the current literature is limited, and more research is needed so as to inform future policy
decisions. Furthermore, more research will allow for systematic reviews and meta-analyses
to be conducted, making findings more robust. While all peer-reviewed studies conducted
on the main topics (i.e., cryptocurrency trading, cryptocasinos and gambling-related harm)
have been selected for review due to their small numbers, which significantly reduces
selection bias, studies selected from the wider cryptocurrency literature related to market
manipulation, online fraud, and social media, were not selected using specific inclusion
or exclusion criteria. Since this is a fast-moving area of research we suggest that findings
should in future be summarized using different methodologies (e.g., meta-analysis) as
more evidence emerges.

Finally, given the exceptionally limited literature, non-fungible tokens (NFTs) were
not covered in this review. NFTs are cryptographic digital assets (e.g., images, and songs)
that rely on blockchain technology to secure their value, which is closely related to the price
of Ethereum (Apostu et al. 2022; White et al. 2022). Despite both NFTs and cryptocurrencies
being based on blockchain technology they are not the same, as NFTs cannot be exchanged
as currency (Dowling 2022). However, NFTs can overlap significantly with cryptocurrencies
in the ways they are used. For example, recent research has explored the role of NFTs on
‘Play to Earn’ (PTE) online gaming (Delic and Delfabbro 2022; Aguila and Bartolata 2022),
as well as their use for in-game collectables such as VGO skins (Gonserkewitz et al. 2022).
Additionally, NFTs have also been compared to highly speculative markets, where investors
expect to profit from ‘hyped’ digital assets valued substantially above their actual price (Ma
and Wen 2022). A recent study also found that despite its potential for high returns, the NFT
market is highly volatile (White et al. 2022). Therefore, as research develops, future reviews
examining gambling-related products will likely include several areas such as investing and
video-gaming, as they progressively intersect under the umbrella of emerging technologies
and the gamblification of their applications.
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The findings highlighted in this review have several implications for policy and regu-
lation. Currently, both the Financial Conduct Authority and the Gambling Commission
have highlighted the difficulties associated with regulating cryptocurrencies-based prod-
ucts (FCA 2022; Gambling Commission 2022). However, policymakers may also want
to consider other approaches that could improve consumer protections. For example,
social media and streaming websites have become a powerful advertising tool for both
cryptocurrency investment and cryptocasinos (Ante 2023; Lath 2022). It can be argued that
the recent ban on cryptocurrency gambling products by ‘Twitch.tv’ (Tundik 2022) is an
example of self-regulation. However, it could be beneficial for policymakers to consider the
risks highlighted in this review in order to make informed decisions on how to regulate
cryptocurrency marketing strategies that could potentially lead to public harm. Moreover,
both cryptocasinos, cryptocurrency exchanges and trading apps have been allowed to
advertise in professional sports, which significantly increases their consumer reach. Pre-
venting cryptocurrency trading apps and cryptocasinos from advertising in sports until
potential risks are better understood could be a significant step in harm reduction (Andrade
et al. 2022; Newall and Xiao 2021). This is especially significant in the context of the UK
government’s consideration of banning gambling advertisements in sports. Overlooking
gambling-like markets, such as cryptocurrency exchanges and trading apps, could poten-
tially cause the public to see these products as less risky than gambling (Newall and Xiao
2021). Furthermore, the current policy debate around the regulation of online gambling
in the UK should consider the novel risks associated with the cryptocasino black market.
Cryptocasinos could become a much greater challenge than conventional black markets,
since freely available VPNs allow gamblers to circumvent geolocation blocks, and the
intrinsic anonymity of cryptocurrencies can prevent operators from blocking bank or card
payments from excluded and underage customers (Andrade et al. 2022). Lastly, given
the complexity and scale of the issues surrounding cryptocurrencies, policymakers will
likely have to consider several approaches to regulation, which may also include research-
informed financial education aimed at helping consumers make informed decisions, as
well as protecting them from widespread frauds commonly found in the cryptocurrency
space (Fernandes et al. 2014).

This is a fast-moving area, and so any policy developments should also be supported
by improvements to the underlying evidence base. Future studies should consider explor-
ing behavioural data from cryptocasinos, as they may provide significant insights into
gambling behaviour, including how it may differ from the behaviour of traditional online
gamblers. Additionally, findings from a previous study showed that digital money may
contribute to impaired control in gamblers (Hing et al. 2015); hence, gambling researchers
may wish to investigate how gambling with digital fiat currency may differ from using
cryptocurrencies. Lastly, given the significant overlap between cryptocurrency trading and
cryptocurrency gambling, future studies should aim to examine behavioural similarities
and decision-making strategies amongst those experiencing harm from cryptocurrency-
based gambling and cryptocurrency-based trading.
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