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Abstract: A number of recent studies have shown that wastage and inefficiency are a significant
problem in all global healthcare systems. One initiative that could radically improve the operational
efficiency of health systems is to make a paradigm shift in data ownership—that is, to transition
such systems to a patient-centric model of data management by deploying blockchain technology.
Such a development would not only make an economic impact, by radically cutting wastage, but
would deliver significant social benefits by improving patient outcomes and satisfaction. However,
a blockchain-based solution presents considerable challenges. This research seeks to understand
the principal factors, which act as barriers to the acceptance of a blockchain-based patient-centric
data management infrastructure, in the healthcare systems of the GCC (Gulf Cooperation Council)
countries. The study represents an addition to the current literature by examining the perspectives
and views of healthcare professionals and users. This approach is rare within this subject area, and is
identified in existing systematic reviews as a research gap: a qualitative investigation of motivations
and attitudes among these groups is a critical need. The results of the study identified 12 key barriers
to the acceptance of blockchain infrastructures, thereby adding to our understanding of the challenges
that need to be overcome in order to benefit from this relatively recent technology. The research is
expected to be of use to healthcare authorities in planning a way forward for system improvement,
particularly in terms of successfully introducing patient-centric systems.

Keywords: blockchain; blockchain barriers; blockchain in healthcare; future of healthcare blockchain;
GCC countries

1. Introduction

In most countries today, the efficiency of healthcare systems is critical. Yet few, if any,
nations can claim that there is not a high level of wastage inherent within their existing
health infrastructure [1]. According to a 2023 report by the Peter G. Peterson Foundation,
for example, as much as 25% of healthcare expenditure in the US alone is considered
wasteful, which amounted, in 2021, to some USD 1.2 trillion annually [2,3], while various
other studies have found that similar problems beset all OECD countries [4,5].

One of the principal reasons for this inefficiency lies in the complex and multi-
dimensional interactions between various (healthcare system) stakeholders, ranging from
primary care actors (clinical practitioners) and the patients themselves, to hospitals and
national governments [4,5]. The result, without exception, has been the deployment of
technology in a disparate and non-integrated way, by using different digital platforms for
different parts of the system. This leads to a number of serious issues, resulting from an
inability to find and exchange patient data across multiple health providers and related
organisations [6], including increased costs, high error rates, knowledge mismanagement,
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poor quality of care [7] and higher mortality rates [6]. Yet, creating an integrated system
retrospectively has proved a formidable challenge.

In the past few years, however, a powerful, cost-efficient, and—in principle—technically
viable solution has emerged: blockchain. This is essentially a form of distributed (de-
centralised) database, which means that the database on which transactions are recorded
is shared by several participants (called nodes) in the blockchain. Such a decentralised
infrastructure allows for a faster, more secure transaction process, which all participants
can trust.

The evidence is clear [4,8,9] that blockchain offers a major opportunity to develop
healthcare systems across the world to better meet evolving societal and economic develop-
ment goals. However, while the technology is being increasingly implemented [6,10–12],
it is, according to the World Economic Forum, still “massively under-utilised in global
healthcare” [12]. There have been a number of studies that have investigated why this is the
case. One such study, for example, highlighted the importance of perceived security in en-
couraging the adoption of blockchain [13–15], while others have found that a government’s
published position on the technology has a significant effect on adoption levels [13,14,16].

These studies have contributed significantly to our knowledge, indicating that ac-
ceptance of the technology by various stakeholders remains an impediment to adoption.
However, these studies have all had a relatively narrow focus on specific issues. There are
few studies that have examined the barriers to blockchain adoption by considering a wider
range of general factors, such as administrative challenges, usability issues, future-proofing,
and regulatory frameworks, from the direct perspective of professionals involved, either
internally or externally, in the healthcare system [17–19]. Existing systematic reviews have
also identified a research gap in this area. For example, Tandon et al. [20] conducted an
extensive systematic review of the literature on blockchain in healthcare specifically, and
noted among their recommendations:

based on the gaps explicated from the review, implications arise for the need to broader
disciplinary and particularly methodological coverage of the research to advance the
current understanding of the field. For example, research based on survey methodology or
interviews can enhance the understanding of e.g., the challenges and barriers inhibiting
user adoption. (p. 20)

Similarly, Yang et al. [21], addressing a business context but identifying issues that
arise equally in healthcare, observe that

there is also a lack of empirical studies examining the incentives leading business orga-
nizations to invest in and adopt blockchain technology. Indeed, knowledge about the
reasons for adopting and using blockchain technology in private and public organizations
is rather scarce. We suggest that future studies investigate the motivations associated
with blockchain adoption and how these motivations influence how blockchain initiatives
are implemented and managed in companies. (p. 4480)

Insights into the nature of barriers and inhibitions to user adoption that arise from the
attitudes, motivations, and understandings of participants in the specific area of activity are
exactly the motivation behind this study, as such insights will support healthcare providers
in providing more holistic and efficient systems, yielding a broad range of societal benefits.

This study aims to address this issue by identifying key challenges/barriers to the
acceptance of a blockchain-based patient-centric data management system, as a first step
towards the development of effective solutions. To achieve this, this study analysed (using
thematic analysis) the data collected from semi-structured interviews with 30 professionals
working in the healthcare systems of the countries of the Gulf Cooperation Council (GCC).
This study explored the research question (see below) across the GCC region, as opposed to
a single country, for a number of reasons. Principal among these reasons was the fact that
the GCC countries face several similar challenges in the healthcare field, such as a disease
burden that includes communicable and non-communicable diseases, mental health issues,
and accidental injuries. Addressing this issue will require an innovative and cost-effective
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strategy [22]. Given that the GCC countries each have government-funded healthcare
models, and that the GCC Charter, formulated in 1981, states that the region’s nations
should ‘coordinate and integrate’ on joint economic and social ventures [23], it was decided
that the study could meaningfully and usefully encompass all nations in the region. As the
GCC countries share many cultural, social, and economic characteristics [22,23], the results
of the study are expected to be broadly generalisable, though with some limitations. This
will be discussed further at a later stage in this report.

A qualitative approach was adopted, as implied by Tandon et al. [20], in order to
gain informed, expert opinion which reflects the true, on-the-ground problems that face
healthcare providers in implementing a blockchain approach to healthcare infrastructure.
This is a crucial precursor to potential future quantitative research. In particular, the paper
seeks to provide insights related to the research question:

RQ: What are the main user acceptance barriers to adopting blockchain-based
patient-centric data management systems in the GCC healthcare sector?

This paper is structured as follows. Section 2 provides a review of the background, in
terms of blockchain-based patient-centric data management systems in healthcare, against
which we construct our study. Following this, the research methodology, results, and
discussion are presented. Lastly, the conclusions of the study are provided.

2. Theoretical Background

There are conflicting claims in the existing literature about the potential benefits that
could be delivered by the adoption of blockchain-based ICT solutions in healthcare envi-
ronments. Many researchers make broad and substantial claims for these benefits. These
range from improved data and record management [24,25] to more effective containment
of pandemic instances, such as COVID-19 [26,27]. Further, there exist several meta-studies
of the blockchain for healthcare development literature, which identifies a wide range of
potential use cases for the technology. In general, however, these use cases can be grouped
into three main areas: clinical trial improvement, pharmaceutical supply chains, and data
ownership (specifically, patient-centred data management systems). We will briefly discuss
these in turn.

According to research in [28], the cost of clinical trials approximately doubled between
2008 and 2019. There are a number of reasons for this, such as the inflationary cost
of materials, the increasing complexity of regulations, and higher costs associated with
collecting, managing, and analysing data. Some of these issues could be entirely eliminated
through the implementation of blockchain technology. In fact, blockchain-based systems
could effectively revolutionise clinical trial management, by enabling the automation
of aspects such as site pre-screening, protocol approvals (such as patient consent, etc.),
participant enrolment and monitoring, data collection and compliance, and analysis and
reporting [29].

Automating these aspects of clinical trials in a secure, trusted, transparent, and au-
ditable way would radically improve the efficiency of the process. The savings, in terms of
both cost and time, could be invested in improving patient care and the development of
innovations that would move the healthcare industry forward [30].

There are claims that supply chains, too, could be radically improved through the
use of blockchain. Consider, for example, prescription drugs. These are, according to
the US National Library of Medicine, the largest counterfeit market in the world, esti-
mated to be worth up to USD 432 billion [31,32]. The WHO (World Health Organisation)
reports [33] that up to 10% of medical products worldwide are counterfeit or substan-
dard [34,35], resulting in the death, globally, of more than a million patients every year due
to counterfeit pharmaceuticals.

The probability of totally eliminating such criminal activity in the short term is low.
However, it is perfectly realistic to reduce the level of crime significantly, through better
monitoring and control of supply chains. It is argued that this can be achieved through
the use of blockchain. ID (identification) markers can embedded on all products, facili-
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tating full and accurate accountability at every stage of the supply chain by using smart
contracts, which are programs stored on blockchain that execute automatically when pre-
determined conditions are met [6], allowing stakeholders to resolve issues concerning
product provenance directly between themselves, without the need for unreliable middle-
men [36]. This makes the supply chain not merely less vulnerable to corruption, but also
more cost efficient.

The third area where it is argued that blockchain could deliver major benefits is by
changing the current model of data ownership to patient-centric data management systems.
By using blockchain, the need for third-party data management could be eliminated,
allowing individuals to have more control over their medical information through specific
apps. This has several significant benefits, such as allowing patients to more easily access
test results and medication lists, manage appointments, and contact health and care staff
when needed [6]. Such an approach would not merely improve patient outcomes, but
would significantly and positively impact system efficiency in terms of the use of resources.
In fact, if properly implemented, patient-centric data management has the potential to
produce the best possible outcomes in a healthcare context [6,37,38]. For these reasons,
patient-centric systems are considered by many to be the ‘holy grail’ of healthcare [39],
offering a full restructuring of health systems [6,37,38] and delivering a wide range of
economic and social benefits.

While there are several important studies that examine the possibility of blockchain
as a basis for patient-centric models [6,11,37], these are all proposals based on theoretical
constructs or existing technical knowledge; they are in several respects controversial and
do not address the question of whether the technology will be regarded as acceptable from
the perspectives of specific and relevant professionals. The present study is different in that
it addresses this key aspect.

While many benefits of using blockchain in the healthcare sector are widely proclaimed,
a range of factors combine to make the adoption of the technology less straightforward
and slower than proponents would like [6,40,41]. One of these factors is that blockchain
is still considered to be in its relatively early stages of development, and some significant
challenges remain concerning privacy, security and scalability [42]. Another challenge
that would need to be overcome, before blockchain can be successfully implemented in
healthcare on a wide scale, is the large volume of data concerned. According to a 2020
OECD report [4], storing full electronic medical records or genetic data on blockchain
would be costly and inefficient because of the constraints of replicating the blockchain
across every network node [43], which undermines the potential of blockchain as a basis
for patient-centric data management. The challenges of using very large volumes of data
on blockchain have also been identified in other contexts, such as supply chains [6,44,45],
which have to be set against the potential advantages of blockchain, such as combatting
counterfeiting in this area.

Other problems which arise in the implementation of blockchain include “a lack of
standardisation, accessibility, ownership, and change management” [46]. Possibly one
of the most significant issues, however, is the need for interoperability between different
blockchains. This is because healthcare infrastructures are complex, and would typically
involve a number of different blockchain ecosystems. These ecosystems would need to talk
seamlessly to each other. However, while interoperability is a significant challenge, viable
solutions are beginning to emerge [6,44].

The challenges described above have not completely prevented the adoption of
blockchain in healthcare. In fact, the technology is beginning to find acceptance in health-
care environments for a range of administrative and clinical use cases, such as the man-
agement of medical records, remote patient monitoring, pharmaceutical supply chains,
insurance claims, and data analytics [47]. Yet, as already noted, the proclaimed potential of
blockchain technology is far from being realised. This is because one of the most important
areas in which blockchain can contribute to social development by helping to revolu-
tionise healthcare is in the third category mentioned above: developing patient-centred



Healthcare 2024, 12, 345 5 of 24

data management systems. While there have been some attempts to build patient-centric
systems, most have not been as successful as originally hoped [48]. The reasons for this
lack of success are unclear, though there is some evidence that inhibiting factors include
concerns—by patients, administrators, and clinical staff—over data confidentiality, integrity,
and availability [49]. Although there have been a few other studies of the lack of success of
similar blockchain projects in the education sector, these have either focused on a specific,
pre-identified, adoption barrier [50,51] or have been metastudies that address difficulties
only at a very general level [52]. They therefore shed little light on the issues that face the
healthcare sector, in terms of blockchain adoption, and specifically the challenges involved
in delivering patient-centric systems.

It is this gap in knowledge that this paper attempts to fill. It aims to better understand
the challenges that health authorities must overcome if blockchain solutions are to be
successful at scale in creating patient-centred data management models. We deploy a
qualitative methodology that collects data from a range of stakeholders—administrators,
clinical staff, and patients—and analyse these data to identify key issues. While it is
true that there is a considerable number of papers on blockchain, most focus narrowly on
potential benefits [25,29,53,54]. There are few studies that deploy a qualitative methodology
to explore the concerns of the full base of stakeholders. This paper aims to address this.

3. Research Method

The aim of this research is to identify the principal barriers to the acceptance of
blockchain in healthcare. In particular, we seek to gain insights into acceptance barriers that
inhibit the adoption of blockchain-based patient-centric data management systems in the
GCC. While there is likely to be a range of significant barriers to adoption in any healthcare
environment, there are several aspects of the GCC context (as they share a similar culture
and society) that may produce unique and specific barriers. These include, in particular:

• Cultural Factors: Most GCC healthcare systems will use their own unique and familiar
record-keeping and data-sharing practices. There may therefore be a strong resistance
to disrupting these processes.

• Regulatory Environment: Blockchain technology may not easily align with the regula-
tory frameworks of the GCC, particularly in terms of data protection and cross-border
data exchange.

• Technological Readiness: Blockchain systems may require technical infrastructures
and levels of digital literacy among the (staff) population which may not yet exist, and
will take significant time to develop.

• Distrust: As a new technology, blockchain may engender distrust in healthcare profes-
sionals and patients in the GCC, which may be difficult to overcome.

This study set out to identify any barriers to acceptance that may arise from these
factors, and others. To achieve this aim, we analysed semi-structured interviews from a
sample (N = 30) of professionals and potential service users, using thematic analysis, in
order to identify patterns in participants’ views and attitudes [55–57]. Several key areas
relating to blockchain, in the context of healthcare, were covered, including:

- The nature and benefits of blockchain in healthcare;
- Internal and external attitudes towards the ideological and practical aims of delivering

patient-centric data systems;
- Aspects of departmental/organisational culture that could hinder blockchain initia-

tives in the field of data ownership;
- Perceived barriers, either internal or external, to the development of blockchain appli-

cations;
- The implications of slow progress towards patient-centric data management systems.

The interviews were conducted in two phases:

- Structure and format: Prior to carrying out the interviews, primary open-ended
questions were developed to provide the basis for follow-up. All questions were
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constructed in such a way as to avoid ‘leading’ the interviewee, which can result
in bias.

- The interview processes: The time given to each interview was approximately the
same (1 h). Consistency and validity were promoted through the use of field notes.

To help ensure that the proposed questions would deliver the depth and scope of the
data required for the study [55,58–60], three pilot interviews were conducted before inter-
viewing the full sample. The pilot process indicated that the relevant areas of investigation
(described above) were adequately covered.

3.1. Sampling

This study employed a combination of purposeful and snowball [58,61,62] sampling
techniques. Such a combination allowed the researchers to benefit from the advantages
of both techniques [63–65]. While purposeful sampling was used to identify participants,
who were highly informed on the topic in question, which helped to ensure that data was
accurate and relevant, the snowball technique allowed the researchers to enlarge the sample
to other, similarly expert, participants. This helped this study achieve richer and more
comprehensive results.

The majority of the sample were professionals in the healthcare system with a clear
perspective of the benefits and implications of introducing blockchain processes in deliver-
ing patient-centric systems, though it was also important to gather the views of other key
stakeholders. Potential participants were as follows:

- Responsible for the development and/or management of administrative or clinical
departments within national healthcare systems;

- Experienced in the design and implementation of blockchain projects;
- Other stakeholders in a patient-centric data management system (individuals not

necessarily professionally involved with healthcare delivery).

The initial (purposeful) process of selecting participants was carried out by identifying
appropriately qualified professionals on LinkedIn. After a comprehensive review of profiles,
70 invitations to participate were made, outlining the purpose of the study and emphasising
its ethical construction. This resulted in 20 suitably qualified professionals volunteering
to participate in the study. These professionals then recommended a further 10 potential
participants. The final sample size was 30. All were based in GCC countries, and each
country was represented by an (approximately) equal number of participants, in order to
minimise the possibility of bias towards any country’s perspective (Table 1).

Table 1. Summary of details of interviewees.

Participant No. Job Title Years of Experience Country

P1 Professor of Cryptology 16 UAE

P2, P3 Academic Advisor in Blockchain 6 Bahrain

P4 Post-doctoral Researcher in Blockchain Systems 4 Bahrain

P5 Clinical Practice Manager 13 Oman

P5, P6 Lecturer in Information Technology 11 Saudi

P7 Professor in Computer Engineering 7 Saudi

P8 Multidisciplinary Team Leader in Healthcare 6 Oman

P9 Clinical Practice Manager 8 UAE

P10 Hospital CEO 10 Bahrain

P10, P11 Pharmaceutical Product Manager 7 Kuwait

P12 University IT Developer 5 UAE

P13 Healthcare Manager 3 Qatar
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Table 1. Cont.

Participant No. Job Title Years of Experience Country

P14 Clinical Operations Manager 3 Kuwait

P15 Project Manager, IT 4 Saudi

P16 Professor in Informatics 14 Oman

P17 Associate Professor in Software/IT 7 Oman

P18 Ph.D. Student in Distributed Ledger
Technology 4 Qatar

P19 Clinical Operations Manager 11 UAE

P20, P21 Senior Healthcare Scientist 12 Saudi

P22 Professor in Computer Engineering 7 Kuwait

P23 Professor of Blockchain Technology 5 Qatar

P24 Professor in Informatics 14 Saudi

P25, P26 Director of Healthcare Services 12 Bahrain

P27 University IT Manager 4 Kuwait

P28 Director of Healthcare Services 10 Saudi

P29, P30 Hospital CEO 17 Qatar

3.2. Data Collection

The 30 interviews which form the basis of this study were conducted over a two-month
period. All original interviews were conducted in Arabic, and analysed in Arabic, with
excerpts translated into English for the purposes of this report. Due to the diversity of
geographic locations, interviews were carried out using online meeting platforms (Zoom,
etc.) and were recorded using the platform’s tools.

All appropriate ethical guidelines were followed in conducting the research. Before
each interview, the purpose and scope of the study were explained to the participant, and
it was emphasised that there were no correct or incorrect answers to any question. Written
assurances of full confidentiality were also provided, together with an explanation of how
the data would be used. Each participant was informed that they could withdraw their
participation at any time, and no part of any interview was recorded without full and
explicit permission from the interviewee. All participation was voluntary, and no incentive,
financial or otherwise, was offered to any participant.

Each interview contained 17 questions, and the process was meticulously designed
to ensure that the questions were both rigorous and relevant to our study’s goals (all the
questions are presented in Appendix A, together with a description of how the questions
were designed). As the interviews were semi-structured, the questions were open-ended
and conformed to a predetermined thematic framework [62]. This framework covered the
broad areas described above. Example questions were the following:

- What benefits do you feel could be gained from deploying blockchain applications
in healthcare?

- Do you feel that patient-centric data management is a desirable policy objective? Why?
- How realistic is any plan to implement patient-centric data infrastructures within your

departmental framework?
- How do you think (health) service users will respond to patient-centric data management?
- Could failure to implement patient-centric data management have long-term conse-

quences, either good or bad?

Following the interviews, each recording was matched against the field notes by two
independent researchers. This helped to ensure the accuracy and consistency of data in
preparation for the coding and analysis phase.
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3.3. Data Analysis

As noted above, the study used thematic analysis [66] to identify themes in the
interview data. The steps involved were as follows:

- Initial coding: Segment-by-segment coding to identify similarities in interview content.
- Focused coding: Codes thought to be of particular significance are grouped to form patterns.
- Theme search: Focused codes were recorded to facilitate the identification of groups

that shared attributes of meaning. These sub-themes were then examined for higher-
level commonalities to form main themes.

- Theme identification: This used (a) internal homogeneity (meaningful coherence
within themes) and (b) external homogeneity (a clear and identifiable distinction
between themes) to identify themes [58].

4. Results

As a result of the analysis, 4 main themes and 12 sub-themes connected to barriers to
the adoption of blockchain (in healthcare) emerged (Table 2).

Table 2. Main themes and sub-themes.

Main (Barrier) Themes Sub-Themes

Administrative and Management

Knowledge and Skills Recruitment
Funding and Financial Support
Management Commitment
Security

User Perspectives Ease of Use
Privacy and Data Use

Future Proofing

Scalability
Interoperability
Standardisation
Sustainability

Regulatory Issues Compliance
Governance and Liability

4.1. Administrative and Management

This theme contains four sub-themes. We will look at each in turn.

4.1.1. Knowledge and Skills Recruitment

The participants expressed a wide variety of concerns about the specialist knowledge
and skills required to successfully implement blockchain solutions. However, there was
general agreement among all participants, including those not professionally involved
in healthcare, that the advanced and immature nature of blockchain would represent a
particular challenge in terms of recruitment. According to one participant, for example:

Blockchain is still relatively new on the scene, and it’s a complex area. I realise that there
are quite a few suitably qualified people around, but most of these have been swept up
by private and high-paying enterprises. My guess would be that it would prove quite a
challenge to find the number and type of staff required over the short or medium term.

Another participant emphasised the difficulties of recruitment, saying:

It will be tough enough to find the technical development staff needed, but there’s also the
senior project management people to worry about. They need to be highly experienced in
the strengths and limitations of blockchain technologies, and they’re few and far between
at the moment.

One participant, who is not a healthcare professional, commented:
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I’m not an expert in blockchain, but I know it’s what makes cryptocurrencies such as
bitcoin work, so I would imagine there’s a high demand for blockchain specialists in the
crypto sector. That might make it hard for the healthcare industry to find the right people.

It is clear from these comments that the participants consider the practical challenge
of system development to be a significant issue in itself, quite apart from any ideological or
policy concerns.

4.1.2. Funding and Financial Support

One sub-theme that was easily identified from the interview data was connected
to cost. Several participants pointed out that blockchain projects are expensive to fund,
and, as the technology is relatively new and untried in healthcare, projections of return
on investment are not easy to make. Other interviewees mentioned that the nature of
blockchain, which requires considerable computing power, could make systems expensive
to run, so careful thought would have to be given to how they would be funded on an
ongoing basis. A typical comment on this point was as follows:

Using blockchain to build a patient-centric data management system sounds good idea
on the face of it, but it could be surprisingly expensive to operate. A huge amount of
information and a high blockchain transaction level is involved, which means it is likely
to be very expensive to fund the consensus protocols and cryptographic needs of the
underlying chain.

Several participants emphasised the cost element of the recruitment difficulties dis-
cussed in the skills section above. For example:

Specialist developers in DLTs [Distributed Ledger Technologies] such as blockchain are
becoming more common, but they are still relatively rare animals. Most of them are either
working in research, or are in relatively high paying posts with private companies. Health
authorities will need to be prepared to pay high rates, if they want properly qualified staff.

Other interviewees pointed out the implications of immature technologies such as
blockchain. One said:

You have to remember that, as blockchain is still relatively new and developing, the initial
cost of the project is just the start. After that, there’s likely to be an ongoing requirement for
infrastructure upgrades as the technology improves, as well as the addition of new features
and functions to meet the needs of the healthcare system as societal requirements change.

Overall, it seems that the nature of the technology, together with the relative scarcity
of qualified project managers and developers, makes cost a significant issue.

4.1.3. Management Commitment

Despite its many benefits, the nascent and unproven nature of blockchain technology
is the source of significant levels of concern at the level of senior management and policy
makers. But without a clear and positive commitment at these levels, to both the concept
of patient-centric systems and the underlying blockchain technology, adoption of the
technology is likely to be slow. As one interviewee put it:

Projects such as that under discussion require buy-in across the board, and this simply
won’t happen unless there is unequivocal backing from senior management. Personally, I
don’t see that backing from my own employer, but my experience may not be typical.

In fact, this view was quite typical, as several participants expressed a similar opinion,
though some were more explicit about the causes of management concern. For example:

There is certainly a lot of management hesitancy about moving forward with blockchain,
and I think a lot of this is connected to personal risk. New technologies like this can easily
fail due to unexpected problems, and the cost of project failure, however that’s defined, can
be high at a political, institutional and personal level. Few senior managers are willing to
take that risk.
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Other participants supported this view. One commented:

I think that management, in general terms, is playing it safe at the moment. The stakes
are high, and they’re waiting to see how other initiatives work out and whether they can
learn from them.

4.1.4. Security

Although the consensus mechanisms and decentralised nature of blockchain mean
that records are immutable and tamperproof, there remain questions over security, at
both the institutional and individual levels, which can represent significant concerns to
management and authorities. Nearly all of the participants felt that security, in one way or
another, was a serious issue for the concept of patient-centric data management systems.
According to one participant, for example:

Despite blockchain’s famously high security levels, many people would be surprised at
how vulnerable it can be. 51% attacks, for example, are well known in the Bitcoin arena
and they can happen in any blockchain context. These give cybercriminals control over
the system, which could be a disaster, particularly in a public service context.

Another interviewee remarked:

Because of a lack of standardisation, blockchain’s—and especially public chain systems—
don’t necessarily meet all of the regulatory security and privacy requirements such as the
GDPR and similar frameworks. I think this needs to be resolved before blockchain could
safely be used in healthcare systems.

While many participants commented on the institutional risks of blockchain, others
pointed to risks at the personal stakeholder level. As one participant put it:

Most members of the public will be unaware of the importance of protecting their private
key. This means they could either mislay them or use weak keys—either way, it could lead
to quite serious problems at a systemic and individual level.

4.2. User Perspectives

This theme contains two sub-themes. We will look at each in turn.

4.2.1. Ease of Use

While the majority of people today are comfortable with engaging with digital systems,
there remains a very significant minority for whom digital technology is a challenge. Some
do not engage at all. However, a healthcare system, by its nature, is fully inclusive. This
means that, if the benefits of blockchain-based patient-centred systems are to be fully
realised, they must be easy to engage with. This is not only true at the service user level,
but at the clinical and administrative level also. However, many of the study’s participants
expressed doubts as to whether the required levels of ease of use would be achieved. One
participant said:

In the end, a system like this is all about the patients. Unless they engage with it, it will
fail. This means the interface must be ultra-easy to use, and access issues such as private
keys must be simple to understand. My worry is, that a lot of people will find themselves
unable or unwilling to use the system.

Another interviewee made a similar point:

Ease of use, in my mind, is critical. Unless the apps are simple and straightforward,
engagement levels might be low. This would mean traditional record-keeping systems
would have to be fully maintained, and that could negate, or significantly reduce, the
benefits of a blockchain approach.

While the importance of engagement of service users is critical, it is also essential
that the system is accessible and easy for managers, administrators, and clinicians. The
following remark by an interviewee was typical:
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It may be 2023, but a lot of professionals in healthcare are addicted to paper-based systems.
The success of a patient-centric data management system will need something of a culture
shift. For this to happen, the benefits will need to be clear, and the system extremely easy
to use. I’m not convinced that either of those conditions would be true in the short term.

4.2.2. Privacy and Data Use

Administrative errors threaten the safety of thousands of patients worldwide every
year. Although blockchain could realistically contribute to reducing these errors significantly,
there remain a number of systemic security vulnerabilities. Some of these have been touched
upon in the security subtheme (Section 4.1.1). However, there is a related, but separate, issue
that was highlighted by many of the study’s participants. This issue is the problem of user
perceptions of privacy and appropriate data use. As one participant commented:

Although blockchain infrastructures offer high privacy levels, I would say that the large
majority of the public don’t realise this. To them, an open system which gives them control
over their own data could cause real concern. I think the authorities would have to run
comprehensive educational campaigns to correct this impression, if people are to accept
the system.

The problem of inaccurate user perceptions, resulting from a lack of blockchain aware-
ness extends to other areas related to privacy, such as data abuse. One participant, a
professional outside of the healthcare field, commented:

While, in reality, traditional record keeping systems can also be abused, there is a danger
that the public would see a more apparently open system as presenting higher risk. This
could present a problem in terms of adoption levels.

This view was echoed by another participant, who commented:

It’s ironic, really, that the privacy protections of blockchain, such as ZKPs [Zero-
Knowledge Proofs], can deliver higher levels of privacy than anything we’ve known
before, yet the average member of the public probably wouldn’t see it like that. I think
there needs to be a broader understanding of how blockchain works before systems based
on the technology will be accepted by the public.

In summary, most participants felt that there was a wide gap between reality and public
perception in terms of data privacy, and closing this gap represents a significant challenge.

4.3. Future Proofing

This theme contains four sub-themes. We will look at each in turn.

4.3.1. Scalability

The scalability of blockchain networks is an important issue in many applications. This
is particularly true with large public blockchains, which tend to have large amounts of data.
This means there is a large number of transactions (changes to data). As each transaction
must be validated through peer-to-peer verification, the network must have high scalability
(the ability to support an increasing transaction load, as well as more network nodes). This
represents a key challenge for the healthcare sector. One participant, for example, pointed
out that:

One problem is that the system under discussion is fundamentally public facing, which
means it not only must be easy to use, but it has to be real-time. Unless users see changes
pretty much instantly, they are unlikely to engage with the system. However, not all
blockchains can deliver the required scalability.

Another participant made a similar point:

In theory, the system proposed could consist of small private blockchains, which would help
to maintain scalability and speed. But this would be expensive. In practise, the chances are
that scalability, or the lack of it, would present a major challenge to healthcare providers.
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Scalability could also present issues where payments are concerned, according to
several participants. For example:

In itself, transaction speed might not be a major problem in many contexts, such as
data management. But the system will also need to allow for payment processes in some
situations, such as private consultancies, and this could be a much more serious challenge.
Scalability of the system will be essential.

This sub-theme of the results highlights that, even though blockchain has been used
in real-world applications for over a decade, scalability issues may still hinder growth
and innovation.

4.3.2. Interoperability

Historically, blockchain technology has evolved in a siloed environment, which has
led to a number of issues that have hindered the adoption of blockchain. One of these issues
is a lack of interoperability—different blockchains do not easily ‘talk’ to other systems.
Several participants identified this as a potential problem. As one interviewee put it:

It’s crucial that blockchains used in a healthcare system can interoperate, and communicate
with legacy systems. As things stand, this ability is, though improving, still limited, and
could present real challenges, in terms of enabling healthcare systems based on blockchain
to adapt to future needs easily and cost effectively.

Another participant emphasised the same point, but was a little more positive about
emerging solutions:

There’s no doubt that interoperability has been major factor in Decisions whether or not
to implement solutions based on blockchain. It’s still an important factor, but at least
realistic and viable solutions are now beginning to emerge, such as Over ledger from
Quant [Network], and Ark.

It is important to note that interoperability is not only about blockchain-to-blockchain
communications. To be effective, blockchains must also communicate with other IT systems
and applications within the healthcare infrastructure. This point was made by a number of
participants. For example:

If a patient-centric system is going to deliver on its potential, it needs to be able to exchange
data with a wide range of other systems, internal and external. I’m not convinced that
this ability exists right now, without compromising core attributes such as security
and privacy.

In short, while interoperability is improving rapidly, it is still a significant concern and
may limit options in the future.

4.3.3. Standardisation

Another significant issue is the lack of standards—each different blockchain has been
developed with its own set of protocols. This has played a large part in inhibiting mass
adoption. One participant remarked:

Standards are necessary for any technology to succeed at a global, or even national, level.
This is no different for blockchain. It’s true that the landscape is beginning to change, But
standards take time to develop and we’re not there yet. This means that there are real
risks involved with Investing huge amounts in blockchain-based healthcare systems.

The observation that blockchain standards are beginning to emerge was made by
several participants. However, most still had caveats. According to one:

It’s good to see that several industry alliances and other bodies are now collaborating to
create global blockchain standards, but we’re still some way away from a framework that
will trigger mass adoption of the technology.



Healthcare 2024, 12, 345 13 of 24

The issues of standardisation and interoperability, though separate, are also closely
connected. As one participant said:

It’s true that blockchain technology offers a range of major benefits over other data
exchange solutions, but the lack of industry standards could cause serious interoperabil-
ity issues.

4.3.4. Sustainability

Most blockchains are energy intensive to run. The implementation of systems based
on the technology may therefore not be consistent with the commitment of most countries
to become environmentally sustainable and energy efficient. For example, all 193 members
of the UN’s Sustainable Development Goals (SDGs), which include climate and clean
energy targets for 2030. This issue was a clear concern among the study’s participants. One
interviewee, for example, commented:

The energy consumption issue is a real dilemma. Most blockchains operate on a proof-
of-work basis which needs a lot of energy, which can be hard to justify, given current
concerns over climate change and so on. The alternative is proof-of-stake models, but
although they’re less energy-intensive, they’re much more complex and can lead to
system vulnerabilities.

The above comment was repeated in various forms. For example, another partici-
pant said:

Implementing blockchain could easily end up being a decision that the authorities might
regret, due to the energy demands of the system. I seem to remember that it was the power
requirements of blockchains that led to Tesla reversing their decision to allow payment
with Bitcoin in 2021. That surely tells us something about the difficulties involved.

Another participant recognised the sustainability issue, but was more positive:

Some experts think that the types of blockchain suited to use in healthcare have far lower
energy requirements than those of Bitcoin. But, even if this is the case, combatting the
negative perceptions of blockchain energy consumption won’t be easy.

The technology is evolving rapidly, and it remains to be seen whether healthcare
blockchains will encounter energy usage issues. If suitable solutions are identified, it will be
imperative to combat the negative perceptions of current blockchain energy consumption.

4.4. Regulatory Issues

This theme contains two sub-themes. We will look at each in turn.

4.4.1. Compliance

The implementation of blockchain in healthcare must comply with relevant national,
and in some cases, regional (e.g., GCC, EU, US) regulatory frameworks. These frameworks
vary according to country/region and therefore make different demands of the system.
Due to blockchain’s relatively immature technical nature, compliance is not always easy to
ensure. This was highlighted by several participants. For example:

I believe most GCC countries now have an equivalent to the EU’s [European Union]
GDPR [General Data Protection Regulation], which contains a right to be forgotten.
However, this is incompatible with blockchain’s immutability. I’m not sure how this will
be resolved.

Another participant said:

While most regulatory frameworks don’t yet have a standard for decentralised identity,
this is something that will almost certainly emerge soon. But until we know its precise
form, it will be difficult to know how easy compliance will be. It might require processes
within the blockchain system to be reengineered.
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The problem of complying with the requirements of most regulatory frameworks to
anonymise personal (sensitive) information was raised by several interviewees. For example:

The main difficulty is establishing whether the information held on the [blockchain] system
is considered sensitive. And even when this is known, there are question-marks over
whether the information can be anonymised in a way that’s compliant with regulations
such as GDPR.

4.4.2. Governance and Liability

It is important to establish a clear and robust governance model concerning interactions
between parties involved with the blockchain network. In a healthcare system, these parties
would include the network operator and its participants. While this is not, in general terms,
especially difficult in a technical or legal sense, the relatively novel nature of blockchain
could present a challenge. As one participant phrased it:

Blockchain poses a range of different risks connected to issues such as security, confi-
dentiality and data protection. However, these risks aren’t, as yet, fully understood in
practical context, so the attribution of liability needs to be carefully analysed.

Another participant made a similar point:

It is important to establish the legal structure, liability and governance model of the
blockchain systems, so that all rules, rights and obligations are legally clear. This is
critical to ensuring everyone involved, from service users to administrators can use the
system without concern.

While most blockchain healthcare systems will fulfil internal national needs, there are
situations where they may be required to function across borders. This could pose a number
of complex jurisdictional issues which require careful consideration. One participant said:

If blockchain nodes are located in different countries or regions, it’s not clear which legal
framework would be relevant. Local laws may apply, but there is some confusion over
exactly what laws would be enforceable and how they would be enforced.

4.5. Comparison of IT and Clinical Perspectives

A further analysis of the data allows for a comparison between the perspectives of the
IT specialists whose focus is on the management and delivery of IT systems and processes
and the clinical practice managers whose focus is on clinical provision. This is based on the
themes and sub-themes identified through the analysis, which are then traced through the
data. This enables us to list concerns and prospects recognised by these two groups, which
are related yet importantly different in certain respects, as follows.

4.5.1. IT Specialist Perspective

- Scalability: IT specialists must consider how well a blockchain solution can scale to
support a large number of transactions. For example, public blockchains like Bitcoin
and Ethereum can process a limited number of transactions per second, which may
not be suitable for a large healthcare organisation. Private or consortium blockchains,
on the other hand, might provide better scalability.

- Integration with Existing Systems: IT specialists have to ensure that the blockchain
solution can integrate seamlessly with existing health IT systems. This involves
considering issues like data migration, user training, and system maintenance.

- Regulatory Compliance: IT specialists must ensure that the blockchain solution com-
plies with regulations related to health data, such as the Health Insurance Portability
and Accountability Act.

- Blockchain Type: IT specialists need to decide between public, private, or consortium
blockchains. Public blockchains are open to anyone and are secured by decentraliza-
tion, but they might not be suitable for sensitive health data due to privacy concerns.



Healthcare 2024, 12, 345 15 of 24

Private and consortium blockchains, which are only accessible to invited participants,
might be a better choice for healthcare applications.

- Smart Contracts: IT specialists are likely to be interested in the potential of smart
contracts, which are self-executing contracts with the terms of the agreement directly
written into lines of code. In healthcare, smart contracts could automate many pro-
cesses, such as claims adjudication in health insurance.

- Data Standardisation: To ensure interoperability, IT specialists need to consider stan-
dardising the data stored in the blockchain.

4.5.2. Clinical Practice Manager Perspective

- Patient Engagement: Clinical Practice Managers are likely to view blockchain as a tool
for enhancing patient engagement. For example, blockchain could enable patients to
control who has access to their health data, thereby promoting a more patient-centric
approach to healthcare.

- Collaboration with other Healthcare Providers: Blockchain could facilitate collabo-
ration by creating a shared, immutable record of patient data that can be accessed
by different healthcare providers. This could lead to more coordinated and efficient
patient care.

- Cost Implications: Clinical Practice Managers must consider the cost implications of
implementing blockchain technology. This includes not only the costs involved in the
technology itself, but also training costs, maintenance costs, and potential cost savings
from improved efficiency.

- Staff Training and Adaptation: Clinical Practice Managers would need to plan for staff
training to ensure that all staff members understand how to use the new system.

- Patient Empowerment: Clinical Practice Managers may see blockchain as a way to
empower patients. With blockchain, patients could have more control over their health
data, deciding who can access it and what they can do with it.

- Improved Care Coordination: Blockchain could improve care coordination by provid-
ing a single, up-to-date, and immutable record of a patient’s health history. This could
help all providers involved in a patient’s care stay on the same page.

- Operational Efficiency: Clinical Practice Managers may be interested in how blockchain
could improve operational efficiency. For example, blockchain could speed up the
claims process in health insurance by reducing the need for intermediaries.

- Change Management: Implementing a new technology like blockchain would in-
volve significant change. Clinical Practice Managers would need to manage this
change carefully, ensuring that staff are trained, also that relationships with external
agencies and providers are developed and maintained, that patients are in certain re-
spects trained, informed, and appropriately advised, and that workflows are updated
as necessary.

4.5.3. Reflection

To aid the process of consolidating these outcomes, a further exercise was conducted
in which an IT specialist and a practice manager were interviewed and encouraged to
reflect further on the issues, on the nature and sources of their expectations surrounding
blockchain technologies, and on underlying factors critical to success.

They emphasised that the majority of clinical practice managers typically undergo a
profound process of culture change management. This process, which often occurs before,
during, and after the implementation of new systems or practices, significantly shapes their
comprehension of and approach to implementing novel technologies or changes. Their
perspectives are formulated in the context of a variety of factors, including their hands-on
professional experiences, continuous training and personal development, interactions with
colleagues and industry experts, and adherence to regulatory standards and guidelines.

In the context of healthcare settings, IT professionals serve as a pivotal force in evaluat-
ing and deploying new technologies such as blockchain. These professionals are equipped
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with the technical expertise to decipher the complexities of blockchain technology, its
potential applications, and the prerequisites for its successful implementation.

The successful integration of blockchain technology within healthcare systems is not
a task that rests solely on the shoulders of IT professionals. It demands a concerted and
cooperative effort from clinical practice managers, IT professionals, and other significant
stakeholders. Clinical practice managers bring to the table indispensable insights into
the functional needs of the clinic. Their understanding of day-to-day operations, patient
interactions, and workflow dynamics is critical to shaping the implementation strategy.

On the other hand, IT professionals employ their specialist knowledge to architect the
most effective technical solutions that meet these needs. Their expertise ensures that the
blockchain technology is tailored to fit seamlessly within the existing system, enhancing
efficiency without disrupting established workflows.

The professionals see this harmonious collaboration as the backbone of a successful
implementation strategy. It ensures that blockchain technology is not just technically
integrated, but also woven into the fabric of the clinic’s operations in a manner that
maximizes benefits, to serve the clinic and its patients optimally.

Overall, we seem to observe here that the complementary concerns of these profes-
sional groups emphasise the need, above all, for clear articulation and excellent communi-
cation between them. This will be especially critical as the implications of introducing a
new technology become clearer. For example, it was remarked that the technology should
enhance efficiency “without disrupting established workflows”; but, in general, it cannot
be expected that established workflows will, or always should, remain unaffected. This
may well at times be inconsistent with the goal of enhancing efficiency. Working out what
kinds of changes will be inevitable, which should be embraced and which should be re-
sisted, is a process that strongly depends on the collaboration, but may test the harmonious
relationship quite severely.

5. Discussion

This study has explored the barriers to the use of blockchain-based infrastructures in
healthcare, with particular emphasis on the delivery of patient-centric data management
systems, which leads to a focus on issues such as data ownership and privacy. A sample
of 30 professionals (healthcare and non-healthcare) were interviewed, and the resulting
data was subjected to thematic analysis. In total, 12 specific themes relating to barriers
were identified, categorised under four main themes: Administrative and Management,
User Perspectives, Future Proofing, and Regulatory Issues. In light of these themes, a
comparison was carried out between the perspectives of professionals from the IT domain,
on the one hand, and clinical practice management on the other.

The results of this study identified two main themes which were of equal concern
to the participants: administrative and management issues, and future-proofing issues
(Table 2). All of the sub-themes that were identified within these main themes are common
to any kind of information technology that might be used in this area, but assume particular
forms and significance in relation to the (relatively) new and unproven nature of blockchain
technology. This is a result of the fact that, while blockchain is widely recognised as
having the vast potential to drive social and economic development, by revolutionising
many business and public sector processes, it remains a developing technology and raises
questions about many of these key issues, and in particular security risk, cost, scalability,
stability and flexibility [43,67]. This study also found that issues connected to end-user
perceptions and regulation were also a concern. For example, most participants felt that
the public perception of data privacy was significantly different from the reality, and this
gap would not be easy to eliminate. This finding reflects those of a number of other studies,
such as in [68,69].

On some barriers, such as Knowledge and Skills Recruitment, there was particularly
strong agreement. Such a consensus suggests that the practical issue of system development
will be a significant challenge, separate from any political or doctrinal concerns. This is
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consistent with the findings of other studies and relevant skills and recruitment sources.
Although a similar issue could arise in relation to other technologies, it is apparently
perceived as especially serious for the case of blockchain technologies, due to the expected
competition for skills from areas such as cryptocurrencies.

Another area in which the participants were in strong agreement was management
commitment. A lack of commitment at senior levels will inevitably have a negative impact
on the adoption levels of any technology [70,71], and this lack of support for blockchain
technologies was highlighted by the majority of participants. This view is supported by
some other sources [72], who argue that there are often powerful vested interests that
oppose the wider developmental impact of blockchain technology and may do everything
in their power to hinder its implementation.

However, the general evidence from the wider field of literature is not in total agree-
ment with these observations. While there is some evidence that senior clinicians and other
medical personnel are sceptical of the technology [73,74], there is a considerable amount of
de facto evidence that senior tiers of management and policymakers are strongly in favour
of adoption—this evidence lies in the fact that blockchain is being increasingly deployed in
the healthcare sector [75,76]. However, this evidence from the literature applies only to the
general field of healthcare, not to the specific use case of patient-centric data management
systems. Further, all participants in the current study were from GCC countries, and
cultural and political factors may have played a role in biasing the results. Further research
is needed here.

Some sub-themes in the study showed a divergence of views. The barrier of interop-
erability, for example, was seen by all participants to be a major ICT development issue,
but some participants saw it as insurmountable over the short and medium term, while
others saw it as less critical, as there is evidence of viable solutions already emerging. The
literature is inconclusive on this point. Interoperability is often difficult even in cases where
there are mature standards, due to differences in implementation and the problems of
updating as technologies and standards evolve; the present state of blockchain technology
does not make this any easier. However, while there is a broad consensus that blockchain
interoperability remains a key issue [77], there are mixed views on the degree to which it is a
problem. There are now several examples of large-scale, real-world blockchain projects that
depend critically on interoperability, such as LACChain, which is a pan-regional blockchain
programme across 12 countries in Latin America and the Caribbean, which are designed to
drive social and economic development, promote financial inclusion and sustainability, and
create new efficiencies through digitisation [78]. In this case, interoperability of multiple
blockchains has been provided through a solution from Quant Network—a solution that is
‘blockchain agnostic’ and can be applied to a wide range of industries, including healthcare.
However, there is also an argument that true interoperability between blockchains is im-
possible [79] and that the solutions mentioned must therefore relax the formal definition of
a blockchain in some way. It remains to be seen whether such a relaxation may be shown
to be of particular concern in a healthcare data context.

Standardisation, which is a related but separate issue to interoperability, was also
identified as a barrier by the participants, though several observed that various standards
bodies are beginning to develop international frameworks. Nonetheless, the lack of stan-
dardisation remains an issue that inhibits the development of blockchain-based systems in
healthcare, as well as other sectors. This is because effective healthcare, and particularly
patient-centric data management, can only be delivered through the integration and data
sharing of multiple different ecosystems and legacy systems, and this requires the devel-
opment and implementation of middleware and interfaces [45,80,81]. This development
process can only be effective if the blockchain platforms are developed to a common set
of standards [82]. One can observe that organisations such as the Institute of Electrical
and Electronics Engineers (IEEE) [83] and the European Commission [84] are working
to develop and promote standards as quickly as possible, but their uptake and overall
effectiveness are not yet clear.
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Another issue that was identified as a barrier, but with different degrees of resolvability
by the participants, was scalability. Although many participants saw scalability as a barrier
to be addressed if blockchain is to fulfil its developmental potential, some pointed out that
if a system is built around private blockchains, then it could be less of an issue [85]. Other
interviewees, however, remarked that the use of private blockchains is more complex and
expensive, and so may prove impractical in many contexts. Overall, the study confirmed
the findings of other research that has looked at the issue of scalability in more general
health (and other) contexts [86,87].

Because of the nature of the kind of development under discussion in this study
(patient-centric data management), security is a particular concern. Nearly all of the
participants felt that, despite the inherent security strengths of blockchain, this remained
a serious issue. This reflects the findings of other studies, which have highlighted that
blockchain infrastructures are vulnerable [88,89]. One participant mentioned the possibility
of 51% of attacks, which are recognised as a significant risk [90]. However, we note that
the nature of the risk is not necessarily clear. In practice, these attacks, along with Sybil
attacks, seem to be a risk to the integrity of the organisation of the blockchain; they might
allow arbitrary data to be added or removed, and thus completely disrupt the operation
of systems. This may not, e.g., allow the attacker to read any personal patient-related
information directly (since such information is usually stored off the blockchain), but may
allow it to be accessed indirectly if the blockchain controls access to the patient data. We
conclude that security, and in particular the perception of security and risk, is among the
main concerns/barriers that need to be addressed.

Today, the issue of environmental sustainability forms a key part of the CSR (Cor-
porate Social Responsibility) policies of nearly all organisations. It is therefore a critical
consideration for healthcare authorities. However, most blockchains are energy intensive
to run, which has implications for sustainability. In fact, it has been reported that in some
sectors, such as education, lack of sustainability is the prime reason for low adoption rates
of blockchain [42]. The results of this study indicate that it remains a key development
issue in healthcare, although some participants were of the view that solutions were emerg-
ing. It should be noted that this study was confined to the implications of blockchain for
environmental (as opposed to social and economic) sustainability—future studies on its
implications for social and economic sustainability development would be useful.

In any context, the issues of regulatory compliance and governance are important.
But they are particularly important in public service contexts such as healthcare. In gen-
eral terms, this may be considered a complex, but uncontentious, issue. However, the
relatively novel setting of blockchain applications presents significant challenges, as there
is currently no ‘settled law’ of blockchain [12]. In other words, regulatory frameworks
and national/international governance models are yet to be fully defined. This issue was
stressed by several participants in the current study.

Overall, the result of this study suggests that the barriers to implementing a blockchain-
based, patient-centric data management system fall into two categories: those that were
supported by all participants as being a major challenge to the adoption of the technology,
and those which, while still a significant challenge, are seen as possibly having viable,
short-term solutions. For example, issues such as skills recruitment and management com-
mitment were shown to be ongoing problems without an obvious or immediate resolution,
while it is believed that interoperability and scalability can currently be addressed, at least
to some extent. This has been demonstrated by use cases in a number of sectors, including
healthcare [86,87].

Our comparison of perceptions among different groups suggests that their concerns
tend to be complementary: one way of looking at this is that they worry about the things
that fall into their own area of responsibility and can do something about them, while they
leave other concerns to others. This is a rational approach, but without excellent lines of
communication may carry the risk that issues are addressed without full consultation, lead-
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ing to conflict, dissatisfaction, loss of trust, and potentially a fall in the level of acceptance
of the whole technology strategy.

6. Conclusions

Today, improving healthcare for citizens is a key development policy objective of coun-
tries around the world. One route to achieving this, which is attracting attention from an
increasing number of governments, is to change the data ownership model by transitioning
to a patient-centric system. Such an approach can not only improve patient outcomes and
satisfaction, but increase the efficiency of healthcare resources. However, the design and
delivery of such systems is a complex issue. While a possible solution is to deploy blockchain
technology, this is still in its relatively early stages of development. Its application can present
significant challenges to ICT development and introduction—challenges that differ from use
case to use case.

This study seeks to identify the key barriers to the acceptance of blockchain-based,
patient-centric data management systems, as an important first step in achieving widespread
adoption. Unlike the few existing studies on the topic, this research examines the perspec-
tives of professionals (healthcare and non-healthcare) in order to identify and prioritise
relevant challenges. Our approach addresses a research gap identified by existing re-
views [21]. The results are expected to be of interest to healthcare bodies looking to improve
the effectiveness and efficiency of their service delivery infrastructures.

This study identified 12 barriers, which were classified into 4 main themes (Adminis-
trative and Management, User Perspectives, Future Proofing, and Regulatory Issues). Of
these main themes, two (Administrative and Management and Future Proofing) were of
most concern to participants, though the sub-themes (barriers) within these main themes
varied in their significance and potential impact on blockchain adoption. Some of the
barriers were perceived by participants to have no short-term solution, while others,
though still significant, had short-term workarounds or resolutions. Overall, the two most
challenging barriers for the immediate term were found to be (a) skills recruitment and
(b) management commitment. Any of these barriers will need to be addressed in an envi-
ronment of full and open consultation across different stakeholder groups, to promote and
enhance a “harmonious collaboration” that will be crucial to maintaining acceptance across
the organisation.

These findings have some important theoretical and practical implications for GCC
healthcare systems. GCC countries are, for example, actively working to improve their
healthcare infrastructures, and the deployment of distributed ledger (blockchain) technol-
ogy could play a key role in achieving objectives such as improved outcomes and system
efficiency. However, the adoption of such technology by users is critical to success, so
understanding barriers to acceptance is key. The identification of these barriers will not
only help policymakers and healthcare providers transition to blockchain-based systems
effectively, but will also help to ensure that new systems and processes are fully aligned
with the needs and expectations of GCC populations.

We believe that our study will contribute significantly to the understanding of the
issue of acceptance barriers and help pave the way for more effective implementation
strategies for blockchain technology in the region’s healthcare sector.

It is important to bear in mind that the study reported here was carried out in the
GCC countries. These all have advanced healthcare systems, comparable with those found
in other developed countries, but the cultural context varies in some respects, and this
could affect the perceptions of participants. Other research has noted cultural differences
in this region in, for example, attitudes to information privacy, data, and security, and in
approaches to these issues among management and policy makers [91–93]. We believe that
many of the findings we report would be similar in other advanced healthcare contexts. A
fuller comparative study would be extremely valuable but, as yet, the literature does not
offer comparable findings for other contexts. Our study is necessarily limited, but we hope
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to inspire and inform further research that will allow investigation of potential regional or
cultural specificities in more detail.

Although the study sought to obtain generalisable conclusions through its method-
ology and sampling, it should be noted that the sample (interviewees) consisted of pro-
fessionals from GCC countries, and therefore may have been affected by cultural issues.
Further research with a broader sample would provide further insights. Our current study
focused on qualitative analysis to explore the barriers to acceptance of blockchain-based
patient-centric data management systems in healthcare, and we believe this is an essential
precursor to potential further study using a more quantitative methodology. Statistical data
needs to be acquired and interpreted in a context where, for example, questionnaires can
be designed with a clear view of how participants will understand them. Well-informed
quantitative research can then provide insights with potential value to explore comparative
analysis across different societies and cultures.
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Appendix A

Interview Questions: As is conventional for semi-structured interviews, this study’s
interviews were designed with open questions to provide the researcher with the oppor-
tunity to explore particular themes or responses further. Much consideration was given
to the question design, to ensure that they provided information that was relevant to the
study’s goals. The key guiding principles of interview design were as follows:

Consistency with Research Objectives: Every question was designed to help identify
and understand the barriers to the acceptance of blockchain-based patient-centric data
management systems.

Theoretical Relevance: All questions were designed to leverage the existing knowledge
base (from the current literature) to ensure they were consistent with a solid theoretical
framework built around general factors such as technology adoption and resistance to
change, as well as specific factors such as data management using blockchain systems.

Expert Assessment: Before being used in interviews, all prototype questions were
assessed by several experts with experience in blockchain technology, healthcare systems,
and the cultural/regulatory landscape of the GCC. This was important in ensuring that all
questions were clear, relevant, and likely to provide the richness of response required by
the study’s analysis.

Pilot Test: Before carrying out actual interviews for the study, several pilot interviews
were conducted to test clarity and quality of response. Following these pilot interviews, a
number of refinements were made, in order to remove potential ambiguity.

The researchers believe that the rigorous process described above resulted in a set of
questions that yielded valuable contributions to answering the study’s RQ.
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The questions used in the interviews were as follows:

1. What are the key benefits of blockchain technology for healthcare?
2. How can blockchain be used to improve the security of patient data?
3. How can blockchain be used to improve the interoperability of patient data?
4. How can blockchain be used to improve the efficiency of patient care?
5. How can blockchain be used to improve the transparency of patient care?
6. How can blockchain be used to improve the accountability of healthcare providers?
7. What are some specific examples of how blockchain is being used in healthcare today?
8. What are the challenges of deploying blockchain applications in healthcare?
9. How do you think blockchain will impact the future of healthcare?
10. What is patient-centric data management?
11. What are the benefits of patient-centric data management?
12. How can policy be used to promote patient-centric data management?
13. What are some specific examples of how policy has been used to promote patient-

centric data management?
14. Do you think patient-centric data management is a desirable policy objective? Please

give reasons for your answer.
15. What are the challenges of implementing patient-centric data infrastructures within a

healthcare department?
16. What are the benefits of implementing patient-centric data infrastructures within a

healthcare department?
17. How would you go about implementing patient-centric data infrastructures within a

healthcare department?

References
1. Chandra, A.; Staiger, D.O. Identifying Sources of Inefficiency in Healthcare. Q. J. Econ. 2020, 135, 785–843. [CrossRef]
2. Shrank, W.H.; Rogstad, T.L.; Parekh, N. Waste in the US Health Care System. JAMA 2019, 322, 1501. [CrossRef] [PubMed]
3. Peter, G. Peterson Foundation. Almost 25% of Healthcare Spending is Considered Wasteful. Here’s Why. Available online:

https://www.pgpf.org/blog/2023/04/almost-25-percent-of-healthcare-spending-is-considered-wasteful-heres-why (accessed
on 12 September 2023).

4. Gavurova, B.; Kocisova, K.; Sopko, J. Health System Efficiency in OECD Countries: Dynamic Network DEA Approach. Health
Econ. Rev. 2021, 11, 40. [CrossRef] [PubMed]

5. Ozcan, Y.A. Health Care Benchmarking and Performance Evaluation; Springer: Boston, MA, USA, 2008; Volume 120. [CrossRef]
6. Khan, D.; Jung, L.T.; Hashmani, M.A. Systematic Literature Review of Challenges in Blockchain Scalability. Appl. Sci. 2021, 11,

9372. [CrossRef]
7. Reis, Z.S.N.; Maia, T.A.; Marcolino, M.S.; Becerra-Posada, F.; Novillo-Ortiz, D.; Ribeiro, A.L.P. Is There Evidence of Cost Benefits

of Electronic Medical Records, Standards, or Interoperability in Hospital Information Systems? Overview of Systematic Reviews.
JMIR Med. Inform. 2017, 5, e26. [CrossRef] [PubMed]

8. Ma, Y.; Fang, Y. Current Status, Issues, and Challenges of Blockchain Applications in Education. Int. J. Emerg. Technol. Learn.
(iJET) 2020, 15, 20. [CrossRef]

9. Zhang, S.; Lee, J.-H. Analysis of the Main Consensus Protocols of Blockchain. ICT Express 2020, 6, 93–97. [CrossRef]
10. Adere, E.M. Blockchain in Healthcare and IoT: A Systematic Literature Review. Array 2022, 14, 100139. [CrossRef]
11. Singh, D.; Monga, S.; Tanwar, S.; Hong, W.-C.; Sharma, R.; He, Y.-L. Adoption of Blockchain Technology in Healthcare: Challenges,

Solutions, and Comparisons. Appl. Sci. 2023, 13, 2380. [CrossRef]
12. World Economic Forum. Is Blockchain the Solution for Failing Global Healthcare? Available online: https://www.weforum.org/

agenda/2022/09/blockchain-solution-for-failing-global-healthcare/ (accessed on 2 September 2023).
13. Guru, A.; Mohanta, B.K.; Mohapatra, H.; Al-Turjman, F.; Altrjman, C.; Yadav, A. A Survey on Consensus Protocols and Attacks

on Blockchain Technology. Appl. Sci. 2023, 13, 2604. [CrossRef]
14. Alanazi, R.; Bahari, G.; Alzahrani, Z.A.; Alhaidary, A.; Alharbi, K.; Albagawi, B.S.; Alanazi, N.H. Exploring the Factors behind

Nurses’ Decision to Leave Clinical Practice: Revealing Causes for Leaving and Approaches for Enhanced Retention. Healthcare
2023, 11, 3104. [CrossRef]

15. Alabdulatif, A.; Khalil, I.; Saidur Rahman, M. Security of Blockchain and AI-Empowered Smart Healthcare: Application-Based
Analysis. Appl. Sci. 2022, 12, 11039. [CrossRef]

16. Schuetz, S.; Venkatesh, V. Blockchain, Adoption, and Financial Inclusion in India: Research Opportunities. Int. J. Inf. Manag. 2020,
52, 101936. [CrossRef]

https://doi.org/10.1093/qje/qjz040
https://doi.org/10.1001/jama.2019.13978
https://www.ncbi.nlm.nih.gov/pubmed/31589283
https://www.pgpf.org/blog/2023/04/almost-25-percent-of-healthcare-spending-is-considered-wasteful-heres-why
https://doi.org/10.1186/s13561-021-00337-9
https://www.ncbi.nlm.nih.gov/pubmed/34642864
https://doi.org/10.1007/978-0-387-75448-2
https://doi.org/10.3390/app11209372
https://doi.org/10.2196/medinform.7400
https://www.ncbi.nlm.nih.gov/pubmed/28851681
https://doi.org/10.3991/ijet.v15i12.13797
https://doi.org/10.1016/j.icte.2019.08.001
https://doi.org/10.1016/j.array.2022.100139
https://doi.org/10.3390/app13042380
https://www.weforum.org/agenda/2022/09/blockchain-solution-for-failing-global-healthcare/
https://www.weforum.org/agenda/2022/09/blockchain-solution-for-failing-global-healthcare/
https://doi.org/10.3390/app13042604
https://doi.org/10.3390/healthcare11243104
https://doi.org/10.3390/app122111039
https://doi.org/10.1016/j.ijinfomgt.2019.04.009


Healthcare 2024, 12, 345 22 of 24

17. Umrao, D.; Rakshe, D.S.; Prakash, A.J.; Korde, S.K.; Singh, D.P. A Comparative Analysis of the Growing Role of Blockchain
Technology in the Healthcare Sector. In Proceedings of the 2022 2nd International Conference on Advance Computing and
Innovative Technologies in Engineering (ICACITE), Greater Noida, India, 28–29 April 2022; IEEE: Piscataway, NJ, USA, 2022;
pp. 1599–1603. [CrossRef]

18. Fernandez-Quilez, A. Deep Learning in Radiology: Ethics of Data and on the Value of Algorithm Transparency, Interpretability
and Explainability. AI Ethics 2023, 3, 257–265. [CrossRef]

19. Gupta, S.; Rhyner, J. Mindful Application of Digitalization for Sustainable Development: The Digitainability Assessment
Framework. Sustainability 2022, 14, 3114. [CrossRef]

20. Tandon, A.; Dhir, A.; Islam, A.K.M.N.; Mäntymäki, M. Blockchain in Healthcare: A Systematic Literature Review, Synthesizing
Framework and Future Research Agenda. Comput. Ind. 2020, 122, 103290. [CrossRef]

21. Li, Y.; Marier-Bienvenue, T.; Perron-Brault, A.; Wang, X.; Paré, G. Blockchain Technology in Business Organizations: A Scoping
Review. In Proceedings of the 51st Hawaii International Conference on System Sciences, Waikoloa Village, HI, USA, 2–6 January
2018. [CrossRef]

22. Khoja, T.; Rawaf, S.; Qidwai, W.; Rawaf, D.; Nanji, K.; Hamad, A. Health Care in Gulf Cooperation Council Countries: A Review
of Challenges and Opportunities. Cureus 2017, 9, e1586. [CrossRef]

23. Arabic Casa. Similarities and Differences between the 6 GCC Countries. Arabic Casa. Available online: https://arabiccasa.com/
similarities-and-differences-between-6-gcc-countries/ (accessed on 12 March 2023).

24. Yaqoob, I.; Salah, K.; Jayaraman, R.; Al-Hammadi, Y. Blockchain for Healthcare Data Management: Opportunities, Challenges,
and Future Recommendations. Neural Comput. Appl. 2022, 34, 11475–11490. [CrossRef]

25. Attaran, M. Blockchain Technology in Healthcare: Challenges and Opportunities. Int. J. Healthc. Manag. 2022, 15, 70–83.
[CrossRef]

26. Alsaed, Z.; Khweiled, R.; Hamad, M.; Daraghmi, E.; Cheikhrouhou, O.; Alhakami, W.; Hamam, H. Role of Blockchain Technology
in Combating COVID-19 Crisis. Appl. Sci. 2021, 11, 12063. [CrossRef]

27. Bahbouh, N.; Basahel, A.; Sendra, S.; Abi Sen, A.A. Tokens Shuffling Approach for Privacy, Security, and Reliability in IoHT
under a Pandemic. Appl. Sci. 2022, 13, 114. [CrossRef]

28. Rathore, A. Getting a Handle on Clinical Trial Costs. Available online: https://www.clinicalleader.com/doc/getting-a-handle-
on-clinical-trial-costs-0001 (accessed on 23 March 2023).

29. Wu, T.-C.; Ho, C.-T.B. Blockchain Revolutionizing in Emergency Medicine: A Scoping Review of Patient Journey through the ED.
Healthcare 2023, 11, 2497. [CrossRef] [PubMed]

30. Benchoufi, M.; Ravaud, P. Blockchain Technology for Improving Clinical Research Quality. Trials 2017, 18, 335. [CrossRef]
31. O’Hagan, A.; Garlington, A. Counterfeit Drugs and the Online Pharmaceutical Trade, a Threat to Public Safety. Foresic. Res.

Criminol. Int. J. 2018, 6, 906–912. [CrossRef]
32. Ofori-Parku, S.S. Fighting the Global Counterfeit Medicines Challenge: A Consumer-Facing Communication Strategy in the US Is

an Imperative. J. Glob. Health 2022, 12, 03018. [CrossRef]
33. World Health Organization. Substandard and Falsified Medical Products; World Health Organization: Geneva, Switzerland, 2018.
34. El-Dahiyat, F.; Fahelelbom, K.M.S.; Jairoun, A.A.; Al-Hemyari, S.S. Combatting Substandard and Falsified Medicines: Public

Awareness and Identification of Counterfeit Medications. Front. Public Health 2021, 9, 754279. [CrossRef] [PubMed]
35. Glass, B. Counterfeit Drugs and Medical Devices in Developing Countries. Res. Rep. Trop. Med. 2014, 11, 11–22. [CrossRef]

[PubMed]
36. Prause, G. Smart Contracts for Smart Supply Chains. IFAC-PapersOnLine 2019, 52, 2501–2506. [CrossRef]
37. Zhuang, Y.; Sheets, L.R.; Chen, Y.-W.; Shae, Z.-Y.; Tsai, J.J.P.; Shyu, C.-R. A Patient-Centric Health Information Exchange

Framework Using Blockchain Technology. IEEE J. Biomed Health Inform. 2020, 24, 2169–2176. [CrossRef]
38. Tareen, F.N.; Alvi, A.N.; Malik, A.A.; Javed, M.A.; Khan, M.B.; Saudagar, A.K.J.; Alkhathami, M.; Abul Hasanat, M.H. Efficient

Load Balancing for Blockchain-Based Healthcare System in Smart Cities. Appl. Sci. 2023, 13, 2411. [CrossRef]
39. Dalton, J.; Chambers, D.; Harden, M.; Street, A.; Parker, G.; Eastwood, A. Service User Engagement in Health Service Reconfigu-

ration: A Rapid Evidence Synthesis. J. Health Serv. Res. Policy 2016, 21, 195–205. [CrossRef] [PubMed]
40. Kamišalić, A.; Turkanović, M.; Mrdović, S.; Heričko, M. A Preliminary Review of Blockchain-Based Solutions in Higher Education.

In Learning Technology for Education Challenges; Springer: Cham, Switzerland, 2019; pp. 114–124. [CrossRef]
41. Khezr, S.; Moniruzzaman, M.; Yassine, A.; Benlamri, R. Blockchain Technology in Healthcare: A Comprehensive Review and

Directions for Future Research. Appl. Sci. 2019, 9, 1736. [CrossRef]
42. Park, J. Promises and Challenges of Blockchain in Education. Smart Learn. Environ. 2021, 8, 33. [CrossRef]
43. Jabarulla, M.Y.; Lee, H.-N. Blockchain-Based Distributed Patient-Centric Image Management System. Appl. Sci. 2020, 11, 196.

[CrossRef]
44. Caldarelli, G.; Ellul, J. Trusted Academic Transcripts on the Blockchain: A Systematic Literature Review. Appl. Sci. 2021, 11, 1842.

[CrossRef]
45. Xi, P.; Zhang, X.; Wang, L.; Liu, W.; Peng, S. A Review of Blockchain-Based Secure Sharing of Healthcare Data. Appl. Sci. 2022, 12,

7912. [CrossRef]
46. Poquiz, W.A. Blockchain Technology in Healthcare: An Analysis of Strengths, Weaknesses, Opportunities, and Threats. J. Healthc.

Manag. 2022, 67, 244–253. [CrossRef]

https://doi.org/10.1109/ICACITE53722.2022.9823798
https://doi.org/10.1007/s43681-022-00161-9
https://doi.org/10.3390/su14053114
https://doi.org/10.1016/j.compind.2020.103290
https://doi.org/10.24251/HICSS.2018.565
https://doi.org/10.7759/cureus.1586
https://arabiccasa.com/similarities-and-differences-between-6-gcc-countries/
https://arabiccasa.com/similarities-and-differences-between-6-gcc-countries/
https://doi.org/10.1007/s00521-020-05519-w
https://doi.org/10.1080/20479700.2020.1843887
https://doi.org/10.3390/app112412063
https://doi.org/10.3390/app13010114
https://www.clinicalleader.com/doc/getting-a-handle-on-clinical-trial-costs-0001
https://www.clinicalleader.com/doc/getting-a-handle-on-clinical-trial-costs-0001
https://doi.org/10.3390/healthcare11182497
https://www.ncbi.nlm.nih.gov/pubmed/37761695
https://doi.org/10.1186/s13063-017-2035-z
https://doi.org/10.15406/frcij.2018.06.00200
https://doi.org/10.7189/jogh.12.03018
https://doi.org/10.3389/fpubh.2021.754279
https://www.ncbi.nlm.nih.gov/pubmed/34765583
https://doi.org/10.2147/RRTM.S39354
https://www.ncbi.nlm.nih.gov/pubmed/32669888
https://doi.org/10.1016/j.ifacol.2019.11.582
https://doi.org/10.1109/JBHI.2020.2993072
https://doi.org/10.3390/app13042411
https://doi.org/10.1177/1355819615623305
https://www.ncbi.nlm.nih.gov/pubmed/26689536
https://doi.org/10.1007/978-3-030-20798-4_11
https://doi.org/10.3390/app9091736
https://doi.org/10.1186/s40561-021-00179-2
https://doi.org/10.3390/app11010196
https://doi.org/10.3390/app11041842
https://doi.org/10.3390/app12157912
https://doi.org/10.1097/JHM-D-22-00106


Healthcare 2024, 12, 345 23 of 24

47. Elangovan, D.; Long, C.S.; Bakrin, F.S.; Tan, C.S.; Goh, K.W.; Yeoh, S.F.; Loy, M.J.; Hussain, Z.; Lee, K.S.; Idris, A.C.; et al. The Use
of Blockchain Technology in the Health Care Sector: Systematic Review. JMIR Med. Inform. 2022, 10, e17278. [CrossRef]

48. Royle, J.; Jones, R. Patient Centric Healthcare—What’s Stopping Us? In Patient Centric Blood Sampling and Quantitative Bioanalysis;
Wiley: Hoboken, NJ, USA, 2023; pp. 1–15. [CrossRef]

49. El-Gazzar, R.; Stendal, K. Blockchain in Health Care: Hope or Hype? J. Med. Internet Res. 2020, 22, e17199. [CrossRef] [PubMed]
50. Arndt, T.; Guercio, A. Blockchain-Based Transcripts for Mobile Higher-Education. Int. J. Inf. Educ. Technol. 2020, 10, 84–89.

[CrossRef]
51. Hidrogo, I.; Zambrano, D.; Hernandez-de-Menendez, M.; Morales-Menendez, R. Mostla for Engineering Education: Part 1 Initial

Results. Int. J. Interact. Des. Manuf. (IJIDeM) 2020, 14, 1429–1441. [CrossRef]
52. Risius, M.; Spohrer, K. A Blockchain Research Framework. Bus. Inf. Syst. Eng. 2017, 59, 385–409. [CrossRef]
53. Lutfiani, N.; Aini, Q.; Rahardja, U.; Wijayanti, L.; Nabila, E.A.; Ali, M.I. Transformation of Blockchain and Opportunities for

Education 4.0. Int. J. Educ. Learn. 2021, 3, 222–231. [CrossRef]
54. Lavorgna, L.; Russo, A.; De Stefano, M.; Lanzillo, R.; Esposito, S.; Moshtari, F.; Rullani, F.; Piscopo, K.; Buonanno, D.; Brescia

Morra, V.; et al. Health-Related Coping and Social Interaction in People with Multiple Sclerosis Supported by a Social Network:
Pilot Study with a New Methodological Approach. Interact. J. Med. Res. 2017, 6, e10. [CrossRef]

55. Mann, C.; Stewart, F. Internet Communication and Qualitative Research: A Handbook for Researching Online; Sage Publications Ltd.:
London, UK, 2000.

56. Ritchie, J.; Lewis, J. Qualitative Research Practice: A Guide for Social Science Students and Researchers; Sage: London, UK, 2003.
[CrossRef]

57. Strauss, A.L.; Corbin, J.M. Basics of Qualitative Research, Techniques and Procedures for Grounded Theory; Sage Publications Ltd.:
Thousand Oaks, CA, USA, 1998.

58. Patton, M.Q. Qualitative Research and Evaluation Methods.; Sage: London, UK, 2002.
59. Hyde, K.F. Recognising Deductive Processes in Qualitative Research. Qual. Mark. Res. Int. J. 2000, 3, 82–90. [CrossRef]
60. King, N.; Horrocks, C. Interviews in Qualitative Research; Sage: Los Angeles, CA, USA, 2010.
61. Silverman, D. Doing Qualitative Research; Sage Publications Ltd.: London, UK, 2006.
62. Jamshed, S. Qualitative Research Method-Interviewing and Observation. J. Basic Clin. Pharm. 2014, 5, 87. [CrossRef]
63. Creswell, J.W.; Clark, V.L.P. Designing and Conducting Mixed Methods Research; Sage: London, UK, 2011.
64. Johnson, R.B.; Onwuegbuzie, A.J. Mixed Methods Research: A Research Paradigm Whose Time Has Come. Educ. Res. 2004, 33,

14–26. [CrossRef]
65. Gorard, S. Quantitative Methods in Educational Research: The Role of Numbers Made; Continuum: London, UK, 2001.
66. Braun, V.; Clarke, V. Using Thematic Analysis in Psychology. Qual. Res. Psychol. 2006, 3, 77–101. [CrossRef]
67. Levis, D.; Fontana, F.; Ughetto, E. A Look into the Future of Blockchain Technology. PLoS ONE 2021, 16, e0258995. [CrossRef]
68. Fatima, N.; Agarwal, P.; Sohail, S.S. Security and Privacy Issues of Blockchain Technology in Health Care—A Review. In ICT

Analysis and Applications; Springer Nature: Singapore, 2022; pp. 193–201. [CrossRef]
69. Esmaeilzadeh, P.; Mirzaei, T. The Potential of Blockchain Technology for Health Information Exchange: Experimental Study from

Patients’ Perspectives. J. Med. Internet Res. 2019, 21, e14184. [CrossRef] [PubMed]
70. Farooque, M.; Jain, V.; Zhang, A.; Li, Z. Fuzzy DEMATEL Analysis of Barriers to Blockchain-Based Life Cycle Assessment in

China. Comput. Ind. Eng. 2020, 147, 106684. [CrossRef]
71. Raimundo, R.; Rosário, A. Blockchain System in the Higher Education. Eur. J. Investig. Health Psychol. Educ. 2021, 11, 276–293.

[CrossRef]
72. da Cunha, P.R.; Soja, P.; Themistocleous, M. Blockchain for Development: A Guiding Framework. Inf. Technol. Dev. 2021, 27,

417–438. [CrossRef]
73. Esmaeilzadeh, P. Benefits and Concerns Associated with Blockchain-Based Health Information Exchange (HIE): A Qualitative

Study from Physicians’ Perspectives. BMC Med. Inform. Decis. Mak. 2022, 22, 80. [CrossRef]
74. Hau, Y.S.; Lee, J.M.; Park, J.; Chang, M.C. Attitudes Toward Blockchain Technology in Managing Medical Information: Survey

Study. J. Med. Internet Res. 2019, 21, e15870. [CrossRef] [PubMed]
75. Haleem, A.; Javaid, M.; Singh, R.P.; Suman, R.; Rab, S. Blockchain Technology Applications in Healthcare: An Overview. Int. J.

Intell. Netw. 2021, 2, 130–139. [CrossRef]
76. Wang, Q.; Qin, S. A Hyperledger Fabric-Based System Framework for Healthcare Data Management. Appl. Sci. 2021, 11, 11693.

[CrossRef]
77. Reegu, F.A.; Abas, H.; Hakami, Z.; Tiwari, S.; Akmam, R.; Muda, I.; Almashqbeh, H.A.; Jain, R. Systematic Assessment of the

Interoperability Requirements and Challenges of Secure Blockchain-Based Electronic Health Records. Secur. Commun. Netw. 2022,
2022, 1–12. [CrossRef]

78. Allende, M. LACChain Framework for Permissioned Public Blockchain Networks: From Blockchain Technology to Blockchain Networks;
Pardo, A., Da Silva, M., Eds.; Inter-American Development Bank: Washington, DC, USA, 2021. [CrossRef]

79. Lafourcade, P.; Lombard-Platet, M. About Blockchain Interoperability. Inf. Process. Lett. 2020, 161, 105976. [CrossRef]
80. Astill, J.; Dara, R.A.; Campbell, M.; Farber, J.M.; Fraser, E.D.G.; Sharif, S.; Yada, R.Y. Transparency in Food Supply Chains: A

Review of Enabling Technology Solutions. Trends Food Sci. Technol. 2019, 91, 240–247. [CrossRef]

https://doi.org/10.2196/17278
https://doi.org/10.1002/9781119615583.ch1
https://doi.org/10.2196/17199
https://www.ncbi.nlm.nih.gov/pubmed/32673219
https://doi.org/10.18178/ijiet.2020.10.2.1344
https://doi.org/10.1007/s12008-020-00730-4
https://doi.org/10.1007/s12599-017-0506-0
https://doi.org/10.31763/ijele.v3i3.283
https://doi.org/10.2196/ijmr.7402
https://doi.org/10.4135/9781452230108
https://doi.org/10.1108/13522750010322089
https://doi.org/10.4103/0976-0105.141942
https://doi.org/10.3102/0013189X033007014
https://doi.org/10.1191/1478088706qp063oa
https://doi.org/10.1371/journal.pone.0258995
https://doi.org/10.1007/978-981-16-5655-2_18
https://doi.org/10.2196/14184
https://www.ncbi.nlm.nih.gov/pubmed/31223119
https://doi.org/10.1016/j.cie.2020.106684
https://doi.org/10.3390/ejihpe11010021
https://doi.org/10.1080/02681102.2021.1935453
https://doi.org/10.1186/s12911-022-01815-8
https://doi.org/10.2196/15870
https://www.ncbi.nlm.nih.gov/pubmed/31815676
https://doi.org/10.1016/j.ijin.2021.09.005
https://doi.org/10.3390/app112411693
https://doi.org/10.1155/2022/1953723
https://doi.org/10.18235/0003747
https://doi.org/10.1016/j.ipl.2020.105976
https://doi.org/10.1016/j.tifs.2019.07.024


Healthcare 2024, 12, 345 24 of 24

81. Abutaleb, R.A.; Alqahtany, S.S.; Syed, T.A. Integrity and Privacy-Aware, Patient-Centric Health Record Access Control Framework
Using a Blockchain. Appl. Sci. 2023, 13, 1028. [CrossRef]

82. Chen, G.; Xu, B.; Lu, M.; Chen, N.-S. Exploring Blockchain Technology and Its Potential Applications for Education. Smart Learn.
Environ. 2018, 5, 1. [CrossRef]

83. IEEE BLOCKCHAIN. Standards. Available online: https://innovate.ieee.org/subscriptions-for-ieee-standards-and-related-
content/ (accessed on 6 December 2023).

84. European Commission. Urbanisation Worldwide. Available online: https://knowledge4policy.ec.europa.eu/foresight/topic/
continuing-urbanisation/urbanisation-worldwide_en (accessed on 23 September 2023).

85. Hillman, V.; Ganesh, V. Kratos: A Secure, Authenticated and Publicly Verifiable System for Educational Data Using the Blockchain.
In Proceedings of the 2019 IEEE International Conference on Big Data (Big Data), Los Angeles, CA, USA, 9–12 December 2019;
IEEE: Piscataway, NJ, USA, 2019; pp. 5754–5762. [CrossRef]

86. Siyal, A.A.; Junejo, A.Z.; Zawish, M.; Ahmed, K.; Khalil, A.; Soursou, G. Applications of Blockchain Technology in Medicine and
Healthcare: Challenges and Future Perspectives. Cryptography 2019, 3, 3. [CrossRef]

87. McGhin, T.; Choo, K.-K.R.; Liu, C.Z.; He, D. Blockchain in Healthcare Applications: Research Challenges and Opportunities.
J. Netw. Comput. Appl. 2019, 135, 62–75. [CrossRef]

88. Guo, H.; Yu, X. A Survey on Blockchain Technology and Its Security. Blockchain: Res. Appl. 2022, 3, 100067. [CrossRef]
89. Cernian, A.; Tiganoaia, B.; Sacala, I.; Pavel, A.; Iftemi, A. PatientDataChain: A Blockchain-Based Approach to Integrate Personal

Health Records. Sensors 2020, 20, 6538. [CrossRef] [PubMed]
90. Juricic, V.; Radosevic, M.; Fuzul, E. Creating Student’s Profile Using Blockchain Technology. In Proceedings of the 2019 42nd

International Convention on Information and Communication Technology, Electronics and Microelectronics (MIPRO), Opatija,
Croatia, 20–24 May 2019; IEEE: Piscataway, NJ, USA, 2019; pp. 521–525. [CrossRef]

91. Benamati, J.H.; Ozdemir, Z.D.; Smith, H.J. Information Privacy, Cultural Values, and Regulatory Preferences. J. Glob. Inf. Manag.
2021, 29, 131–164. [CrossRef]

92. Nemati, H.; Wall, J.D.; Chow, A. Privacy Coping and Information-Sharing Behaviors in Social Media: A Comparison of Chinese
and U.S. Users. J. Glob. Inf. Technol. Manag. 2014, 17, 228–249. [CrossRef]

93. Milberg, S.J.; Smith, H.J.; Burke, S.J. Information Privacy: Corporate Management and National Regulation. Organ. Sci. 2000, 11,
35–57. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

https://doi.org/10.3390/app13021028
https://doi.org/10.1186/s40561-017-0050-x
https://innovate.ieee.org/subscriptions-for-ieee-standards-and-related-content/
https://innovate.ieee.org/subscriptions-for-ieee-standards-and-related-content/
https://knowledge4policy.ec.europa.eu/foresight/topic/continuing-urbanisation/urbanisation-worldwide_en
https://knowledge4policy.ec.europa.eu/foresight/topic/continuing-urbanisation/urbanisation-worldwide_en
https://doi.org/10.1109/BigData47090.2019.9006190
https://doi.org/10.3390/cryptography3010003
https://doi.org/10.1016/j.jnca.2019.02.027
https://doi.org/10.1016/j.bcra.2022.100067
https://doi.org/10.3390/s20226538
https://www.ncbi.nlm.nih.gov/pubmed/33207620
https://doi.org/10.23919/MIPRO.2019.8756687
https://doi.org/10.4018/JGIM.2021050106
https://doi.org/10.1080/1097198X.2014.978622
https://doi.org/10.1287/orsc.11.1.35.12567

	Introduction 
	Theoretical Background 
	Research Method 
	Sampling 
	Data Collection 
	Data Analysis 

	Results 
	Administrative and Management 
	Knowledge and Skills Recruitment 
	Funding and Financial Support 
	Management Commitment 
	Security 

	User Perspectives 
	Ease of Use 
	Privacy and Data Use 

	Future Proofing 
	Scalability 
	Interoperability 
	Standardisation 
	Sustainability 

	Regulatory Issues 
	Compliance 
	Governance and Liability 

	Comparison of IT and Clinical Perspectives 
	IT Specialist Perspective 
	Clinical Practice Manager Perspective 
	Reflection 


	Discussion 
	Conclusions 
	Appendix A
	References

