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Abstract: Tao et al. proposed the definition of the linear summation of fractional-order matrices
based on the theory of Yeh and Pei. This definition was further extended and applied to image
encryption. In this paper, we propose a reformulation of the definitions of Yeh et al. and Tao et al. and
analyze them theoretically. The results show that many weighted terms are invalid. Therefore, we use
the proposed reformulation to prove that the effective weighted terms depend on the period of the
matrix. This also shows that the image encryption methods based on the weighted fractional-order
transform will lead to the security risk of key invalidation. Finally, our hypothesis is verified by the
unified theoretical framework of multiple-parameter discrete fractional-order transforms.
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1. Introduction

Fractional Fourier transform (FRFT) is widely used in quantum mechanics, optics,
pattern recognition, time-frequency representation, signal processing, information security
and other fields [1-12]. Therefore, discrete fractional Fourier transforms, mainly including
weighted-type FRFTs [13,14], eigendecomposition-type FRFTs [15,16] and sampling-type
FRFTs [17-19], have been proposed. In 2003, Yeh and Pei proposed a new computation
method of the discrete FRFT [20]. This method is similar to Shih’s weighted FRFT [13],
with the difference being that the fractional power of the discrete Fourier transform (DFT)
is used in the definition of Yeh and Pei. Then, Tao et al. presented the linear summation
of fractional-order matrices based on the method proposed by Yeh and Pei. Therefore,
the fractional power for any diagonalizable periodic matrix is defined, which provides a
new idea for information processing [21]. Recently, Kang et al. extended the definition
of Tao et al., proposed a computation method for the multiple-parameter discrete FRFT,
and further extended the method to multiple parameter discrete fractional cosine, sine,
Hartley, and Hadamard transforms. These definitions can be applied to signal processing
and image encryption [22]. In this paper, our analysis results show that there are only four
effective weighted terms in the definition of Yeh and Pei, which will lead to the security risk
of key invalidation when applied to image encryption. Furthermore, our results also show
that the effective weighting term in the definition of Tao et al. is related to the period of the
matrix. Such extension methods based on that definition are applied to image encryption,
which will lead to the security risk of key invalidation.

The remainder of this paper is organized as follows. Preliminary knowledge is
described in Section 2. Section 3 analyzes the definition of Yeh et al. Section 4 analyzes the
definition of Tao et al. Effective weighted terms and security are discussed in Section 5.
Finally, conclusions are presented in Section 6.

2. Preliminaries

Tao et al. proposed the idea of the linear summation of fractional-order matrices [21].
If a matrix L satisfies L” = I, then L is a periodic matrix with period P. Assume matrix L is
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a matrix satisfying L” = I and its eigendecomposition form is L = VDV, Letb = P/M
and LY = LP/M — yDP/MyH Then, L* can be computed as

M-1

L= Y Cuaspl™. 1)
n=0

In fact, the computation method of the discrete fractional Fourier transform (DFRFT)
of Yeh and Pei [20] can be regarded as a special case of the definition of Tao et al. Consider
DFRFT matrices I, F?, F2, ..., FIM=1b \where b = 4/ M. Denote the sum of these DFRFT

matrices as
M-1

F* = Z Cn,oanbr (2)
n=0

with coefficients
1 1 — e2mi(n—a)
M 1 — (2mi/M)(n—a)’

wheren =0,1,2,--- ,M — 1. Tao et al. discussed the correlation between the signal length
and the period of the matrix to present C;; » and C,, ,, /. Because the fractional-order « is a
real number, there is no essential difference between the two. Moreover, Shih’s research
also shows that the signal length is independent of the period of the matrix [13].

However, our analysis shows that the effective weighting term of such a definition
depends on the period of the matrix. Next, we will reanalyze the definitions of Yeh et al.
and Tao et al.

C?’l,IX = (3)

3. Theoretical Analysis of the Definition of Yeh et al.

Equation (3) is the sum of geometric progression, and its common ratio is e2("=%)/M,

Then, Equation (3) can also be expressed as

Cow = % y e2mi(n—a)k/M
_ 1Mz‘ o(—27iak/ M) (2rtink/ M) @)

— IDFT [e(—Zrciuck/M)}
k=0,1,2,-+ ,M—1

wheren =0,1,--- , M — 1; and Equation (4) can be further expressed as

Cou w90 w01 w0*(M=1) o(—2min0/ M)
Cra 1 w!x0 wix1 . wlx(M-1) o(—2mial/M)
M : )
: M : : ; :
CM-1,a wM=1)x0  ,(M=1)x1 ,(M=1)x(M-1) o(—27iae(M=1)/ M)

where w = exp(27ti/ M). Then, the definition (Equation (2)) of Yeh and Pei can be expressed as

M-1
=Y Cn,ocF4n/M
n=0

CO,zx
_ (FO, FA/M ,F4(M71)/M) C%,zx
CM'—l,a (6)
w0%0 w01 0% (M—1) o(—27ia0/ M)
_ % (Po’ F4/M,‘ - ,F4(M_1)/M) w1'><0 w1'><1 wlx(:M—l) e(—Zm:le/M)
H(MDX0 (M) o (M) (M-1) o(—27ia(M—1)/ M)
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Here, we let
Wo = w0*OF0 + W XOF# M-1)x0pl
Wy = wOX1F0 4 I ¥1Fd 4 ... _|_w(M—1)><1F4(1\§/1771)
W,y = w020 4 plX2F i ... 4 wM-1)x2 U @)
Wy g = w0 M-DF0 4 gy x(M=1)Ffs ... 4 wM=1)x (M~-1) p &Y
Definition 1. A new reformulation of the definition of Yeh and Pei as
e(—2min0/ M)
o(—2mial/ M)
F“ :%(WO,Wl,,WM_]) .
o 8
e(—2min(M—1)/M)
M-1 .
— % kgo Wke(—Zmzxk/M)_

Inref. [20], I, F?, F?%, ... F (M=1)b are the DFRFT; and the DFRFT has diversity. For
Equation (7), we use the eigendecomposition type and the weighted type FRFT for verification.

3.1. Eigendecomposition Type FRFT

Proposition 1. Eigendecomposition type FRFT is used as the basis function, there are only four
effective weighting terms for the definition of Yeh and Pei.

Proof. At present, the discrete definition [16] closest to the continuous FRFT is
N-1 .
F*(m,n) = Z vk(m)eﬂ?k”‘vk(n), 9)
k=0

where vy (n) is an arbitrary orthonormal eigenvector set of the N x N DFT. Equation (9)
can be written as
F* =VvD"VH, (10)

where V = (vg,v1,- -+ ,UN_1), Uk is the kth-order DFT Hermite eigenvector, and D* is a
diagonal matrix defined as

D* = diag (1,e_i%“, oo e T (N=2)a e_i%(N_l)"‘),for N odd, (11)

and
D% = diag(l, e ize L. ,e‘ig(N_z)“,e_i%(N)"‘),for N even. (12)

We only prove that N is odd (when N is even, the proof process is the same). In [23,24],
the eigenvalues of the DFT can be expressed as A, = enmi/2, Then, the possible values of
the eigenvalue are A, = {1, —1,i, —i}. Therefore,

D* =diag((1)*, (=1)%, (=1)% ()%, (V)% (=), (=1)%, ()", -+ S(Lor=1)%).  (13)

Thus, Equation (7) can be written as

Wi = 0% x I+ wV* x F# - 4 pM-Dxk o p=5— (14)
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where w = exp(27i/M) and k = 0,1,--- ,M — 1. When the eigendecomposition type
FRFT is used, Equation (15) is obtained as

4 4(M-1)
We = w0k X FO p Xk P M 4o wM=1)xk o p TR
4M-1
— WOXkyDOVH o xkyp M vH o . o(M—1)xkyp S vH
4(M-1)
0o (=)0 .. 0 0 (4)% 0 0 (- M 0 (15)
=w0xky| . X . vH polxky | . X . VH 4o pM=D)xky [ . . . vH.
) 0 ' 10 4 -
0 0 o (or—1) o 0 o Qe ) . (1077”%
Therefore, we obtain Equation (16) as
SM (k) 0 0
0 SED(k) - 0 "
W=V ) ) ) ) v, (16)
0 0 s Sor=T) gy

_From Equation (16), the diagonal matrix only contains SM(k), SO (k), SV (k), and
S(=) (k). The multiplicities of the DFT eigenvalues are shown in Table 1. Therefore,

Aw = {1,i,—1,—i)
eAnmi/2 L(4nt+1)mi/2 ,(4n+2)mi/2 ,(4n+3)mi/2
7 7 7
_ [ nmigOmi/2 2nmigni/2 panmig2mi/2 eZnnieZ%ni/Z} (17)

QOTi/2 omi/2 2mif2 637'([/2}‘

Table 1. Multiplicities of the DFT eigenvalues.

N 1 -1 —i i

4n n+1 n n n—1
dn+1 n+1 n n n
dn+2 n+1 n+1 n n
dn+3 n+1 n+1 n+1 n

When the eigenvalue is 1, S(!) (k) can be expressed as

S(l)(k) — 0%k10 + wlxk14/M N wM—1)xk14(M-1)/M
— 1 4 e2ilk/M | 2mi2k/M ... 4 2mi(M—1)k/M

18
17(€2mk/M)M 18
= —gmM
Therefore, we obtain

5 (k) { 0, otherwise ’ k=01, M1 (19)

When the eigenvalue is i, $() (k) can be expressed as

s() k) = wak(i)O + wlxk(i)4/M +o gt w(Mfl)xk(i)‘l(M—l)/M

_ 1 4 2T /M | 2ri2(kH1)/M | p-2mi(M—1)(k1)/M 20)

17(62ni(k+1)/M)M

1_2mi(kr1) /M

Therefore,

gy =y M ifk=M=1 o0 y_
§Y(k) {O, otherwise k=01, M—1 21)
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When the eigenvalue is —1, (=1 (k) can be expressed as
S(—l)(k) _ wak(il)O + wlxk(71>4/M NI w(M—l)xk(il)‘l(M*l)/M
=1 4 2mil(k+2)/M | 2mi2(k+2)/M ... 4 p27i(M~1)(k+2)/M 22)
1_(62m‘(k+2)/M)M
= Tkt /M
Then, we can obtain
(Dgy=d M ifk=M=-2 1 M-
5 (k) { 0, otherwise k=01, M1 (23)
When the eigenvalue is —i, S(~7) (k) can be expressed as
s(=i) k) = wak(_i)O + wlxk(_i)4/M 4ot w(M—l)Xk(_l’)4(M—1)/M
— 14 2il(k+3)/M | 2mi2(k43)/M 4. 4 G2mi(M=1)(k+3)/M (24)
17(627ri(k+3)/M)M
= 1—e27i(k+3)/M
Therefore,
(Dgy=§ M ifk=M=3 o1 . MmM_
577k { 0, otherwise k=01, M1 (25)
From Equations (19), (21), (23) and (25), Equation (16) can be written as
[ Wy, fork=0M-3,M-2,M-1
W"_{o, fork=12,---,M—4. (26)
Thus, Equation (8) is expressed as
e(—2min0/ M)
o(—2mial/ M)
Fﬂ( %(WO/Wll.../WM—l) :
o(—27ia(M—1)/M)
e(—2mian0/M) (27)
p(—2mial/ M)
% (WO/ 0/ Tty O/ WM_3, WM—Z/ WM—l)

o(—27ia(M—1)/M)

%(Woe(—Zm'aO/M) T Wiy_ge(~2mia(M=3)/M) 4 W, o(~27ie(M~2)/ M) JrWM_le(—2711'1)((1\/1—1)/1\/1))_

3.2. Weighted Type FRFT

Remark 1. From Equation (27), it is not difficult to find that when I, Fb, F2b, . F(M=1)b ape
eigendecomposition-type FRFTs, there are only four effective weighting terms defined by
Yeh and Pei.

Proposition 2. Weighted type FRFT is used as the basis function, there are only four effective
weighting terms for the definition of Yeh and Pei.

Proof. In ref. [20], I, F?, F?0, ..., F(M-1)b (b = 4/M) are the DFRFTs, which can be
explained as shown in Figure 1. Therefore, the definition of Yeh and Pei is more accurate
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as the generalized form of Shih’s FRFT [13]. For Equation (7), we introduce the weighted
fractional Fourier transform (WFRFT).

>

A Jad

F4(.u—2)/w

Figure 1. Time-frequency denotation.

Shih proposed the WFRFT [13]. Shih’s WFRFT with a period of 4 is also called the
4-weighted type fractional Fourier transform (4-WFRFT), which is defined as

EF(E)] = léA?‘fz(t), 28)
with a1 :COS<(,X_41)7T> COS(z({x;l)n) eXp(S(zx;l)in)/ 29)

where f;(t) = F'[f(t)] and | = 0,1,2,3 (F denotes the Fourier transform). Equation (29) can
also be expressed as

Fz‘f[f(t)} :(AgI‘FA%F—FA"Z‘FZ_'_AgFS)f(t)
Ap
= (LEFF) | 0.
A3

(30)

According to the definition of the weighting coefficient A} [13], Equation (30) can be
expressed as

1 1 1 1 Bg
1 1 —i -1 i BY
o _ 2 13 1
B =3 (CEER) ) T | e o (31)
1 i -1 —i B5
where B = exp(%) and k =0,1,2,3. Here, we let
Py=I+F+F2+P3
Py=1-F*i—F2+Fxi
P,=I-F+F—P° (52)
Py=1I+Fxi—F%—F3x«i.
Therefore, Shih’'s WERFT can be represented as
By
" 1 Bf
F4 [f(t)] = Z(POIP11P2/P3) BY f(t> (33)

From Equations (7) and (33), we can obtain
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4 4(M-1)
Wi :w0><k><F[i)_i_wl><k><1:‘4M_,’_____|_w(Mfl)><kXF4 M
4 4(M-1)
0 BOM BO M
By v (M-1)
1 0xk B? 1xk BlM (M—-1)xk Bl Y
= Z(Po,Pl,Pz,Pg,) w X RO +w X +---Fw X A(M—-1)
2 B B M
By ) ETYY
By B, M (34)
4 (M 1)
WOk % BY + w!> xBé"’—k'--—i—w(M*l) x B,
0 o (M—1)xk 4%71)
w? ><B +wl*k x BM 4 ... 4 M- X B
= 1(Py, Py, P, P3) L e
WOk % BY + w!™ szM+---+w(M*1)Xk><B2M
s 4(M-1)
w0k x BY +w K x BM + ... 4 M-1)xk g M

wherek =0,1,--- ,M —1and w = exp(27i/ M). Therefore, Equation (35) is obtained as

1 +exp(2mlk) +exp(2’}\j{2k> +- +exp(w

we — vy | TP D)) T ey (D)) |y o (2T (k)
¢ o ol T2 1+exp w +eXp % ++exp W
14 exp( ZEE)Y) | oy (21203)) L oy (2HIM-1)(k43) (35)
Jo(k)
k
= 1(Po, P, P2, P3) ﬁgk;
J3(k)
According to Equations (18), (20), (22) and (24), for k = 0,1,--- ,M — 1, we can
easily determine
[ M, ifk=0
Jo(k) = { 0, otherwise (36)
M, ifk=M-1
Ji(k) = { 0,  otherwise (37)
M, ifk=M-2
J2(k) = { 0,  otherwise (38)
and ’
M, ifk=M-3
Ja(k) = { 0,  otherwise (39)

Thus, Equation (35) is simplified as

M —OM-_3M_2M-_
wk_{04Pk, fork=0,M=3,M~-2,M~-1 )

fork=12,--- ,M—4.

Therefore, Equation (8) can be expressed as



Mathematics 2021, 9, 2073 8 of 20

F(X

M-1

—27in0/ M)
—2mial/ M)

el

1 6(

M(WOIWL"' ,WM_l) .
o(—2ia(M—1)/M)

o(—27i00/ M)

(41)
—2mial/ M)

(
e
1(Py,0,-+,0,Pp—3, Ppi—2, Ppr—1) :

o(—27ia(M—1)/M)

}I(Poe(—2nioc0/M) 4 Pyy_ge(—2mia(M=3)/M) 4 p, . o(~2mia(M~2)/M) 4 PMile(—Zm‘a(M—l)/M))_
From Equation (41), the result shows once again that there are only four effective
weighted terms for the definition of Yeh and Pei.
O

Remark 2. From Equation (41), the result shows once again that there are only four effective
weighted terms for the definition of Yeh and Pei.

4. Theoretical Analysis of the Definition of Tao et al.

Tao et al. proposed the definition of the fractional power of the periodic matrix, which

can be expressed as
M-1
L*= Y Cuaspl™, (42)
n=0

where b = P/M (P is the period of the matrix). Then,

Cn,zx/b — IDET |:e(—27Ti(0l/h)k/M):|k:012 ...... Y (43)

Therefore, Equation (42) can be expressed as

L* =Y Cn,lx/thP/M
n=0

Coa/b
C
- (LO, LP/M ... ’LP(Mfl)/M> 1,.a¢/b
CM—1,a/b (44)
wO%0 w01 . wOx(M-1) e(—2mi(a/)0/ M)
wl*0 wix1 . wix(M-1) e(—2mi(a/D)1/M)
10,LP/M ... ,LP(M*U/M)
w(M;l)xO w(M;l)xl w(M—l)‘x(M—l) e(—Zm’(rx/b;(M—l)/M)
Here, we let
Go = wOXOLO 4 @ XOLET 4 ... 4 qp(M-Dx0p F5rt
Gy = w10 4+ X1 ... _’_w(M—l)leP(l\I/\IA—l)
— wWO2L0 4 2L HT g (M1 x2p (45)

Gy

Gug = W™ M- 0 | (1x(M-1) [ § T M=) x(M-1)p PR
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Definition 2. A new reformulation of the definition of Tao et al.

o(—27i(a/b)0/ M)
e(—2mi(a/b)1/ M)
L* = 4(Go, Gy, ,Gm-1) )

: (46)

o —27i(a/b)(M~1)/ M)

\
N

M-1
_ 1 Z er—Zni(a/b)k/M.
k=0

We know that Tao et al. define the fractional power of the periodic matrix. Next, we
will analyze the DFT and the discrete Hartley transform as examples.

4.1. DFT as Periodic Matrix

Proposition 3. DFT is used as the periodic matrix, there are only four effective weighting terms
for the definition of Tao et al.

Proof. The calculation of the fractional power of the matrix is applied to the eigenvalues,
so eigenvalue decomposition of the matrix is required. Therefore, the eigendecomposition
of the matrix can be expressed as

F=VDVH, (47)

where F is the matrix of the DFT, V is the eigenvector, and D is the eigenvalue.

In refs. [23,24], the eigenvalues of the DFT can be expressed as A;, = ¢"™/2 Then, the
possible values of the eigenvalue are A, = {1, —1,i,—i} and r = 1,2, - -, n. In this way,
the eigenvalue matrix D can be expressed as

M 0O - 0
0 Ay --- 0
D=1| . . . . (48)
0 0 - Ay,
Then, the fractional power operation of matrix F can be expressed as
FH/M — ypit/MyH, (49)
For L = F, Equation (45) can be expressed as
4(M-1
Gy =w0Xkl+w1XkxF%—i----—i-w(M*l)kaFT) (50)
—_ wOXkVDOvH + lekVD4/MvH RS w(M—l)XkVD4(M—1)/MvH_
Therefore, we can obtain
= V(0% 5 DO gl Xk 5 DA/M . (M=1)xk s pHM=1)/M)yH
wak)\(l)erlxk/\%/M+___+w(M—l)><k/\‘11(M*1)/M 0 0
., 0 wak/\ngw]xk/\g/M+,,,+W(M—1)><k)‘g(M*])/M 0 " (51)
[’) 0 wOXk/\(y)l+w1><k/\:11/M+--’-+w(M71)Xk/\;1,(M71)/M
Here, let
Q1(k) = wak/\(l) + wlxk/\ﬁll/M bt w(M—l)xkA‘ll(M—l)/M
_ 4(M-1
Qa(k) = wak/\g + wlxk/\%/M b p M 1)xkA2(M )/ M 52
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Then, Equation (51) can be expressed as

Qik) 0 -+ 0
G=v| . QZ:( ) B 0 (53)
0 0 0 QK

The multiplicities of the DFT eigenvalues are shown in Table 1. Therefore, from
Equation (17), we obtain

A ={1,i,—-1,—i}
_ {eom/z o7Ti/2 p2ri/2 637'(1‘/2}' (54)
For the sake of simplicity, Equation (52) can be expressed as

Qr(k) — wak/\g + wlxk/\er/M 4ot w(M—l)xk)\érL(Mfl)/M; (55)

r=12,---,n.

When the eigenvalues A, = ¢”7/2 = 1 and w = ¢2™/M, Qﬁl)(k) can be expressed
using Equation (55) as

Qﬁl)(k) :wak/\(r)_'_wlxk/\;l/M_’_.”_'_w(Mfl)xkA‘rL(M*l)/M
— 1 _|_ eZm‘lk/M + eZm'Zk/M + .. + eZm‘(M—l)k/M

56
1_(ezm‘k/M)M (56)
= T{_g2mk/M
Therefore, we obtain
Wy I M ifk=0 o0 M-
Q- (k) = { 0, otherwise ’ k=01, ,M=1 (57)
When the eigenvalue A, = e™/? =i, Qri) (k), can be expressed using Equation (55) as
Qgi) k) = w()xk/\g + w1xk/\zr1/M bt w(M_1)><k/\ér1(M71)/M
— 1 4 2mil(k+1)/M | p2mi2(k+1)/M .. 4 p2mi(M—1)(k+1)/M (58)
1_(ezm(k+1)/M)M
= T _gmn/M
Therefore,
Wy | M, ifk=M-1 B
Qv (k) = { 0, otherwise k=01, M~-1 (59)

When the eigenvalue A, = e2™/2 = —1, Qg_l) (k) can be expressed using Equation (55) as

Qﬁ’l)(k) :wakAg_lexkAﬁrl/M_'_“.+w(M_1)><kA;L(M71)/M
— 1 4 e2mil(k+2)/M  2mi2(k+2)/M 4 ... 4 o2mi(M~1)(k+2)/M

60
1_(ezm(k+2)/M M (60)
T T _gmkt /M
Then, we can obtain
(-, | M, ifk=M-2 B
Qr (k) = { 0,  otherwise k=01, M-1 (61)
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When the eigenvalue A, = ¢3™/2 = —, Qgii) (k) can be expressed using Equation (55) as

Q,(,_i) k) = w0><k/\9 + wlxk/\ﬁrl/M bt w(M—l)xkA‘rl(M—l)/M
— |y il (k3)/M y 2mid(k+3)/M .y 27i(M—1)(k+3)/M

(62)
1_(627ri(k+3)/M)M
= T _gmaM
Therefore,
(D= § M ifk=M=3 ., 4 y_
Q (k) = { 0, otherwise k=01, M-1 (63)
Using Equations (57), (59), (61) and (63), we can formulate Equation (45) as
[ G, fork=0M-3M-2,M-1
Gk‘{ 0, fork=12--,M—A4. (64)
In this way, the definition of Tao et al. can be expressed as
e(—2mi(a/b)0/ M)
o(—2mi(a/b)1/M)
L* = 4(Go, Gy, Gum-1)
e(—Zm’(rx/b;(M—l)/M)
o(—27i(a/b)0/ M)
8(727ri(oc/b)1/M)
= %(GOIGll"' /GMfl) (65)
—omi(a/b)(M=1)/M)

e
(—2mi(a/b)0/ M)
(—2mi(a/b)1/M)
= 41(Go,0,++,0,Gp—3,Gy—2,Gu-1)

e(—2mi(a/b)(M—1)/M)
_ %(GOeFZ”i(“/b)O/M) 1 Gpyp_ge(~2mi(@/b)(M=3)/M) | G, p(~27i(a/b)(M~2)/M) JrGMile(fzni(tx/b)(Mfl)/M)).

Remark 3. The DFT matrix has a period of 4, and the definition of Tao et al. has only four effective
weighting terms, as shown in Equation (65).

4.2. Discrete Hartley Transform as Periodic Matrix

Proposition 4. Discrete Hartley transform is used as the periodic matrix, there are only four
effective weighting terms for the definition of Tao et al.

Proof. We use the discrete Hartley transform as an example to verify the definition of Tao
et al. The discrete Hartley transform [25] can be expressed as

H:\/lﬁ{cos(znl\rlnn) +sin<2n£m>} (66)

The Hartley matrix has a period of 2, L = H and Equation (45) can be expressed as

Gy :wOXkLOer“kL%+...+w(M—1)kaP(A§[“ -
:wOXkHO—leXkH%+---+w(M71)XkH%‘
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where k = 0,1,--- ,M — 1 and w = exp(27i/M). The fractional power of the Hartley
matrix can be expressed as
HZI/M — VDZZ/MvH’ (68)

wherel =0,1,--- ,M — 1; D is the eigenvalue matrix and V is the eigenvector. Therefore,
Equation (67) can be expressed as

G = V(ZUOXk % DO 4wl Xk 5 p2/M oy p(M=1)xk o p2(M=1)/M)yH
w()xk/\(l)erlxk/\%/M+___+w(M—1)><kAf(M*1)/M 0 0

=V

: - 2(M-1
W0XkAQ o1 XKkp2/M (M 1)xk,\2(M Mo 0 . (69)
vH,

0 wOXk/\g+wl><k,\’21/M+...+W(M71)><k/\ﬁ(M*1)/M

The eigenvalues of the Hartley matrix are {1, —1} [25], and the weighted sum of the
diagonal matrix of Equation (69) can be expressed as

E(l)(k) _ wOXk(l)O + wlxk<1)2/M 4ot w(M—l)Xk(:l)Z(Mfl)/M, (70)
or
E(fl)(k) _ wak(_l)O + wlxk(_1)2/M 4t w(Mfl)xk(_l)Z(Mfl)/M, (71)
wherek =0,1,--- , M — 1. From Equation (70), we can obtain

Wy M, ifk=0
E (k>_{ 0, otherwise (72)

and from Equation (71), we can obtain

(- - § M, ifk=M-1
EF k) { 0, otherwise @3

Then, Equation (67) is determined as

| Gy, fork=0,M-1
Gk_{ 0, fork=1,2,3,---,M—2. @4

From Equation (46), the definition of Tao et al. can be expressed as

o(—27mi(w/b)0/ M)
o(—2mi(a/b)1/M)
LD( = %(GO, Gl/ Tty GM*l)

—27ti(a/b)(M—1)/ M)

e(—27i(a/b)0/ M) (75)
e(—2mi(a/b)1/M)

el

= %(GOIO/ o ,O,GMfl)

p(—27i(a/b)(M—1)/ M)
_ %(Goe(fzni(rx/b)o/M)+GMile(fzm'(:x/h)(Mfl)/M)>.

O

Remark 4. The Hartley matrix has a period of 2, so there are only two effective weighted terms
for the definition of Tno et al. Therefore, from Equations (65) and (75), we judge that the effective
weighting term defined by Tao et al. is related to the period of the matrix. In Section 5, we will prove
and explain the security risk of key invalidation when this definition is applied to image encryption.
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5. Discussion
5.1. Effective Weighted Terms Analysis

The definition of Tao et al. is the general form of the definition of Yeh et al. Tao et al.
proposed that the fractional power of any periodic diagonalizable matrix can be expressed
as Equation (42). However, our analysis in Section 4 shows that some weighting terms
defined by Tao et al. are invalid, such as the weighted sum of the fractional powers of the
DFT, which has only four effective weighted terms from Equation (65). We use the fractional
power of the discrete Hartley transform to verify that the effective weighting terms are
only two terms from Equation (75). Therefore, we judge that the effective weighting terms
in the definition of Tao et al. are related to the period of the matrix.

Theorem 1. The effective weighting terms of the Weighted fractional-order transform depend on
the period of the matrix.

Assumption 1. The N x Nmatrix L is a periodic matrix satisfying LY = I and its eigendecompo-
sition form be L = VDVH.

Assumption 2. The eigenvalues of the periodic matrix L satisfy A¥ = 1, and these P eigenvalues

can be expressed as A = {eZ"iO/P, e2mil/P . ,eZﬂi(P’l)/P}.

Proof. The eigenvalue can be expressed as
Ay = eZ?Tih/P, (76)

where h =0,1,--- , P — 1. Therefore, Equation (45) can be expressed as

Gy = wO L0 4 Xk 5 L1 -+ 4 p(M-1)xk » L

77)
— wOXkVDOVH + lekVDP/MvH R w(M_l)XkVDP(M_l)/MVH.
Equation (77) can be further expressed as
(e = V(szXk x DO !Xk pP/M oy fp(M=1)xk o pP(M=1)/MyH
tuUXkA(l)+zu1Xk/\1P/M+---+1U(M*1>Xk,\f(M71>/M 0 0
0 zuOXkAnglekAg/M+~~~+IU<M71)Xk)\§(M71)/M 0 (78)
v vH,
(‘) O wOXk/\g +wl><k/\£l)/M+--.-+w(M71)Xk/\S(M71)/M

where the eigenvalues A, € @2mi0/P p2mil/P . o2mi(P=1)/P } Therefore, the weighted

sum of the diagonal matrix in Equation (77) can be expressed as
Dy (k) = w7 kA 4w RAP/M oy gp(M1)xkey PMED/M) (79)

where A, = 2T /P with h = 0,1,---,P —1. Then, we obtain

Dy, (k)

M-1
PI/M
— l; wlkAh /

o

M-1 . .
— e2milk/ M p2milh/ M (80)

_ p2ril(k+h) /M

7

wherek =0,1,--- ,M — 1. For P < M, Equation (80) can be written as

M, fork=(M—h)modM

D(k) = { 0, fork=(M—h)modM (81)
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M1
Ly = Zo Coz/p LM
n=

Coz/b
Cra/p

CMm—1a/b

(LO LP/M

1 0 rP/M
M(L'L/ e

Then, Equation (77) is expressed as

Gk—{ Go ifk=0M—-P+1,M—P+2,---,M—1 #2)

0, otherwise

O

Remark 5. Equation (46) has only P effective weighting terms. Therefore, the effective weighting
terms depend on the period of the matrix. This explains our analysis in Sections 4.1 and 4.2. Since
the DFT has a period of 4, it explains that there are only four effective weighting terms in Section 3.

5.2. Security Analysis

Kang et al. extended the definitions of Yeh et al. and Tao et al., and proposed a unified
framework for multiple-parameter discrete fractional-order transforms (MPDFRT) [22].
This undoubtedly provides ideas for the further application of the weighted fractional-order
transform based on the periodic matrix, especially for the security of image encryption [26].
However, with the help of our research in Section 5.1, the results indicate that the theoretical
framework of Kang et al. cannot provide better security.

Therefore, we refer to the theoretical framework of I MPDFRT, and assume that L is a
periodic matrix satisfying L” = I and the type Il MPDFRT operator is defined as

M

o -1
=Y Cuznl™, (83)
n=0

where b = P/M. In Equation (83), the vector parameter ¥ = {wp, a1, -, an-_1}; if ap =
«1 = --- = ay_1 = &, then Equation (42) is obtained. It is not difficult to find that the
definition of Kang et al. is an extended form of the definition of Tao et al., and its weighted
term C, 55 can be expressed as

1 1_627'[i(nfﬁ/[7)
Cnﬂ/b = M 1_cQ@ri/M)(n—i/b)

— IDFET |e(—2mi(ax/b)k/M) (84)
k=0,1,2,-++-- ,M—1
wheren =0,1,2,--- ,M — 1. Equation (84) can be further expressed as
w0%0 w0x1 o w0 (M—1) o(—27ti(ag/b)0/ M)
wlx0 wixl . wix(M-1) e(—2mi(a1/b)1/ M)
M : : - : : ’ (85)
HM-DX0 (M—D)xT o (M—1)x(M—1) o(—27i(an 1 /B)(M—1)/ M)
where w = exp(27ti/ M). Thus, Equation (83) can be expressed as
CO,R/b
Crasp
) LP(M—l)/M) g
Cm-1a/b (86)
wOx0 wOx1 wO*x (M-1) 6(72711(¢x0/b)0/M)
wlx0 wixl wix(M-1) e(—2mi(a1/b)1/M)
) LP(M—l)/M)
HM-X0 o (Mo)x1 (M=) (M—1) o(—27i(a1/6)(M=1) /M)
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From Equation (45), we can obtain

P(M-1)

G = W kL0 4wl kLt 4. qpM-1)xk = (87)
wherek =0,1,--- ,M—1.

Definition 3. A new reformulation of the definition of Kang et al.

—2mi(ag/b)0/ M)
—27i(ay /b)1/ M)

el

(
_ e
Lﬁ = %(GO/ Gl/ e /GMfl)
L (88)
e(—2mi(ap—1/b)(M—1)/M)

1
_ ﬁMZ Gye—27i(w/Dk/ M,
k=0

where Gy, is the same as Equation (82). Thus, Equation (88) has only P effective weighting terms.
Because b = P/ M, Equation (88) can be further expressed as

_ M-1 .
L%I —_ % kg erf2mrxkk/P
=0 (89)
Y GiXg.
k=0

|
==

where X;, = e~ 27ik/ P

The theoretical framework of Il MPDFRT is proposed in [22]; these transforms include
multiple-parameter discrete fractional-order Fourier transforms (MPDFRFT), multiple-
parameter discrete fractional-order cosine transforms (MPDFRCT), multiple-parameter dis-
crete fractional-order sine transforms (MPDFRST), multiple-parameter discrete fractional-
order Hartley transforms (MPDFRHT), and multiple-parameter discrete fractional-order
Hadamard transforms (MPDFRHaT). In our study, these definitions can be easily defined
by Equation (89).

(a) MPDFRFT

The MPDFREFT is proposed in Ref. [22]. According to our reformulation process, the
MPDERFT can be redefined. Here, L = F (F denotes the Fourier matrix, and F* = I), and
period P = 4, we let

X = expl—j(7r/2)ak]. (90)

Therefore, the MPDFRFT is redefined as

1M g
F*=— Y G X (91)

M k=0
For Equation (87), when L = F, Gf is obtained.
(b) MPDFRCT

The MPDFRCT is proposed in ref. [22]. Ref. [27] presents four types of discrete cosine

transform (DCT) kernel matrices, where the DCT-I (CL = /527 [kmkn cos(222)]) kernel
is a symmetric-structured periodic matrix with period 2. Here m,n =0,1,--- ,N — 1, and
kn and k,, are defined as

1 — _
K, — N m—Oandm—N, ©2)
1, other.
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we let
Xy = exp(—jmagk). (93)

Then, the MPDFRCT is redefined:

1 c
Ct= i) GiXe (94)
k=0

For Equation (87), when L = C}\], G,g is obtained.
() MPDFRST

Like the DCT, the discrete sine transform (DST) has four definitions [27]. The DST-I
(SN = \/ 551 [sin(%)]) kernel is a symmetric-structured periodic matrix with period
2. Therefore, L = S}\, with period 2. X is the same as Equation (93), so the MPDFRST is
redefined as

M=l .
S = i Y G Xk (95)
k=0
For Equation (87), when L = st G,f is obtained.
(d) MPDFRHT
MPDEFRHT is defined in ref. [22], where the discrete Hartley transform (DHT) [25] is

H= \}N I:COS(MIS/”/l) +Sm<27‘5\rfnn>} (96)

Here, L = H with period 2. Here, X} is the same as Equation (93), and the MPDFRHT
is redefined as

o 1 M-1

H* = 1 Y G Xy (97)
k=0

For Equation (87), when L = H, G}j is obtained.
(¢) MPDFRHaT

A Hadamard matrix is a symmetric matrix whose elements are the real numbers 1
and —1. The rows (and columns) of a Hadamard matrix are mutually orthogonal [28]. The
normalized Hadamard matrices of order 2", denoted by Hay,, can be defined recursively:

1 1
Hay = {1 1 Ha, Ha,

Val1 —1}’H“"+1:\@{Han Ha,

We make L = Ha, with period 2, and X} is the same as Equation (93), therefore the
MPDFRHaT is redefined:

];nZl (98)

o 1 N Ha
Ha" = — Y GHox,. (99)
N k=0

For Equation (87), when L = Ha, Glg” is obtained.

Remark 6. The transforms a—e involved here are proposed in [22]. However, definitions a—e
are easy to present with the help of our reformulation. In our new reformulation, the effec-
tive weighting terms depend on the period of the matrix. For example, the base matrix L = F
of MPDERFT with period 4, so there are only four effective weighting terms. The parameter
W = (w01, -+ ,pr—1) is the main key of the system. From Equation (91), it is not difficult to find
that the valid keys are only (xo, €p1—3, p—2, pi—1)- Furthermore, when k = 0, wy is also invalid,
and only (apr—3, ap—2, &p—1) are valid. MPDFRCT, MPDFRST, MPDFRHT and MPDFRHaT
have the base matrix with period 2, which has only two effective weighting terms. It is not difficult
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to find that the valid keys are only (w, apr—1). Furthermore, when k = 0, wg is also invalid, and
only a1 are valid.

Therefore, we take MPDFRHaT as an example for numerical verification analysis,
and the code is shown in the Appendix A. M is a positive integer greater than or equal
to 4. For example, if M = 6, there are 6 weighting terms and the vector parameters
& = (ag, o1, - - - ,&5). The size of the image is selected as 256 x 256, so N = 256.

The image encryption/decryption based on MPDFRHaT is shown in Figure 2, and
Figure 2a is the original image (plaintext). We set the encryption keys as:

(M; a0, a1, a2, a5, 05) = (6;v/31,7/5,v/13,v/33, 27, v2)

the encrypted image (ciphertext) is shown in Figure 2b, and the plaintext is encrypted into
a noise image. Therefore, the decryption keys are

(M/ —&o, —01, —0kp, —K3, —&y4, _0‘5) = (6/ _\/371/ _\/g/ _\/E/ _\/ﬁ/ _\/ﬁr _\/i)

the decrypted image is shown in Figure 2c. The image is restored losslessly, because
decryption process is equivalent to the inverse transformation of MPDFRHaT. To verify
the validity of the keys, the wrong decryption keys are selected,

(M/ —p, —1, —Np, —X3, —&y4, —WS) = (6/ _\/gr _\/27/ _\/?T/ _\/ﬁ/ _\/ﬁl _\/E)

where the keys g, a1, a3, 3 and a4 are wrong. The decrypted result is shown in Figure 2d,
and the original image is well restored. This verifies our above analysis results. Because the
weighted terms with the keys («g, a1, a3, a3 and a4) are invalid, these keys are also invalid.
This shows that the keys (ag, &1, &2, 3 and &4) have no effect on the encryption/decryption
process, regardless of the value. The wrong decryption key is selected again,

(M; o, —a1, 3, —a3, —aa, —t5) = (6;—/31,—/5, —V/13, ~V/33, ~v/27, - V11

where the key a5 is wrong. The decryption result is shown in Figure 2e, and no information
about the original image is obtained. This indicates that the key «5 is valid.

A numerical simulation also verified that many keys are invalid for the image en-
cryption based on MPDFRHaT, which again supports our hypothesis. This security risk
comes from the periodicity of the basis matrix. Strictly speaking, the period of the matrix
determines the number of weighted terms of the weighted fractional-order transform. This
discovery provides an important reference for future research.
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(e)

Figure 2. Encryption/decryption based on the MPDFRHaT: (a) plaintext, (b) ciphertext, (¢) decrypted

image with the correct keys, (d) decrypted image with the wrong keys («g, a1, ap, a3 and ay),
(e) decrypted image with the wrong key as.

6. Conclusions

In this paper, we propose a reformulation of the definition of Yeh et al., and the
eigendecomposition type FRFT and the weighted type FRFT are verified. The results
show that there are only four effective weighting terms. Furthermore, we determine that
the definition of Tao et al. is an extended definition for that of Yeh et al., and propose a
reformulation of the former. The fractional power of the DFT and the fractional power
of the discrete Hartley transform are verified, and the results show that the effective
weighting terms are defined as four terms and two terms, respectively. We perform a
further analysis, and the results show that the effective weighting terms depend on the
period of the matrix, which will lead to the security risk of key invalidation. Therefore, we
propose a reformulation of the unified framework for MPDFRT, and determine that many
keys are invalid for image encryption. Finally, we take MPDFRHaT as an example to verify
that there is only one valid key, with other keys being invalid. Our observations prove once
again that the effective weighting terms of the weighted fractional-order transform based
on the periodic matrix depend on the period of the matrix, which will lead to the security
risk of key invalidation for image encryption.
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Appendix A
MPDFRHaT_code

function F = FHa(alpha,M,N)
% This code is written by Tieyu Zhao, E-mail: zhaotieyu@neuq.edu.cn;
% alpha is the transform order;
% M is the resulting weighting term;
% N is the length of the signal;
Ha = hadamard(N)/(sqrt(N));
%This function handles only the cases where n,n/12,0r n/20 is a power
% of 2.
fork=0M —1
yy = Ha"(2*k/M);

ylk+1} =yy;
end
% celldisp(y);
u = zeros(M);
fork =1:M

forh=1M

u(h k) = exp2*pi*i*th — 1)*(k — 1)/M); % IDFT

end
end
fork=1M
YY = zeros(N);

forh=1M

YY =YY + u(h,k)*y{h};

end

Gi{k} =YY;
end
% celldisp(G)
X = zeros(1,M);
fork=0M —1

X(k + 1) = X(k + 1) + exp(-pi*i*k*alpha(k + 1));
end
F = zeros(N);
fork=0M —1

F=F+ X(k + 1)*G{k + 1}/M; % MPDFRHaT
end
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