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Abstract: The demand for using multimedia network infrastructure for transmission grows with
each passing day. Research scholars continue to develop new algorithms to strengthen the existing
network security framework in order to ensure the privacy protection and content authentication
of multimedia content and avoid causing huge economic losses. A new technology for multimedia
image copyright protection and content authentication has been proposed. The innovations lie
in the use of an inter-block coefficient difference algorithm to embed robust watermarking in the
transform domain, and the same fragile watermark is embedded twice in the spatial domain so that
any tiny tampering can be identified and located. A new encryption algorithm combined with Arnold
transform is used to encrypt data before embedding. However, some security vulnerabilities were
found, and successful cryptanalysis and attack were conducted. Subsequently, an improved scheme
was proposed to improve the security and tamper detection ability of the original watermarking
scheme and recover the tampered robust watermark. The results show that the improved scheme
is safer and more reliable and shows good performance in tampering detection and the recovery
robustness of the watermark.

Keywords: image authentication; dual blind watermark; tamper detection; safety analysis; tamper
recovery

MSC: 68U10

1. Introduction

With the popularity of the mobile internet and the continuous evolution of emerging
information technologies such as 5G, cloud computing, Al, etc., network development
has entered a new era of digital intelligent media. People have generated vast amounts
of information resources through the explosive growth of network equipment around
them, resulting in a huge exchange of multimedia content on the Internet, including secret
information intended to be secretly transmitted by some individuals or organizations [1-3].
However, the openness and convenience of the Internet as a public network make the
protection of multimedia data content face unprecedented challenges. With the emergence
of powerful devices and easy-to-use software, the threats to copyright protection and
authentication digital content are also increasing [4-6].

Digital watermarking technology is a common technical means to solve these prob-
lems. Researchers around the world have proposed a variety of watermarking schemes for
privacy protection and content authentication [7-11]. Robust watermarking and fragile wa-
termarking are the two most commonly used watermarking schemes. Robust watermarking
is to embed digital content that needs to be protected, such as copyright identification,
into the carrier image as an invisible watermark signal, which can be extracted from the
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distorted image even if attacked and is not easy to be modified or even deleted [12,13].
Fragile watermarking is to make the invisible watermark signal embedded in the carrier
image as sensitive to any modification suffered by the host as possible so as to verify the
integrity of the protected content, detect tampering and locate tampering [14]. However,
a single digital watermark generally has only a single function of copyright protection
or content authentication, while the actual needs of users are complex and changeable.
Therefore, the double watermark scheme has attracted more and more attention [15-19].

In the face of the booming digital watermarking technology, researchers have listed
the attack effect on the watermarking algorithm as an important standard to evaluate
the security of the watermark [20,21], and some researchers have found some insecure
watermarking schemes. Teng et al. [22] and Marco et al. [23] have successively questioned
the security of a fragile watermarking scheme for image tampering detection based on
a chaotic system proposed by Rawat et al. [24]. Teng et al. [22] proved that the scheme
has a security vulnerability in that the embedded watermark information is easy to be
extracted and replaced. Then, cryptanalysis and modification attacks were carried out
and improvement measures were proposed to improve the security. Marco et al. [23]
directly proved that the scheme could not be used to detect and locate the tampered
region with bypassing the watermark verification program to tamper with the watermark
information and proposed their own improved scheme. Moreover, based on the security
vulnerability, embedded watermarks are easily replaced by attackers. Li et al. [25] carried
out a replacement attack on a watermarking algorithm for remote sensing image copyright
protection [26] without detecting the modification of the original image. Nan et al. [27]
carried out extraction and replacement attacks on the double-color image watermarking
scheme proposed by Su et al. [28] to embed color watermark images in color carrier images
and proposed more secure improvement measures that can resist this attack. In recent
years, researchers have also studied more and more image watermark tampering detection
techniques [29-33], which not only play a basic role in copyright protection and content
authentication but also enrich the functions of tampering detection and tampering recovery.
Machine learning-based technologies, such as support vector machines, decision trees and
naive Bayes, are also used in tampering detection methods. Niyishaka et al. [29] proposed
a simple image mosaic forgery detection method, which uses a naive Bayesian model as
the feature vector of classification to achieve the purpose of instantly distinguishing real
images and forged images. However, image tampering detection algorithms are not all safe
and reliable. Nandhini et al. [30] proposed a semi-fragile watermarking technology based
on integer wavelet transform (IWT) and discrete cosine transform (DCT). The generated
and embedded authentication watermarks are used for tampering detection and locating
malicious attacks, while the generated recovered watermarks are used to create recovery
labels to reconstruct the tampered watermark region. Oussama et al. [31] then analyzed
the security of the scheme and found the existing security problems, carried out the
watermark replacement attack on the image without being extracted the scheme alarm, and
improved the watermark embedding coefficient and the encryption method of recovery
label. Dadkhah et al. [32] proposed a watermark tamper detection and self-recovery
algorithm based on singular value decomposition (SVD). The algorithm mainly generates
different encrypted watermarks for different pixel blocks for tamper detection, and a
random block mapping algorithm is used to extract the restored watermark bit from the
least significant bit (LSB) of the mapping block. However, document [33] points out that
the scheme has many shortcomings, such as easy access to private keys and easy discovery
of mapping blocks, and cryptanalysis and modification attacks were carried out. The
improved version enhances security by modifying the tamper detection and self-recovery
watermark bit generation process. The existing watermarking attack technologies are
only aimed at a single watermarking mechanism. As far as we know, there is no relevant
literature and research on the attack of the dual watermarking mechanism.

With the application of dual watermarking technology in industry, medicine and other
fields, there are more and more research schemes of the dual watermarking algorithm [18,34]. In
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order to better meet the needs of users in various fields for the versatility of dual watermark-
ing technology and to avoid major economic losses caused by some dual watermarking
technologies with potential holes, it is of great significance to take security analysis and
attack on the double watermark scheme. In this context, this paper analyzes the security
of a dual watermark technology scheme for multimedia image copyright protection and
content authentication proposed by Hurrah et al. [35]. The potential security vulnerabilities
are found, and the robust watermark is destroyed, extracted and replaced successfully
when the fragile watermark is not detected. In order to overcome the security problems
existing in the scheme and realize the tamper detection and the recovery of tampered the
robust watermark, this paper gives the improvement measures and adds a watermark
recovery function to achieve accurate positioning and tamper recovery of tamper attacks.
The results indicate that the improved scheme shows good performance in tampering
detection and robust watermark recovery.
The main contributions of this paper are as follows:

(1) Conduct a security test on the scheme [35] and find potential security vulnerabilities.

(2) A cryptanalytic method is proposed to destroy, extract and replace the robust water-
mark successfully when the fragile watermarks cannot be detected.

(3) Animproved watermarking scheme is proposed to resist the attack methods proposed
in this paper.

(4) Further test the security and performance of the improved scheme.

The rest of this paper is organized as follows: Section 2 presents the specific content of
the original dual watermark framework. Through analyzing the security vulnerabilities of
the original framework, Section 3 provides the attack methods and experimental results
against the original framework. Section 4 puts forward the improvement measures and
gives the simulation results of the attack test. Section 5 summarizes the full text.

2. Contents of the Original Scheme Framework
2.1. Original Framework

The original scheme protects the copyright of the media image by embedding a
robust watermark image in the transform domain using an inter-block coefficient difference
algorithm and achieves the content authentication of the image by embedding a fragile
watermark image in the spatial domain. In the case that the carrier image is a color
image, the carrier image is first divided into three color space channel images of R, G
and B, and then the robust watermark with double encryption is embedded in channel B,
and the fragile watermark with double encryption using the same encryption technology
is embedded in channel G, and the channel R remains unchanged. The original dual
watermark frame is shown in Figure 1, where the carrier image is a 512 x 512 Lena color
image, the robust watermark and fragile watermark are, respectively, a 64 x 64 binary
panda image and character image.

2.2. Watermark Preparation

Two different encryption technologies are used to protect the security of embedded
information, namely a robust watermark and a fragile watermark. First, the Arnold
algorithm with the iteration number ‘K’ as the unique key is used for encryption, and then
a new encryption technology is used to encrypt each row and column of the watermark
encrypted by the Arnold algorithm by expanding a 32-bit key (K, = ala2a3 ... a32) into a
64-bit encoding sequence. The watermark information W, after two-stage encryption is
embedded in the B-channel image. Algorithm 1 gives a two-level encryption algorithm for
watermark information, and Figure 2 describes the specific process of encryption.

2.3. Embedding Algorithm
2.3.1. Embedding Robust Watermark

The carrier image of M x N is divided into the three channels of R, G and B. The
robust watermark after double encryption is a binary image of P x Q. The first step is to
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perform a single-stage Haar wavelet transform on the B-channel image. The reason why
multi-level wavelet transform is not used is because of its complexity. Then, decompose
the transform domain image into four sizes, all of which are M /2 x N/2 sub-bands: LL,
LH, HL and HH. The watermark data is embedded in the LL sub-band that contains the
basic information of the image. The specific embedding process is given by Algorithm 2.

B
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Figure 1. Framework of the original scheme.

Algorithm 1: Two-Level Encryption Algorithm

Input: Watermark image W, Key: iteration number Ky, Ky = ala2a3 - - - a32

Output: Double-encrypted watermark image W,

1: The watermark image W is encrypted by Arnold to obtain W4, where the parameters a and b
are known, (x’,yy’) are the coordinates after the pixel (x, y) transformation, and N is the order of the

pixel matrix:
x! 1 a x
(y’) - {b abH} (y>m°d(N) W

2: Convert the 32-bit key K, to Gray code and flip it to obtain the key K3 = b1b2b3 ... b32 and
divide it into K30 = b1b3b5 ... b31 and K3e = b2b4b6 . .. b32 according to the parity bit.
3: Initialize the feedback bits Bo and Be, and perform the following operations to obtain Se and So:

Se = b1+ b3+ Bo o)
S0 =02+b4+ Be

4: Perform the following XOR operation and concatenate the result to form an 8-bit sequence:
Cll =al®a2® Se
Cil2=al®a2® So

Cl3=a3® a4 D Se ©)
Cl4 =a3dad & So

5: Obtain the new values of Be and Bo and use them for the next cycle:

Be = Se(1) @ Se(2)
Bo = So0(1) @ So(2) @

6: Repeat steps 3-5 seven times, and use K30, K3e and K to form a 64-bit key encoding sequence
Ky to encrypt the watermark image W, after the Arnold encryption:

Wy, = bitXOI‘(WA (T),K4) ®)
We = bitxor(Wu,(c), Ky)

7:End procedure.
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Figure 2. Watermark information encryption flow chart.

Algorithm 2: Robust Watermark Embedding Algorithm

Input: Double-encrypted robust watermark image W,;,, B-channel image

Output: B-channel image By, embedded with robust watermark ciphertext

1: Subtract 128 from the pixel value of the B-channel image so that the pixel value range is in
[—128, 128]. The single-stage wavelet transform is used to divide it into LL, LH, HL and HH
sub-bands, and the size of each sub-band is M/2 x N/2:

[LL,LH, HL, HH] = dwt2(I, haar’) (6)

2: The LL sub-band is decomposed into 1 8 x 8 non-overlapping blocks:

_ M/2xN/2

8x8 @

Each 8 x 8 sub-block is further divided into four 4 X 4 sub-blocks. Therefore, the total number of
bits embedded in the B-channel image is 4.

3: Each 4 x 4 block is transformed by DCT. Calculate the difference between the two pre-defined
DCT coefficients selected from a pair of 4 x 4 adjacent blocks. Double-encrypted robust
watermark sequence bits are embedded in DCT-transformed sub-blocks by modifying the
difference. The difference (Dif) between a selected pair of DCT coefficients from sub blocks B, and
By, is defined in Equation (8):

Dif = Ba(i,j) = By(l,m) ®)
where B, (i, j) and By, (I, m) are the DCT coefficients chosen within a sub-block having different
coordinates.

4: The difference is in any of the four predefined different areas. The occupied area is determined
by the actual difference between the two comparison coefficients and the watermark bits to be
embedded. In order to embed the ‘0" bit, it is set in area 2 or area 4. Similarly, for embedded bit ‘1,
it is located in region 1 or region 3.

5: Perform IDCT transformation on the modified image block, and then perform IDWT of the
modified approximation coefficient LL and the original detail coefficient (HL, LH and HH
sub-bands).

6: Add 128 to the pixel value of the image after inverse transformation, so that the pixel value
range is within [0, 255], that is, the B-channel image By, embedded with robust watermark
ciphertext is obtained.

7: End procedure.
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2.3.2. Embedding Fragile Watermark

The fragile watermark W, after double encryption is embedded in the G-channel
image. First, the channel image is divided into 8 x 8 non-overlapping blocks, then embed
the watermark bit into the whole G,y block by removing a predefined pixel point Gxy(g,
h). Then, the pixel Gy (g, h) is used to embed the duplicate version of the same watermark
bit. The same watermark is embedded twice in such a block in order to achieve the tamper
location of potential attackers through subsequent extraction operations. The specific
embedding process is given by Algorithm 3.

Algorithm 3: Fragile Watermark Embedding Algorithm

Input: Double-encrypted fragile watermark image W, G-channel image

Output: G-channel image G, embedded with fragile watermark ciphertext

1: The G-channel image is divided into non-overlapping block of 8 x 8 and recorded as Gy, (x, y =
1,2,3... (M x N)/(64 x 64)), the block mean value after removing one predefined pixel is

calculated:
sum(Guy) — Gay(g, 1)

m= . ©)

2: Adjust the block mean value according to the embedded watermark bit:

1 for w=1

mod(m/J,2) = {O'for =0

(10)

3: When the formula condition is not satisfied, iterate and add 1 to the mean value m until it is
satisfied. Otherwise, the modified mean value will be recorded as m;,:

A=my—m (11)

4: Calculate the duplicate version G;y and pixel of the watermark block Gy (g, /). The watermark
bit is embedded in the LSB of the pixel value:

G, =G A

S (12)

ny(g' h) = ny (g,h)—A

5: End procedure.

2.4. Watermark Extraction

Watermark extraction is the inverse process of watermark embedding. Since the
original scheme framework is blind, it does not need the participation of the original
watermark. After converting the double watermark image into an RGB color space model
and dividing it into three channels, select the B channel to extract the double encrypted
robust watermark and decrypt it, select the G channel to extract the fragile watermark
ciphertext twice and compare them. If the extracted watermarks are identical, it means
that the image block has not been tampered with; otherwise, it means that the image block
has been attacked. In this way, the possible tampering attacks of potential attackers can be
located.

3. Security Analysis and Attack on the Original Scheme Framework
3.1. Security Analysis

The original scheme uses the RGB color space model to embed the robust watermark
in the transform domain of the B channel through DWT and DCT transformation, and the
fragile watermark is embedded twice in the space domain of the G channel. The R channel
is intact. In addition, in order to ensure the security of embedded watermark information,
the Arnold algorithm and a new key information expansion technology are used to encrypt
the watermark. The robust watermark is characterized by robustness, which can resist a
certain degree of signal processing without destroying the watermark itself; the fragile
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watermark is sensitive and can be used to verify the integrity of the protected content and
tamper detection and location.

Through the security analysis of the original watermarking framework, it can be
found that although the embedding method of robust watermarking combines DWT and
DCT transformation, and after the carrier image is single-stage DWT transformed, the
LL sub-band is embedded into the block with rich details adaptively by block DCT and
the quantization step is also added. However, in essence, it is still based on the basic
idea of jitter modulation, that is, the quantization interval is modulated according to the
watermark bit. However, as early as 2006, the method of jitter modulation was cracked by
the scheme [36] proposed by Lu et al. using forgery attack. However, this paper gives some
attacks from another perspective. In addition, there are two obvious security vulnerabilities
in the original scheme framework, as shown below.

3.1.1. Security Vulnerability 1

In the original framework, the watermarking information is protected by the dual
encryption method of scrambling before encrypting, but it cannot prevent the robust
watermarking from being destroyed. The Arnold transform takes the number of iterations
as the unique key, and the new encryption method is not significant in expanding the
32-bit key (Ky = a1aa3 - - - asp) to a 64-bit key (K4 = c1cac3 - - - cg4) and uses it to encrypt
each row and column of the watermark image. Attackers can directly treat it as a 64-bit
one-dimensional key (K4 = cjcac3 - - - cg4) to XOR the watermark after Arnold scrambling
according to the following formula:

Wal(i,j) ® Ky(i) @ Ky(j) = We(i, ) (13)

Here, i, j is the coordinate of the watermark pixel and i,j = 1,2,3---64. In the
second encryption stage, assuming that the attacker has two robust watermarks and images
embedded with watermarks, the attacker can use the known plaintext attack to obtain the
XOR result of the scrambled images W4; and W4, by XOR the two robust watermarked
images Wy, W, and the extracted ciphertext image W,; and W,; by removing the equivalent
XOR key. If there is a scrambling relationship between the XOR result of two plaintext
watermarks and the XOR result of two scrambled images, it is equivalent to obtaining
a plaintext watermark and the scrambled image. Attackers can predict the number of
iterations to obtain the scrambling key, further obtain the equivalent XOR key, achieve the
extraction and replacement of robust watermark, and tamper with copyright information.

3.1.2. Security Vulnerability 2

Although the original scheme claims to be able to achieve tamper localization, we find
that the tamper localization claimed by it is only effective for the host image embedded
with double watermarks. More seriously, the removal attack shown in [35] is also not
effective for the double watermarks image. The reason for this phenomenon is that there
are flaws in the tamper localization method for fragile watermarks. For the removal attack,
the embedded watermark contained in the removed partial channel image can no longer be
extracted, and the removal will not have any impact on the distributed embedded fragile
watermark ciphertext and its copies in the remaining part of the image so that the fragile
watermarks 1 and 2 extracted successively are identical, and the tampering localization
is invalid. Secondly, the RGB color space model is composed of the three most sensitive
color lights, red, green and blue, which are superimposed in different proportions by the
additive mixing method. The three channels are related to each other and have spatial
independence. When one channel is attacked, the other two channels will not be affected
by the attack (Figure 3).
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Remove attack on G channel

Figure 3. Schematic diagram of single-channel attack.

Many scholars embed robust watermarks and fragile watermarks in different channels
to achieve copyright protection and content authentication of carrier information at the
same time, so if each channel is independent of the other, it is possible that one channel will
be attacked separately. For the robust watermark and fragile watermark embedded in the B
channel and the G channel, respectively, there is no correlation between them, so when the
attacker attacks the B channel embedded in the robust watermark alone, it will not affect
the fragile watermark embedded in the G channel, and the fragile watermark cannot detect
the attacker’s tampering with the robust watermark. Then, the attacker can extract and
replace the robust watermark of channel B while avoiding the fragile watermark detection
of channel G.

3.2. Attack

As we all know, based on the Kerckhoff principle [37], the security of a cryptographic
system depends entirely on the key, and not the complexity of the cryptographic system.
In other words, the attacker knows everything about the original password scheme and
has access to the encryption mechanism except the key. The goal of cryptographic analysis
is to obtain all or part of the key or the equivalent key. After obtaining the key, the
attacker can perform the following: unauthorized decoding, unauthorized extraction
and unauthorized embedding. After understanding the algorithm and framework of
the original encryption system, anyone who wants to attack the encryption system can
easily analyze the potential security vulnerabilities in the original encryption system, thus
disclosing the key information in the original encryption system. Based on the above
security vulnerabilities of the original dual watermark scheme, we propose the following
attack methods. Figure 4 is our proposed framework for attacking the original dual
watermark scheme.

3.2.1. Destroy Robust Watermark without Being Detected by Fragile Watermark

1. The purpose of the attacker is to destroy the robustness of the dual watermark scheme
by destroying the robust watermark. Because the embedding algorithm of the ro-
bust watermark in the original scheme is essentially based on the main idea of jitter
modulation, and according to the correlation between block coefficients, after DWT
transformation of the B-channel image of M x N, LL sub-band of M/2 x N/2is di-
vided into 8 x 8 sub-blocks, and then each sub-block is divided into 4 x 4 and conduct
DCT transform, and the ciphertext robust watermark is embedded by modifying the
DCT coefficients of some selected B channels. Therefore, after knowing the specific
details of the watermark embedding algorithm, the attacker can destroy the robust
watermark by modifying some DCT coefficients again.

2. DCT transform has good decorrelation, usually with 8 x 8-pixel blocks. The smaller
the block unit is, the lower the complexity of the image algorithm is. However, the
performance of DCT decorrelation is weakened, which can easily cause obvious
image block effect. The figure below shows the coefficient distribution diagram
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after a 4 x 4-pixel block is transformed by DCT which is from a size of M/2 x N/2
LL sub-band. One of the DCT coefficient blocks is recorded as By, x(x, y) (1 <=m,
n<=M/8,1 <= x, y <=4), and the pixel points in the upper left corner are By, ,(1,1)
are DC coefficients, that is, the low-frequency signal part of this pixel block, which
concentrates the main energy of the original image. The rest is AC coefficient, that is,
a high-frequency signal part. The closer it is to the lower right corner, the smaller its
value is and close to 0 (Figure 5).

The original scheme selects two adjacent 4 x 4 small pieces from an 8 x 8 sub-block
and predefines the difference between the two DCT coefficients in the adjacent blocks.
Then, the difference Dif is calculated according to the formula 15. Figure 6 is the
visualization of the 4 x 4 sub-block difference direction matrix:

LR : Bmu(%,y) — Bmn+1(x,y); formod(m,2) = 1&&mod(n,2) =1
Dif = UD : Bmu(%,¥) — Bmt1,(x,y); formod(m,2) = 1&&mod(n,2) =0 (14)
RL : Bnu(x,y) — Bmu—1(x,y); formod(m,2) = 0&&mod(n,2) =0
DU : Bmu(X,y) — Bm—14(x,y); formod(m,2) = 0&&mod(n,2) =1
* D IL
e 0&TA
E B
SPACE
Robust Watermark Fraglle Watermark
I
Attack] Attack3 I
Destroy Replace |
Watermark Image Dual Watermarked Watermark Image |
After Destroy Attack Image After Replace Attack
|. | — 7] g
y \i
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Watermark Robust Watermark Extracting ‘Ufﬁ _j':
ExtractIng Attacker's robust
+ watermark
D IL Yy A Y
O&T A ) . . Constructed watermark
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SPACE
Fragile Watermark
I_ - - = - - /A
” I
| Equivalent |0 - 1 |
e XORkey E, = . I
Attack2 I matrix 1w 0
) "= Extract i | I
Ciphertext Robust Ciphertext Robust Ciphertext Robust T I
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*
) :Fi ﬁ Known-Plaintext

Attack
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Watermark
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U i
Plaintext Robust
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Figure 4. The attack framework of the original dual watermark scheme.
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Figure 5. 4 x 4-pixel block DCT coefficient distribution.
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Figure 6. Difference direction matrix of 4 x 4 sub-blocks.

The original scheme completes the embedding of the ciphertext robust watermark by
modifying the difference Dif so that it is located in four predefined different regions. The
four different regions are determined by the threshold parameter T, the embedding factor E
and the actual difference, and the parameter u is the iterative correction amount. According
to the Kerckhoff principle [37], the attacker knows all the details of the watermark system.
Then, the attacker can modify the coefficients of the embedded watermark bit again to
destroy the extracted robust watermark. As shown in Figure 7, the attacker can achieve
the purpose of destroying the robust watermark by modifying the embedded watermark
bit “1” or ‘0’ to a non-original embedded region, even if there is an isolation zone between
the four embedded regions. When the embedded watermark bit is ‘0’, the difference Dif
is modified out of the original regions 2 and 4. When the embedded watermark bit is ‘1’,
the difference Dif is modified out of the original regions 1 and 3. Algorithm 4 describes
the specific process of destroying robust watermarks in detail, and Figure 8 shows the
simulation results of destroying robust watermarks.

It can be seen from the image (f) in the simulation experiment result (Figure 8) of
destroying the robust watermark that the decrypted robust watermark (c) after the attack
is significantly different from the original embedded and decrypted robust watermark
(e), which means that the attack is effective, and the original robust watermark cannot
be extracted from the carrier image after the damage attack. However, at this time, the
extracted and decrypted fragile watermark (d) is exactly the same as the original embedded
watermark, indicating that it has not detected the damage attack to the robust watermark.
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Algorithm 4: Destroy Robust Watermark

Input: double watermark image
Output: extracted robust watermark and fragile watermark
1: Convert the double watermark image into RGB color space image and split it into R-, G- and
B-channel images.
2: Subtract the pixel value of the B-channel image by 128 and perform DWT transformation, then
divide the LL sub-band into 8 x8 small pieces, and then divide each 8 x 8 small pieces into 4 x 4,
and finally perform DCT transformation.
3: Calculate the difference Dif, and change the DCT coefficient By, (x, y) selected in the
embedding algorithm. When the iterative correction u keeps the embedded watermark bit
unchanged, the difference Dif is modified out of the original region.

IF mark(i) == 1 then

IFDif >T+E

while Dif >T + E

Bn(x, y) = Byn(x, y) —u

Dif =Dif —u

End while

Elseif (Dif > —T/2) && (Dif < —E)

While Dif < —E

Bin(x, y) = Byu(x, y) + u

Dif =Dif +u

End while

Elseif (Dif < —T/2) && (Dif > =T + E)

While Dif > —T + E

Bm,n(x, ]/) = Bm,n(x, ]/) —Uu

Dif =Dif —u

End while

Else

Bm,n(x, ]/) = Bm,n (x, ]/)

Dif = Dif

End

Else mark(i) == 0 then

If (Dif > T/2) && (Dif <T — E)

While dif <T — E

Bun(x,y) = Bun(x, y) + u

Dif =Dif +u

End while

Elseif (Dif < T/2) && (Dif > E)

While Dif > E

Bun(x,y) = Bun(x,y) —u

Dif =Dif —u

End while

Elseif Dif < —T — E

While Dif < —T — E

Bm,n(x, ]/) = Bm,n(x, y) +Uu

Dif = Dif +u

End while

Else

Bm,n(x, y) =Bun (x, y)

Dif = Dif

End
End IF
4: Apply inverse DCT to each block and combine the original HL, LL and LH sub-bands for IDWT
operation.
5: Add 128 to the pixel value of the attacked B-channel image and combine it with the G and B
channels.
6: Split the combined image, extract the robust watermark from the B-channel image to check the
robustness, and extract the fragile watermark from the G-channel image to check the tamper
location.
7: End procedure.
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Figure 8. Simulation experiment of destroying robust watermark: (a) carrier image after being
attacked; (b) the robust watermark ciphertext extracted from (a); (c) decrypted robust watermark;
(d) the fragile watermark extracted and decrypted from (a) (1 is the same as 2); (e) the original
decrypted robust watermark; (f) XOR image representing (c,e).
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3.2.2. Extracting Robust Watermark without Being Detected by Fragile Watermark

Attackers usually steal copyright information by extracting a robust watermark. The
security of the original dual watermark scheme mainly depends on the keys K; and Kj.
Before embedding, the robust watermark in the original scheme undergoes the double
encryption operation of Arnold scrambling and extended key (Ks = cjcyc3 - - - c54) XOR
processing. However, this does not provide complete security protection. An attacker can
obtain the key through known plaintext attacks and then steal copyright information. The
attacker can use two known two watermarked images and their plaintext robust watermark
W1 and W), extract two ciphertext images W,; and W,;, respectively, from the watermarked
images, and XOR operations are performed on the plaintext robust watermarks W; and
W,, and the ciphertext robust watermark W,; and W,;, respectively. The specific process of
cryptanalysis is shown in Figure 9.
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@ @ 3 :..
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: H Kae= Watermarking We;
H cl,
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Figure 9. Watermark double encryption process cipher analysis.

In the secondary encryption stage, the scrambled images W,; and Wy, are un-
known, and the equivalent XOR key E,(i,j) is known, expressed as E(i,j) = Kq(i) &
Ky(j), (1 <=i,j <= 64), using the formula 15:

Wa1 (i,j) &) K4(i) ©® K4(]) = Wy (i/j) (15)
Waz(i, j) @ Ka(i) & Ka(j) = Wea (i, f)

By eliminating the equivalent XOR key E,(i, j), we can know that the XOR result of
scrambling images W47 and Wy, is the same as the XOR result of ciphertext images W,;
and W,,.

War(ivf) & Was(io ) = Wea (i, ) © Wea(i, ) (16)

In the scrambling phase, the attacker is equivalent to obtaining a plaintext robust
watermark image and its scrambling result image. By predicting the number of iterations,
Kj in the scrambling phase can be obtained. In the XOR stage, the attacker can obtain the
equivalent XOR key = E (i, j), according to one of the known robust watermarks W; and
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W, and its ciphertext image. Attackers can extract the robust watermark W, by decrypting
the extracted encrypted robust watermark W,, after obtaining K; and E,(i, j), and realize
the theft of the robust watermark. Algorithm 5 describes the extraction process of the
robust watermark in detail, and the simulation results are shown in Figure 10.

(8) (h) () ()

Figure 10. Simulation results of extracting robust watermark (a) and (d) are the watermarked images

known to the attacker; (b) the ciphertext robust watermark extracted from; (c) the plaintext robust
watermark of (b); (e) the ciphertext robust watermark extracted from (d); (f) the plaintext robust
watermark extracted from (e); (g) the double watermark image to be attacked; (h) the extracted
ciphertext robust watermark; (i) the equivalent XOR key matrix image obtained from the known
plaintext attack; (j) the plaintext robust watermark obtained by the attacker.

Algorithm 5: Extracting Robust Watermark W),

Input: double watermark image, the watermark image known by the attacker and the robust
watermark W; and W, contained therein

Output: original embedded robust watermark W,

1: Convert the double watermark image into an RGB color space image and split it into R-, G- and
B-channel image, and extract the double-encrypted robust watermark W,;, from the B channel.
2: The attacker extracts the encrypted robust watermarks W,; and W, from the known
watermarked image, and according to the robust watermarks W; and W), obtains formula 15 from
Figure 9, and then obtains the scrambling key Kj.

3: The attacker select one of the known robust watermarks W; and W, to scramble it with using
the scrambling key K7, and obtains the corresponding scrambling image W,; or W4, and then
performs the following operations to obtain the equivalent XOR key:

Exk(i/j) = WAl(l/]) ® Wez (1/]) (17)
= Waz(i, ) & We (i, )
4: The attacker uses the scrambling key K; and the equivalent XOR key obtained above to decrypt
the double-encrypted robust watermark W,, and extract the original embedded robust watermark
Wy,
5: End procedure.
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In the simulation experiment result (Figure 10) of extracting robust watermark, the
attacker uses the known plaintext attack, according to the known watermarked images (a),
(d) and the copyright information contained therein, that is, the robust watermark W; and
W, (images (c) and (f)), and extracts the ciphertext robust watermark W,; and W, from the
known watermarked images. The Arnold scrambling relation is explicitly defined by XOR
two plaintext robust watermark images W; and W, and two ciphertext robust watermark
images W,; and W,,, respectively. The key K; is predicted, and the equivalent XOR key
(image (i)) in the XOR encryption phase can be obtained by using one group of plaintext
robust watermark images. At this time, the watermark encryption method of the original
scheme has been completely cracked. The robust watermark image (j), extracted by the
attacker using the cracking key, is identical to the original embedded robust watermark,
indicating that the attacker can successfully extract the robust watermark.

3.2.3. Replacing Robust Watermark without Being Detected by Fragile Watermark

If the attacker can steal the robust watermark, then the robust watermark will also
face a great risk of being tampered with. After obtaining the scrambling key K; and the
equivalent XOR key E (i, j) for double encryption of the robust watermark, the attacker can
arbitrarily make a watermark image containing his own information and then generate a
ciphertext watermark image to replace the original encrypted robust watermark embedded
in the carrier image. In other words, attackers can arbitrarily replace the original robust
watermark to tamper with copyright information. Algorithm 6 describes the replacement
process of the robust watermark in detail, and the simulation results are shown in Figure 11.

D 1L
0&TA
E B
SPACE

(b)

Figure 11. Simulation results of replacing robust watermark (a) the watermark image owned by the

(d)

attacker; (b) Self-produced ciphertext watermark image by the attacker; (c) the double watermark
image with tampered copyright information; (d) the fragile watermark image extracted from (c).

Algorithm 6: Replacing Robust Watermark W,

Input: double watermark image, attacker’s own watermark image W;
Output: double watermark image of modified copyright information
1: Convert the double watermark image into an RGB color space image and split it into R-, G- and
B-channel images and extract the double-encrypted robust watermark Web from the B channel.
2: Use the scrambling key K; obtained in the previous section to perform Arnold scrambling on
W to obtain W4g, and the equivalence XOR key is re-encrypted to produce a robust watermark
ciphertext image Wos:

Wes (irj) = Wys (irj) @ Exk(irj) (18)

3: Embed the tampered robust watermark ciphertext image W, into channel B.

4: The G and R channels remain unchanged, and the B channel embedded with the replacement
watermark is combined to obtain the double watermark image with the tampered copyright
information.

5: End procedure.
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The attacker further uses the scrambling key K; and the equivalent diffusion key
E,«(i, ) to produce a ciphertext watermark image (b) with its own copyright information
(a) in Figure 11 and generates a double watermark image (c) with the tampered copyright
information. During this period, the fragile watermark (d) is not affected by the replacement
attack. The above extraction and replacement of the robust watermark in channel B is not
related to the fragile watermark in channel G, so the tamper detection and location of the
fragile watermark can be avoided.

4. Improved Design Scheme with Resilience
4.1. Improvement Methods

The security flaws of the original double watermarking framework are firstly, the dou-
ble encryption method of robust watermarking is not safe enough and can be cracked by
attackers using known plaintext attacks. Secondly, the B channel embedded with the robust
watermark and the G channel embedded with the fragile watermark are independent of
each other. When the attacker attacks the B channel alone, the fragile watermark signal
cannot be synchronized with the attacked robust watermark signal, and the attacker’s de-
struction, extraction and replacement of the robust watermark cannot be detected. In order
to overcome the above shortcomings, this paper, starting from improving the security of the
framework and the performance of tamper location, has conducted in-depth research on
improving the encryption security and tamper location effect and has made improvements
in the following two aspects.

4.1.1. Encryption Method of Robust Watermark

In view of the fact that the Arnold scrambling algorithm used in the original scheme
only uses the iteration number K; as the unique key to ensure security, with high risk,
it is easy for attackers to decipher information after predicting the iteration number and
cannot resist extraction and replacement attacks. Therefore, we adopt a new pixel spatial
position scrambling algorithm. A chaotic system is highly sensitive to initial conditions
and parameters. The logical map is a one-dimensional discrete chaotic system, which can
be regarded as a function. The generated result is a one-dimensional aperiodic chaotic
sequence, which is defined as follows:

Xn = F(anl) = an,I (1 - anl) (19)

in which, the value range of the control parameter u is {0, 4}, and the initial value Xy is
between 0 and 1. The value of X, also ranges from 0 to 1. We take the initial value Ry
and the control parameter u as the key and generate the random number sequences {R;}
of M x N different random numbers firstly, and sort it to obtain an ascending sequence
{R!}, and then a coordinate sequence {P;} is predefined to record the positions of random
numbers of { R/} in the sequence {R;} in turn, and then the robust watermark is processed
according to the coordinate sequence; thus, the scrambling robust watermark image W), is
obtained. In order to better improve the security of the encryption algorithm, we further
conduct the diffusion operation on W,. We set the value less than 0.5 in {R;} to 0 and the
value in the range of [0.5,1) to 1 to generate a binary random sequence {D;} with a size of
64 x 64. The set initial value for the ciphertext robust watermark is W, (0) = D(0) © W, (0).
The algorithm and its inverse algorithm when i from 1 to MN are as follows:
{Wei = We(i_1) ® Di & Wp; (20)

Wpi = We(i—1) ® Di & We;

Under the encryption method based on the above scrambling-diffusion algorithm, the
attacker cannot crack the key, and it is effective to prevent the robust watermark from being
extracted and replaced.
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4.1.2. Establish an Association System between Robust Watermarking for Copyright
Protection and Fragile Watermarking for Content Authentication

The fragile watermarking algorithm in the original scheme cannot effectively achieve
tamper detection and location under a single-channel attack. The mutual independence
of the three channels of RGB results means that the fragile watermark embedded in the G
channel cannot synchronize the possible attacks on the robust watermark in the B channel.
Therefore, an association system between the two watermarks is established to enable the
fragile watermark to be subject to the same attacks as the robust watermark in the ciphertext
in the B channel so as to better achieve accurate tamper localization against the robust
watermark. This paper improves the fragile watermark by XOR operation of the fragile
watermark and the ciphertext robust watermark to establish the relationship between them
and improves the fragile watermark algorithm based on the original scheme. The improved
fragile watermark and the original fragile watermark are successively embedded in the
entire G-channel image block, and the original fragile watermark is embedded in the LSB of
the copied version pixel G;y (g, ). The tamper recovery of the robust watermark can also
be realized under the attack method proposed in this paper. Figure 12 shows the design
framework of our proposed improvement measures. Algorithm 7 describes the specific
process. The simulation results of tamper recovery will be shown in the next section.

Algorithm 7: Improved Double Watermark Algorithm

Input: carrier image I, robust watermark, fragile watermark,

Output: improved double watermark image

1: Convert the carrier image into an RGB space image and split it into three channel images.

2: R<Logical map (Ro,u) //Generate random sequences R using chaotic system.

3: R’ + sort(R) //Arrange the random number sequence R in ascending order.

4: P+ R, R’ //Obtain the sequence P of the positions of the elements of R’ in the sequence R.
5: Wy < P(W},) //Obtain scrambling robust watermark W).

6: W,p,(i) < bitxor(W,(i — 1), bitxor(Di,Wp,-)) //The binary sequence D is obtained to diffuse the
scrambled robust watermark image W), and the ciphertext robust watermark W,, is obtained.
7: Wine < bitxor(W.,W,) //Obtain the improved fragile watermark.

8: Embed the ciphertext robust watermark into channel B. The improved fragile watermark is
embedded in the G channel, and the original fragile watermark is embedded in the LSB of the
copied version pixel.

9: The three-channel image is combined and converted into an RGB image, which is the improved
double-watermarked image.

10: End procedure

4.2. Simulation Test and Robust Watermark Recovery Process for the Proposed Attack Method

Generally speaking, in order to make the watermark scheme have the ability of recov-
ery, it is necessary to embed some additional recovery information in the original carrier
image. However, the more information is embedded, the more serious the distortion of the
protected image is, and the image fidelity cannot be maintained [38]. The improved scheme,
on the basis of improving the encryption method of the robust watermark, synchronizes the
fragile watermark with the attack changes of the ciphertext robust watermark in channel B
by establishing the association between the fragile watermark and the robust watermark.
After the tampering is located, the tampered ciphertext robust watermark is recovered
by using the fragile watermark extracted twice in the fragile watermark algorithm, and
then the robust watermark is decrypted and recovered. It is not necessary to embed too
much recovery information to meet the requirements of fidelity. We used the attack method
proposed in the previous chapter to test the improved watermark framework. Algorithm 8
is the simulation test and the detailed description of the robust watermark recovery process.
Figure 13 is the simulation results.
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Figure 13. The simulation results of the improved scheme and the attack on the improved scheme
(a) the combined image after the destroy attack; (b) the ciphertext robust watermark extracted from (a);
(c) the improved fragile watermark extracted; (d) the fragile watermark extracted twice; (e) the XOR
result of (b,c) , the attack signal of (b) is synchronized; (f) the location result of tampering; (g) the
recovered ciphertext robust watermark; (h) the decrypted robust watermark of (g); (i) the XOR image
of (h) and the original robust watermark, all black means that the recovered robust watermark is
identical to the original watermark.
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Algorithm 8: Simulation Test and Robust Watermark Recovery Process

Input: improved double watermark image I,

Output: restored robust watermark W,

1: Split the improved double watermark image into R-, G- and B-channel images.

2: Extract the ciphertext robust watermark W,;, from channel B. In the encryption mode of
scrambling and diffusion structure proposed in this paper, the attacker cannot crack the
scrambling and diffusion keys and cannot extract and replace the robust watermark and steal
copyright information. //Extraction and replacement attack test.

3: Change the DCT coefficient selected in the embedding process of channel B, so that the
difference Dif is modified out of the original region when the embedding watermark bit is
unchanged. //Destroying the attack test.

4: Combine the damaged B channel with R and G channels.

5: Extract the attacked ciphertext robust watermark W/, from the B channel of the combined
image, and extract the improved fragile watermark W, and fragile watermark W, successively
from the G channel.

6: Synchronize the fragile watermark with the attack on the ciphertext robust watermark by XOR
W/, and Wi, and obtain the fragile watermark W/ (Figure 13e), and use the extracted fragile
watermark W, (Figure 13d) to position tampering and obtain Wy, (Figure 13f):

WL, = bitxor (W, (bitxor(W.,, Wic))) (21)

7: After confirming the tampering location result, recover the attacked ciphertext robust
watermark (Figure 13g) and further decrypt it to obtain the recovery result of the original attacked
robust watermark (Figure 13h) //Restoring the tampered robust watermark.
Fori from 1 to 64 Do
Forj from 1 to 64 Do
If (We(i.f) ~= WL(i.j))
W (i.j) < abs(1— L)
Else
WL (Z]) —Wep
End
End
End
8: W,y <— Recover(W,,, Wy ) //Restoring the attacked ciphertext robust watermark
9: Wy, < Decryption(W,;) / /Recovered robust watermark
10: The restored robust watermark is compared with the original robust watermark, and the result
is that the all-zero image indicates that the two watermarks are identical
11: End procedure.

The simulation results (Figure 13) show that on the basis of the improved encryption
method of robust watermark and the establishment of the correlation system between the
fragile watermark and the robust watermark proposed in this paper, attackers cannot crack
the key, extract and replace the robust watermark, indicating that the improved scheme
can resist the extraction and replacement attack. Then, use the attack method proposed
earlier to destroy the robust watermark. Using the tampered ciphertext robust watermark
(b) to process the extracted improved fragile watermark (c), the obtained fragile watermark
(e) can synchronize the attack signal of the ciphertext robust watermark (b) in channel B,
so that their pixel changes are the same. Then, by comparing (d) and (e), we can know
the specific pixel value that (b) changes, and then we can realize the tamper location of
the robust watermark in the ciphertext in channel B. After accurately locating the tamper,
first recover the attacked ciphertext robust watermark, and then perform the decryption
operation to achieve the full recovery of the original tampered robust watermark. The full
black image (i) shows that the restored robust watermark (h) is the same as the original
robust watermark, which shows that the improvement measures we have given are also
effective against destructive attacks. It can not only synchronize the signal of the fragile
watermark and the encrypted robust watermark in the attacked channel B but also achieves
the full recovery of the original tampered robust watermark. This is the uniqueness of our
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Tiffany

proposed system to establish the correlation between the fragile watermark and the robust
watermark. The tamper location and recovery performance of the improved scheme when
the robust watermark is attacked is shown in the next section.

4.3. Performance Test

In order to evaluate the security and effectiveness of the improved watermarking
scheme, we have carried out experimental tests in the aspects of perception quality, robust-
ness, vulnerability, tamper location and recovery. The carrier image and watermark image
used are shown in Figure 14; six carrier images are color standard test chart with the size of
512 x 512, namely ‘Baboon’, ‘Sailboat’,” Yacht’,” Pepper’, ‘Tiffany’, and 'Lena.” The robust
watermark and fragile watermark are binary flag watermarks with the size of 64 x 64.

',I &
ny«b » ) :

Pepper

7 Sailboat
D 1L
O&TA
E B
SPACE
Lena Panda Letter

Figure 14. Six color test images in size 512 x 512 and two 64 x 64 size flag watermarks.

4.3.1. Perceived Quality Analysis

The perceptual quality of digital watermarking, also known as imperceptibility, re-
quires the watermark to be imperceptible and without causing obvious degradation of the
carrier image after embedding the digital content, thus reducing the attack intention of
the attacker. Peak Signal-to-Noise Ratio (PSNR) and Structure Similarity Index (SSIM) are
usually used to evaluate the imperceptibility of watermarks. PSNR is defined as follows:

PSNR = 10 x log;(Z52)

M-1N-1
MSE = 1< 21 21 (Io(x,y) — Iw(x,y)) 22
x=1 y=

MSE is the mean square error value calculated from the pixel value of the original
carrier image Ip(x,y) and the watermark image Iy (x,y). The PSNR standard value is
within 30-50 dB. The larger the value, the higher the image similarity. As an index to
measure the similarity between the original carrier image Ip(x,y) and the watermark
image Iy (x,y), SSIM is calculated as follows:

(2uioty + 1) (20155, +<2)
(i, + 13, +e1)(of, + 07, + )

SSIM(Ip, Iyy) = (23)

where iy, and py,, are the average values of image Ip(x,y) and Iy (x,y), ‘u%o and V%w
are the variances of image Ip(x,y) and Iy (x,y), 01,1, are the covariance of I(x,y) and
Iw(x,y), c1 = (k L)*> and c; = (koL)? are constants used to maintain stability, where
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L(L = 2B — 1, B is the bit depth) is the dynamic range of pixel values, typically taken as
255, k; is generally 0.01, and k; is 0.03. The SSIM value range is [0, 1]. The closer the value
is to 1, the smaller the difference between the watermark image and the original image is,
that is, the better the image quality is. Table 1 shows the PSNR and SSIM values of the
double watermark images generated by different test color images. The results show that
the PSNR values of various test color images are all higher than 41 dB, and the average
SSIM value is higher than 0.99, indicating that the double watermark images generated by
the improved scheme have a high similarity with the original test color images, and the
double watermark image quality is very high. It fully shows that the double watermark
images generated by the improved scheme have good imperceptibility. Table 2 shows the
comparison results of the PSNR and SSIM values of the improved scheme and the original
scheme using the test color images ‘Baboon” and ‘Lena’ to generate dual watermark images.
It can be seen that the SSIM values of the improved scheme and the original scheme are
both close to 1, while the PSNR values of the improved scheme are slightly higher than
the original scheme. Because the embedded watermark images are different, and there are
differences also in the quality of watermark images, it is reasonable for the PSNR value to
fluctuate in a small range. In general, the improvement scheme we proposed has a good
performance in terms of perceived quality.

Table 1. PSNR and SSIM values of different dual watermarked images.

Dual Watermarked Images PSNR (dB) SSIM
Baboon 41.3705 0.9953

Sailboat 42.0679 0.9928

Yacht 42.2113 0.9931

Pepper 42.2385 0.9875

Tiffany 41.8367 0.9918

Lena 42.1729 0.9964

Table 2. Comparison results of PSNR and SSIM between the improved scheme and the original
scheme [35].

Dual Watermarked
Images

Sch
chemes Data

Indicators
PSNR (dB)
SSIM

PSNR (dB)
SSIM

Original

Improved

4.3.2. Robustness and Vulnerability Analysis

The robustness and vulnerability of the watermarking scheme are the key performance
measures for copyright protection and content authentication. The bit error rate (BER) and
normalized cross-correlation coefficient (NCC) are used to measure the robustness and
vulnerability of the improved scheme and are defined as follows:

HW ’
Z IWiIWi
NCC - Hlelo HW-1
Ly LDy (24)
i=0 i=0

_ num of (Fy#Fy) o
BER — W X 100 /O
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where Iyy; and I{,Vi represents the ith bit of the original embedded watermark and extracted
watermark. Under various attacks, the NCC value should be close to or equal to 1, and the
BER value should be close to or equal to 0, indicating that the robustness is excellent. On
the contrary, the NCC value is as small as possible, and the BER value is as high as possible,
which indicates that the watermark has high vulnerability and can accurately locate the
tamper.

We tested the improved double watermark image using multiple single-image process-
ing and geometric attacks and their hybrid attacks in the original scheme [35]. Figure 15
shows the impact of these intentional or unintentional attacks on the double watermark
image and the extracted robust watermark and fragile watermark. Table 3 shows the NCC
and BER test values of the robust watermark and fragile watermark extracted under the
condition of using multiple test color images. The results show that the extracted robust
watermark can still be recognized under these attacks, the NCC value is close to 1, and the
BER value is lower than 8% in all attack forms except for the attack of cropping lower half
(50%). In fact, a bit error rate in the range of 10% to 20% is also acceptable. Experimental
results indicate that the improved scheme has a high level of robustness, while the fragile
watermark has been completely destroyed, indicating that intentional or unintentional
tampering can be detected.

Table 3. Performance test of robust watermark and fragile watermark extracted under single attack.

Baboon Sailboat Pepper Lena
Attacks Watermark

BER NCC BER NCC BER NCC BER NCC
Crop upper left (25%) Robust 7.32 0.99 7.68 0.99 6.89 1 7.35 0.99
Fragile 22.70 0.71 21.86 0.65 21.52 0.71 23.56 0.75
Crop lower right (25%) Robust 7.34 0.99 7.65 0.98 6.88 0.99 7.33 0.99
Fragile 22.35 0.70 23.58 0.67 21.68 0.65 22.26 0.74
Crop lower half (50%) Robust 14.04 0.98 15.37 0.99 13.81 0.99 14.71 0.98
Fragile 52.06 0.41 53.74 0.35 47.36 0.43 49.83 0.39
Median filter [3, 3] Robust 1.92 0.99 1.67 0.99 1.26 0.97 2.51 0.97
! Fragile 48.31 0.48 45.29 0.42 46.85 0.51 47.37 0.54
Low pass filter Robust 4.05 0.99 3.17 0.96 2.73 0.98 3.27 0.98
Fragile 48.16 0.45 48.30 0.41 48.27 0.47 49.15 0.48
Average filter [3, 3] Robust 2.89 0.97 4.48 0.98 2.61 0.99 3.23 0.99
’ Fragile 48.93 0.51 47.25 0.49 50.10 0.53 46.91 0.50
Weiner filter [3, 3] Robust 2.16 0.98 1.81 0.99 0.79 0.99 1.59 0.96
! Fragile 48.80 0.50 51.38 0.52 49.32 0.46 50.12 0.51
S & P noise (0.01) Robust 5.70 0.98 5.44 0.95 6.14 0.98 513 0.99
’ Fragile 39.28 0.73 36.06 0.68 38.42 0.74 35.84 0.71
Gaussian noise (0.001) Robust 0.09 0.99 0.15 0.97 0.39 0.96 0.08 0.99
Fragile 47.92 0.47 48.73 0.49 49.55 0.38 50.37 0.45
Speckle noise (0.01) Robust 3.24 0.99 3.58 0.99 2.42 0.99 1.73 0.97
Fragile 49.52 0.51 49.71 0.50 48.61 0.52 48.74 0.50
Poisson noise (0.01) Robust 3.19 0.96 2.68 0.97 2.71 0.98 3.25 0.96
’ Fragile 48.92 0.49 49.63 0.47 49.85 0.56 49.25 0.51

In addition, we also compared the improved scheme with the original scheme [35] and
the literature [39], taking the ‘Lena’ color image of size 512 x 512 as the test standard, and
obtained the BER and NCC test results of different schemes under various attack modes, as
shown in Table 4.

It can be seen from Table 4 that the BER and NCC values obtained by the improved
scheme are still better than the scheme [39] and the original scheme [35] under most attacks.
Considering that watermarking is likely to suffer more than one intentional or unintentional
attack in real application scenarios, in addition to the single attack, we also use the mixed
attacks in the original scheme to evaluate the improved scheme, and the results are shown
in Table 5. It can be seen that the BER and NCC values of the improved scheme are close
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to the results of the original scheme in a small range under the hybrid attack composed
of digital image processing operations, such as noise, filtering, cutting and rotation, etc.

Obviously, the improved scheme also works well against hybrid attacks.

Attacks

Salt and
pepper (0.01)

Median fil-

tering

Gaussian
noise (0.001)

Low Pass Fil-

tering

Cropping
(25%)

Attacked

images

Extracted

watermarks

Attacks

JPEG Com-
pression (40)

Resize down
(50%)

Resize up
(400%)

Attacked

images

Extracted

watermarks

Figure 15. Double watermark image and extracted watermark image under multiple attacks.
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Table 4. Comparison of the improved scheme with the original scheme [35] and scheme [39] in
multiple attack modes.

[39] [35] Improved
Attack Type

BER NCC BER NCC BER NCC

No attack 0 1 0 1 0 1
Salt and pepper (0.01) 0.0391 0.97 0.0550 0.96 0. 0513 0.9863
Poisson 0.1270 0.9713 0.0028 0.996 0.0121 0.9742
Speckle (0.01) 0.1211 091 0.0161 0.97 0.0173 0.9659
Average filter 0.0771 0.9451 0.0417 0.96 0.0350 0.9736

Gaussian LPF 0.0010 0.9993 0.0024 1 0.0021 1
Sharpening 0.0781 0.9455 0.066 0.975 0.0729 0.9783

Cropping (25%) 0.2500 0.7500 0.0166 1 0.1738 1
Cropping (50%) 0.5000 0. 5000 0.0753 0.998 0.0642 0.9937
Cropping (75%) 0.7500 0. 2500 0.073 0.989 0.0969 0.9841

LSB reset (1 or 2) 0 1 0 1 0 1

LSB reset (1-3) 0.0117 1 0 1 0 1
LSB reset (1-4) 0.1104 0.9205 0.0567 0.974 0.0548 0.9582
Resize (50%) 0.0518 0.9633 0.001 0.99 0.0232 0.9985

Table 5. Performance analysis of improved scheme and original scheme under mixed attack.

[35] Improved
Combined Attacks Watermark BER NCC BER NCC
S & P Noise (0.01) + Gaussian noise (0.001) 1;:;;155 469.?5 82; 56(5?;17 822
S & P Noise (0.01) + MF (3 x 3) Rob g‘ilset oy o o 0t
Rotation (10) + cropping (25%) Effglilset égiég 8:1932 éggi 8:‘913
S & P Noise (0.01) + Crop (25%) lljf;’g‘hs; ;;23 822 éffé 8:2?
Scaling (400%) + Rotation (10) 1;1?;;15; 6316012 34912 63;)3072 822
S & P Noise (0.01) + MF (3 x 3) + Sharpening Ef;gl;lset 650.?159 84913 5%.7432 84912
Crop (25%) + Rotation (10) + Sharpening ?f;;ls; gig 82? éégg SZZ
Crop (25%) + Rotation (10) + Scaling (400%) 1;1?;;18; é;gg ggi éigz 82;

4.3.3. Tamper Detection and Recovery

Generally, attackers will replace part of the image information or add other different
information in order to tamper with the copyright information. In order to test the tamper
location and robust watermark recovery effect of the improved scheme, we use several
attack methods in the original scheme to test the attacks on the dual watermark image
and the B-channel image embedded with the robust watermark in the improved scheme.
The fragile watermark is extracted to test the tampering location effect, and the robust
watermark recovered after the attack is extracted to test the recovery effect, as shown
in Figure 16. It can be seen that the improved scheme proposed in this paper has high-
precision tampering location ability and a good tampering recovery effect for the common
attacks that robust watermarks may suffer in a single channel.
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Figure 16. Tampering location and recovery robust watermark under some single attacks.

According to the above performance analysis results, the double watermark image
generated by the improved scheme has an imperceptibility higher than 40 dB in many
cases, and when subjected to various signal processing, geometric attacks, and hybrid
attacks, the improved scheme shows excellent robustness and fragility. The experimental
data obtained are almost close to or even higher than the original scheme and the liter-
ature [39] for comparison. It is worth mentioning that on the basis of overcoming the
security vulnerabilities of the original scheme, the improved scheme enables the fragile
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watermark to synchronize the attack signals of the robust watermark and utilizes the fragile
watermark itself to achieve complete recovery of the tampered robust watermark. The
experimental results in Figures 13 and 16 also verify the feasibility and effectiveness of the
improved scheme.

5. Conclusions

This paper analyzes the security of a dual watermark technology scheme proposed by
Hurrah et al. and gives some attacks. The main security flaws of the original scheme are
that the double encryption scheme based on Arnold scrambling and sequence encryption
for watermark is not safe, the scrambling key and equivalent encryption key are easily
obtained, which makes the original scheme unable to resist the attack of the attacker
to destroy, extract and replace the robust watermark. Moreover, there is no correlation
between a robust watermark and a fragile watermark, and a fragile watermark cannot
detect tampering under single-channel attack. In the improvement measures given in this
paper, the double encryption method of a robust watermark has been changed, and the
scrambling-diffusion encryption structure can ensure the sufficient security of the key. The
improvement scheme also includes the establishment of an association system between a
robust watermark and a fragile watermark, so that a fragile watermark can synchronize
the attack signal of a ciphertext robust watermark and achieve accurate positioning of
tampering and recovery of tampered areas. Simulation experiments and performance tests
show that the attack strategy and improvement scheme proposed in this paper are feasible,
safe and effective. The disadvantage of the improved scheme is that we can only achieve
the recovery of tampered robust watermarks, and it is unable to correct the tampered areas
of the dual watermark image. We intend to further facilitate recovery of the tampered areas
of the located dual watermark image.
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