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Abstract: Anonymity forms the basis of decentralized ecosystems, leading to an increase in criminal
activities such as money laundering and illegal currency trading. Especially in blockchain-based
metaverse services, activities such as preventing sexual crimes and verifying the identity of adults are
becoming essential. Therefore, avatar authentication and the KYC (Know Your Customer) process
have become crucial elements. This paper proposes a mechanism to achieve the KYC process by
verifying user identity using smart contracts. Users obtain an SBT (Soul Bound Token) from the
metaverse service provider through the DID (Decentralized Identity) credential issued during the
KYC process. The identity verification of avatars occurs within smart contracts, ensuring user privacy
and protection through ZKP (Zero Knowledge Proof). Tools for generating ZKP are also provided,
enabling users, even those who are unfamiliar with ZKP, to use them conveniently. Additionally, an
integrated wallet is offered to seamlessly manage DID credentials and SBTs. Furthermore, in case of
avatar identity issues, users can request an audit by the issuer through the associated DID tokens.
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1. Introduction

The emergence of cryptocurrency using blockchain technology provides decentral-
ization and innovative opportunities for the financial system, but at the same time, it
causes many problems. In particular, it is raising concerns about the safety and regulation
of the financial system. The most serious problems are AML (Anti-Money Laundering)
and CFT (Counter-Financing of Terrorism). According to Chainalysis, USD 23.8 billion
worth of cryptocurrency, a 68% increase compared to the previous year, was laundered
in 2022 [1]. In addition, due to the borderless nature of cryptocurrency, unlimited foreign
exchange transactions are possible and lead to capital flight, which can affect the sustain-
ability of the national economy [2]. Due to the anonymity provided by cryptocurrency, it
is not easy to verify the real identity of cryptocurrency users. As a result, concerns about
the reliability and safety of financial transactions using cryptocurrency are being raised,
and user authentication and KYC (Know Your Customer) processes are essential to solve
this problem.

In particular, user authentication is becoming an increasingly vital element even in the
metaverse environment that epitomizes Web3, operating through blockchain technology.
In this case, there is a drawback of managing all users’ personal information on the server,
which includes issues such as manipulating game item acquisition. Indeed, in May 2020,
there was an incident where the personal information of 100 million active users of Roblox
was compromised due to a hacking incident [3]. However, in the case of decentralized
metaverse systems (e.g., Decentraland [4] and Sandbox [5]) that utilize blockchain, users
log in using crypto wallet software (e.g., Metamask (version 11.2.0)) to map with avatars in
the metaverse, and provide services through the ownership of NFTs present in their wallets.
This is because crypto wallet software relies on verifying the possession of specific items
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rather than issuing NFTs based on the user’s identity, making it an inadequate method for
identity authentication. Even if an NFT authenticated the user, the information could still
be publicly visible on the blockchain, potentially leading to privacy issues.

User authentication is essential not only in metaverse environments but also in the
majority of Web3 applications. In the field of finance, centralized exchanges already
implement KYC procedures to verify users’ identities. Moreover, regulations like the Travel
Rule [6] for anti-money laundering efforts require VASPs (Virtual Asset Service Providers)
to collect and transmit information, such as the sender’s and receiver’s names, account
numbers, addresses, and more. This mandatory reporting helps to mitigate the risks
associated with money laundering and terrorist financing. Therefore, the FATF (Financial
Action Task Force) emphasizes the importance of identity authentication to the extent that,
through its first set of VASPs guidelines released in June 2019, it recommends that countries
advocate for the enforcement of the Travel Rule. Similarly, decentralized exchanges also
make various efforts to verify users’ identities. Among them, tbdex [7] is developing a
decentralized protocol for exchanging fiat currency and cryptocurrencies. They are utilizing
DID (Decentralized Identity) credentials [8] to authenticate users’ identities as part of their
protocol development process.

As such, it is important for identity authentication to determine the identity of the
user associated with the wallet address. Vitalik Buterin, the creator of Ethereum, proposed
the concept of the SBT (Soul Bound Token) [9], which issues non-transferable NFTs to
represent users’ identities, offering a proposal for identity verification and validation
within decentralized societies. The world’s largest cryptocurrency exchange, Binance, has
issued a form of identity token called the BABT (Binance Account Bound Token) [10], a
form of SBTs. These tokens are issued to users who have completed Binance’s KYC process,
enabling them to participate in various projects based on the BNB chain and receive rewards
accordingly. On the other hand, in order to proceed with user identity management using
the SBT, it is essential to verify that the actual wallet user wishes to be issued an SBT.

In the blockchain ecosystem, it is common to verify a user’s identity using DID and an
SBT. However, DID verification needs to be conducted in the off-chain environment outside
of the blockchain, and users have to submit credentials every time they want to prove
their identity, which is a drawback. On the other hand, using an SBT, identity verification
can occur on-chain within the blockchain environment based on the possession of an SBT.
However, to issue an SBT, users need to provide their private information to the SBT issuer,
raising concerns about privacy protection.

In this paper, we propose a scheme that utilizes DID, which is globally adopted under
the W3C initiative, to verify users through smart contracts and then issue an SBT, enabling a
seamless integration in the Web3 environment, especially in the metaverse. To protect user
privacy, instead of transmitting the DID as it is, the verification requires a VASP, offering
services using proof based on a ZKP system, ensuring that critical user information remains
unknown. Furthermore, users can generate cryptographic proof through tools designed
for complex ZKP without having to create them directly, increasing user convenience.
Additionally, we present a wallet that manages DID credentials and SBTs as a unified seed
value, thereby enhancing user convenience.

The rest of the paper is organized as follows: first, Section 2 explains the technologies
employed in this paper; Section 3 proposes the scheme; Section 4 analyses the privacy and
security aspects of the proposed scheme; Section 5 reviews related work; Section 6 presents
discussions; and, finally, our conclusions are presented in Section 7.

2. Background
2.1. DID

DID is an identity information system used within a trust-distributed framework
without centralized registration mechanisms. It is a technology based on distributed
ledgers that enable individuals to autonomously manage proof of identity and control the
scope and recipients of identity information submissions.
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As shown in Figure 1, the part that represents user information is called a claim. These
claims are collected, signed by the issuer, and sent to the holder in the form of credentials.
The holder then stores the credentials and, when they want to reveal specific information,
they add the information and their own signature and send it to the verifier, allowing
the user’s information to be verified. For example, if an accommodation facility requires
age verification, a national ID card presented to staff will reveal all personal information,
such as address, social security number, and name, not just date of birth. However, by
using DID, it is possible to prove something like “19 years or older” without revealing the
exact age. DID technology has gained significant attention because it uses the principles of
Self-Sovereign Identity (SSI), which allows users to store and manage authentication data
while providing only the information necessary for identity verification [11]. In the medical
field, methods for face-to-face consultations and personal health devices (PHDs) have been
proposed for individual health management [12,13]. As these online services require user
authentication, research using DID for personal information protection is being conducted
to address issues related to sensitive medical information in electronic health records [12].
In the era of data economy, DID technology is widely used in many authentication services
for reasons such as data sovereignty and personal information protection. However, there
is a drawback in using DID in Web3 systems.
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Figure 1. Components of DID.

2.2. NFT

NFT stands for “Non-Fungible Token”, representing a unique and irreplaceable token.
Each NFT has a distinct identifier, which encapsulates its unique attributes and ownership
information. This data is uploaded to the blockchain, making forgery or tampering dif-
ficult. NFTs grew based on the ERC-721 [14] standard in Ethereum [15]. Ethereum is a
decentralized platform built on blockchain technology, best known for its smart contract
capabilities [16]. Smart contracts are encoded segments of the EVM (Ethereum Virtual
Machine) bytecode, which is a Turing-complete programming language.

Within the blockchain’s on-chain environment, there is an “ownerOf” function that
indicates the owner’s address and a “tokenURI” function that contains a URL to a JSON
file with various attributes, including the image of the NFT. The actual information of NFTs
is stored off-chain, either on IPFS or a server. Utilizing this feature, verifying the ownership
and data information of a specific NFT by using its ID (tokenID) on the blockchain is
possible. As shown in Figure 2, NFT marketplaces provide a user interface that allows
for easy viewing of NFT information based on the data uploaded to the blockchain. NFTs
are primarily used to represent ownership of digital content, such as digital art, music,
videos, and game items. Therefore, it provides the advantage of protecting the owner’s
copyright from the work and transparently managing the rights of digital assets. Currently,
blockchain-based metaverse services that support NFT transactions operate as shown in
Figure 3.
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First, the user must log in to a digital wallet program such as Metamask and go
through the process of verifying the signature value to verify the user’s wallet address.
After that, the wallet address and the corresponding avatar are mapped 1:1. In this way,
the blockchain wallet address supported by the metaverse can be expanded into an ID
concept that allows avatars to log in. In addition, in Decentraland, users who are 19 years
of age or older need a costume of an ice breaker character issued as an NFT to participate
in hold’em poker. User authentication is carried out whether or not a specific NFT is
possessed. However, NFTs are unsuitable for creating user identities as NFTs because the
owner can transfer ownership.
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2.3. SBT

In May 2022, the co-founders of Ethereum, Vitalik Buterin, economist Glen Weyl,
and lawyer Puja Ohlhaver, published a paper titled “Decentralized Societies: Finding
the Soul of Web3.0”, which introduced the concept of an SBT. The paper proposed the
development of a new type of cryptographic token called a “Soul Bound Token”. These
tokens are designed to represent individual identities in a decentralized digital world.
It introduced the concept that these tokens could serve as the foundation for creating a
decentralized society (DeSoc) like the metaverse by making it impossible to transfer or
trade them, unlike the traditional NFT. Utilizing an SBT, various aspects of an individual’s
identity, such as employment, volunteer work, educational history, qualifications, medical
records, criminal records, membership status, and affiliations, can be securely established
by creating non-transferable NFT badge forms. These badges are then mapped to the
user’s digital wallet address, ensuring the preservation of their identity. Currently, the
SBT is creating various ERC standards (ERC-5192 [17], ERC-5727 [18], and ERC-6454 [19]).
Generally, the minimum functions and interfaces with non-transferable characteristics are
being defined.

Many services are attempting to implement identity verification systems using the
SBT. In [20], a Dapp was developed to issue and verify COVID-19 vaccination certificates
in the form of an SBT. In [21], a Dapp was developed to provide digital certificates in
the education sector using an SBT. In [22], various cases of SBT use in the Web3 domain
were listed, confirming its potential to replace the existing ownership-guaranteeing NFTs.
Thus, the emergence of the SBT has led to significant advances in user identity verification
systems within the blockchain.

2.4. ZKP

ZKP is a crucial cryptographic concept that provides a means for a prover to demon-
strate the truth of a statement to a verifier without divulging any details about the statement,
except for its validity. This cryptographic process entails a series of interactive exchanges
between the prover and verifier. During these interactions, the prover seeks to authenticate
the statement by sharing specific information while preserving the confidentiality and
privacy of the statement itself. Through these exchanges, the verifier can securely confirm
the veracity of the prover’s claim without compromising the underlying information. A
typical ZKP framework comprises three distinct phases [23]:

• Witness Phase: in the initial stage, the prover formulates a proof based on the statement
and transmits it to the verifier.

• Challenge Phase: subsequently, the verifier formulates a challenge based on the proof
received and forwards it to the prover.

• Response Phase: finally, the prover tackles the challenge and sends the response back
to the verifier.

ZKP is a fundamental tool in modern cryptography, gaining significant attention due to
its ability to address critical security and privacy challenges. It finds application in various
domains, including digital identity [24], blind signatures [25], and attribute verification [26].
ZKP offers a potent cryptographic technique that enhances privacy, security, and efficiency
in blockchain applications. There are numerous applications for implementing ZKP in
the blockchain context, such as enabling anonymous transactions [27], facilitating secure
voting systems [28,29], and improving supply chain management [30].

3. Identity Authentication Scheme in Metaverse

In current metaverse systems, for KYC procedures, metaverse service providers handle
user information separately to verify identities. When granting specific permissions based
on verified identities, centralized methods are used to manage user privileges. In this
scheme, metaverse service providers need to handle user information, and users have to
transmit their information to each metaverse service provider, leading to potential hacking
risks associated with centralized databases. In cases where a system issues an SBT without
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relying on a centralized database to authenticate user identities, the verification must
occur transparently through the blockchain, rather than the service provider confirming
the user’s identity. While user information can be protected through ZKP or encryption,
it is challenging to ascertain whether the user has provided accurate information. To
address this challenge, we aim to use the globally adopted DID to prove that the provided
user information comes from a trustworthy issuer. Moreover, once the user possesses an
identity-related SBT, they only need to prove possession of an SBT in their wallet when
accessing different metaverse services. Consequently, there is no requirement to transmit
credentials or identity information to each distinct metaverse service provider. Detailed
information regarding the SBT, as demonstrated in Section 3.5, does not include users’
personal data. Only the issuer managing the DID credentials can access this information.
Therefore, if issues arise in the future, the service provider can request DID information to
manage the user’s privileges effectively. This approach enhances privacy and security in
metaverse systems.

3.1. System Architecture

The proposed scheme consists of four entities as depicted in Figure 4: user, issuer, SBT
issuer, and verifier. The user maps with the metaverse avatar through the wallet address that
has the same seed value as the wallet that manages the DID credential. The SBT issuer is a
government department that manages users’ identities, handles personal credentials, and is
responsible for issuing an SBT in the metaverse, DeFi, or DEX. Lastly, the verifier must utilize
smart contracts to grant service permissions to users who possess a specific SBT.
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3.2. Program Flow

(1) Users provide their DID to the credential issuer and submit the information required
for KYC processes, similar to providing information for an ID card. Once the user’s
information is verified, the issuer delivers a credential that can demonstrate qualifica-
tions and identity, similar to a form of identification.

(2) Users store the credential in their wallet.
(3) The service provider creates a smart contract to verify and generate the SBT with

specific permissions, then deploys this contract onto the Ethereum network.
(4) Users create a presentation by adding their signature to the credential and generating

proof that fulfills the conditions established in step (3).
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(5) The smart contract verifies the proof provided by the user and, if the conditions are
met, issues the SBT to the user’s wallet address.

(6) Users log in to their avatars using the wallet address where the SBTs are stored.
(7) In a specific service, permission for usage is granted based on the presence of an SBT.

3.3. Credential/Presentation

DID is used to verify the user’s identity, as shown in Figure 5. Based on the user’s
Decentralized Identifier, the issuer creates a credential. During this process, the user’s
personal information used for authentication is stored in a database, including the credential
number within the credential, and is provided to the user.
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The credential issued by the issuer should represent the user’s identity within the
metaverse. Therefore, it can include various items identifying the user, such as a resident
registration card, driver’s license, diploma, and other relevant documents, as shown in
Table 1. Afterward, a holder’s signature is included in the Credential, as shown in Table 2,
to generate the presentation.

Table 1. Structure of verifiable credential.

Verifiable credential
{credential DID,
issuer DID,
issuance date,
(claim 1, claim 2, . . ., claim n),
proof(issuer’s signature)}



Mathematics 2023, 11, 4387 8 of 22

Table 2. Structure of verifiable presentation.

Verifiable presentation
{presentation DID,
presentation metadata,
verifiable credential,
proof (holder’s signature)}

When mapping users’ credentials or personal information to credentials and pre-
sentations using DID, there exists a privacy concern where all information, including
unnecessary details, is revealed. To address this, it is essential for users to employ the
selective disclosure method, allowing only necessary information to be disclosed. In this
scheme, the CL signature [31] is utilized to implement this approach. The CL signature can
be considered probabilistically secure under the strong RSA assumption. During the signa-
ture verification, using the Sigma protocol for the information intended to be concealed, its
value can be calculated.

3.4. ZKP Tools

Our tool allows users to generate proof through ZKP using presentations, and automat-
ically generates a smart contract to verify these proofs. This tool utilizes the Pinocchio [32]
algorithm to create smart contracts based on ZK-SNARKs for implementing ZKP. It uses the
ZoKrates [33] tool for handling ZKP to generate users’ proof and smart contracts. The process
of generating proof through the corresponding tool, as shown in Figure 6, is as follows.
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(1) The ZKP tool takes the user’s presentation as input, parses it, and separates the field
and sign components for further processing.

(2) The validator performs operations such as verifying the DID signature (CL signature),
implementing the “greater than” operation for age validation (19 years and above),
and executing the “equal” operation.

(3) The ZoKrates library is used to implement proof and verification functions.
(4) The generator provides the user with the proof value of the presentation. The validator

uses the verify function provided by the smart contract to verify the true/false value
of the user’s proof.

The proof generated by the signature verification and age is shown in Figure 7. When
a valid proof is provided, it reflects a true value, allowing the validation of the user’s value.
When calling a function to verify a value in a smart contract, a function, prefixed with “_”,
is called, and the circuit of the function called when creating a circuit is added. When the
verification function is executed, it determines the truth or falsehood of the proof. If the
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proof is true, the received result from the ‘out’ value is directly returned, enabling the flow
to be similar to invoking a regular function. This allows for a seamless utilization. If the
proof is false, the function executes an assert statement to cancel the execution. In Figure 8,
the proof generation function pertains to the calculations for “greater than” operations
based on the value of the proof.
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Using this tool, users can input credentials (in JSON format) stored in their wallet.
Subsequently, users can invoke the verify contract procedure to choose the type of proof
they want to generate. Later, when the user requests a specific ZKP (e.g., age over 19), the
tool parses this information and generates the corresponding proof. With the generated
proof, users can undergo verification by the verifyProof entity below and receive the SBT
issuance. Hence, users can enhance their convenience as they can create proofs for desired
values using only the credentials within their wallet and the contract, without needing to
know the details of any ZKP encryption algorithms.

3.5. SBT Minting Contract

The operational process of the contract is shown in Figure 9. The zok-verify contract
verifies the user’s presentation proof and then issues the SBT via the contract. Only the
designated the SBT issuer can issue an SBT, and it only works if the value of the user’s
proof is true.
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In the case of the SBT contract, it uses the ERC721 standard from OpenZeppelin to
generate the SBT and includes the “cannot transfer” condition to prevent it from being
transferred to anyone else. The appearance of the contract is shown in Figure 10. The
contract is composed of two contracts: zok-verify, which verifies the user’s proof, and
SBTCreator, which issues the SBT. In the zok-verify contract, verifyProof_sendTX() must be
called first, and only if the proof is true, can VerifyProof() in the SBTCreator Contract be
invoked. SBT issuance is possible only when these requirements are satisfied.
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In Algorithm 1, the verifyProof_sendTX() function within the Verify Contract pro-
cedure verifies the user’s presentation proof. This function is invoked by supplying the
proof generated in Section 3.4 and the issuer and user’s DID present in the presentation
and the credential number as inputs. The verify function is generated using the ZoKrates
plugin. In this context, when the proof value submitted by the user is true, the verifyProof()
function within the SBTContract confirms that the presentation proof has already been
successfully validated. To prevent the possibility of other users using the same proof value,
the duplicatedProof array is utilized to store proof values.
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Algorithm 1. verifyProof_sendTX() [Verify.Contract]

Input: calldata proof, calldata input, calldata issuer, calldata user, uint numOfCred
If (verify(proof, input) == true)

SBTContract.verifyProof(msg.sender, issuer, holder, numOfCred)
. verify presentation proof using ZoKrates

If presentation proof is true, call the SBTCreatContract
duplicatedProof[numberOfProof]← proof

. Storing a list for duplicate confirmation.

In this contract, ZK-SNARKs, as used in ZoKrates, are employed. Generating proof
incurs relatively high costs, but in the verification process, it maintains O(1) complexity.
Therefore, even for significant computations within the smart contract, solutions are always
resolved in constant time, resulting in a minimal GAS overhead. Using Solidity version
ˆ0.8.0, deploying the verifyProof_sendTX() function costs GAS 1,336,311, and calling the
verify function consumes GAS 227,578. Currently, it verifies three proofs, and even with an
increase in the number of proofs, the GAS cost remains at GAS 227,578.

In the SBTContract, the verifyProof called from the preceding Verify Contract pro-
cedure is used to register the user’s address in the authenticationAddr. As in Algorithm
2, the verifyProof function can only be invoked within the Verify Contract procedure.
For future audits, the verified information of the credential is stored in the vp array for
management purposes.

Algorithm 2. verifyProof [SBTContract]

Input: string tokenurl, address user, string issuer, string user, uint numOfCred
onlyVerfy.Contract . Can only be executed within the Verify Contract.
authenticationAddr[user]← True . Indicates that the user has been authenticated

with proof from the Verify Contract.
Vp← push(VerifiedPresentation(addr, issuer, user, numOfCred)

. To express gratitude, information is added to the vpList.
authCount[addr]← vp.length; . Manages the sequence of users authenticated.

The following is the createSBT() function, responsible for issuing an SBT, as outlined
in Algorithm 3. This function can only be accessed by the issuer and can only be issued to
the person whose proof, which was previously registered in the authnticationAddr, has
been verified. Additionally, only one SBT can be issued per address. The SBT is created by
calling the mint function through ERC721.sol. The issuer generates a tokenURI and uses it
to create the SBT.

Algorithm 3. createSBT()

Input: string tokenurl, address user
onlyOwner() . Only administrators are authorized to issue SBT.
require(authenticationAddr[user], “Not Authentication person”);

. SBT can only be issued to individuals who have
successfully undergone proof verification.

require(sbtToPerson[user], “already exist”);
. Only one SBT can be issued per individual ID.

tokenIds.increment();
uint256 newItemId = tokenIds.current();
_mint(user , newItemId); . Issues to the user, including the SBT number
_setTokenURI(newItemId , tokenURI) ;. Setting up SBT and Token URI
sbtToPerson[user] = true; . Adding SBT issuing address
sbturlToPerson[user] = tokenURI; . Adding tokenURI for Quick Search
sbtNumber[user] = newItemId; . Adding token number
Output: newItenId;
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The generated SBT appears as shown in Figure 11a, and its corresponding JSON
structure is depicted in Figure 11b. Subsequently, functionality is implemented to facilitate
the SBT management. This includes searching by address to determine the SBT issuance
status, associated tokenURI information, and the token number.
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While specifications for the non-transferable SBT, like ERC-1138 and ERC-5192, are
under development, we have implemented code in a way that makes the transferFrom
operation fundamentally impossible, as described in Algorithm 4. As a result, no trading is
possible for any SBT generated through the SBTContract.

Algorithm 4. transferFrom(_form, _to, _tokenId)

Input: address _form, addres _to, uint256 _tokenID
require(cannotTransfer == false, “You cannot transfer this SBT”)

. Issued SBT cannot be transferred to other individuals.

Lastly, in Algorithm 5, there is the updateURL() function. This function can only be
called by issuers and is intended to allow the modification of the tokenURI for previously
created SBT in response to user requests. This function allows SBT present in user wallet
addresses to be granted functionality similar to revocation.

Algorithm 5. updateURL()

Input: string tokenurl, string tokenURI
onlyOnwer() . Only administrators have the authority to

update SBT
_setTokenURI(sbtNumber[user], tokenURI) . By altering the tokenURI of an SBT,

the content within it can be modified.
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The blockchain stores owner, issuer, and TokenURL information, while the metadata
in External_url is stored on the issuer’s server. User information, excluding personal data,
is exposed, addressing privacy concerns. In the future, if an individual who possesses a
specific SBT engages in criminal activities, it becomes possible to obtain information from
the issuer who issued the corresponding credential. Using the kycNumber, one can access
and review the details of the issued credential, as depicted in Figure 12.
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3.6. DID & Credential Integrated Wallets

A wallet for storing the SBT received after the user verifies the proof is shown in
Figure 13. While it is possible to store the SBT using existing cryptocurrency wallets, the
presentation and credential used to obtain the SBT may have been securely stored by the
user in another wallet. In this paper, a wallet is proposed that not only facilitates the
storage of the SBT but also integrates and manages crypto wallets all in one place. For
cryptocurrency wallets, the current implementation uses the Metamask API. For the DID
wallet, it follows the requirements outlined in the W3C’s upcoming Universal Wallet 2020
standard. The wallets use the HD (Hierarchical Deterministic) wallet structure, which uses
the BIP-44 [34].

The key derivation algorithm allows for the derivation of various sub-level private
keys from a single seed value. In this process, the secp256k1 curve [35] of the ECDSA
algorithm is utilized to generate a public key corresponding to the private key. Through
hashing, the address of the crypto wallet is then generated. Similarly, in the case of DID,
the private key is derived from the seed value, and the Ed25519 curve [36] of the EdDSA
algorithm is used for generating the corresponding public key. This process leads to the
creation of a DID-specific identifier, which is then used to generate the DID itself. By using
a single wallet that holds the seed value, both the metaverse wallet and the DID wallet are
integrated and managed. The HD wallet structure follows the BIP-44 algorithm for these
operations. Users have the capability to select a blockchain network within Metamask. In
the metaverse wallet address, various items, such as ERC-721 NFTs, ERC-20 tokens, assets,
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and SBTs can be stored. In the DID wallet, users can not only access the DID document, but
also verify the credentials issued with that particular DID. Additionally, the user wallet
offers the functionality to generate presentations. By selecting the desired claims, users
can create presentations containing their signatures. These presentations can be used to
generate proof and include functions to verify this proof.
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In fact, utilizing the EdDSA algorithm, which involves a relatively simpler and more
efficient signature generation and verification process compared to the ECDSA algorithm,
for wallet address and DID generation, would be a favorable approach. However, presently,
Bitcoin wallets generate addresses and transaction signatures based on the ECDSA algo-
rithm. To support various multi-blockchains, both ECDSA and EdDSA algorithms are used.
Therefore, by generating identical seeds and creating ECDSA and EdDSA private key pairs
based on each seed value, it is possible to support multi-addresses using a hierarchical
structure. This approach offers the advantage of deriving multiple addresses from a single
seed. Additionally, by leveraging the open-source code of Metamask, adding additional
networks is inherently possible. The network includes Ethereum as the default base, and
Ethereum test networks such as Goerli are inherently registered. DID, being based on
W3C standards, poses no compatibility issues. Regarding address wallets, the SBT that
exists on networks such as Ethereum, Polygon, and Optimism, is forked from Ethereum.
Hence, additional development is required when dealing with SBTs generated using other
platforms, which could be considered a drawback.

3.7. Managing Metaverse Avatar Permissions through the Wallet

Once SBTs are generated, they can be linked to the metaverse avatar and wallet address.
To access specific services, the presence of the corresponding SBT is verified within the
avatar linked to the user’s wallet. This verification process determines whether the user can
use services within the metaverse. For such services to be realized, it is necessary to develop
a digital wallet address system, as shown in Figure 14. Currently, digital wallets can only
store tokens such as NFTs, badges, and assets, and lack support for DIDs, credentials, and
presentations. To solve this, a wallet program must be developed that allows users to link
their DIDs to their digital wallets, enabling the creation of services where NFTs can be
issued using credentials from issuers.

Currently, integration with the metaverse system operating on Ethereum-based net-
works is feasible. The smart contracts generated to verify proof can only be validated
within EVM (Ethereum Virtual Machine)-based networks. Consequently, these proofs can
be verified exclusively within networks operating primarily on the Ethereum platform.
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4. Privacy and Security Analysis

(1) Privacy Analysis

In existing systems, such as metaverses or DeFi, service providers hold all user in-
formation, which leads to significant risks in cases of hacking. However, in the proposed
system, only the DID issuer (who may also perform auditing later) has user information.
Service providers only verify evidence derived from presentations. This setup ensures that
users’ privacy is protected, as the service providers do not have access to any personal
data but can check whether someone meets certain criteria based on the presented proof. If
someone who has received an SBT from a service provider engages in money laundering
or illegal activities, their suspicious actions can be traced by requesting information about
the corresponding credential from the DID issuer using the credential number stored in the
SBT external link. In addition, the system includes SBT revocation functionality. Given the
potential risk of inferring the identity of a particular individual from different SBTs present
in a user’s wallet address, the system uses ERC-4906 and ERC-5185 in response to user
requests. This allows the metadata of a user’s SBT to be updated, effectively breaking the
link, and protecting privacy.

(2) Security Analysis

In the proposed protocol, since credentials are not directly mapped to the user’s
wallet, there exists a potential issue where proofs could be replicated and used. The
generated proof only contains a signature asserting that the owner of the corresponding
DID is authentic. Thus, if a user provides the same proof as the one used to generate a
presentation proof, it might be assumed that they possess the associated credential. To
address this, in the current protocol, when a service provider issues an SBT, the proof is
stored in a smart contract. If the same proof is submitted again, the protocol prevents the
issuance of the SBT. The developed smart contract follows the Ethereum standard ERC-721
and uses the OpenZeppelin library to implement non-transferable functionality, ensuring
that proof cannot be transferred. The verification of proof is achieved using ZK-SNARKs
from ZoKrates. Both OpenZeppelin and ZoKrates have undergone security validation,
ensuring their safe utilization within the smart contract.
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(3) ZKP tools Analysis

Using the Rust language, one can use range proofs or arithmetic circuits to verify the
contents within a user-generated presentation, such as age and signature. The ZoKrates
tool provided by Remix facilitates this process. The setup phase of the circuit is conducted
off-chain, with the results shared in the verification contract. When a user wants to prove a
statement using their secret value, they use the ZoKrates language and the proving key
generated in the setup, along with the secret value, to create a proof. Verification of the
proof is possible on the blockchain by deploying the verification contract created with
the verification key from the setup, allowing validation of the proof’s correctness on the
blockchain. By using this tool, the ZoKrates tool provided by Remix can be transformed into
a language that generates proof for users, while the smart contract provides the verification
contract. in this way, even developers without in-depth knowledge of ZKP can verify the
identity of users, making the process accessible and advantageous.

5. Related Works
5.1. DID/Credential Verification Procedures Using Blockchain

Sovrin [37] is an SSI-based system built on the Hyperledger framework, implementing
a decentralized PKI using DIDs. On the other hand, uPort [38] operates on the Ethereum
platform, utilizing uPort identities for Ethereum account addresses. However, both Sovrin
and uPort validate DIDs on the blockchain, lacking sufficient on-chain privacy protection
measures. CredChain [39] has introduced a self-sovereign identity framework for secure
issuance, sharing, and the verification of credentials, proposing mechanisms to ensure the
trustworthiness of credential verification systems and privacy control. CredenceLedger [40]
employs permissioned blockchains and cryptographic technologies tailored for the educa-
tion sector, making verification easy and emphasizing user-centricity and privacy protection
through innovative protocols [41]. While these specific domain-oriented Dapps propose
privacy protection solutions, they come with the drawback of needing to validate DIDs
for each required service. This paper [42] presents strategies to address centralization
issues, and in this paper [43], integrating DID, off-chain verifiable credentials, and on-chain
smart contracts is proposed. However, the on-chain signature verification method for DIDs
is not clearly outlined, and approaches for managing user credentials are not discussed.
Additionally, Cerberus [44] performs credential revocation and verification processes using
multiple addresses, considering the revocation process as an intermediate step in the SBT
recovery process. The Coconut [45] solution, as a smart contract library for Chainspace and
Ethereum, ensures confidentiality and integrity even if the issuing authority is malicious
and allows specific attributes to be revealed to verifiers. However, these papers, while
verifying DIDs on-chain, have an advantage, but require submitting DIDs for each service.
Moreover, in the context of using Web3, they do not explain the relationship between DID
and the user’s wallet, as they authenticate users using the wallet, not DID, which can be
considered a disadvantage.

5.2. Definition of Identity in Blockchain

According to the definition of identity [46] in the blockchain, identity is categorized
into transaction identity, based on wallet account information, persona identity, rooted in
personal characteristics, credential identity, based on social behavior or asset ownership,
reputation identity, established from reputation, and data identity, built upon actual data.

Credential systems, such as POAP [47] and Ethereum Name Service [48], authenticate
identity based on social behavior and asset ownership. These systems typically involve
issuing NFTs to wallet accounts, similar to SBTs, for identity verification. However, existing
NFTs can be transferred, making it challenging to solely rely on NFT ownership for KYC
verification. Furthermore, NFTs often cannot hold all of the user’s information, and the
drawback lies in the fact that issuers of NFTs need to store user information in databases
operated by each issuer for user authentication.
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Furthermore, individual identification systems like BrightID [49], Proof of Human-
ity [50], and WorldCoin [51] (Proof of Personhood) establish that the owner of a wallet
is indeed a real person. BrightID leverages linkage to social accounts to confirm identity,
while WorldID in WorldCoin uses iris scans linked to wallet accounts to verify personhood.
These approaches prevent Sybil attacks and aim to function as UBI (Universal Basic Income)
tokens. However, BrightID relies on a user’s social network rather than their exact identity,
which falls short of fully satisfying KYC requirements. WorldID raises concerns regarding
security due to the usage of users’ iris information.

Project Galaxy [52] ID relies on off-chain reputation data, such as credit scores, for
identity verification. Rabbit Hole [53] verifies users based on their Web3 activity history,
showcasing their knowledge and experience through data. Reputation data is not suitable
as an identity proof since it does not represent KYC processes but rather only certain score
indicators. Finally, there is data-based authentication, like DID. However, this approach
faces privacy issues due to the transparent nature of blockchains for identity verification.
Moreover, to support various blockchains, certifiers would need to issue verifiable creden-
tials for each blockchain account, leading to privacy concerns, as certifiers would know the
asset balances and transaction history of each user’s wallet account.

5.3. Final Review Analysis

In Section 5.1, we analyzed the use of DID in the context of the blockchain. In
most cases, the blockchain acts as a ledger for DID, and the advantage lies in on-chain
verification rather than off-chain. However, the drawback is that users have to submit
DID every time verification occurs for different services. Additionally, when utilizing
Web3, the authentication is done using the user’s wallet, not DID. This creates a challenge
in explaining the relationship between DID and the user’s wallet. In Section 5.2, we
classified identities within the blockchain into a transactional identity based on the wallet
account information, character identity based on traits, qualification identity based on social
behavior or asset ownership, reputation identity based on reputation, and data identity
based on actual data. We compared these identities, highlighting their respective strengths
and weaknesses in Table 3. As mentioned in our paper, the proposed scheme is suitable for
connecting with metaverse avatars.

Table 3. Comparison of identity in blockchain.

Credential
Identity
System

Personality
Identity System

Reputation
Identity System

Decentralized
Identity System Proposed Scheme

Related work [47,48] [49–51] [52] [37–45] This paper

Is verification
conducted
on-chain?

Yes No Yes No Yes

Is the identity
token provided? No Yes Yes No Yes

Is the wallet
account

anonymous to
the verifier?

No No No
Yes

(Selective
disclosure)

Yes
(Selective

disclosure)

Is off-chain
identity

compatible with
the wallet?

Yes Yes No No Yes
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6. Discussion

In the DID/credential verification procedures using blockchain parts, the blockchain
is simply used as a verification center to use DID, and DID is not verified by smart contracts
or used as a KYC procedure, so a direct comparison with this paper’s proposed scheme
is not possible. And in the case of identity in the blockchain, it can be said that it is far
from the KYC process, as it only suggests a method of expressing identity in the blockchain
using various methods. Accordingly, we would like to compare papers on measures to
ensure KYC processes in a blockchain environment.

Firstly, the author of [54] discusses SBT in the future Web3 ecosystem, making distinc-
tions from credentials. They predict the use of an SBT instead of a credential for verifying
user identities in Web3, and highlight the challenges faced in the non-fungibility of SBTs.
However, this paper does not mention KYC processes through SBTs, and, given its futuristic
outlook on the world of SBTs, it might not directly compare well with our paper. On the
other hand, this paper [55] introduces the KYCE (Know Your Customer on Ethereum)
system, which is a system where identity providers store the credentials of users who have
successfully completed KYC verification in an encrypted accumulator. Witnesses are then
provided to the users. However, including these witnesses in each transaction datum incurs
additional costs, and the process of authenticating users before KYC verification is not
precisely outlined. Furthermore, it manages user authentication off-chain and only later
manages it through smart contracts in a whitelist manner. Additionally, the KYC Privacy-
Preserving Identity Scheme is discussed by [46]; KYC processes handled by VASPs using
non-fungible tokens for identity verification are discussed. These tokens are associated
with approved institutions and utilize BBS+ signatures for ZKP. However, in this approach,
VASPs need to calculate values in the Merkle tree using smart contracts and individually re-
lay the calculated values to each VASP to use ZKP, limiting its application. To address these
limitations, the same research team submitted a more advanced paper [56]. This solution
sets up third-party verifiers to authenticate user identity witnesses and provides interfaces
to access whitelists of verified wallet accounts. This eliminates the need for numerous small
VASPs to repeatedly verify user identity witnesses. However, in this method, identities are
managed by whitelists within smart contracts, requiring the presence of a third party to
oversee the whitelist. This method does not utilize DID for user authentication, conducts
verification on-chain, which incurs significant costs, and only proposes a process for simple
SBT minting.

In contrast, our proposed system utilizes existing DIDs/credentials for verifying user
identities. Rather than using off-chain validation like in previous research proposals, our
system utilizes ZKP to protect privacy, and verifies users on-chain, ensuring transparency
in the verification process. Additionally, we provide a tool for creating ZKP and gener-
ating verification contracts, making it user-friendly even for those unfamiliar with ZKP
credentials; in addition, generated SBT storage is facilitated through an integrated wallet.

However, our tool faces potential challenges: firstly, it is not a fully decentralized
system, as it relies on trusted issuers for creating DID credentials. Secondly, the smart con-
tract currently only operates within the Ethereum-based EVM, limiting its use to platforms
supporting smart contracts and SBTs, like Ethereum, while Web3 platforms, such as meta-
verse systems, operate in diverse blockchain environments. Lastly, there is a compatibility
issue between wallet addresses and DID credentials. Currently, the system issues an SBT
to wallet addresses based on credentials for user authentication, and the credentials used
are stored in contracts in a whitelist form to prevent duplicate use. If the same credentials
are used in different contracts, issues might arise, indicating the need for a fundamental
solution for compatibility.

The scheme was compared with KYC schemes according to several papers, as shown
in Table 4.
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Table 4. Comparison of KYC schemes.

Identity
Authentication

Factor

KYC
Authentication

Smart Contract
Utilization Token Usage Tool Support Wallet Support

Privacy-preserving
KYC

on Ethereum [55]

ID card,
passport. . . On-chain Whitelist X X X

A Privacy-Preserving
KYC-Compliant

Identity Scheme [46]

ID card,
passport. . . On-chain

Credential
Verification

(VASP calculation
is required)

SBT
(Non-

Transferable)
X X

A Universal
Privacy-Preserving
Multi-Blockchain
Aggregated [56]

ID card,
passport. . . On-chain

Credential
Verification

(+Third Party)

SBT
(Non-

Transferable)
O X

Tbdex [7] DID/credential Off-chain Whitelist X X X

Proposed Scheme DID/credential On-chain
Credential
Verification

(ZKP verification)

SBT
(Non-

Transferable)
O O

7. Conclusions

Web3 is a decentralized internet technology that relies on a blockchain-based technol-
ogy stack, allowing for P2P (peer-to-peer) transactions without dependence on centralized
platforms or intermediaries. It is expected to become mainstream within the next 10 years,
and by 2024, it is projected that 25% of global businesses will integrate existing applications
and services into decentralized Web3 applications. Therefore, defining user identities
in the context of Web3 is crucial. Given that Web3 is based on a blockchain technology
stack, with wallets forming a core part of the ecosystem, attributing identities to wallets
holds significant importance. Web3’s reliance on blockchain-based wallets for identity
authentication underscores the meaningfulness of assigning identities to these wallets.

Web3 VASPs lack proper identity verification processes for users utilizing their ser-
vices, enabling criminals to anonymously misuse these services for activities like money
laundering and illegal forex transactions. As a result of deficient identity management,
cryptocurrency-based crimes are rapidly increasing, leading to severe socioeconomic con-
sequences. Requiring VASPs to prove to users that their wallet account identities have
been verified can reduce crimes such as fraud and protect investors’ rights. By demanding
users to prove to VASPs that they have verified identities associated with wallet accounts,
criminals would need to use verified accounts to receive funds, thus decreasing crimes like
money laundering.

This system proposes a new schema that combines credentials and SBTs to ensure KYC
processes. We provide solutions for on-chain DID verification and ensure privacy through
ZKP. Moreover, our approach allows VASPs to prove user identities without storing user
information, relieving the burden on VASPs. Our solution can lower the barriers for users
to utilize Web3. Additionally, it contributes not only to crime prevention but also to crime
eradication. For instance, regulatory authorities can trace the identities of suspicious
wallet accounts. As mentioned earlier, when users with issued SBTs engage in illegal
activities, information about the user can be requested from the issuer who issued the DID.
By ensuring unique IDs within the blockchain, this system brings positive outcomes to
DAO governance, prevents Sybil attacks, and facilitates airdrops. In the future, we plan to
propose solutions for the fundamental issues of this system and develop Dapps applicable
to Web3.
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