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W N e

Abstract: Attribute-based signature (ABS) assures the verifier that the message is endorsed by a
signer whose attributes satisfy the claimed attribute policy (predicate); thus, it can provide identity
authentication with privacy preservation in scenarios like anonymous communication and access
control. However, we have found that the inherent delegatibility of attribute-based cryptography,
which enables the utilization of relationship between policies, could make most of the existing ABS
constructions not satisfy the unforgeability requirement under the common security model. In this
paper, we dig into the delegatibility property of ABS for the first time and propose the potential
delegation attack to break the unforgeability of the existing ABS constructions under the common
security model. We also give two attack instances on a typical ABS construction to demonstrate the
feasibility of the proposed delegation attack. Finally, we present two solutions to improve the above
issue and give a further discussion about the delegatibility property of ABS.

Keywords: attribute-based cryptography; attribute-based signature; authentication; delegation;
unforgeability

MSC: 94A60; 94A62; 68P25; 68P27; 14G50

1. Introduction

Among the popular primitives of public-key cryptography, digital signature effectively
guarantees authenticity, integrity, and non-repudiation. In its basic form, each user is
uniquely identified by his public key, and a corresponding secret key is used to demonstrate
the message is signed by a certain user. Usually, a public-key infrastructure (PKI) is required
to certify the relationship between the public keys and real-world user identifies. To reduce
the PKI and certificate dependencies, the notion of identity-based signature (IBS) was first
introduced by Shamir [1] in 1984, in which the public key of a user is simplified as his
identity (e.g., name, email address, or phone number). This opens the way to more flexible
and efficient digital signature schemes [2-7].

With the emerging concept of attribute-based cryptography [8-15], lots of research
works have been conducted in the area of attribute-based signature (ABS) [16]. Instead of
describing the signer with a unique identity as in IBS, a set of attributes are assigned to
the signer by an attribute authority in ABS. A valid signature assures the verifier that the
signature is generated from a signer whose attributes satisfy the claimed attribute policy
(predicate) (in our context, predicate and policy have the same meaning). At the same
time, the signature reveals no information about the signer identity or attributes except
the claim that his attributes satisfy the public policy. With the advantages of flexibility
and privacy, ABS has a good application prospect in many scenarios, such as anonymous
communication, access control, message delivery and trust negotiations [17].
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However, we have found that the inherent delegatibility property of attribute-based
cryptography makes most of the existing ABS constructions not secure under the common
unforgeability security model. The (key) delegation technique of attribute-based cryptogra-
phy was first introduced by Goyal et al. [18] in their key policy attribute-based encryption
(KP-ABE) scheme, with which a user is able to use a secret key corresponding to an access
policy to compute a new secret key corresponding to any access policy which is more
restrictive than the original one. For example, assume the original secret key is associated
with the access policy “A and B”, then it can be used to compute a new secret key related
to the policy “A and B and C” without relying on the system key generator. Similarly,
in the ciphertext policy attribute-based encryption (CP-ABE) scheme [19], the (ciphertext)
delegation technique was applied on a ciphertext encrypted under a certain policy to
re-encrypt it to a more restrictive policy with only public information. Thus, with the help
of the delegation technique, the relationship between the policies can be exploited to derive
some new and valuable components in ABE without relying on the trusted third party.

Obviously, the same case goes for ABS, in which the signature is associated with a
policy. The difference is that, usually, a more restrictive policy is delegated in ABE, but it
happens in the opposite direction in ABS. That is, a signature could be used to derive a
new signature whose associated policy may be looser than the original one. For example,
assume a signature is associated with a policy “A and B and C”, which means that the
signature is endorsed by a signer with at least the three attributes A, B, and C. With the
delegatibility property, it seems possible to derive a new signature related to a looser policy
(e.g., “A and B”) from the original one.

Based on the observation that almost all of the existing ABS constructions do not
consider the delegation issue in their unforgeability security model and only require a
signature for a new pair of message and policy in the forge phase, some malicious attacks
utilizing the delegation technique, which we call delegation attack, could be conducted to
break the unforgeability in the ABS constructions.

In this paper, we review the security model and construction of ABS, and focus on
the delegatibility issue in the ABS schemes for the first time. Our contribution can be
summarized as follows.

e We first analyze the potential vulnerability related to the delegatibility property of
ABS under the common unforgeability security model, and propose the delegation
attack method to break the unforgeability of the existing ABS schemes.

*  We then give two attack instances on a classical ABS construction [20] to show the
feasibility of the delegation attack method.

¢ Finally, we propose two solutions to improve the above issue and give a further
discussion about the delegatibility property of ABS.

The remainder of this paper is organized as follows. We first review some related
preliminaries and definitions in Sections 3 and 4, respectively. In Section 5, we analyze
the potential vulnerability of the existing ABS constructions, and give two concrete attack
instances. Then, two improvement solutions with some discussions are proposed in Section 6.
Some related works are discussed in Section 2. Finally, we draw the conclusion in Section 7.

2. Related Work
2.1. Attribute-Based Signature

Maji et al. [17] first formally defined the notion and security requirements of ABS in 2008,
which offers the guarantees of strong unforgeability and privacy. An efficient construction
with expressive boolean policy is proposed based on groups with bilinear pairings and proved
selectively secure under the generic group model. Moreover, several potential scenarios of
ABS are discussed in their scheme. Almost in the same period, Guo and Zeng [21] also
proposed an ABS scheme but without the consideration of the signer privacy.

Later, Li and Kim [22] presented an ABS scheme under the standard assumption,
but only an (n,n) threshold gate is supported in the policy. As an extension of [22],
Shahandashti and Safavi-Naini [23] proposed the t-ABS supporting (¢, n) threshold, and ap-
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ply it in the anonymous credential systems. To obtain better efficiency of computation
cost and signature size, Li et al. [20] proposed a new ABS construction supporting flexible
threshold policy by introducing some dummy attributes. In addition, a multi-authority
ABS construction is given in their scheme to further reduce the trust on attribute authority.
They also constructed a non-transferable access control system as an illustrative application
of ABS.

Okamoto and Takashima [24] proposed a more general non-monotone ABS scheme
support not noly the traditional AND, OR, and threshold gates but also the NOT gate.
Their scheme also achieves fully secure under the standard model. They also proposed
a decentralized multi-authorized ABS scheme [25], in which no central authority and no
trusted setup are required.

Motivated by the work of [24,25], Ge et al. [26] proposed a new general ABS construc-
tion based on the Water’s CP-ABE schemes [27], with better computation efficiency and
shorter signature size. Herranz et al. [28] proposed ABS with constant size signatures,
but only enabling threshold predicates. Gagné et al. [29] proposed a short pairing-efficient
threshold ABS, in which only three pairing operations are required in the verification
algorithm and the size of the signature is independent of the number of attributes. They
also discussed how to achieve shorter public parameters based on the intractability of
computational Diffie-Hellman assumption in the random oracle model.

Since then, many ABS schemes with practical advantages have been proposed. In [30],
arevocable ABS scheme with adaptive security in the standard model is given, which enables an
external judge to break the anonymity of a signature when necessary. Similarly, Ding et al. [31]
proposed a new structure and syntax for traceable ABS achieving a good balance between
privacy and traceability. Given a malicious signature, the identity of the signer can be traced
via the collaboration of the two trusted parties in their system. Kaafarani et al. [32] proposed
decentralized traceable ABS to protect against a fully corrupted tracing authority.

To overcome the challenge for resource-limited devices to perform heavy ABS com-
putations, Chen et al. [33] formalized a new paradigm called Outsourced ABS, in which
the computational cost of the signer is greatly reduced through outsourcing intensive
computations to an untrusted signing-cloud service provider. Different from that in [33],
in [34], an verifying server is introduced to help the verifier to verify the signatures and
reduce the computation burden.

To reduce the computational overheads for both signers and verifiers in the Internet of
Things (IoT) scenario, Cui et al. [35] proposed server-aided ABS with outsourced signature
generation and verification. Moreover, user revocation is achieved through enabling the
server stop generating signatures for revoke users. However, Xiong et al. in [36] pointed
out that the verification algorithm in [35] was insecure against the collusion attack. They
also proposed a new ABS scheme, in which not only the computation in both signature gen-
eration and verification is outsourced to the server, but also the potential collusion attack is
resisted. Sun et al. [37] presented an outsourced decentralized multi-authority ABS scheme,
which achieves stronger multi-authority resistance and lower cost of signature generation.

On the other hand, Zhang et al. [38] introduced the online/offline technique into
ABS, which splits the computation of algorithms into two phases. In the offline phase,
the majority of the singing operations are executed before knowing the message and the
predicate to be endorsed. In the online phase, the final signature is assembled with little
cost. As a result, their scheme is more suitable for resource-constrained devices. There were
also some other lightweight ABS schemes [39,40] for resource-limited devices in the mobile
platform or IoT environment.

Note that all the proposed schemes does not concern the policy delegation issue, which
means that they may be vulnerable (i.e, the unforgeability is broken) against our proposed
delegation attack. Table 1 gives the conclusion of some related works.

In addition, from the function perspective, the attribute-based signature primitive
could be combined with some blockchain-based solutions [41-44] to realize fine-grained
access control and enhanced privacy preservation for the blockchain environment.
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Table 1. A summary of some related works.

References Year Contributions
[17] 2008 first formalize ABS
[20] 2010 flexible threshold policy
[22] 2010 limited (n,n) threshold policy
[24] 2011 non-monotone policy
[25] 2013 decentralized multi-authority
[28] 2012 constant size signatures
[29] 2012 short pairing-efficient
[30] 2011 revocable
[31] 2014 traceable
[32] 2014 decentralized traceable
[33] 2014 outsourced
[34] 2021 server-aided verification
[35] 2018 server-aided verification
[37] 2019 outsourced decentralized multi-authority
[38] 2014 online/ offline
[39] 2019 lightweighted
[40] 2020 lightweighted

2.2. Delegation in Attribute-Based Cryptography

Goyal et al. [18] first provided a key delegation mechanism for their KP-ABE con-
struction, which enables individual users generate new secret keys using their secret keys
and delegate them to other users. Concretely, a user with a secret key corresponding to
an access policy T can compute a new secret key corresponding to any access policy T’
which is more restrictive than T (i.e., T' C T). In this way, the users can act as a local key
authority to distribute secret keys to others.

Sahai et al. [19] applied ciphertext delegation on the ABE ciphertext encrypted under a cer-
tain access policy to re-encrypt it to a more restrictive policy only with public information. A full
analysis of the types of delegation in the existing ABE constructions is given in their scheme.

Blomer and Bobolz [45] introduced the notion of delegatable attribute-based anony-
mous credentials, which offers fine-grained anonymous access control and enables the
credential holder to issue more restricted credentials to others.

Pussewalage and Oleshchuk [46] proposed a novel delegatable attribute based encryp-
tion scheme for a collaborative e-health cloud, which can enforce multi-level, controlled
access delegation and be deployed in an e-health environment to securely share outsourced
electronic health records (EHRs) of patients.

Joshi et al. [47] presented a novel, centralized, attribute-based authorization mecha-
nism that uses Attribute Based Encryption (ABE) and allows for delegated secure access
of patient records. Their mechanism transfers the service management overhead from the
patient to the medical organization and allows easy delegation of cloud-based EHRs access
authority to medical providers.

Hao et al. [48] utilized the key delegation technique in their attribute-based access
control with authorized search scheme, which enables data users to customize search
policies based on their access policies, and generate the corresponding trapdoor only using
the secret key granted by the data owner to retrieve their interested data. In addition,
the key delegation technique is also used in the self-controlled outsourced data deletion
scheme [49], which enables the key update operations based on more restrictive policies
such that the target data to be deleted can not be decrypted anymore.

On the other hand, although the delegation enables more flexible access control, it
may also lead to the key abuse issue. Jiang et al. [50] first introduced a new mechanism to
enhance CP-ABE schemes that provide protections against this key-delegation abuse issue,
in which the users who have leaked their keys could be traced.

Therefore, as a unique property of attribute-based cryptography, delegatibility can be
positively utilized to derive new components to enhance flexibility, and can also be adver-
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sarially abused to break security or prevent traceability. We believe that more interesting
researches or applications could be conducted in this area.

3. Preliminaries

In this section, we briefly review some closely related technical preliminaries to make
it easy to follow.

3.1. Access Structure

An access structure on an attribute universe U is a collection C of non-empty sets of
attributes, i.e., C C 2”\{0} . The sets in C are called the authorized sets, and the sets out
of C are called the unauthorized sets. Note that an access structure is called monotone if
A € Cand A C B, then B € A. In addition, we said that an access structure C; is more
restrictive than C,, if C; C C,. Thatis, VA € Cq, we have A € C,.

Threshold policy is a certain kind of access policy (in our context, the access structure
is also referred to as access policy, and only the monotone access structures are considered),
which is defined by a threshold value ¢ and a set S of n attributes. An attribute set W
satisfies a threshold policy T represented as (¢, S) (i.e., T(W) = 1), if and only if the number
of the overlapping attributes between W and S is not less than ¢. Alternatively, a threshold
policy can be represented as an attribute S and a threshold gate (¢, 1), where n = |S|.

For example, with an attribute universe U = [A, B, C, D, E], there exists a threshold
policy Ty with t = 3 and S = [A, B,C,D]. For the attribute sets W; = [A, B,C] and
W, = [A, B, E|, we have T1(W;) = 1 but T{(W,) = 0. In addition, T; is more restrictive
than a threshold policy T, with a smaller threshold value t = 2 and the same S, such that
any attribute set satisfying T will certainly satisfy T».

3.2. Bilinear Pairing

Let (p, g, G, G, e) be a tuple with two multiplicative cyclic groups G and Gt of a prime
order p and a generator g of G. In addition, e is a bilinear pairing with the following properties:
1. Bilinearity: Vg1,9 € G, Vx,y € Z, e(g5, g3) = e(g1,82)™.

2. Non-degeneracy: e(g,g) # 1.
3. Computability: Vg1, 9> € G, the computation of e(g1, g») is efficient.

3.3. Lagrange Polynomial Interpolation
Assume there exists a polynomial g(x) with degree d — 1. Given a set S of d distinct

values with g(i) for i € S, the polynomial g(x) can be represented with the Lagrange
interpolating form as follows:

q(x) = Y_q(i)Ais(x),

ieS

where the Lagrange coefficient A; g (x) is:

4. Definitions
4.1. System Roles and Algorithms of ABS

As shown in Figure 1, an ABS scheme usually consists of the following four algorithms.

e Setup(g,U) — (PK,MSK): This is a probabilistic algorithm run by the attribute
authority. It takes as input a security parameter ¢ and a system attribute universe U,
and outputs the system public key PK and the master secret key MSK.

e KeyGen(MSK,W) — SKy: This is a probabilistic algorithm run by the attribute
authority. With the input of the master secret key MSK and an attribute set W, it
generates a signing key SKyy related to W.
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> Sign

Sign(PK, M, T, SKy ) — o: This is a probabilistic algorithm run by the signer. It takes
as input the system public key PK, a message M to be signed, a target policy T and a
sining key SKy. If T(W) = 1, it outputs the signature ¢ of M under the target policy
T. Note that M and T are implicitly included in the signature.

Verify(PK,o, M, T) — 1/0: This is a deterministic algorithm run by the verifier.
On input the system public key PK, the signature o, the original message M and the
target policy T, it outputs 1 if the signature is valid, i.e., the signature is generated based
on the message M and the policy T with a signing key whose associating attributes
satisfy T. Otherwise, it outputs 0.

Attribute
Authority

/@ > Verify
(o}
| |

Signer Verifier

A\ 4

Figure 1. System roles and algorithms of ABS.

4.2. Security Model

The security requirements of ABS are mainly described as unforgeability and perfect

privacy. The first one requires that a signer is not able to generate a signature out of his
permission scope. The second one guarantees that the signature reveals nothing about the
attributes of the signer except the claim that his attributes satisfy the policy associated with
the signature.

4.2.1. Unforgeability

A common unforgeability security model which is used in almost all of the existing ABS

schemes is formalized through the following game between a challenger C and a forger F:

Setup Phase. With the input of a security parameter ¢ and the system attribute
universe U, the challenger runs the Setup algorithm to generate PK and MSK. Then, it
sends PK to the forger, but holds MSK itself.

Query Phase. The forger F is allowed adaptively issue a polynomial number of
queries to the KeyGen and Sign oracles run by the challenger. The KeyGen will return
the sining key related to the submitted attribute set S, and the Sign oracle will return a
valid signature o based on a pair (M, T) of the submitted message and the policy.
Forgery Phase. The forger F outputs a signature ¢* of the message M* with respect
to a target policy T*.

We say that the forger 7 wins the above game with the following conditions:

o* is a valid signature of the message M* with respect to the target policy T*.
Any attribute set W* with T*(W*) = 1 has not been submitted to the KeyGen oracle.
The pair of (M*, T*) has not been submitted to the Sign oracle.

Note that, by enabling the forger to define the challenge policy T* before the setup

phase, the above full security model can be transferred into a selective one. Nevertheless, it
has no effect on the proposed attacks against this unforgeability model.

Init Phase. The forger selects and publishes a challenge policy T* which will be
included in the forgery signature.
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Generally, the following two kinds of forgeries are considered for signature schemes.

Weak existential forgery. The forger can generate a minimum of one valid signature
for a message without a signature (the forger usually has no control over selecting this
forged message).

Strong existential forgery. The adversary can generate a valid signature, unlike any
signature he has seen. Conversely to weak existential unforgeability, the corresponding
message to the forged signature may have been signed already.

In our context, we mainly focus on the strong existential forgery, i.e., the forger will
try to generate a signature for a message which has been queried, but associating with a
different policy. If successful, the forger will win the above game.

4.2.2. Perfect Privacy

Perfect privacy of ABS means that, given any two attribute set W;, W,, a message
M, a signature ¢ on the policy T with T(W;) = T(W,) = 1, any adversary A, even
with unbounded computational power and the access to the singer’s secret keys, cannot
distinguish which attribute set Wy or W5 is used to generate the signature o with probability
better than random guessing. In other words, the signature is independent of everything
except the message and the policy.

5. Vulnerability Analysis and Attack Instances

In this section, we first analyze the vulnerability of the above unforgeability model
for ABS and propose the potential delegation attack method to break the unforgeability.
Then, we take Li’s ABS construction [20] as an example and give two attack instances to
demonstrate the feasibility of the proposed attack method.

5.1. Vulnerability Analysis

The key observation is that, in the above unforgeability security model, only the pair
of (m*, T*) related to the final output signature is not allowed to query to the Sign oracle by
the forger. In other words, the forger is able to request a signature for any pair of (m*, T'),
in which the requested policy T’ is different from the target policy T*.

More specifically, the forger could query to the Sign oracle with the target message m*
and a policy T” which is more restrictive than the target policy T* (ie., T' C T*, but T' # T*).
Then, with the delegatibility property, it is possible to construct a new valid signature ¢* on
(m*, T*) based on the signature ¢” related to the pair of (m*, T"). Figure 2 shows the general
steps of our proposed delegation attack method.

’ 1. Define the target message and policy (m*, T*)

[

’ 2. Select a more restrictive policy T/ C T*

[

’ 3. Query a signature ¢’ for (m*,T’) ‘

[

’ 4. Construct a signature o™ for (m*, T*)

’ 5. Randomization (optional) ‘

Figure 2. General steps of delegation attack.

Considering it is relatively easier to analyze the relationship between the threshold
policies, in the following we instantiate our delegation attacks on an ABS construction with
threshold policies.



Mathematics 2023, 11, 29

8 of 14

5.2. Review of Li’s ABS Construction

In [20], Li et al. introduced d — 1 dummy attributes and proposed an efficient ABS
construction supporting flexible threshold policy with threshold value form 1 to d. Their
proposed ABS construction, which was claimed to satisfy selective unforgeability and
perfect privacy under the above security model, is reviewed as follows.

e Setup(¢,U) — (PK, MSK).

It first generates the bilinear pairing (p, g, G, G, ¢) based on the security parameter ¢.
Among the attributes in U defined as elements in Z,, it selects a set Q) of d — 1 dummy
attributes. Then, it randomly picksa € Z7 and h € G, and computes Z = e(g, h)". In addition,
two hash functions H; and Hj are selected to map the bit strings to elements in G. Finally,
the public key is PK = (g, h,d, Z, Hy, H), and the master secret key is MSK = a.

*  KeyGen(MSK, W) — SKy.

It first defines a random d — 1 degree polynomial g(x) with 4(0) = a. Then, for each
attribute i € W = W U Q, it randomly selects 7; € Z3, and computes d;; = hf () H, (i)' and
di» = g'i. The signing key is generated as SKy = {d;1,d;»};ciy-

e Sign(PK,M,T,SKy) — 0.

Suppose T is represented with a threshold t and a set S of n attributes, and T(W) =1,
ie., [IWNS| > t. It selects a t-element subset W from W N S as the overlapping attribute set,
and a subset ) C Q) with d — t elements as the auxiliary attribute set. Note that we call the
attribute set S \ W as the remaining attribute set.

All the attributes used in this phase is included in the set S = SUO, where
|S| = n+d —t. It first selects a random value s € Z,, and computes ¢ = g°. Then,

for each attribute i € S, it randomly picks s; € Z,,, and computes

NG s,
o =Hy(M) T[] di,i’WUQ( )HH1(1)S’,
iEWUQ i€
_JapeVen iewua
l g% others

Finally, the signature of the message M under the policy T is generated as
0 = (00, {0i};e5.0)-
e Verify(PK,o,M,T) — 1/0.

With the signature ¢ = (09, {0} };c¢, 0, ), it checks if the following equation holds:

e(3,00) 2,
¢(0, Ha(M)) Ties e(ei, Hi (1))
If it holds, it outputs 1, which means that the signature is generated from a signer

whose attributes satisfy the target policy T. Otherwise, it outputs 0 to indicate that the
signature is invalid.

5.3. Attack Instances on Li's ABS Construction

We assume that the pair of the message and policy related to the final output signature
in the forge phase of the unforgeability security model is (m*, T*), where T* = (t*, §*).

In our context, we call the attributes used for Language Interpolation as the over-
lapping attributes, and the remaining attributes in the policy as the remaining attributes.
The corresponding attribute sets are called the overlapping attribute set and the remaining
attribute set, respectively.

We give the following two attack instances (note that the methods in the following
attack instances could also be applied for other ABS schemes) with the different cases that
the policies queried by the forger are more restrictive than the target policy T*.
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1 T = (5 \ x).

The forger queries to the Sign oracle with (M*, T/ ), where T} = (t*,5') and &’ = S*\ x.
As a response, the forger would get a valid signature o = (0, &, {07 };cgcy) of (M*,T) as
follows, in which W C S’ is a set of +* attributes, Q) C Qis asetof d — t* dummy attributes.

=g,
*\S AiWufz(O) \S;
0p = Ha(M") H di,f H Hy (i),
icWuQ i€S'uQ)

Forie S'UQ,
A; o (0 .
_JaypeWen iewua
l g% others

To construct a signature ¢ for (m*, T*) with T* = (+*,5*) based on ¢, the forger
only needs to add the components associated with the extra attribute x. Specifically, it
first randomly chooses s € Z; related to the attribute x, and computes 0y = ogHy (x).
In addition, it adds oy = g°* for the attribute x. Finally, the signature is constructed as
0" = (00,0, {0i}icsua)-

Note that a randomization process is optional to make the challenger unable to identify that
the signature o is derived from . Concretely, it randomly selects s’ and {s}};. ¢/ ,5, and lets

N /

o =09,

o = oy (M*)* [T Hi(i)".
ies'uQ)

Forie S'UQ,

o dsé-,wm(O)gsigsl’. ic WU Q‘
l g g others

During the verification, the pairing result of Hj (x)** and g in the numerator is equal
to the pairing result of 0, = ¢°* and Hj(x) in the denominator, which will not affect the
verification computation result. Thus, the forger successfully constructs a valid signature
o* for (M*, T*) based on a previously queried signature for a different pair of (M*, T).

Figure 3 shows an example of the relationship between the query policy and the target
policy in this case. Obviously, if the attributes of a signer satisfy the query policy, it must
also satisfy the target policy. With our proposed method, for the same message m, a new
signature related to the target policy can be easily derived from an existing signature related
to the query policy.

A[B/C[D |A|B|C[D[E]
(3,4) (3, 5)
The query policy The target policy

Figure 3. An example of the first case.

Note that the first case corresponds to transferring a (+*,n* — 1) threshold gate to a
(t*,n*) threshold gate.
2. T, =(t"+1,5%).

The forger queries to the Sign oracle with (M*, T), where T, = (t* 4+1,5%). Asa
response, the forger would get a valid signature 0’ = (09,7, {0j};cg- ) Of (M*,T%) as
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follows, in which W C S* is a set of t* 4+ 1 attributes, Q) C Qisasetof d — +* — 1
dummy attributes.

=g,
o =Hy(M*) [T 4; 'WUQ H Hi (i)
iEWuUQ i€S*U)

Forie S*UQ,

A o o
o — a0 e WuQ
g% others

Intuitively, to construct a signature o* for (M*, T*) with T* = (+*,S*) based on the
above signature o' for (M*, ']I"2), the forger needs to remove an attribute x from W and
add a dummy attribute Q, to ). However, it seems impossible to perform the operations
without the related signing key components d,; and dq_ ;.

Based on our observation, even though the attribute x needs to be removed from W,
it should also be included in the signature as a remaining attribute. Considering that the
perfect privacy property makes it impossible for the verifier to distinguish whether an
attribute belongs to the overlapping attribute set or the remaining attribute set, the forger
can retain the signature component o, related to x and implicitly treat the additional
dummy attribute (), as a remaining attribute. Concretely, it first selects a random value
sn, € Z;j and computes 0j, = 0pHj (Q)*x. Then, it adds 0, = ¢+ for the attribute Q.
Finally, the signature is constructed as 0™ = (07, 0, {07}, cuq, ) (@ similar randomization
process can also be conducted as in the first case).

During the verification, the pairing result of Hy () with g in the numerator is equal
to the pairing result of oy, = ¢°% with H;(Q)y) in the denominator, which will not affect the
verification computation result. Thus, the forger successfully constructs a valid signature *
for (M*, T*) based on a previously queried signature for a different pair of (M*, T5).

Figure 4 shows an example of the relationship between the query policy and the target
policy in this case.

[A|B[C[D[E] [A[B[C[D[E]
(4, 5) (3, 5)
The query policy The target policy

Figure 4. An example of the second case.

Note that the second case corresponds to transferring a (t* 4 1, n*) threshold gate to a
(t*,n*) threshold gate.

6. Probable Solutions

To deal with the above proposed vulnerability, we present the following two solutions
to improve the ABS scheme.

6.1. The First Solution

The first solution is binding the policy T with the message M tightly. Instead of only
adding a explicit description of T in the signature as in the existing schemes, we embed T
into the hash of the message H(M).

For example, in Li’s ABS construction, let

0
00 = Ho(M||T)* TT a0 TGy
ieWuh ie§
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where the notation M||T means the concatenation of the message M and the policy T.
Since the forger is not able to modify the component H,(M]||T)® without the secret s,
the delegatibility property cannot be exploited again.

Note that the hash function H; is usually simulated via a random oracle. In the
previous scheme, only the message M is sent for query of Hp, and the responses are
distinguished based on whether the queried message is the target one. While in the
above solution, a concatenation of the message M and the policy T will be queried by the
adversary. In this case, the responses will be distinguished based on whether both the
queried message and policy are exactly the target one. Except for this, the proof procedure
is the same with the original one. Please refer to [20] for more details of the proof.

6.2. The Second Solution

The second solution is modifying the unforgeability security model, such that the
forger is not allowed to query to the Sign oracle with the pair of (M*,T’), where T" is a
more restrictive policy than the target policy T*. Since the capability of the forger is more
limited in this modified model compared with that in the original model, the modified
unforgeability security model would be a little weaker than the original one. However,
based on the modified model, a new notion of delegatable Attribute-based Signature could
be derived with the following Delegate algorithm.

e Delegate(PK,0, T, T') — ¢’: This is a probabilistic algorithm run by anyone. It takes
as input the system public key PK, an original signature ¢ and its related policy T,
as well as a new policy T O T (i.e., T’ is looser than T ), and outputs a new signature
related the new policy T” and the original message.

In delegatable ABS, deriving a new signature based on an existing signature is legal and
reasonable. We believe that it can be used in some practical applications. For example, assume
that a signer has already generated a signature ¢ for a message m with a policy T. If he would
like to generate a signature for the same message m but with a looser policy T’, he can derive
the new signature ¢’ from ¢ (with little cost) without fully computing a new one.

Note that the delegate attack method could be utilized to construct the Delegate algorithm
in ABS. However, only two types of delegation are considered in the attack instances, i.e., from
a (t,n — 1) threshold gate to (t,7) and from a (t + 1, 1) threshold gate to (¢, n).

Currently, for Li’s construction, it seems impossible to derive a new signature related
to a (t,n) threshold gate based on a signature related to a (f + 1,1 + 1) gate, which is also
more restrictive than the original one. We leave this as an open problem for constructing a
delegatable ABS supporting full signature delegation.

7. Conclusions

In this paper, we have focused on the delegatibility issue of attribute-based signature
(ABS) for the first time. We have reviewed the security model and construction of ABS,
and pointed out the potential vulnerability related to the delegatibility property of ABS
under the common security model. In addition, we have proposed the delegation attack
method and given two attack instances. It has been demonstrated that our proposed
delegation attack method can be successfully utilized to forge new signatures based on
existing signatures, such that the unforgeability requirement in the common security
model cannot be satisfied by most of the existing ABS constructions. Finally, we have also
presented two solutions to improve the above issue in the existing schemes and derived a
new notion of delegatable attribute-based signature with independent interest.

The future directions of our work mainly includes two parts. On one hand, we will try
to propose a new delegatable ABS construction supporting full signature delegation from an
original policy to a looser policy, give a practical implementation, and compare it with the
existing schemes in terms of not only security but also efficiency and functionality. On the other
hand, we will try to combine the advantages of ABS with blockchain to realize fine-grained
access control and enhanced privacy preservation for the blockchain environment.
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