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Abstract

:

Internet of Things (IoT) allows the integration of the physical world with network devices for proper privacy and security in a healthcare system. IoT in a healthcare system is vulnerable to spoofing attacks that can easily represent themselves as a legal entity of the network. It is a passive attack and can access the Medium Access Control address of some valid users in the network to continue malicious activities. In this paper, an algorithm is proposed for detecting spoofing attacks in IoT using Received Signal Strength (RSS) and Number of Connected Neighbors (NCN). Firstly, the spoofing attack is detected, located and eliminated through Received Signal Strength (RSS) in an inter-cluster network. However, the RSS is not useful against intra-cluster spoofing attacks and therefore the NCN is introduced to detect, identify and eliminate the intra-cluster spoofing attack. The proposed model is implemented in Network Simulator 2 (NS-2) to compare the performance of the proposed algorithm in the presence and absence of spoofing attacks. The result is that the proposed model increases the detection and prevention of spoofing.
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1. Introduction


The privacy of IoT devices is vulnerable to security attacks as compared to wired network due to the shared wireless medium. In addition, due to limited resources in terms of battery capacity and computation, lightweight protocols are preferred, and such protocols are vulnerable to all kinds of security attacks [1]. There are three major areas in which the IoT could be compromised maliciously, i.e., through physical access, unauthorized access to local network and remote access through internet. Furthermore, there are two types of attacks, i.e., internal attacks and external attacks. Internal attacks are more severe as compared to external attacks and it is critical to develop such protocols that can detect and identify the attackers within the IoT [2]. Some of the challenges of spoofing attacks are communication of false information within the IoT system, vulnerability of IoT devices, compromising the decision-making process, manipulation of the operation of the IoT system [3], repeated routing loops [4,5] passive listening of the communication and showing itself as a legitimate device within the IoT pool of devices to operate malicious activities [6], and severeness of spoofing attack on time-dependent IoT devices such as robotic arms in the industry [7].



Spoofing attacks compromise both wired and wireless networks maliciously. The malicious entity accesses the device, resources and network by using the frames and fields with address identifiers of the target user, and these addresses can be the MAC address or IP address [8]. There are many kinds of spoofing attacks such as email, URL and frame spoofing attacks, but the common attacks are either MAC address or IP address spoofing attacks [9]. MAC address is used on data link layer and considered as an authentication factor for wireless networks in IoT. In a spoofing attack, the malicious entity modifies the MAC address to some forged value that belongs to the valid user and obtains illegal benefits in the network [10]. To detect spoofing attacks, physical layer authentication is used through RSS.



Many authentication techniques detect spoofing attacks on a wireless medium through RSS [11,12], channel frequency response [13] and channel state information [14]. This method [15] describe spoofing attack in a wireless channel across the network reference point and present an explanation of spoofing attack in vehicular network. This paper [16] discussed the process of elimination through wireless traffic by classifying the MAC sequence number of the incoming packet.



Contribution of the Paper


In a health care system, if the information of the patient is compromised maliciously then it is an alarming situation and the patient can be in danger. Similarly, modifying the information of security cameras, smart homes, smart automobiles, smart industries and many other IoT-related devices could lead to a disaster. In IoT, a kind of algorithm that detects, identifies and eliminates spoofing attacks in both inter-cluster and intra-cluster network is lacking. In this paper an algorithm is designed that will detect, locate and eliminate the inter-cluster and intra-cluster spoofing attacks by using the following contribution.



	
To detect, locate and eliminate the spoofing attack through Received Signal Strength (RSS) within the inter-cluster wireless network.



	
To detect, identify and eliminate the spoofing attack through the Number of Connected Neighbors (NCN) within the intra-cluster wireless network.






In this paper, NS-2 simulator is used to determine the spoofing attack. For RSS, parameters of delay and negative ack are used to detect spoofing attacks. In the presence of a spoofing attack, the delay and negative ack increases, which affects the performance of the IoT devices. This increase in delay and negative ack is very crucial in healthcare systems and the patient’s life can be threatened. For NCN, parameters of delay and energy are used to detect spoofing attacks. In the presence of spoofing attacks during NCN, when the delay increases then the energy consumption also increases. This increase in energy consumption increases the battery consumption of the IoT devices and in turn decreases the lifetime of the cluster. Hence, the wireless connected nodes will be disconnected from the cluster and the patient’s life can be in danger.



With the help of these techniques, the spoofing attack is detected, identified and eliminated. The organization of the paper is as follows. In Section 2, the literature work is discussed relevant to spoofing attacks in IoT networks with the security of the wireless network. Section 3 describes the proposed methodology of an inter-cluster and intra-cluster method along with a proposed model of the paper. Section 4 is explaining the comparison of the results for RSS and NCN in the presence and absence of spoofing attacks separately. Finally, Section 5 describes the conclusion of the paper.





2. Related Work


In this paper [17], a detection of spoofing attacks is discussed based on spatial correlation of the RSS in wireless network. A k-means algorithm computes a comparison metric for the detection of attack. A propagation model for spatial correlation of RSS is included for the path loss and shadowing effects and it did not consider a fast shadowing effect. As a result, a fading effect the detection process of instant RSS samples. Similarly, the detection process does not perform and the protocol fails when the actual node and the spoofing entity are close to each other.



The objective of this paper [18] is to detect and mitigate network-based spoofing attacks. This paper first shows the detecting of DDoS attacks in the compromised IoT devices through WiFi network. This paper then demonstrates that by mitigating the attack, the resource consumption of IoT devices decreased within the network.



The increased use of geo-spatial location-based application for IoT location-based spoofing attacks [19]. A Secure Location of Things (SLOT) framework is developed to overcome the attack and provide information about whether the source node successfully communicated with the destination node or not. This information will reformulate the location estimation problem and provide the maximum likelihood of the node location.



In this paper, virtual spoofing attack is detected through channel state information (CSI). The proposed Virtual MAC Spoofing detector (VMASC) extracts the features of amplitude and phase from the CSI to classify devices and improve the detection accuracy [20].



This paper [21] describes the identity of spoofing attacks on IoT devices. This attack is on the 5G communication and is very difficult to detect due to its wireless nature. In this paper a two-step detection scheme is proposed by connecting virtual channels with mm-Wave and Massive MIMO 5D. In the first step, an attack is detected by investigating the Angle of Arrival (AoA) and path gains of IoT devices in a virtual channel space. In the second stage, a machine learning detection technique is introduced. Simulation results show the improvement of Bayes risk in the presence of IoT devices.



This method [22] used channel state information (CSI) to detect MAC spoofing attack, which depends on Profile Matching Authenticator (ProMA). It uses the amplitude data of CSI to make a specific pattern of profile for each legal device in the network. As a result, it is simple to detect spoofing attacks by the unusual pattern of each device. This unusual pattern shows the amplitude information from different devices at different locations and the spoofing device can be detected having different profile construction. The drawback of this approach that all the profiles should be updated regularly, which increases the overhead and hence may not be useful in many situations.



The above-mentioned approaches are using matching rules for the detection of spoofing. These approaches have different detection and false alarm rates but none of the methods provide detection, localization, identification and elimination of the spoofing attack for both inter-cluster and intra-cluster IoT-based network. The proposed protocol detects, identifies, localizes and removes spoofing attacks for inter-cluster and intra-cluster IoT-based networks, as shown in Table 1.




3. Methodology


This paper presents a model that detects, localizes, identifies and eliminates the spoofing attack within the cluster as shown in Figure 1.



In this paper, the IoT network [23,24,25,26] is divided into clusters for the detection and localization of the spoofing attack accurately because there are limited nodes in the cluster. The cluster forms a group of nodes with similar interests and the cluster is maintained by the core node through a Status Declaration (SD) message or Hello message. SD messages inform about the status of each node in the group or about the entry of new nodes and exit of the existing member node.



The clusters are monitored through detection and localization method to identify and remove the spoofing attack. The cluster is further divided into intra-cluster and inter-cluster. In the former approach, the communication between the two or more clusters is possible and in the later approach the communication within the cluster is used. RSS and NCN techniques are suggested for the detection of spoofing attacks. RSS is used for inter-cluster, where the spoofing attack is detected, localized and eliminated from the different clusters. On the other hand, NCN is used to detect, localize and eliminate the spoofing attack within the cluster, as shown in Figure 1.



3.1. Spoofing Attack Detection, Localization and Elimination through Received Signal Strength (RSS)


In this paper, the RSS-based correlation is inhibited by wireless infrastructure to execute detection using a spoofing attack from the surrounding wireless devices in a cluster-based approach. Detection of spoofing attacks is simple and accurate through RSS because cryptography is avoided. Likewise, using RSS to detect spoofing does not need any extra modification or cost in the existing wireless devices. Through RSS reading, the location and cluster of the spoofing attack could be identified by measuring the distance. In RSS, reading in term of distance are different because different nodes are operating from different locations/clusters at the same time. As shown in Figure 2, the network is divided into three clusters (K = 3) and each cluster has its core node, i.e., A, B and C. The green node shows a legitimate user and the red nodes show a spoofing attack. In a spoofing attack, the legitimate user and the attacker are sharing the mixed reading and will not be able to detect the spoofing attack. To detect the spoofing attack, cluster-based analysis is used to find the distance between the two cores and to find the physical presence of a spoofing attack in a specific cluster. It is assumed that at t1 a core will communicate once with a node n. Let us suppose that core C is having a maximum radio range of 100 m and a minimum of 30 m. In normal conditions, the core will operate in a radio range of 100 m. The core node records and saves the time and distance of a valid user. At the same time, the two spoofing attacks in clusters B and A also communicate with core C within a 100-m range from different clusters. Therefore, at the same time, the core node is communicating with three different nodes and therefore the distance will increase from 100 m to 300 m because each time core C communicates with each node in the different cluster and increases the distance. Now core C receives the information from the same ID but with a larger distance and shows the presence of spoofing attacks.



Through RSS, the energy of the spoofing attack and legitimate node can be calculated within two or more clusters. This uses a Three Cluster model using the  K  clusters, and in RSS the number of clusters are three, i.e.,   K = 3  . Now the Three Cluster model is used for the calculation of energy, i.e., number of transmitted and received packets between the clusters. The Neighboring Energy   E n  ( K )    shows the distance between the nodes in the clusters and   E e n  ( K )    shows the Edge Energy on the edge of each cluster. The reference point in each cluster i.e., A, B and C are represented as SA, SB and SC sample points and it can be represented as Pz =        S A  +  S B  +  S C  … … …  S n        3      , where P represents the partition between the clusters and 3 represents the number of clusters. Thus, the Neighboring Energy   E n  ( K )    is calculated as SA and the Edge Energy   E e n  ( K )    is represented as Equation (2).


     E n  ( K )  =  1   N A  +  N B  +  N C    {   ∑  i = 1    N A    m i  n  J = k = 1 , … …    N  B , … … …    N C    P  (   A i  ,  B j  ,  C k   )  +  ∑  J = 1    N B    m i  n  i = k = 1 , … …  N  A , … … .    N C    P  (   A i  ,  B j  ,  C k   )  +       ∑  k = 1    N C    m i  n  i = j = 1 , … …  N  A , … …    N B    P  (   A i  ,  B j  ,  C k   )  }       



(1)






  E e n  ( K )  =  1   N A  +  N  B +    N C     ∑  i = 1    N A  +  N B  +  N C     ∑  j =  (  k = i  )  + 1 )    N A  +  N B  +  N C     ∑  k =  (  j = i  )  = 1    N A  +  N B  +  N C    P  (  e i ,   e j ,   e k  )   



(2)




where   P  (   A i  ,    B j  ,    C k   )    represents the Euclidean distance between the nodes    A i  ,    B i    and    C i    in cluster A, B and C. Similarly,   P  (  e i ,   e j ,   e k  )    ∈    {   A i   }  ∪  {   B i   }  ∪ {  C i   } are the nodes on the edge of the clusters between the three clusters.



Equations (1) and (2) is used to calculate the energy utilization by the node. However, if this energy is greater than the threshold value [27] then the spoofing attack is detected as shown in Equation (3) because the number of negative ACK in increasing, which ultimately is the resending of packets and hence increases the energy utilization.


  E n  ( K )  + E e n  ( K )    ≥ T h r e s h o l d   v a l u e  



(3)







After the detection, the method of localization is started through unicasting because unicasting is not reliable within the larger distance in wireless environments. In wireless networks, there is a frequent topology change, which does not favor the unicasting. Hence, the spoofing attack within a larger distance or in another cluster could not receive the packet on its first attempt. As a result, negative acknowledgment increases to the source node. To localize the spoofing attack, the data transmission is divided into time slots. Suppose a 2-min time slot is allotted for the transmission and reception of data as shown in Table 2. At the end of the 2 min, the total delay is 1 min and 33 s and the total number of negative ACK is 4. It is clear from the table that nodes from the other clusters are acting as spoofing nodes.



Now, core node C will minimize its radio range within 30 m by starting the elimination process. As a result, the delay will come down to 3 s and the negative ACK reduces to zero because cluster B and A are not entertained. This information of the spoofing node is shared to core node B and A and both the cores will not entertain the request from the concerned spoofing node and will be eliminated automatically (Algorithm 1).








	Algorithm1.For the Detection, Identification and Removal of Spoofing attack



	
Input:



TH: Threshold value (10%)



Cn: Core node



Begin:



	
If Cn > TH; then



	
ni←1;



	
Send unicasting;



	
Break



	
Otherwise, Continue



	
End if



	
If Neg ACK == TH && Delay == TH; then



	
Max RR < 1;



	
Delete ni;



	
Go back to step 1;



	
End if






End Algorithm








	
First, the core node checks whether the distance increases from the threshold value or not and it is assumed that threshold value is 100 m.



	
If it is greater than the threshold value then it shows the presence of spoofing attack. Here, 1 represents spoofing attack.



	
As soon as the spoofing attack is detected, core C sends the data through unicasting to the legitimate node as well as to the spoofing node.



	
Now if the spoofing attack is not detected then go to step 1, but if it is detected then continue towards step 3.



	
In wireless networks, unicasting is not reliable due to frequent topology changes. Therefore, a node in another cluster will receive the information but after two or three or more attempts. As a result, this increases the negative ACK and delay, having some predefined threshold value for negative ACK and delay. After exceeding the threshold value, the radio range will decrease to 30 m. The Max RR shows maximum radio range, which is 100 m, and after that the detection the radio range drops to 30 m.



	
As a result, the spoofing attack in another cluster will not be entertained and hence deleted automatically.



	
After removing the spoofing attack, the process will again start from the first step.







3.2. Spoofing Attack Detection, Localization and Elimination through Number of Connected Neighbors


Through RSS the spoofing attack in other clusters can be detected, identified and removed easily, but if the spoofing node is within the same cluster, then RSS cannot detect such spoofing attacks. Now, to detect and localize the spoofing attack within a cluster, the approach of neighbors detection technique is introduced. In a cluster-based approach, a core node is selected based on many parameters such as central position in the group [26,27,28], high battery capacity, low mobility, etc. The data forwarding, maintaining and updating in a cluster-based network is provided through SD message and connectivity list. The SD message is periodically (single cycle) flooded to maintain and update the group. The SD message contains the group ID, core ID and sequence number, number of connected neighbors, battery capacity, etc. Through the SD message, a connectivity list is formed. The connectivity list as shown in Figure 3 allows the data to select the best possible route to the destined node through parent node. Parent node shows the shortest path to the core node. All the group members in the cluster receive neighbor information through an SD message and store it in the connectivity list. The connectivity list is formed as follows:



A group member with a fresher sequence number within a neighborhood is selected as compared to the group member having a lower sequence number. Now, a group member with less distance having the same core and fresher sequence number is preferred to store in the connectivity list. Now, a group member with high battery capacity, less distance with the same core and fresher sequence number is preferred to store in the connectivity list.



Finally, when all the fields are same, the node that received earlier will be the suitable neighbor to store in the connectivity list. Through NCN, the connected neighbors share the information of each neighbor, whether it is a legitimate node or a spoofing node, and store all the information in the connectivity list.



With the help of NCN, the energy of the spoofing attack and legitimate node can be calculated within the cluster. This uses a Single Cluster model using the  K  clusters, and in NCN the number of clusters are 1, i.e.,   K = 1   and it is represented as   z .   Now the Single-Cluster model is used for the calculation of Energy i.e., number of transmitted and received packets. The Neighboring Energy   E n  ( K )    shows the distance from the nearest neighbor (D and E) node and Core Energy along with Neighboring Energy   E c n  ( K )    shows the distance from the core nodes and other neighboring nodes. The reference point in a cluster  z  contains a total   S z   sample points and it can be represented as Pz =      S z     N z    , where P represents the partition and   N z   represents the number of clusters and in this situation, it is 1. Thus, the Neighboring Energy   E n  ( K )    is calculated as


  E n  ( K )  =  1  N z    {   ∑  i = 1   N z   m i  n i  = 1 P  (   z i   )   }     



(4)




and the Core Energy along with Neighboring Energy   E c n  ( K )    is represented as


  E c n  ( K )  =  1  N z    ∑  i = 1   N z + N c − 1    ∑  j = i + 1   N a + N c   P  (   z i   )   



(5)




where   P  (   z i   )    represents the Euclidean distance between the nodes in cluster z.


  E n  ( K )  + E c n  ( K )    ≥ T h r e s h o l d   v a l u e  



(6)







Equations (4) and (5) are used to calculate the energy utilization by the node. However, if this energy is greater than the threshold value then the spoofing attack is detected as shown in Equation (6).



The localization process started after the detection process. In Figure 3, node A with neighbors B, core and J are legitimate nodes. On the other hand, node A with neighbors D and E is a spoofing attack. The SD message is periodically updating the group and the period can be defined as 3 sec or single cycle. In a single cycle, a single entry is allowed in the connectivity list with a fresher sequence number for a specific neighbor. Now, in time t1, both the legitimate and spoofing attack flood the SD message in the group members. As a result, the group receive two SD messages from the same identity, i.e., node A. At this stage the spoofing attack is identified. To localize the spoofing attack, all the neighbors are requested to share the list of the neighbors. In this situation, node B, core and J will show the presence of node A (legitimate node) and node E and D will also show the presence of node A (spoofing attack). Now, at this stage, the spoofing attack is detected as well as localized.



The neighborhood of legitimate and spoofed node A is already detected and localized. To eliminate the spoofing attack, Data Transmission and Reception (DTAR) by node is used. In DTAR, the neighborhood (Core, J, B, D and E) is requested to exchange the information related to the data transmission and data reception to both nodes. To know the amount of data received and transmitted by the neighborhood node, a Data Transmission and Reception Message (DTRM) by core node is flooded inside the group by the core node for a predefined time, i.e., 3 sec. In reply, all the members of the group flood a DTRM within the group. Thus, all the members of the cluster will know the information of each other related to data transmission, reception, Parent Node (PN) and distance to the core and store it in the connectivity list.



Spoofing attack is always greedy to receive more data and transmit less to the neighboring node. In MAC, a spoofing attack is difficult to identify between the legitimate and spoofed node and therefore through the connectivity list the information is taken from the neighboring node. It makes it easy to identify the spoofing attack from the connectivity list through neighboring node, cluster node identity, parent node, distance to the core (DC), number of transmitted packets and number of received packets. The connectivity list is explaining column wise how to identify a spoofing attack. From columns 1, 2 and 3, it is not possible to identify between legitimate node and spoofing attack however, it is assumed for proper understanding. From column 4, the parent node of legitimate node and spoofing attack is different. Similarly, the distance from the core is also different in column 5. In columns 6 and 7, there is a considerable difference between the transmitted and received packet. The transmitted packet is the packet transmission from the Neighboring Node (NN) to the node A and received packet is the packet reception from the node A, as shown in Table 3.



It is clear from the connectivity list that during the predefined period the neighbor of B, J and core is behaving normally with a normal range of packet transmission and reception. On the other hand, the neighbor of D and E is not behaving normally and there is a considerable difference between the packet transmission and packet reception. As a result, the neighboring node D and E will be informed through SD message not to entertain the request of the spoofing attack, which is a two-hops distance away from the core with a different parent node, only a legitimate node A should be entertained.



Algorithm for the Detection and Identification of Spoofing Attack


In this algorithm(Algorithm 2), the spoofing attack is detected and identified. A spoofing attack is discarded with the help of the connectivity list through core ID, distance to the core, parent node, packet transmission and reception.



To design an algorithm for the detection and removal of spoofing attack, the following conditions are required: (1) To detect the spoofing attack through SD message (2) To localize, identify and remove the spoofing attack from the cluster. In detection, a single cycle of 3 s is used for all members “Ai” of the cluster. If two requests “n Req” within a single cycle are received from the Ai then it shows the presence of the spoofing attack because it is assumed that only a single request can be used in a single cycle. Here, n represents number and Req represents requests, i.e., number of requests. In the identification and removal of the spoofing attack, many conditions of the connectivity list are calculated, such as parent node, core ID, distance to core, packet transmission and reception. The algorithm is performed on each node in the cluster by assuming that each node in the cluster will be aware of its neighborhood through the connectivity list. A threshold of 100 MB is used for transmission and reception and if it exceeds this limit then it assumed it is a spoofing attack.



To detect the spoofing message, four types of messages are used, i.e., DTAR request message by the core node to the neighboring for the amount of packet transmission and reception, DTAR reply message from the neighboring to the core node for the amount of packet transmission and reception, SD message about the identification and elimination of the spoofing attack by the core node. The algorithm has two phases; phase 1 is for detection of the spoofing attack and phase 2 is for identification and removal of the spoofing attack.








	Algorithm2.For the Detection and Identification of Spoofing attack



	
Input:



Ai: Cluster members



DTAR: Data Transmission and Reception



Begin:



	
If Ai == n Rep then,



	
Ai == 1



	
Flood DTAR Req



	
Neighbor ACK == 1



	
Flood DTAR Rep



	
Break



	
Otherwise, Continue



	
End if



	
If DTAR ≥ TH then



	
Flood SD message



	
Neighbor Ack



	
Check Connectivity List



	
Delete Ai



	
End if






End Algorithm








	
In detection, if at the same period two or more requests are received by the core node then it is assumed that spoofing exist in the cluster and it is represented by 1.



	
After the detection of the spoofing attack the core node floods the DTAR Req to all neighboring nodes to receive the data transmission and reception of each other.



	
The acknowledgment request of the neighbor from the core is represented from 1.



	
Now, all the members flood the requested data to the neighboring nodes and then move to step 3.



	
However, if there is no detection of the spoofing attack then go back to step 1.



	
In phase 2, the spoofing attack is identified because the data transmission is greater than the threshold value.



	
At this stage, the core node floods the SD message in the cluster members, especially to the neighbor of Ai about the presence of the spoofing node.



	
All neighbors of Ai check the connectivity list and check which node has a large difference in data transmission and reception. Similarly, the parent node is also different, with different distance from the core in term of hop distance.



	
As a result, Ai is deleted, with large data transmission, different core node and more distance from the core node.



	
When the spoofing node is removed, it will go to step 1 to detect spoofing.









4. Results Discussion and Simulation


This protocol is implemented in Network Simulator-2.35. In this simulation, Tcl/Otcl are used as a front-end language and C++ as a back-end language. AWK SCRIPT is used for data collection from trace files and BASH script is for simulation of 30 random scenario. The following parameters are used as shown in Table 4.



The following metrics, i.e., delay, negative acknowledgment and energy. Delay is defined as the round-trip time between receiver node and sender node and negative ACK alerts the sender that the message is not yet received. This paper defines the negative acknowledgment in term of numbers, i.e., number of negative ACK received by the sender, and will explain the result of NCN and RSS.



4.1. Matrices


The following matrices are used to calculate the parameters as shown in Table 3.




	
Delay is the time taken by the data packet on transmission link.



	
Delay = Size of data Packet/Bandwidth of Network [29].



	
Energy shows difference between current energy and initial energy. Here initial energy represents starting of experiment [30].



	
Energy = Initial Energy—Current Energy



	
Negative ACK represents the damaged or duplicate packet received by the receiver. The receiver sends a negative ACK back to the sender and the sender retransmits the packet.









4.2. Results of RSS


In this section, two scenarios evaluate the network performance in the presence of a spoofing attack.



Scenario 1: In the presence of a spoofing attack using a radio range of 100 m.



Scenario 2: In the presence of a spoofing attack using a radio range of 30 m.



In scenario 1, the proposed method is used for the detection of a spoofing attack. As shown in Figure 2, there are three clusters and two core nodes, i.e., B and C having a spoofing attack. When the spoofing attack increases, there will be an increase in the distance for the same ID as discussed earlier. At this situation, unicasting detects and identifies the spoofing attacks. As soon as the unicasting starts, negative ACK increases. This increase in negative ACK is due to the increase in distance between the two clusters as shown in Figure 4. The data is dropped due to unicasting and mobility. In normal situations, broadcasting is used, but for the detection of a spoofing attack, unicasting is used, which is the unreliable approach in wireless networks, wireless sensor network (WSN) [31,32,33] and mobile ad-hoc networks.



As shown in Figure 4, when the distance is increasing, the number of negative ACK also increases, which shows the presence of the spoofing attack outside the cluster. This increase in negative ACK increases the trafficking, congestion and energy consumption. As a result, the lifetime of the node and lifetime of the core of the concerned cluster also decrease.



The core failure will start the reconfiguration between the group member for another core and increases the overhead. This reconfiguration and packet drop will also increase the delay. As shown in Figure 5, by increasing the distance up to 100 m and with the increase in negative ACK, this increases the delay. As a result of the spoofing attack, the resources of the group are consumed quickly and the communication cannot be considered reliable.



Now, scenario 2 is used after the detection and identification of the spoofing attack, where the radio range of each cluster is up to 30 m. As a result, spoofing nodes in the other clusters are not entertained and only the node within the clusters is entertained from the communication. This decreases the negative ACK because nodes within the cluster are with less distance and hence packet drop decreases and a successful communication is increasing between the source and the destination. As shown in Figure 6, only one negative ACK appeared, which is normal within a mobile environment.



As the negative ACK decreases, there is a decrease in the packet drop and core reconfiguration, which ultimately decreases the delay as shown in Figure 7. Hence, the node in the group behaves normally in terms of negative ACK and delay.




4.3. Results of NCN


In this section, two scenarios evaluate the network performance in the presence and absence of a spoofing attack. Figure 8 shows the simulation under the normal conditions, i.e., in the absence of a spoofing attack. It shows that the energy is consumed in a normal rate and hence the lifetime of the cluster increases. The Figure 8 shows that in the presence of five legitimate nodes, 46 joules of the energy are consumed. On the other hand, in the presence of a spoofing attack, 80 joules of energy are consumed, and with the increase in spoofing attack the energy consumption increases, as shown in Figure 9.



Figure 10 and Figure 11 show the presence and absence of a spoofing attack in terms of delay. Hence, in the presence of a spoofing attack, there is an unbiased distribution of data between the legal node and the illegal node and hence the desired node is not receiving the data because the illegal node consistently requests the data. Hence, this increases the congestion and traffic in the cluster, which ultimately increases the delay as compared to normal conditions when there is no attack.





5. Conclusions


In this paper, a spoofing attack is discussed in an inter-cluster-based network and an intra-cluster-based network. The spoofing attack is detected through RSS and NCN in inter-cluster approach and intra-cluster approach for detection, localization and elimination. The results show that using unicasting in an inter-cluster network increases the packet drop and will increase the negative ACK. As a result, this increases the delay and will detect the spoofing attack within the specific cluster through an increase in the negative ACK and delay.



The detection of spoofing attacks through RSS is useful for inter-cluster communication, but for intra-cluster spoofing attacks, the NCN approach is useful. The spoofing attack is detected through NCN in the intra-cluster approach through energy parameters. The results show that the compromised node consumed more energy as compared to the non-compromised node. Similarly, due to malicious behavior, the transmission of illegal communication also increases, which increases the congestion and hence increases the delay. Finally, for elimination processes in the NCN of spoofing attack, DTAR is used. The results show that in the presence of RSS and NCN, the spoofing attacks are very limited and the performance of the network is improved. However, in the absence of spoofing attack the performance of the network is decreasing continuously.
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Figure 1. Detection, localization, identification and removal of spoofing attack. 






Figure 1. Detection, localization, identification and removal of spoofing attack.



[image: Mathematics 10 03686 g001]







[image: Mathematics 10 03686 g002 550] 





Figure 2. Spoofing Attack through Received Signal Strength (RSS). 
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Figure 3. Connectivity list of NCN. 
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Figure 4. Negative ACK due to presence of spoofing attack. 
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Figure 5. Delay due to presence of spoofing attack. 
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Figure 6. Negative ACK due to absence of spoofing attack. 






Figure 6. Negative ACK due to absence of spoofing attack.



[image: Mathematics 10 03686 g006]







[image: Mathematics 10 03686 g007 550] 





Figure 7. Delay due to absence of spoofing attack. 
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Figure 8. Energy in the absence of spoofing attack. 
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Figure 9. Energy in the presence of spoofing attack. 
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Figure 10. Delay in the absence of spoofing attack. 
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Figure 11. Delay in the presence of spoofing attack. 
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Table 1. Comparison of Protocols.






Table 1. Comparison of Protocols.





	Protocol/

Algorithm
	Research Problem
	Objectives
	Contributions
	Domain
	Simulator
	Evaluation Metrics
	Limitation of Study





	[17]
	Identity based spoofing attack
	Detection
	Improvement of fast fading effects, spatial and time correlations
	RSS
	MATLAB
	Distance, time and location, power
	Only detection



	[18]
	DDoS based spoofing attack
	Detection and mitigation
	Saving power consumption
	Traffic monitoring through DHCP
	Not mentioned
	Throughput and number of exchange flow
	Only Detection and mitigation



	[19]
	Information altering and signaling attack
	Localization
	Improvement in location identification
	Location estimation technique
	Monte Carlo
	Transmission power and distance
	Only Localization



	[20]
	Identity based spoofing attack
	Detection
	Improvement of accuracy
	CSI
	Real time experiment
	Amplitude and Phase of channel
	Only detection



	[21]
	Identity based spoofing attack
	Detection
	Improvement of Bayes risk
	mm-Wave and massive MIMO virtual channel
	Not mentioned
	SNRs and number of antennas
	Detection



	[22]
	MAC spoofing attack
	Detection
	Improvement of accuracy
	CSI
	Real time experiment
	Amplitude and Phase of channel
	Only detection



	Proposed method
	Identity based spoofing attack
	Detection, identification and removal
	Improvement of Energy consumption, delay and Negative ACK (accuracy)
	RSS and NCN
	NS-2 Simulator
	Energy, delay and Negative ACK
	Absence of comparison and will do in future work
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Table 2. Spoofing Attack through Radio Range.
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	S. no
	Request Time
	Negative ACK
	Receive Time
	Delay
	Number of Negative ACK





	C
	00:02
	No
	00:05
	00:03
	0



	B
	00:25
	Yes
	00:55
	00:30
	2



	A
	00:55
	Yes
	01:55
	01:00
	2



	Total
	…..
	…..
	…..
	1:33
	4
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Table 3. Connectivity list for spoofing attack.
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Legitimate or Spoofing Node

	
NN

	
CH

	
PN

	
DC

	
Transmitted Packet

	
Received Packet






	
Legitimate A

	
Core

	
Core node

	
Core node

	
1

	
10 MB

	
5 MB




	
Legitimate A

	
B

	
Core node

	
Core node

	
1

	
6 MB

	
3 MB




	
Legitimate A

	
J

	
Core node

	
Core node

	
1

	
12 MB

	
26 MB




	
Spoofing node, A

	
D

	
Core node

	
D

	
2

	
20 MB

	
2 MB




	
Spoofing node, A

	
E

	
Core node

	
D

	
2

	
30 MB

	
3 MB




	
Total

	

	
68 MB

	
34 MB
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Table 4. Simulation Parameters.
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	Simulator
	Network Simulator (NS2)





	Examined Attack
	Spoofing Attack



	Number of nodes
	40



	Transmission range
	30–100 m



	Simulation area
	1000 m × 1000 m



	Simulation time
	450 sec



	Data packet size
	512 bytes



	MAC type
	MAC 802.11



	ifqLen
	60



	Size of routing queue
	50 packets



	Total number of generated packets
	10,000
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