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Abstract

:

The air traffic control (ATC) network’s airspace sector is a crucial component of air traffic management. The increasing demand for air transportation services has made limited airspace a significant challenge to sustainable and efficient air transport operations. To address the issue of traffic congestion and flight delays, improving the operational efficiency of ATC has been identified as a key strategy. A clear understanding of the characteristics of airspace sectors, which are the building blocks of ATC, is essential for optimizing air traffic management. In this research, a novel approach using complex network theory was applied to examine the features and invulnerability of the airspace sector network. We developed a model of the airspace sector network by treating air traffic control sectors as network nodes and the flow of air traffic between these sectors as edges. Network characteristics were analyzed using several metrics including degree, intensity, average path length, betweenness centrality, and clustering coefficient. The static invulnerability of the airspace sector network was evaluated through simulation, and the network efficiency and the size of the connected component were used to assess its invulnerability. A study was conducted in North China based on the ATC sector network. The findings of the study revealed that the sector network did not exhibit the traits of a small-world network model, characterized by short average path lengths and high clustering coefficients. The evaluation of network invulnerability showed that the network’s invulnerability varied depending on the attack strategy used. It was discovered that attacking sectors with high betweenness resulted in the most significant harm to network invulnerability, and betweenness centrality was considered to be a useful indicator for identifying critical sectors that require optimization.
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1. Introduction


The growing demand for air transportation is leading to an increasing number of flight delays, which are caused by a variety of factors such as traffic congestion, incidents, adverse weather conditions, and military activities. One of the main causes of air traffic congestion is the disconnect between strategic decision making, such as capacity planning, and tactical decision making by air traffic control. In addition, traffic congestion can compound issues such as elevated fuel consumption, degradation of infrastructure, and air pollution [1]. Air traffic controllers are responsible for the safe and efficient operation of aircraft in controlled airspace [2]. Civilian aircraft must operate within specified airspace and adhere to instructions and dispatch issued by air traffic control agencies. The sectors, as the basic unit of control over airspace, play a crucial role in ensuring the safe, efficient, and orderly movement of aircraft [3]. Many researchers have placed emphasis on addressing the issue of air traffic congestion. Typically, they approach the problem from a strategic level by analyzing the airport or route network, aiming to enhance the overall efficiency of air transportation operations. This paper, however, takes a different approach by focusing on the tactical level. We focused on addressing real-time challenges arising from unpredictable events such as weather conditions and military activities, investigated the significance of different sectors in the overall airspace operating environment, and tested the invulnerability of sector networks against various forms of attacks.



Firstly, in most circumstances, the sector is a crucial airspace resource, despite the existence of sectorless or flight-centric systems. The sector network differs from the airport network or air route network, as it divides the entire airspace into smaller, manageable areas for the purpose of ensuring safe and efficient air traffic control. In each sector, a team of air traffic controllers is responsible for providing flight control services to the aircraft operating within that sector, thereby ensuring the safe and orderly movement of air traffic flow within the sector [4]. The capacity of the sector network, which is determined by various factors such as sector size and the proficiency of controllers, is a crucial indicator of the overall operational efficiency and capacity of the airspace system. In emergencies, including both man-made incidents and natural disasters such as severe weather and equipment failures, the sector network’s capacity may experience a significant drop or even failure. In such scenarios, the affected sector’s ATC must swiftly adjust the status of relevant flights, including flight altitude, path, and speed, and coordinate the traffic flow entering and exiting the sector to ensure the safe operation of flights. Due to the complexity of air traffic control mechanisms, a lack of transparency and coordination across different control segments, even when air traffic control effectively handles emergency situations, may still result in reduced sector capacity or functional disruptions, leading to widespread air traffic congestion and significant flight delays [5]. As a result, enhancing the operational efficiency and resilience of the airspace sector network is crucial to avoid traffic congestion and minimize flight delays. A well-designed sector network is vital for ensuring safe and efficient airspace operations. Furthermore, proper airspace sector planning can relieve the workload for air traffic controllers, reduce the likelihood of incidents caused by human factors and alleviate the operational burden on a single sector, and enhance the overall operational efficiency.



Graph theory has been widely applied in the design of transportation networks, including subway systems [6], urban highways [7,8], and high-speed rails [9], and has proven to be an effective tool for examining problems related to aviation operations [2,10,11,12]. Thus, in this study, the airspace sector network was analyzed using complex network theory, which is based on graph theory. In 2000, Amaral introduced the concept of complex network theory into the aviation field and demonstrated that the global airport network follows the characteristics of a small-world network model [13]. Despite its potential, the application of complex network theory in the civil aviation field has been limited, mainly focused on airport networks. In 2012, Cai transformed waypoints into network nodes and flight flows between these nodes into edges to construct the China Air Route Network Structure (CARN) and analyzed its network characteristics [14]. In 2013, Murad Hossain’s research on the robustness of the Australian Airports Network (AAN) showed that it could be classified as a scale-free small-world network and that its structure is resilient to the random removal of airports (such as in an airport shutdown scenario) and flight paths (such as in the case of airway unavailability due to bad weather) [15]. Albert first explored the invulnerability of complex networks by proposing an intentional attack model and conducting numerical simulations of such attacks [16]. In recent years, invulnerability has become a major research direction in complex network theory. Invulnerability is often linked to robustness, which refers to a network’s ability to maintain overall performance even when nodes or edges are deliberately or randomly attacked [17]. As complex network theory continues to advance, new and effective attack strategies are being applied in the aviation field. Qian established a Multi-Airport Region model to analyze the robustness of different configurations of airport groups [18]. Başpınar compared the resilience of airport networks in the United States and Europe to investigate the relationship between network structure and the spread of failure and network recovery [19]. In contrast to previous researchers, the sector network is also different from other complex networks, such as airport networks and airline networks in China, from an application perspective. While the airport and airline networks primarily serve as a guide for strategic adjustment in the air transportation market, resource allocation, and air transportation capacity improvement, sector networks are more crucial in ensuring safe and efficient daily operations from a tactical standpoint. To the authors’ knowledge, there have been few studies conducted on the sector network. Given the vital role of airspace sector networks in the overall airspace system, this study focuses on this subject.



A review of the literature indicates that previous studies that have applied complex network theory have primarily focused on airport networks and air route networks. The research on airspace sectors has mainly centered on the evaluation of individual sector capacity and operational optimization [20,21]. However, there have been few studies on the structural characteristics and invulnerability of the airspace sector network from an ATC perspective. Understanding the topological characteristics and complexity of the airspace sector network is essential for identifying critical sectors and enhancing network resilience [22]. Hence, complex network theory is seen as a promising approach to investigating the bottlenecks in the airspace sector network and the spread of traffic congestion at the system level.



In this study, research was carried out to examine the airspace in the North China region. A sector network was created using historical air traffic flow data from selected airspace sectors. From the perspective of ATC operations and complex network theory, topological indices were employed to analyze the topological properties of the sector network. The study also evaluated the network’s vulnerabilities under various attack scenarios by using invulnerability measurement indices such as network global efficiency and the relative size of the connected component. As a result, critical sectors were identified in each attack scenario. To summarize, the main contributions of this study are:




	
This paper expands the research horizon of aviation networks by incorporating complex network theory into ATC sectors, offering a complementary viewpoint to existing studies on aviation networks and route networks.



	
The invulnerability of various sectors under different attack strategies is evaluated, and critical sectors are identified by considering the network’s global efficiency and the relative size of its connected component.



	
This research provides a perspective on alleviating air traffic congestion and improving airspace efficiency by improving the sector structure in air traffic control systems. Additionally, this research method also provides a reference for analysis in other complex network engineering projects.








The organization of the remaining part of the paper is outlined as follows. In Section 2, the modeling method for sector networks, a list of selected topological indices, and the invulnerability of sector networks are introduced. Section 3 details the construction of sector networks, data acquisition, and the analysis of sector network characteristics. The analysis of network invulnerability and a discussion of the results are presented in Section 4. Finally, Section 5 concludes this study.




2. Methods of Modeling and Topological Property Measurement


2.1. Modeling of Airspace Sector Network


All flight operations within an airspace sector are directly overseen and managed by air traffic controllers. Established protocols facilitate the transfer of control from one sector to another as aircraft cross designated control points. From a complex network theory perspective, the sector network is represented as a graph   G =  (  V , E  )    composed of a set of nodes  V  and a set of edges  E . In this study, the sector network was constructed based on the following guidelines:



An airspace sector can be viewed as a node, and the connections between sectors are determined by the flow of air traffic between them. If two sectors,  i  and  j , have air traffic flowing between them, an undirected edge linking  i  and  j  is established. The adjacency matrix      {   a  i j    }    N × N     is used to represent the spatial sector network containing  N  sectors. If a direct air traffic flow exists between sector  i  and sector  j , the corresponding element in the adjacency matrix is given by    a  i j   =  a  j i   = 1  . Conversely, if there is no direct flow, the element is set to    a  i j   =  a  j i   = 0  . In order to simplify the complexity of the three-dimensional airspace structure, this study compresses both high-altitude and low-altitude sectors onto a single two-dimensional plane. The resulting sector network is then described in Section 3.




2.2. Modeling of Airspace Sector Network


In this study, five commonly used topological characteristic indices were employed to describe the general structural properties of the airspace sector network. The selected indices are defined as follows:




	
The degree of a node, denoted as    k i   , reflects the node’s significance in the network and is defined as the number of edges connected to it. In the context of the airspace sector network, the degree    k i    of sector  i  represents the number of sectors that are geographically adjacent and have a direct air traffic connection with sector  i  [23]. This study expands the research scope of aviation networks by applying complex network theory to ATC sectors, providing a complementary perspective to previous studies on aviation and route networks.



	
Intensity, as expressed in Equation (1):


   S i  =   ∑   j ∈ V  ( i )       W  i j    



(1)




where   V  ( i )    represents the set of sectors adjacent to sector  i ,    W  i j     represents the total number of flights between sector  i  and sector  j  that receive ATC services within sector  i , and    S i    represents the overall traffic volume of sector  i . This last metric is considered one of the key indicators in the study of air traffic congestion [24].



	
Average path length, as expressed in Equation (2):


        l =  1  N  (  N − 1  )      ∑   i ≠ j      l  i j        



(2)




where  N  refers to the total number of sectors in the network, and    l  i j     is the shortest path length between sector  i  and sector  j . From an ATC perspective,    l  i j     represents the number of air traffic control services received by a flight traveling between sector  i  and sector  j , with a value of    l  i j   = 1   for adjacent sectors. A smaller value of    l  i j     indicates that flights traverse fewer sectors and therefore require fewer control transfers. Consequently, a smaller value of  l  suggests that the airspace sector network is better established and has higher operational efficiency [12].



	
Betweenness centrality, as expressed in Equation (3):


     B i  =   ∑   j , k ∈ F , j ≠ k        n  j k    ( i )     n  j k          



(3)




where betweenness centrality of a node  i , denoted as    B i   , measures the number of times node  i  is crossed by the shortest paths in the network. This is calculated as the sum of the number of shortest paths between every pair of nodes ( j ,  k ) in the network ( F ) that pass through node i (   n  j k    ( i )   ) divided by the total number of shortest paths between  j  and  k  (   n  j k    ). A sector with high betweenness is likely to serve as a junction for multiple shortest paths and be a structural center in the sector network [25]. In the event of a failure in such a sector, multiple shortest paths would be impacted, causing the network structure to become weaker. Hence, it is crucial to pay special attention to sectors with high betweenness when evaluating the invulnerability of the airspace sector network.



	
Clustering coefficient, as expressed in Equation (4) for local clustering coefficient of node  i  and Equation (5) for network average clustering coefficient:


       C i  =   2  e i     k  i      (   k i  − 1  )         



(4)






      C =  1 N    ∑   i = 1  N     C i       



(5)




where the clustering coefficient of node  i  in the airspace sector network is calculated by considering the number of neighbor nodes (   k  i    ) and the number of edges formed by these neighbors (   e i   ). This coefficient measures the connectivity between a node’s neighbors in the network [26]. In terms of air traffic control operations,    C  i       represents the connection between flight routes and the coordination between controllers. A higher value of    C  i       suggests that sector  i  has better connections with neighboring sectors, leading to better collaboration between controllers. The overall connectivity of the airspace sector network can be determined by the average clustering coefficient ( C ), which represents the tightness of connections between sectors. A higher  C  means that the sectors in the airspace network are better connected, which can facilitate joint decision making in dealing with air traffic congestion [27].









2.3. Modeling of Airspace Sector Network


Invulnerability is a crucial characteristic of complex networks [28]. The robustness of a network can be evaluated by simulating attacks by removing nodes or edges in a predetermined pattern and measuring the changes in network performance. The analysis of the invulnerability of the system can provide insights for developing countermeasures to improve the robustness against disturbances, which ultimately aims to reduce flight delays, alleviate air traffic congestion, and minimize emissions. In this study, the network’s global efficiency  E  and the relative size of the connected component  G  were used to measure the network’s performance and evaluate the invulnerability of the sector network.




	
The global efficiency of the network is a measure of its connectivity, which is represented as the average of the inverse of the distances between sectors [29]. It is expressed in Equation (6).


      E =  1  M  (  M − 1  )      ∑   i ≠ j      1   l  i j          



(6)




where  M  represents the number of connected sectors in the network, and    l  i j     represents the shortest path length between sector  i  and sector  j . If there is no direct flight flow between two sectors, then    l  i j     is set to  ∞ . The value of  E  ranges from 0 to 1 and represents the connectivity and compactness of nodes in the network. A higher value of  E  indicates better connectivity, with a shorter average length between nodes. When  E  is close to 1, the average distance between nodes in the sector network is short and the network connectivity is well established. On the other hand, when  E  is close to 0, most sectors are disconnected from each other and the network structure is loose, with isolated nodes.



	
The relative size of the connected component is a metric that measures the proportion of nodes that remain connected after a set of nodes or edges have been removed from the network. This is expressed as a ratio of the number of nodes in the remaining connected component to the total number of nodes in the original network, as shown in Equation (7).


      G =   g ′  g       



(7)




where   g ′   represents the number of sectors of the connected component when the air space sector network is affected by an attack,  g  represents the total number of sectors in the airspace sector network before the attack, and  G  reflects the integrity of the network after being attacked with a value ranging from 0 to 1 [30]. When  G  is close to 1, the sector network is similar to the complete network. The number of isolated airspace sectors in the network is small, and the airspace available for air traffic control is large. When  G  is close to 0, the distribution of the sector is scattered, and the airspace available for air traffic control is small.










3. Analysis of Sector Network Characteristics


3.1. Construction of Airspace Sector Network


An empirical study was conducted on the airspace under the jurisdiction of the North China Air Traffic Management Bureau (ATMB), covering five regions in China including Beijing, Tianjin, Hebei, Shanxi, and Inner Mongolia. The study was prompted by the recent full operation of the highly active Beijing Daxing Airport, which has transformed the selected airspace into one of the busiest air transport regions globally. Given its unique location and high air traffic volume, the North China airspace was chosen as a case study to provide valuable insights for other regions with similar airspace characteristics. The sector structure of the airspace was created using Matlab software based on geographic coordinates, as illustrated in Figure 1a.



When transforming the real sector network into a complex network model, it is important to adopt features that accurately reflect the daily sector operations. Different applications may use different network models, each with specific properties. For instance, the power network typically employs a weighted network due to the varying levels of importance between power and transmission stations, with weighted nodes providing a more accurate representation of the power network’s characteristics [31]. In air transportation, the bidirectional nature of air routes often calls for the use of unweighted and undirected graphs. For example, in an airport network, airports are connected by routes that act as nodes, each with the same weight as the airport [32]. Similarly, in the sector network studied in this research, each sector is connected by two-way routes with comparable characteristics, apart from traffic flow and capacity. It is difficult to accurately measure human-performance-related factors, so only the intensity of the node was used to measure traffic flow, while sector capacity was omitted. When abstracting the route as a network edge, the routes connecting different sectors share similar characteristics, similar to the airport network. Thus, the sector network edge is not weighted. In conclusion, an unweighted and undirected graph was chosen to best reflect the topological characteristics of the sector network.



To build the model of the airspace sector network, actual air traffic data was collected from flight plan messages (FPL). Six hours of historical FPL data (from 10:00 to 16:00 local time) from a randomly selected day in 2018 were analyzed to determine the direct flight connections between sectors, resulting in the creation of an adjacency matrix      {   a  i j    }    23 × 23    . The model of the airspace sector network was constructed by following the rules outlined in Section 2.1, using both geographic information and historical data. As shown in Figure 1b, the diagram of the airspace sector network in North China was created by combining the geographic coordinates of each sector and the actual traffic connections between them. If there was a direct flight connection between two sectors, they were defined as connected, with    a  i j   =  a  j i   = 1  , while if there was no direct flight connection, they were defined as not connected, with    a  i j   =  a  j i   = 0  , regardless of any geographic connections. Since the sector operation is bidirectional, meaning there are flights between sectors A and B in both directions,    a  i j   =  a  j i   = 1  , otherwise    a  i j   =  a  j i   = 0  . No additional traffic was considered based on aircraft type or flight importance. Thus, the constructed North China airspace sector network is an unweighted and undirected network with a 01 matrix adjacency.




3.2. Topological Properties of Sector Network


In order to analyze the structural features of the sector network, a set of topological indices were adopted. These indices reflect the operational conditions, transfer of control, efficiency of controller communication, and overall structural characteristics of the airspace. The indices were calculated using collected traffic data and aeronautical information from the North China sector network, based on the definitions of degree, intensity, betweenness, and clustering coefficient. The results for 23 sectors in the North China sector network are displayed in Table 1.



The Beijing 01 sector has the highest degree, as it is situated at the geographical center of the controlled airspace in North China. This sector is connected to multiple air routes and controllers must communicate with many different sectors to transfer the control of flights, resulting in a heavy workload. The operational status of the Beijing 01 sector significantly impacts the traffic control strategies employed by controllers. For instance, in the event of congestion in downstream sectors, controllers in the Beijing 01 sector may slow down the incoming traffic flow and redirect controlled flights to holding patterns to avoid further traffic buildup. However, if flights are unable to leave the Beijing 01 sector efficiently, congestion could occur in this sector as well. On the other hand, sectors with lower degrees, such as Hohhot 02, Taiyuan 01, Taiyuan 03, Beijing 07, Beijing 08, Beijing 12, and Beijing 14, which are located at the regional borders of North China, are likely to have less impact on the entire network and require less workload from controllers, as they have fewer direct connections with other sectors.



The Beijing 01 sector exhibits the highest betweenness in the North China sector network, owing to its central location. This sector serves as a hub connecting multiple shortest air routes, which in turn can affect the efficiency and effectiveness of information exchange between different network sectors. Given its critical role in the operation of the entire sector network, special attention should be paid to such pivotal sectors when assessing the network’s invulnerability. These topological characteristics underscore the importance of the Beijing 01 sector in maintaining the sector network’s robustness.



The Beijing 02 sector, which includes the Beijing Capital Airport, has the highest air traffic volume among all control sectors in China. During peak hours (10:00–16:00), it handles more than 1900 flights with an average hourly traffic flow of 300 flights. This puts a significant workload on air traffic controllers in the sector, and congestion can result in flight delays.




3.3. Analysis of Network Structural Characteristics


According to the topological analysis, the North China sector network consists of 23 nodes and 53 undirected edges. In Section 2.2, we use the clustering coefficient and average path length metrics to evaluate the overall structural properties of the network.



The North China sector network has an average clustering coefficient ( C ) of 0.465, which means that there is a 46.5% chance of direct connections between adjacent sectors. However, this value suggests a relatively low level of clustering in the sector network, meaning that connections between sectors are dispersed and not conducive to coordinated collaboration between controllers. Consequently, congestion in one sector could potentially lead to widespread flight delays across the entire sector network.



Using the Warshall–Floyd algorithm [33], the average path length of the North China sector network was determined to be   l = 2.581  . This value indicates that, on average, each flight in the North China sector network passes through three sectors or receives control services from three controllers. The lower number of transfers required during flight progress indicates that the traffic control in this network is more efficient and streamlined. This is due to the network’s compact and well-established structure, as evidenced by the small value of parameter  l . In summary, the North China sector network has a small clustering coefficient and average shortest path length, which sets it apart from the small-world network model that features a small average path length and large clustering coefficient [34].



Furthermore, the sector network’s structural characteristics were examined using metrics such as degree, intensity, and betweenness. These measures allowed for the assessment of the node’s importance, local traffic density, and centrality, respectively, providing insights into the network’s structure.



The division of sectors within the network was determined by geographic constraints, limiting the number of adjacent sectors each sector can have. As a result, the degree of each sector is not infinitely large, and those located at the network boundary exhibit relatively smaller degrees. As depicted in Figure 2, sectors with a degree of 4 make up the largest proportion, with 95% of degree values falling between 3 and 7. The average degree of the network is 4.43, signifying that, on average, a sector is directly connected to four neighboring sectors in the network.



The intensity metric represents the local traffic density of each sector. By analyzing the traffic flow in each sector of the North China airspace over a six-hour period, the corresponding intensity of each sector was calculated. Sectors with higher traffic flow exhibit larger intensity values. Figure 3a displays the cumulative distribution of sector intensity in the North China sector network. This cumulative distribution conforms to a power-law distribution, the function of which is computed in Equation (8). Within the six-hour peak period studied, the majority of sectors experienced flight volumes ranging from 300 to 600. The highest intensity recorded was over 1900, while the lowest was around 200, resulting in a range that is approximately nine times greater. This large range highlights significant variations in the levels of activity among different sectors.


   P 1  = − 16.41  x  − 0.401   + 1.827 ,      R 2  = 0.98  



(8)







Sectors with high betweenness are typically situated at the intersection of multiple shortest paths. The cumulative distribution of sector betweenness in the network is illustrated in Figure 3b and also adheres to a power-law distribution, the function of which is calculated in Equation (9).


   P 2  = 0.1179  x  0.459   ,      R 2  = 0.92  



(9)







The intensity values exhibit a significant range, with the maximum intensity exceeding 1900 and the minimum intensity falling below 260. Such a broad range implies substantial variations in traffic volume and workload for controllers across different sectors. Therefore, optimizing the division and management of sectors is crucial in reducing controller workload in busy sectors. Most sectors with low betweenness are located at the periphery of the network and have minimal impact on the overall sector network. However, they can play a crucial role in connecting central areas and creating positive impacts on the economic development of remote regions. The highest betweenness value among all sectors is over 150, while the lowest is 2.17. This broad range of betweenness further underscores the differences in the influence of various sectors on the network structure.



The structural features of the North China sector network were further analyzed through correlation analysis, which investigated the relationship between different indices and suggests connection preferences of sectors. In complex network theory, connection preference refers to nodes with the same attributes being more likely to connect with each other. The correlation between different characteristic indices of the network is presented in Figure 4, including intensity ( I ), average nearest neighbor intensity (   I  n n    ), degree ( k ), average nearest neighbor degree (   k  n n    ), betweenness centrality ( B ) of a sector node, and clustering coefficient (   C  i      ) of node  i . These correlations reflect how changes in one characteristic index of a node can impact other indices and how new nodes may connect to the network following certain rules expressed by these indices.



By conducting correlation analyses on the topological property indices of the North China sector network, several characteristics of the network can be identified and summarized.



Nodes with higher degrees tend to connect with other high-degree nodes, resulting in a positive correlation between node degree and the average degree of its nearest neighbors. This suggests a potential homogeneity in the network.



There is no clear correlation between the intensity of a sector and the average intensity of its nearest neighbors, indicating that a sector with high intensity may have neighbors with lower intensity. Moreover, adjacent sectors to a busy sector may be relatively less occupied. These findings imply the potential to optimize the use of unoccupied sectors surrounding busy ones to efficiently manage airspace resources. Interestingly, the distribution of    I  n n     in the network differs from that of    K  n n    , as depicted in Figure 4a,b.



Figure 4c reveals that there is no clear correlation between the degree and intensity of nodes, as the intensity distribution varies widely among nodes with the same degree. This finding challenges the notion of network homogeneity in the North China sector. Furthermore, the number of flights and adjacent sectors do not appear to have a direct relationship, and the level of busyness in a sector is not necessarily indicative of its importance to the network structure.



Figure 4d shows a positive correlation between node degree and betweenness, with a high correlation coefficient (   R 2  = 0.81  ). Sectors with large degrees are likely to be situated at the center of the sector network, connected to many neighboring sectors, whereas sectors with small degrees are typically located at the periphery of the sector network, with few connected neighboring sectors. In the North China sector network, the sector with the largest and smallest degrees, Beijing 01 and Beijing 14, respectively, also have the largest and smallest betweenness values.



Although the limited number of network nodes in Figure 4e results in a less-than-ideal degree of fit, a negative correlation can still be observed between node degree and clustering coefficient. This negative correlation implies that sectors with large degrees are often traversed by only a few air routes, and there are relatively few direct connections between their neighboring sectors.



Figure 4f,g do not indicate any significant correlations between intensity and either clustering coefficient or betweenness. These findings align with the understanding that a sector’s busyness and controller workload are not directly associated with the connectivity of neighboring sectors. While a sector’s intensity is related to the total number of flights passing through it, this measure is not tied to the structural characteristics of the North China sector network.



Figure 4h shows a negative correlation between clustering coefficient and betweenness, suggesting that there may be fewer flights between neighboring sectors located at the structural center of the network. Although the size of the sector network introduces some degree of error in fitting the curve to the graph, the overall trend can still be discerned from the figure.



By analyzing the sector network characteristics from the perspective of actual ATC operations, several interesting observations can be made. Firstly, the regulatory sector network does not exhibit the scale-free network configuration, but its strength and clustering coefficient exhibit the characteristics of a scale-free network. This is a unique feature of the ATC sector network when compared to other civil aviation networks, such as the China airport network and China route network, which is related to the partition of sector nodes and the number of nodes in the network. Secondly, the study finds that neighboring sectors of high intensity or busy sectors may not necessarily experience the same intensity or busyness, indicating that there may be unoccupied sectors around busy ones that can be utilized to improve the overall sector network capacity. However, the increase in the number of neighbor sectors with increasing sector degree in the North China sector network leads to a decrease in the probability of these sectors being geographically adjacent to each other, resulting in a drop in the probability of direct flight connections between those sectors. This structural feature may pose challenges for ATC communication and cooperation in resolving flight congestion problems. Overall, these findings highlight the need for more efficient ATC strategies to optimize the utilization of sector network resources and improve the overall sector network capacity.





4. Invulnerability of Sector Network


The capacity of a sector is subject to various factors, including severe weather, military operations, and air traffic control equipment. These factors can lead to a significant reduction in sector capacity or even operational failure, thereby altering the structural characteristics of the sector network. Therefore, it is crucial to develop a comprehensive understanding of the network’s resilience to such influential factors.



4.1. Attack Strategies


During the operation of the sector network, it is susceptible to damage from various factors, such as natural disasters, human errors, or equipment failures. Such damage may cause the failure of nodes or a portion of the network, leading to changes in the network structure and overall performance. It is therefore essential to develop a good understanding of the network’s invulnerability to these influential factors [35]. A common research approach to study the invulnerability of complex networks is to compare the changes in network invulnerability indices before and after the network is subjected to different attack strategies [36]. Static invulnerability analysis can be used to study the changes in the network structure and performance after an attack on a sector. In this study, the invulnerability of the North China sector network was explored using three attack strategies, and critical sectors and potential critical sectors were also analyzed.



This study used computer simulation to assess the invulnerability or resilience of a sector network by employing three different attack strategies: random attack (RA) and two types of intentional attack (IA). The RA strategy was utilized to simulate the effects of natural disasters and unintentional damages, which are characterized by their unpredictability and uncertainty. These strategies were previously employed in similar studies [16,37,38]. The RA strategy was used in the airspace sector network to model various scenarios, such as equipment failures caused by severe weather, natural disasters, and military exercises, which can lead to temporary closures of airports, waypoints, and sectors. In this simulation, the RA strategy involved selecting an increasing number of nodes at random from the network and attempting to attack them [39]. In contrast to natural disasters, intentional human destruction is typically more targeted and purposeful. Therefore, the IA strategies were employed in this study to simulate this type of destruction. IA is characterized by targeting network nodes that have the greatest impact on the network. This simulation involved attacking and removing network nodes in order of their importance to the network structure. The IA strategy was designed to attack nodes or connected edges based on predetermined rules aimed at changing the network’s strength, betweenness, and degree properties [40]. Degree and betweenness are critical indicators that accurately reflect the nodes’ influence on the network structure [41]. Hence, the magnitudes of these two indicators were used to determine the importance of nodes in the IA simulation. Two types of intentional attack strategies were adopted, as outlined in Table 2.




4.2. Results of Invulnerability Assessment


In Section 4.1, nodes were eliminated from the network using three attack strategies to simulate airspace sector closures. The network’s performance was assessed by measuring its global efficiency and the relative size of its connected components, as explained in Section 2.3. Figure 5 illustrates the impact of various attack strategies on the network’s performance. As the number of attacked sectors increased, the shortest path length between sectors increased, resulting in a drop in the network’s efficiency. This caused more airspace sectors to become isolated from the network, resulting in a decline in its integrity and stability. The trends observed in the two invulnerability measurement indices under different attack strategies indicate that the network’s function deteriorated progressively until it collapsed due to an increase in the total number of failed sectors.



In the simulation of RA, Matlab software was employed to randomly arrange the North China sector network’s sectors from 1 to 23 and eliminate an increasing number of sectors from the list to mimic the network’s static invulnerability when affected by unintentional human factors or natural disasters. Figure 5 demonstrates that when fewer sectors are removed from the network initially, the network efficiency and relative size of connected components decline gradually at a constant rate, while the network’s scale remains relatively unchanged. However, when the 10th sector is removed, the network’s efficiency and connectivity experience a considerable reduction, and the relative size of the connected component decreases significantly, leading to more isolated sectors and substantial damage to the network structure. As shown in the Table A1 and Table A2, attacking the 10th sector causes the network’s efficiency to decline to 0.17 and the number of sectors in the connected component to drop to 7, leading to the network’s collapse. These results demonstrate that the North China sector network is robust to random attacks.



The strategies of IA consist of degree priority attacks and betweenness priority attacks. For the simulation of degree priority attacks, the sectors in the North China sector network were sorted by degree and removed from the network in descending order to simulate the impact of intentional human destruction—a purposeful attack with clear targets on the network. As shown in Figure 5 and Table A1 and Table A2, with the removal of the first sector, the network efficiency drops significantly; network connectivity and efficiency are heavily impacted by the removed sector. When the first three sectors are removed, the relative size of the connected component of the network drops faster than the RA strategy, and aircraft in the network can bypass the failed sector and reach any other sector in the network. When the eighth sector is removed, the relative size of the connected component drops sharply, and the integrity of the network scale is destroyed. With the increase in the total number of attacked sectors, the network is divided into multiple parts, and each part has a certain connectivity and stability. This phenomenon can be reflected from the attacks between the 11th sector and the 14th sector; the network efficiency and the relative size of the connected component show minor changes, and the overall network structure is relatively stable in this stage of the attacks. When the 15th sector is removed, the network efficiency drops to 0.0119, the relative size of the connected component is 0.13, and the maximum number of connected airspace sectors is 3. In that case, the sector network can be considered as completely collapsed. The IA strategy based on degree priority is very destructive to the network structure of the North China sector network.



Betweenness is another metric that indicates a node’s importance to the network structure. To simulate the damage caused by intentional attacks on the network, betweenness priority attacks were used. The results obtained from this attack strategy, as shown in Figure 5 and Table A1 and Table A2 of Appendix A, are generally similar to those from degree priority attacks. At the outset, the network’s efficiency drops significantly, and the relative size of connected components declines sharply after the first four sectors are removed. The network structure rapidly decomposes, and both network connectivity and overall integrity suffer severe damage. In the intermediate stage, the two curves’ downward trends slow down, and the overall network structure temporarily maintains stability. Subsequently, the two measurement indices continue to decrease as the total number of attacked sectors increases. When the 14th sector is removed, the relative size of the connected component drops below 0.13, causing the network to collapse. The betweenness priority attack strategy also exhibits a potent destructive effect on the North China sector network’s structure.



In conclusion, by analyzing the changes in static invulnerability metrics for the North China sector network under three different attack strategies, we can conclude that the two IA strategies are more destructive to the network than RA. Under the IAs, network efficiency drops rapidly from the beginning, the relative size of connected components also quickly enters a state of sharp decline, and the network enters a state of collapse faster. Both indices indicate that the destructive impact from the IAs is faster and more severe than the impact of RA. Overall, the North China sector network is more resilient to RA than IA. Since the degree of a node is positively correlated with its betweenness, sectors with high degrees usually exhibit high betweenness as well. The destructive impacts of the two types of IA strategies are roughly similar to those of the North China sector network. However, the IA strategy with betweenness priority is generally more effective at damaging the network. Therefore, betweenness could be considered a key indicator of the static invulnerability of the airspace sector network.




4.3. Impact of Attacks on Critical Sectors


Critical sectors play a vital role in the structure of the airspace network, and targeting them can lead to significant damage to the network. Identifying critical sectors is essential for research on network invulnerability. Section 4.2 highlights the significance of betweenness as an indicator of network invulnerability, which can be used to determine the critical sectors of the network. This study ranked sectors in decreasing order of betweenness to identify the critical sectors. To simplify the analysis, we selected the top four sectors with the highest betweenness as representative critical sectors, namely, Beijing 01, Beijing 04, Beijing 03, and Taiyuan 02. If an attack occurs on these critical sectors, it can result in changes to the network structure and performance, leading to variations in the characteristic indices of adjacent sectors [42]. Consequently, the betweenness of certain adjacent sectors may significantly increase due to the network’s structural changes, causing a large number of flights to preferentially pass through them. These sectors with increased betweenness become potential critical sectors [43]. Identifying potential critical sectors is crucial in mitigating the negative effects of “cascading failure” [44].



In air traffic control operations, the failure of a single airspace sector is more likely than the failure of multiple critical sectors simultaneously. Therefore, the simulation only focused on attacking one critical sector at a time. Table 3 displays the simulation results of attacks on the four identified critical sectors with high betweenness. When each critical sector is attacked individually, the network’s efficiency significantly decreases. However, since only one sector is attacked at a time without creating isolated nodes, the attacks on single critical sectors have no impact on the integrity of the sector network. During each of the four attacks, one potential critical sector was identified based on the significant change in betweenness [43]. Table 3 indicates that the betweenness change rates of the Beijing 05 sector and Taiyuan 01 sector increased dramatically when the Beijing 03 sector and Taiyuan 02 sector failed, respectively. The betweenness of the Taiyuan 01 sector increased from 20.15 (shown in Table 3) to 220.62, which is more than ten times the original betweenness. Without proactive measures during an attack, flight traffic in these two sectors could surge, leading to traffic congestion and further damage to other sectors in the North China sector network. Therefore, it is essential to analyze traffic changes and implement flow control measures to prevent potential issues [45].





5. Conclusions


From the perspective of complex network theory, an empirical study was developed to analyze the characteristics and invulnerability of an airspace sector network. The airspace sectors under the jurisdiction of the North China sector network were selected for empirical study. The findings of this paper are threefold:




	
The study reveals that the airspace sector network in North China exhibits a compact and well-established structure, as indicated by its small average path length and clustering coefficient. However, the connections between adjacent sectors are scattered, posing challenges for efficient air traffic control coordination and collaboration. The sector degree distribution is relatively even, and the workload of controllers in different sectors varies significantly, as evidenced by the power-law distribution of intensity and betweenness. Therefore, optimizing sector management to balance controller workload is crucial for efficient air traffic control.



	
We evaluated the invulnerability of the airspace sector network by analyzing two key measurement indices: network global efficiency and the relative size of connected components. The results indicate that the sector network is more resilient to random attacks but less so to intentional attacks. In the case of intentional attacks, degree and betweenness are crucial indices that can help identify critical sectors and potential critical sectors. Since betweenness has a higher impact than degree in intentional attacks, it was chosen as the primary critical index to analyze the effect of critical sectors and identify potential critical sectors. Critical sectors play a pivotal role in the overall invulnerability of the sector network. If critical sectors are targeted, it could significantly increase the flight traffic of potential critical sectors, leading to traffic congestion and further damage to other sectors.



	
This study utilized complex network theory to investigate the airspace network, specifically analyzing the ATC sector network in North China using historical air traffic data. The study obtained a comprehensive understanding of the topological characteristics and invulnerability of the sector network from the perspective of air traffic control. This provides insights for alleviating air traffic congestion and lays the foundation for future planning of sector selection in airspace.








Compared to other networks, such as road or railway networks, when a sector fails in ATC operations, aircraft can divert to another sector. From a network modeling perspective, the failure of one node can affect the degree of its neighboring nodes, making the overall network a dynamic system. However, this study only analyzed the sector network as a static system using traditional attack strategies based on degree or betweenness centrality. Thus, it failed to simulate the dynamic failure process of the network or the reasons for the damage to the airspace. Recently proposed complex networking methods [46,47,48] may help discover the characteristics and strategies to improve the airspace sector network as a dynamic system. As the sector network in the North China region has a small number of nodes, its characteristics in various complex network features, especially the scale-free property, are not apparent. Therefore, future research should expand the sample size and adopt new methods to further analyze the sector network. It is also important to compare the invulnerability of the airspace sector network with other similar complex networks, such as road and railway networks. Additionally, it is crucial to analyze the dynamic invulnerability of the sector network and the problem of “cascade failure”.
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Table A1. The network efficiency of sector network under different attack strategies.
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	Sector Code
	Degree Priority
	Betweenness Priority
	Random Attack





	0
	0.4969
	0.4969
	0.4969



	1
	0.4193
	0.4193
	0.4510



	2
	0.3728
	0.3102
	0.4210



	3
	0.3159
	0.2700
	0.3851



	4
	0.2724
	0.2200
	0.3219



	5
	0.238
	0.1900
	0.2529



	6
	0.1958
	0.1900
	0.2529



	7
	0.1958
	0.1500
	0.2309



	8
	0.1481
	0.0900
	0.2031



	9
	0.0960
	0.0740
	0.1673



	10
	0.0640
	0.0630
	0.1376



	11
	0.0542
	0.0390
	0.0873



	12
	0.0336
	0.0336
	0.0626



	13
	0.0277
	0.0336
	0.0626



	14
	0.0178
	0.0200
	0.0507



	15
	0.0119
	0.013
	0.0375



	16
	0.0119
	0.0079
	0.0257



	17
	0.0079
	0.0079
	0.0138



	18
	0.0040
	0.0040
	0.0079



	19
	0.0040
	0.0040
	0.0040



	20
	0.0040
	0
	0.0040



	21
	0
	0
	0



	22
	0
	0
	0



	23
	0
	0
	0
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Table A2. The relative size of connected components of sector network under different attack strategies.






Table A2. The relative size of connected components of sector network under different attack strategies.





	Sector Coding
	Degree Priority
	Betweenness Priority
	Random Attack





	0
	1
	1
	1



	1
	0.96
	0.96
	0.96



	2
	0.91
	0.87
	0.91



	3
	0.87
	0.87
	0.87



	4
	0.83
	0.739
	0.83



	5
	0.739
	0.739
	0.78



	6
	0.695
	0.695
	0.73



	7
	0.695
	0.65
	0.695



	8
	0.65
	0.43
	0.65



	9
	0.43
	0.43
	0.61



	10
	0.3
	0.26
	0.56



	11
	0.174
	0.26
	0.3



	12
	0.174
	0.174
	0.22



	13
	0.174
	0.174
	0.22



	14
	0.174
	0.13
	0.22



	15
	0.13
	0.087
	0.22



	16
	0.087
	0.087
	0.17



	17
	0.087
	0.087
	0.13



	18
	0.087
	0.04348
	0.087



	19
	0.087
	0.04348
	0.087



	20
	0.087
	0.04348
	0.087



	21
	0.04348
	0.04348
	0.04348



	22
	0.04348
	0.04348
	0.04348



	23
	0.04348
	0.04348
	0.04348
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Figure 1. (a) Structure of North-China-Controlled Airspace Sector; (b) Constructed Network of North-China-Controlled Airspace Sector. 
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Figure 2. Histogram of Sector Degree. 
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Figure 3. (a) Cumulative distribution of intensity; (b) cumulative distribution of betweenness. 
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Figure 4. Correlation analysis of the degree, intensity, agglomeration coefficient, intermediate number, and other topological property indices of the North China airspace sector network. (a) Degree–average nearest neighbor degree (   R 2  = 0.47  ); (b) intensity–average nearest neighbor intensity; (c) degree–intensity; (d) degree–betweenness (   R 2  = 0.81  ); (e) degree–clustering coefficient (   R 2  = 0.33  ); (f) intensity–clustering coefficient; (g) intensity–betweenness; (h) betweenness–clustering coefficient (   R 2  = 0.35  ). 
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Figure 5. (a) Trends of network global efficiency under different attack strategies; (b) trends of relative size of connected components under different attack strategies. 
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Table 1. Indicators of statistical characteristics of North China sector network.
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	No.
	Sector
	Degree
	Intensity
	Betweenness
	Clustering Coefficient





	1
	Hohhot01
	4
	283
	34.08
	0.33



	2
	Hohhot02
	3
	261
	6.07
	0.33



	3
	Taiyuan01
	3
	447
	20.15
	0.33



	4
	Taiyuan02
	5
	475
	58.50
	0.25



	5
	Taiyuan03
	3
	256
	25.75
	0.33



	6
	Taiyuan04
	7
	272
	53.43
	0.57



	7
	Beijing01
	8
	823
	156.03
	0.4



	8
	Beijing02
	5
	1923
	51.81
	0.55



	9
	Beijing03
	6
	626
	74.43
	0.43



	10
	Beijing04
	7
	708
	103.47
	0.33



	11
	Beijing05
	4
	343
	22.93
	0.5



	12
	Beijing06
	4
	406
	13.59
	0.5



	13
	Beijing07
	3
	378
	3.74
	0.67



	14
	Beijing08
	3
	924
	6.33
	0.33



	15
	Beijing09
	5
	884
	32.16
	0.4



	16
	Beijing10
	4
	636
	24.66
	0.5



	17
	Beijing11
	6
	623
	51.92
	0.43



	18
	Beijing12
	3
	456
	2.72
	0.67



	19
	Beijing13
	4
	544
	20.99
	0.5



	20
	Beijing14
	3
	578
	2.16
	0.67



	21
	Beijing15
	4
	1203
	12.96
	0.5



	22
	Beijing16
	4
	1656
	12.42
	0.5



	23
	Beijing17
	4
	1320
	8.67
	0.67
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Table 2. Intentional attack strategies.
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	Type of Intentional Attack
	Description





	Degree priority
	Sort the network nodes by degree from high to low, and sequentially remove the nodes and associated edges from the network.



	Betweenness priority
	Sort the network nodes by betweenness from high to low, and sequentially remove the nodes and associated edges from the network.
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Table 3. Impact of attacks on critical sectors in North China sector network.






Table 3. Impact of attacks on critical sectors in North China sector network.





	Critical Sector
	Network

Efficiency
	Potential Critical

Sector
	Betweenness
	Betweenness Change Rate (%)





	Beijing01
	0.4454
	Hohhot01
	54.42
	159.7



	Beijing04
	0.435
	Beijing02
	81.67
	157.62



	Beijing03
	0.4437
	Beijing05
	46.78
	204.01



	Taiyuan02
	0.4193
	Taiyuan01
	220.62
	1094.89
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