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Abstract: Visible Light Communication (VLC) has been noted as an emerging technology for
communications in wireless local area networks. VLC provides some distinctive features over
the conventional wireless access technologies, such as Wi-Fi, Bluetooth, or ZigBee. The most prominent
feature of VLC is that it can provide more exact location information, since it is based on a particular light.
In addition, VLC can reduce the frequency interferences from numerous wireless channels, since it uses
a completely different radio frequency channel from the conventional wireless access technologies. Thus,
VLC can be used for Internet-of-Things (IoT) services. Nevertheless, up to now, not enough studies
on how to provide IoT services over VLC networks have been conducted. In this paper, we propose
a framework to provide IoT services in VLC networks. In particular, we will consider the unidirectional
VLC network, in which the downlink channel from the VLC transmitter to the VLC receiver is given by
using VLC communication, whereas the uplink channel from the VLC receiver to the VLC transmitter
is implemented by using another wireless access technology, such as Wi-Fi. This is because most of
the VLC receivers, such as mobile phones, cannot support the uplink VLC communication. Based on
the framework of IoT services over unidirectional VLC, in this paper, we also propose the VLC–IoT
protocol (VIP) which is an application layer protocol for data transport with the session management
functionality that can be used to effectively provide IoT services among IoT servers, VLC transmitters
and VLC receivers in the networks. The proposed VIP protocol is implemented by using the Cooja
simulator. For performance analysis, the proposed scheme is compared with the existing CoAP-based
scheme that does not provide the session management. From a variety of simulation experiments,
we see that the proposed scheme can provide lower data transmission and handover delays, compared
to the existing scheme.
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1. Introduction

To provide Internet-of-Things (IoT) services, a variety of wireless access technologies have been
developed, such as Wi-Fi [1], Bluetooth [2], Near Field Communication (NFC) [3], and Zigbee [4].
However, these technologies have suffered from radio frequency (RF) interferences, since most of those
technologies use the same RF band, such as 2.4 GHz or 5 GHz. Through interference, the performance
may be degraded, since many collisions frequently occur during data communications.

The Visible Lights Communication (VLC) technology [5] has recently been proposed as one of
the wireless communication technologies. VLC communication is based on lights (e.g., LED lights),
and thus the corresponding RF band is completely different from the conventional wireless access
technologies. Thus, VLC can reduce the RF interferences from numerous wireless channels [6].
In addition, the most prominent feature of VLC is that it can provide more exact location information,
since it is based on a particular LED light. For example, in an indoor environment with numerous LED
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lights, VLC can provide more precise location information, compared to the Wi-Fi technology. This is
helpful for a variety of location-based IoT services.

Accordingly, VLC can be used for Internet-of-Things (IoT) services. Until now, many studies on
VLC have been conducted to improve VLC functionality. Those works include the Optical Wireless
Communication (OWC) [7,8] that was proposed to provide VLC receiving modules for mobile devices,
such as smart phones. However, up to now, not enough studies on how to provide IoT services over VLC
networks have been conducted. In this paper, we will address how to effectively provide IoT services
in VLC networks. In particular, we will consider the ‘unidirectional’ VLC network. It is also called
a hybrid VLC network that consists of the downlink channel using VLC and the uplink channel using
the other wireless access communication. This is because most of the VLC receivers, such as mobile
phones, cannot support the uplink VLC communication, since the uplink VLC communication requires
additional processing overheads for VLC transmission.

Based on the discussion above, in this paper, we propose a framework of IoT services in
uni-directional VLC networks. The applicability of bidirectional VLC, in which the downlink
and uplink channels between the VLC transmitter and receiver use VLC communication, is for further
study. In addition, we also propose the VLC-IoT protocol (VIP), which is an application layer protocol
with session management functionality that can be used to effectively provide IoT services among IoT
servers, VLC transmitters and VLC receivers in the networks.

Figure 1 shows the typical examples of IoT services over VLC in the IoT networks [9]. The general
IoT network provides a bidirectional communication in which a client requests the services to IoT
server, and the server will respond to the request of the client. However, in the case of a unidirectional
VLC network, the VLC transmission is performed from the VLC transmitter to the VLC receiver (client),
but the backward channel from the client to the IoT server (further to the VLC transmitter) will be
done by using another wireless access technology. This paper focuses on the uni-directional VLC case,
whereas the bi-directional VLC case may be considered for further study.
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This paper is organized as follows. Section 2 briefly summarizes the related works on VLC,
which include the types of VLC transmissions (bidirectional VLC and unidirectional VLC). In Section 3,
we describe the framework of IoT services over the unidirectional VLC network and the corresponding
VLC-IoT Protocol (VIP) with session management and handover operations. Section 4 discusses
the implementation and experimentations for performance analysis by using the Cooja simulator [10].
Section 5 concludes this paper.
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2. Related Works

2.1. Visible Light Communication (VLC)

The Light-Emitting Diodes (LEDs) can switch to different light intensities at a very fast rate.
This implies that LEDs can be used for data communication. With the explosive growth of mobile data
services, mobile devices may need VLC functionality, in addition to conventional Wi-Fi, Bluetooth
and NFC. The VLC spectrum uses hundreds of terahertz bands, and there are no restrictions on
licensing. In addition, there is no interference with other RF-based systems, and it is free to use [6].

In VLC, the two types of receiving modules can be used to receive VLC data. First, a photodetector
can be used, which is a semiconductor device that converts the received light into current. The current
commercial photodetectors can easily sample the received visible light at rates of tens of MHz. However,
the photodetector has a drawback in that it is rarely mounted on a mobile device, and thus it is difficult
to use. The second one is a camera sensor (e.g., on the smartphone). The camera sensor can also be
used to receive the transmitted visible light signals, as shown in the Optical Wireless Communication
(OWC) [7,8].

2.2. Unidirectional VLC

Figure 2 shows the comparison of bidirectional and unidirectional VLC communications. It is
noted that most IoT devices, such as smartphones or sensors, cannot support the bidirectional VLC,
since it is difficult to provide the uplink communication from the IoT device (VLC receiver) to LED
(VLC transmitter) owing to its low power and low processing capability. Thus, many studies on how
to implement unidirectional VLC have been done.

Electronics 2020, 9, x FOR PEER REVIEW 3 of 22 

 

2. Related Works 

2.1. Visible Light Communication (VLC) 

The Light-Emitting Diodes (LEDs) can switch to different light intensities at a very fast rate. This 
implies that LEDs can be used for data communication. With the explosive growth of mobile data 
services, mobile devices may need VLC functionality, in addition to conventional Wi-Fi, Bluetooth 
and NFC. The VLC spectrum uses hundreds of terahertz bands, and there are no restrictions on 
licensing. In addition, there is no interference with other RF-based systems, and it is free to use [6]. 

In VLC, the two types of receiving modules can be used to receive VLC data. First, a 
photodetector can be used, which is a semiconductor device that converts the received light into 
current. The current commercial photodetectors can easily sample the received visible light at rates 
of tens of MHz. However, the photodetector has a drawback in that it is rarely mounted on a mobile 
device, and thus it is difficult to use. The second one is a camera sensor (e.g., on the smartphone). The 
camera sensor can also be used to receive the transmitted visible light signals, as shown in the Optical 
Wireless Communication (OWC) [7,8]. 

2.2. Unidirectional VLC  

Figure 2 shows the comparison of bidirectional and unidirectional VLC communications. It is 
noted that most IoT devices, such as smartphones or sensors, cannot support the bidirectional VLC, 
since it is difficult to provide the uplink communication from the IoT device (VLC receiver) to LED 
(VLC transmitter) owing to its low power and low processing capability. Thus, many studies on how 
to implement unidirectional VLC have been done. 

 
Figure 2. Comparison of bidirectional VLC and unidirectional VLC. 

The unidirectional VLC channels can be implemented by using the link channel characteristics 
[11,12]. The LED system can be improved by utilizing the ON–OFF keying to implement the two 
unidirectional VLC channels, according to the uplink and downlink channels [11]. This way is useful 
in the cost aspect, but it is not suitable to provide services based on VLC owing to the characteristic 
of the optical uplink. In the unidirectional VLC, only the downlink from the LED light to the IoT 
device will use VLC communication, whereas the uplink channel from the IoT device to the LED light 
will use the other wireless communication technologies, such as Wi-Fi or Bluetooth. This is called 
hybrid VLC, and many studies have been done. 

Some studies have been conducted to improve the performance of hybrid VLC [13–16]. The 
hybrid VLC is suitable to provide services based on VLC. However, if it is used in the indoor 
environment with a lot of LED lights, the cost of installing LED lights will be very expensive, since 
the module for the uplink channel must be contained for each LED light. Moreover, if an IoT device 
moves to another LED light during communication, additional operations must be taken. These 
existing studies did not consider the characteristics of VLC. Thus, when data loss occurs during 

Figure 2. Comparison of bidirectional VLC and unidirectional VLC.

The unidirectional VLC channels can be implemented by using the link channel
characteristics [11,12]. The LED system can be improved by utilizing the ON–OFF keying to implement
the two unidirectional VLC channels, according to the uplink and downlink channels [11]. This way is
useful in the cost aspect, but it is not suitable to provide services based on VLC owing to the characteristic
of the optical uplink. In the unidirectional VLC, only the downlink from the LED light to the IoT device
will use VLC communication, whereas the uplink channel from the IoT device to the LED light will use
the other wireless communication technologies, such as Wi-Fi or Bluetooth. This is called hybrid VLC,
and many studies have been done.

Some studies have been conducted to improve the performance of hybrid VLC [13–16]. The hybrid
VLC is suitable to provide services based on VLC. However, if it is used in the indoor environment
with a lot of LED lights, the cost of installing LED lights will be very expensive, since the module for
the uplink channel must be contained for each LED light. Moreover, if an IoT device moves to another
LED light during communication, additional operations must be taken. These existing studies did not
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consider the characteristics of VLC. Thus, when data loss occurs during communication, it is difficult
to recover the lost data, since reliable VLC communication mechanisms are not provided.

Accordingly, in this paper, we proposed a new scheme to effectively provide IoT services over
unidirectional VLC networks, which includes a reliable VLC data delivery mechanism with session
management between the IoT server and IoT devices through some agents and LED lights.

2.3. Exmaples of VLC Services

Typical examples of VLC services include the VLC-based Indoor Positioning System (IPS) [17–20].
IPS is a system that can accurately identify the location of a specific client in the indoor environment.
For example, in museums and shopping malls, users can utilize IPS to get the exact location information
so as to quickly find an exit door or elevator.

There are some schemes for indoor positioning technologies using the other RF technologies. These
schemes may be helpful to determine the relative position of the target user. However, the obtained
position information seems to have a wide range and thus it is not accurate. Moreover, these schemes
tend to require large installation, maintenance, and management costs.

However, in the VLC-based IPS services, the precision of the position information is much higher
than the other RF-based IPS schemes [17]. It is also helpful to reduce the RF interferences with
the already-installed Wi-Fi systems. In addition, VLC-based IPS systems can be installed with a low
cost, since the LED lights are already installed in the building, and only the small modification of LED
lights for VLC communication will be required.

3. Proposed Framework and Protocol for IoT Services over Unidirectional VLC

In this paper, we propose a scheme to provide reliable VLC services and improve the data
transmission performance by using session management. For this purpose, we propose a framework
for the provision of IoT services over unidirectional VLC networks. Based on the framework, we also
propose the VLC-IoT protocol (VIP), an application layer protocol for the delivery of VLC data in
IoT networks.

3.1. Framework for IoT Services over Unidirectional VLC

Figure 3 shows the framework to provide IoT services over a unidirectional VLC network.
As shown in the figure, the network consists of the following five entities: IoT server (IS), VLC gateway
(VG), aggregation agent (AA), VLC transmitter (VT), and VLC receiver (VR). The detailed network
configuration may be different, depending on the concerned network environment. For example, in
the case of smart homes, AA may not be used, as shown in the left side of Figure 3. In case of smart
buildings, AA can be used for aggregation of the traffic from many VTs in the same floor, as shown in
the right side of Figure 3. The detailed roles of each network entity are described as follows.

3.1.1. IoT Server (IS)

IS represents a legacy server to provide the IoT services. It can be located inside or outside
the VLC-IoT network, depending on the service type. IS will be connected to the VG of
the target network.

3.1.2. VLC Gateway (VG)

VG is a gateway to connect the target VLC network to the Internet, and it is used to provide IoT
services for the clients in the VLC-IoT network. VG will manage all VLC-IoT sessions for clients in
the target network. In some cases, IS may be co-located with VG, in which VG will act as an IoT server.
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3.1.3. Aggregation Agent (AA)

AA can be used to manage many LED lights (VTs) that are located in the specific floor of a large
building. AA will also relay the data messages between IS and its concerned VTs to provide IoT
services. In the unidirectional VLC, AA will support the uplink channel function of IoT devices (VRs)
by using the existing wireless access technology, such as Wi-Fi.

3.1.4. VLC Transmitter (VT)

VT represents a LED light with the VLC transmission module. It will operate as a normal light
and at the same time it can be used for data communication. When VT is powered on, it initiates
the registration process with the upstream AA and, further, the VG. With the registration, an identifier
will be assigned to the VT. After that, the VT will periodically send beacon messages toward VRs to
facilitate the registration of VRs.

3.1.5. VLC Receiver (VR)

VR represents an IoT device with the VLC receiving module. It is a client to exploit the IoT
services provided by the IS. With the registration, an identifier will be assigned to each VR. The VR
identifier will helpful for IS and VG to accurately identify the VR in the VLC-IoT network. The VR can
be a fixed device or a mobile device such as a smartphone. If a fixed VR uses wired communication,
such as cable Internet, the VR may be connected to AA via the wired connection for the uplink channel.
For the mobile VR device, the handover will be supported for service continuity.

3.2. VLC-IoT Protocol (VIP): Protocol Stack and Packet Format

Based on the framework discussed in the previous section, we propose the VLC-IoT Protocol
(VIP) so as to provide effective VLC services over the unidirectional VLC networks. VIP is designed to
provide reliable data communications and session management in the application layer.

3.2.1. Protocol Stack

Figure 4 shows the protocol stacks used for VIP among IS/VG, AA, VT and VR, in which we
assume that IS and VG are co-located on the same equipment. VIP is an application layer protocol to
provide reliable IoT services over unidirectional VLC networks between IS/VG and VR via AA and VT.

As for the underlying communication protocols, the wired communications using HTTP/TCP
or CoAP/UDP will be applied between IS/VG and AA, and between AA and VT. On the other hand,
the unidirectional VLC transmission will be applied to the downlink channel from VT to VR, whereas
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the wireless communication (e.g., Wi-Fi) will be used with CoAP/UDP for the uplink channel from VR
to AA.
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The functional operations of VIP include initialization (VR discovery and session establishment),
data transmission (with retransmission for error recovery), and handover support (VT handover
and AA handover). Detailed descriptions of each operation will be given in the subsequent sections.

3.2.2. VIP Packet Format

Figure 5 shows the generic packet format for VIP. The detailed messages and the corresponding
packet formats will be described in the subsequent sections with the functional operations.
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The packet format contains the following fields. Type (1 byte) defines the message type used
for VIP. Total Length (3 bytes) represents the total length of this message. To identify each entity in
the network, an identifier (ID) must be assigned to each entity.

In the initialization, the ID of each entity must be assigned. The sizes of IDs for VG, AA, and VT
are set to 2-byte (16 bits), whereas the size of VR is set to 4-byte (32 bits) since there may be a lot of VRs
in the network. The ID of VG is fixed to 0, since there is only one VG in the network. The ID of AA will
be assigned by VG in the initialization, before IoT services are activated. Parent ID (2-bytes is used to
indicate the identifier (ID) of the upstream entity (e.g., VG or AA) that is concerned with this message.
The IDs of VT and VR are used to indicate the correspondence to this message, and the detailed use of
these IDs depends on the concerned message type, which will be described in the subsequent sections.

A type-specific Header (variable) is used to contain the information that is specific to the message
type. Payload (variable) represents the data contents associated with the IoT services.
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3.3. Initialization Operations

It is noted that the IS/VG, AAs, and VTs can be regarded as the infrastructure equipment for
VLC-based IoT services. Accordingly, in this paper, we assume that these entities have already been
installed and powered on, before the IoT services are activated. It is also assumed that the corresponding
IDs to those entities were also assigned before a VIP session starts. We will now focus on the VR
discovery and session establishment in the initialization operations.

3.3.1. VR Discovery

Before session establishment, each VR in the network must be discovered by IS/VG. Figure 6
shows the VR discovery operations.
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Figure 6. VR discovery operations.

For VR discovery, each VT will send beacon messages toward the promising VRs periodically.
The beacon message type is set to 0, and its format is given in Figure 7. In the beacon message, VR
ID is set to 0, since the VR has not been discovered yet. The type-specific header is used to indicate
the uplink ID, the access address of the upstream AA for the uplink channel. For example, when Wi-Fi
is used as an uplink channel, this field is filled with the SSID of the Wi-Fi access point.
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On reception of a beacon message, the VT transmits a VR Registration Request (VRR) message of
type 1 to the AA through the uplink channel. The format of VRR is shown in Figure 8A. The VRR



Electronics 2020, 9, 1349 8 of 22

message does not use the type-specific header, and the ID of VR is filled with 0. IDs of AA and VT
will be filled with the information received from the beacon message. When AA receives the VRR
message, it publishes a nonce and responds with this to VR. At the same time, the VRR message is
delivered to VG. The nonce information is used to temporarily identify the VR, before allocating an ID
to the VR. When the VG receives the VRR message, it transmits a VRA message of type 2 to AA in
order to allocate an ID to the VR. The VRA format is shown in Figure 8B.Electronics 2020, 9, x FOR PEER REVIEW 8 of 22 
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The VRA message contains the type-specific header with the nonce information. The IDs of AA
and VT are filled with the values received from the VRR message. On reception of the VRA message,
AA sends this message to the corresponding VT. The VT then sends this message to the concerned VR
through VLC. At this time, the VR compares the received nonce value and its own nonce value. If
those two values are the same, the ID of VR is confirmed.

For completion of VR discovery, the VR will send the VR Registration Confirm (VRC) message
of type 3 through the uplink channel to the AA, and further to the VG. The VRC message format is
almost the same with that of the VRR.

3.3.2. Session Establishment

After the registration, the VR can initiate the session establishment operations to request the IoT
service to the IS. In VIP, a session is established between the IS/VG and the VR via the AA and the VT.
Figure 9 shows the session establishment operations.
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Figure 9. Session establishment operations.

The VR first transmits a Session Establishment Request (SER) message of type 4 to the AA through
the uplink channel to establish a session, and the AA delivers it to the VG. Figure 10A shows the format
of the SER message.

The SER message uses the type-specific header with the Session ID and VR sequence number
fields. The corresponding values of these fields are given by the VR in a random or arbitrary manner.
The VR sequence number represents the sequence number of data messages that are sent by the VR to
the IS/VG, which will be referred to in the reliable transmission with error recovery.
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On reception of the SER message, the VG will generate a Session Establishment ACK (SEA)
message and responds to the VR with this message. The SEA message format is shown in Figure 10B.
The SEA message format is similar to that of the SER message, except that it uses the VG sequence
number field, instead of the VR sequence number. This is because the data transmission will be
bidirectional based on the half optical method between the VG and VR.

On reception of the SER message, the VR will send the Session Establishment Confirm (SEC)
message of type 6, which has the same format with the SEA message. Since then, the VG and VR can
begin the data transmissions in the session.

3.4. Data Transfer Operations

3.4.1. Data Transmission

After the session establishment, the VR and VG can exchange data messages with each other by
using the so-called sliding window technique in the session. Figure 11 shows an example of the data
transmission operations, in which the sliding window size is set to 4.
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For data transmission, the two types of messages, VLC Service Data (VSD) and VLC Service Data
ACK (VSA), are used. VR or VG can send the VSD message to its peer entity for the purpose of data
transmission. The VSA message is used to acknowledge the reception of VSD messages.

Figure 12A shows the VSD message format of type 7, which uses the type-specific header that is
similar with the SER message.Electronics 2020, 9, x FOR PEER REVIEW 10 of 22 
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Figure 12B shows the VSA message format of type 8. VSA uses the type-specific header to contain
the selective acknowledgement information. In the figure, the cumulative ACK number field is used to
report the number of well-received data. If there is data loss, the number of Gap ACK and Gap ACK
fields are used to describe the detailed information on the status of data reception. When a data loss is
detected from Gap ACK information, the data retransmission operation will be activated. It is noted
that these mechanisms are similar to those in TCP.

3.4.2. Data Retransmission for Error Recovery

When a data loss occurs, the data retransmission will be performed. The data retransmission
will be conducted in the following two cases: (1) by explicit detection of loss from Gap ACK, (2) by
the pre-configured retransmission timeout. Figure 13 shows the data retransmission operations by
explicit loss detection with Gap ACK contained in the VSA message.

In the figure, the VR receives the data messages of 10,000 and 10,003 from the VG, and the data
messages of 10,001 and 10,002 are lost. In this case, the VR sends the VSA message to the VG with
the Gap ACK so as to indicate the data loss for the concerned data messages. Then, the VG may
retransmit the concerned data messages to the VR, together with the data message of 10,004. The VR
now realizes that all data messages are now in order, and it sends the VSA message with the last
sequence number received well. In this example, the VG can send new three data messages of 10,005,
10,006 and 10,007.

Figure 14 shows the data retransmission operations by timeout. In the figure, the VG will
activate the retransmission timer (RTO) for each data message transmission (VG-Seq: 10,000~10,003).
If the corresponding ACK has not arrived via VSA message, until the RTO timer is expired, the VG
retransmits the concerned data messages. In this example, the losses of data messages 10,000~10,003
were detected by the RTO timer, and thus the corresponding VSD messages were retransmitted.
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3.5. Handover Operations

The proposed VIP scheme supports the two types of handovers: VT handover and AA handover.
In the VT handover, a VR changes its VT to another VT that is located with the same AA by movement,
whereas in the AA handover, the VR will change its AA to another AA in the network. A handover
event will be detected when the VR receives a new beacon message from a new VT or AA. If the message
comes from a different VT but the same AA, it means the VT handover has occurred. Otherwise, if
the message comes from a different VT and a different AA, it means the AA handover has occurred.
The AA handover usually needs more operations for handover support. The proposed scheme is
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designed to provide a fast handover so as to reduce the transmission delays that may occur by handover,
with the help of the session management.

Figure 15 shows the VT handover, in which the VR changes its VT from VT1 to VT2 during
the session. When the VR receives a new beacon message from VT2, the VR sends the Handover
Notification (HON) message of type 9 with the ID of the new VT2. The HON message has the same
format with the VSA message, except the type number. Note that the HON message will include
the ACK information, as done in the VSA message. In the figure, the lost data messages of 10,002~10,005
are retransmitted after the VT handover.Electronics 2020, 9, x FOR PEER REVIEW 12 of 22 
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Figure 15. VT handover operations.

Figure 16 shows the AA handover operations, in which the VR moves from AA1 to AA2. The AA
handover operations are almost the same as the VT handover operations. When the VR receives
the beacon message from the VT2 in the AA2 region (step 8 in the figure), it detects the AA handover.
At this time, the VR sends the HON message to AA2 in step 9, and further to the VG. When the VG
receives this message, it sends the VSD messages, which have not been acknowledged, to the VR via
the VT (AA2).
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4. Performance Analysis by Simulations

In this section, the performance analysis of the proposed scheme is described by using the Cooja
simulator [10]. The Cooja simulator is a tool used to analyze the performance of constrained networks,
which is based on Contiki OS that is a light-weight OS that supports IoT devices. For simulations,
we implemented the unidirectional VLC module from VT to VR by using the Cooja simulator.

4.1. Simulation Environment and Packet Analysis

Figure 17 shows the simulation environment to analyze the proposed scheme in the Cooja
simulator. In the figure, the area 1 represents the network panel to show the network topology.
In the network panel, each node is identified by the node ID in the network (node 1: VG, nodes 2 and 7:
AA, nodes 3, 8, and 9: VT, the other nodes: VR). For description, we will use the notation of ‘type-ID’
for each node (e.g., VT-9 indicates the VT with node ID of 9). In the network configuration, VT-9 is
managed by AA-7, whereas VT-3 and VT-8 are managed by the AA-2. The area 2 indicates the output
panel in Cooja to show the status of each node in the network. If a node sends some data message to
another node, we can see the corresponding node ID and the reception time, and so on.

Based on the simulation model, we will first analyze the packets generated during the VIP
operations so as to check the validity of the simulation.

Figure 18 shows the messages generated during the VR discovery. Area 1 shows the beacon
message from VT-8. This message contains AA-2 and VT-8. The VRs nearby VT-8 receive the beacon
message, as shown in Area 2. The VRs will first check the AA-ID and the VT-ID. For a new beacon
message, the VRs send the VRR message. Area 3 shows that AA receives the VRR message and sends
a nonce value to the VR. In Area 4, we can see that VR successfully receives the nonce value. When
the VG receives a VRR message, it sends the VRA message with the VR-ID to VT-8. Area 5 shows that
VT-8 receives the VRA messages and sends these messages to VR over the VLC channel. In Area 6,
the first VRA message is processed by VR-4. In Area 7, the VRA message is processed by VR-5. After
the VRs successfully receive the VRA messages, they send the VRC messages to the VG, as shown in
Area 8.
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Figure 18. Packet analysis for VR discovery.

Figure 19 shows the messages generated during session establishment. In Area 1, the VRs send
the SER messages with session IDs and VR sequence numbers to the VG. In Area 2, the VG receives
the SER messages and creates the VG sequence numbers to be filled in the SEA message. In Area 3,
VT-8 receives the SEA messages and sends them to the VRs through the unidirectional VLC channel.
Area 4 shows that VR receives the SEA message and sends the responding SEC message to the VG.
The SEC message is successfully processed by the VG, as shown in Area 5.
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The description of the packet analysis for data transmission is omitted in this paper, since this is
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Now let us consider the handover simulations. Figure 20 shows the simulation topology for
the VT handover, in which VR-4 moves from VT-8 to VT-3 during data communication.
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Figure 21 shows the messages generated by the VT handover of Figure 20. For data transmission,
the window size is set to 4, and the VR moves from the VT-8 region to the VT-3 region in simulation.
Area 1 shows the data transmission in the VT-8 region, before VT handover. In Area 2, the VR receives
the beacon message from VT-3, then it sends the HON message with VT-3 ID to the VG. In Area 3
and 4, the VG detects the VT handover, and it sends data messages to the VT-3. In Area 5, the VR
receives the VSD data message and sends the VSA messages. In Area 6, the VG transmits the next
data messages.

Figure 22 shows the simulation topology for the AA handover, in which VR-4 moves from the AA-2
(with VT-8) region to the AA-7 (withVT-9) region during data communication. The description of
packet analysis for the AA handover is omitted in this paper.
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4.2. Performance Analysis

In this section, we describe the performance analysis of the proposed VIP scheme and the existing
scheme by simulations. The existing scheme represents the legacy CoAP/UDP-based VLC data delivery
without session management. In the existing scheme, the window size is not used for data transmission,
and thus the existing scheme can be regarded as the use of a widow size of 1.

We will compare the two candidate schemes in terms of throughput, total transmission delays,
and handover delays under a variety of network environments.

4.2.1. Throughput

Figure 23 shows the comparison of throughputs for the existing and proposed schemes, in
which the throughput represents the average number of packets processed for every second.
In the proposed scheme, the window size is set to 4, and the VG transmits the data messages
for one minute. From the figure, we see that the proposed scheme provides better throughputs
than the existing scheme. The existing scheme gives the maximum throughput of 2.6 packets per
second, whereas the proposed scheme provides the maximum throughput of 5.9 packets per second.
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This performance gain of the proposed VIP scheme comes from the session management and reliable
data transmission.
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4.2.2. Total Transmission Delays

Figure 24 shows the total transmission delays of candidate schemes for different numbers of
packets, in which the delay values are shown with the maximum, minimum, and average values over
10 experiments for each candidate scheme.
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In the figure, we see that all candidate two schemes tend to give larger delays, as the number of
packets increases. However, the proposed scheme provides lower delays than the existing scheme.
Such gaps of performance between proposed and existing schemes gets larger, as the number of packets
increases. In the case of 20 packets, the delay gap between two schemes is about 4330 msec, while
in the case of 100 packets, the delay gap is about 22,864 msec. This is because the proposed scheme
provides sliding window-based data transmissions, which are helpful to reduce total transmission
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delays. In the meantime, the existing scheme does not support the session management, and thus
the effective data transmission cannot be performed, compared to the proposed scheme.

Figure 25 shows total transmission delays in the lossy network environment, in which some data
messages over the unidirectional VLC will be lost. In the figure, we see that the proposed scheme can
provide lower delays than the existing scheme, and the performance gaps tend to get larger, as the VLC
data loss rate increases. In particular, the performance of the existing scheme was severely degraded
when the data loss rate was greater than 35% in the network. This is because the proposed scheme
provides the error recovery scheme with retransmission and session management functions. However,
the existing scheme cannot support the error recovery and session management, and thus the data
transmission will just rely on the CoAP delivery between two network entities. This may induce large
transmission delays, in particular, in the lossy VLC networks.
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Figure 26 shows the total transmission delays (min, max, average) of the proposed VIP scheme
for different window sizes, in which total transmission delays are measured for 100 data messages.
In the figure, when the window size is 1~4, we can see that the total transmission delays are significantly
reduced, whereas the delays are almost the same for the window sizes of greater than 4. Moreover,
the delay variations between max and min get larger as the window size increases. This is because too
large window size tends to induce too much data traffic to be supported by the proposed VIP scheme.
This implies that the window size of 4 is a reasonable value for our experiment.

4.2.3. Handover Delays

Figure 27 shows the VT handover delays, in which the handover delay is measured by
the gap between the time that the VR sends the HON message to the VG for handover notification
and the time that the VR begins to receive the data messages by way of the newly attached VT in
the network. In the figure, we see that the proposed scheme can reduce the VT handover delays
significantly, compared to the existing scheme. This is because the proposed scheme provides the fast
handover mechanism scheme, whereas in the existing scheme the data transmission must begin if
a handover occurs.
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Figure 28 gives a more detailed analysis of packets generated and processed during VT handover,
in which the handover occurs at the time of 3.03 s. In the proposed scheme, much more data packets
are generated and processed effectively, compared to the existing scheme. This is because the proposed
scheme performs the handover notification as soon as the VR receives a new beacon message.

Figure 29 shows the AA handover delays, in which the handover delay is measured by the gap
between the time that the VR sends the HON message to the VG for handover notification and the time
that the VR begins to receive the data messages by way of the newly attached AA in the network.
In the case of AA handover, the IP address allocation delay using the Dynamic Host Configuration
Protocol (DHCP) [21] will be added to the handover delay, since the AA handover contains the change
of the IP addresses concerned with the AAs. It is noted that AA handover delays are relatively large
compared to VT handover delays. In the figure, we see that the proposed scheme gives smaller VT
handover delays than the existing scheme.

Figure 30 gives a more detailed analysis of packets generated and processed during AA handover,
in which the handover occurs at the time of 3.23 s. In the figure, we see that the proposed scheme
performs the AA handover operations more effectively that the existing scheme. The proposed scheme
tends to give better throughputs in the AA handover, compared to the existing scheme. We note that
the y-values for the simulation time of 30~32 (before handover) are constant because the VR can receive
the new data messages from the changed AA (after handover).
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5. Conclusions

In this paper, we have so far proposed a framework to provide IoT services based on unidirectional
VLC networks, together with the VIP protocol including session management and reliable data
transmissions. The proposed scheme is helpful in providing reliable delivery of IoT services over VLC
networks with throughput enhancement. We also proposed the fast handover schemes for VT and AA
handovers. By the implementation and experimentations using the Cooja simulator, we see that
the proposed VIP scheme can provide higher throughput and lower data transmission and handover
delays than the existing CoAP-based scheme. This is because the proposed scheme uses session
management, reliable data delivery, and fast handover operations, compared to the existing scheme.

For further study, some more issues need to be investigated. The proposed scheme needs to be
analyzed in more detail with experimentations over real testbed networks. In particular, the proposed
IoT-VLC scheme may be compared to the direct Wi-Fi scheme without using the VLC transmission in
the performance analysis.

Author Contributions: S.-Y.K. wrote the initial manuscript; C.-M.K. revised the manuscript; S.-J.K. proofread
the manuscript; All authors have read and agreed to the published version of the manuscript.

Funding: This research was supported by the Technology Innovation Program on National Standard of MOTIE
(20002214), and by MSIT (Ministry of Science and ICT), South Korea, under the ICT Standardization program
supervised by the IITP (2018-0-00933).

Conflicts of Interest: The authors declare no conflict of interest.

References

1. IEEE Standard for Information Technology Telecommunications and Information Exchange between Systems Local
and Metropolitan Area Networks Specific Requirements-Part 11: Wireless LAN Medium Access Control (MAC)
and Physical Layer (PHY) Specifications; IEEE Std 802.11-2016 (Revision of IEEE Std 802.11-2012); IEEE:
Piscataway, NJ, USA, 2016; pp. 1–3534.

2. IEEE Standard for Telecommunications and Information Exchange Between Systems-LAN/MAN-Specific
Requirements-Part 15: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for
Wireless Personal Area Networks (WPANs); IEEE Std 802.15.1-2002; IEEE: Piscataway, NJ, USA, 2002; pp. 1–473.

3. Coskun, V.; Ozdenizci, B.; Ok, K. A Survey on Near Field Communication (NFC) Technology. Wirel. Pers.
Commun. 2013, 71, 2259–2294. [CrossRef]

4. IEEE Standard for Local and metropolitan area networks—Part 15.4: Low-Rate Wireless Personal Area Networks
(LR-WPANs); IEEE Std 802.15.4-2011 (Revision of IEEE Std 802.15.4-2006); IEEE: Piscataway, NJ, USA, 2011;
pp. 1–314.

5. IEEE Standard for Local and metropolitan area networks–Part 15.7: Short-Range Optical Wireless Communications;
IEEE Std 802.15.7-2018 (Revision of IEEE Std 802.15.7-2011); IEEE: Piscataway, NJ, USA, 2019; pp. 1–407.

6. Pathak, P.H.; Feng, X.; Hu, P.; Mohapatra, P. Mohapatra. Visible Light Communication, Networking,
and Sensing: A Survey, Potential and Challenges. IEEE Commun. Surv. Tutor. 2015, 17, 2047–2077. [CrossRef]

7. Nguyen, D.T.; Chae, Y.; Park, S.; Park, Y. A Hybrid Optical Wireless System for Simultaneous Service of VLC
and OCC. In Proceedings of the 2018 Tenth International Conference on Ubiquitous and Future Networks
(ICUFN), Prague, Czech Republic, 3–6 July 2018; pp. 571–574.

8. Vu, T.L.; Thieu, M.D.; Van Thang, N.; Jang, Y.M. OCC Protocol for connected LEDs in Optical Camera
Communication Networks. In Proceedings of the 2018 Tenth International Conference on Ubiquitous
and Future Networks (ICUFN), Prague, Czech Republic, 3–6 July 2018; pp. 114–117.

9. Khreishah, A.; Shao, S.; Gharaibeh, A.; Ayyash, M.; Elgala, H.; Ansari, N. A Hybrid RF-VLC System for
Energy Efficient Wireless Access. IEEE Trans. Green Commun. Netw. 2018, 2, 932–944. [CrossRef]

10. An Introduction to Cooja. 2019. Available online: https://github.com/contiki-os/contiki/wiki/An-Introduction-
to-Cooja (accessed on 20 August 2020).

11. Li, S.; Pandharipande, A.; Willems, F.M. Unidirectional Visible Light Communication and Illumination with
LEDs. IEEE Sens. 2016, 16, 8617–8626. [CrossRef]

http://dx.doi.org/10.1007/s11277-012-0935-5
http://dx.doi.org/10.1109/COMST.2015.2476474
http://dx.doi.org/10.1109/TGCN.2018.2849944
https://github.com/contiki-os/contiki/wiki/An-Introduction-to-Cooja
https://github.com/contiki-os/contiki/wiki/An-Introduction-to-Cooja
http://dx.doi.org/10.1109/JSEN.2016.2614968


Electronics 2020, 9, 1349 22 of 22

12. Li, F.; Zhang, C. Performance Analysis on Hybrid OOK-and-OFDM Modulation in VLC System.
In Proceedings of the 2019 IEEE International Symposium on Broadband Multimedia Systems
and Broadcasting (BMSB), Jeju, Korea, 1–5 June 2019.

13. Liu, Y.; Qin, X.; Zhang, T.; Zhu, T.; Chen, X.; Wei, G. Decoupled TCP extension for VLC hybrid network.
IEEE/OSA J. Opt. Commun. Netw. 2018, 10, 563–572. [CrossRef]

14. Amjad, M.; Qureshi, H.K.; Hassan, S.A.; Ahmad, A.; Jangsher, S. Optimization of MAC Frame Slots and Power
in Hybrid VLC/RF Networks. IEEE Access 2020, 8, 21653–21664. [CrossRef]

15. Shao, S.; Khreishah, A.; Ayyash, M.; Rahaim, M.B.; Elgala, H.; Jungnickel, V.; Schulz, D.; Little., T.D.; Hilt, J.;
Freund, R. Design and analysis of a visible-light-communication enhanced WiFi system. IEEE/OSA J. Opt.
Commun. Netw. 2015, 7, 960–973.

16. Vats, A.; Aggarwal, M.; Ahuja, S. Outage analysis of AF relayed hybrid VLC-RF communication system for
E-health applications. In Proceedings of the 2017 International Conference on Computing, Communication
and Automation (ICCCA), Greater Noida, India, 5–6 May 2017; pp. 1401–1405.

17. Luo, J.; Fan, L.; Li, H. Indoor Positioning Systems Based on Visible Light Communication: State of the Art.
IEEE Commun. Surv. Tutor. 2017, 19, 2871–2893. [CrossRef]

18. Yang, S.H.; Jung, E.M.; Han, S.K. Indoor location estimation based on LED visible light communication using
multiple optical receivers. IEEE Commun. Lett. 2013, 17, 1834–1837. [CrossRef]

19. Wang, C.; Wang, L.; Chi, X.; Liu, S.; Shi, W.; Deng, J. The research of indoor positioning based on visible light
communication. China Commun. 2015, 12, 85–92. [CrossRef]

20. Li, L.; Hu, P.; Peng, C.; Shen, G.; Zhao, F. Epsilon: A visible light-based positioning system. In Proceedings of
the 11th USENIX Symp. NSDI, Seattle, WA, USA, 2–4 April 2014; pp. 331–343.

21. Zúquete, A.; Frade, C. Pre-Allocation of DHCP Leases: A Cross-Layer Approach. In Proceedings of the 2011 4th
IFIP International Conference on New Technologies, Mobility and Security, Paris, France, 7–10 February 2011.

© 2020 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access
article distributed under the terms and conditions of the Creative Commons Attribution
(CC BY) license (http://creativecommons.org/licenses/by/4.0/).

http://dx.doi.org/10.1364/JOCN.10.000563
http://dx.doi.org/10.1109/ACCESS.2020.2968624
http://dx.doi.org/10.1109/COMST.2017.2743228
http://dx.doi.org/10.1109/LCOMM.2013.070913.131120
http://dx.doi.org/10.1109/CC.2015.7224709
http://creativecommons.org/
http://creativecommons.org/licenses/by/4.0/.

	Introduction 
	Related Works 
	Visible Light Communication (VLC) 
	Unidirectional VLC 
	Exmaples of VLC Services 

	Proposed Framework and Protocol for IoT Services over Unidirectional VLC 
	Framework for IoT Services over Unidirectional VLC 
	IoT Server (IS) 
	VLC Gateway (VG) 
	Aggregation Agent (AA) 
	VLC Transmitter (VT) 
	VLC Receiver (VR) 

	VLC-IoT Protocol (VIP): Protocol Stack and Packet Format 
	Protocol Stack 
	VIP Packet Format 

	Initialization Operations 
	VR Discovery 
	Session Establishment 

	Data Transfer Operations 
	Data Transmission 
	Data Retransmission for Error Recovery 

	Handover Operations 

	Performance Analysis by Simulations 
	Simulation Environment and Packet Analysis 
	Performance Analysis 
	Throughput 
	Total Transmission Delays 
	Handover Delays 


	Conclusions 
	References

