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Abstract: We develop in this paper a method for constructing a digital watermark to protect
one-dimensional and two-dimensional signals. The creation of a digital watermark is based on
the one-dimensional and two-dimensional generalized Fourier and Hartley transformations and
the Ateb-functions as a generalization of trigonometric functions. The embedding of the digital
watermark is realized in the frequency domain. The simulation of attacks on protected files is carried
out to confirm the stability of the proposed method. Experiments proved the high stability of the
developed method conformably to the main types of attacks. An additional built-in digital watermark
can be used to identify protected files. The proposed method can be used to support the security of a
variety of signals—audio, images, electronic files etc.—to protect them from unauthorized access and
as well for identification.

Keywords: generalization of Fourier transform; Ateb-functions; digital watermark; data protection;
signal processing

1. Introduction

In this paper, the method of constructing of digital watermark for one-dimensional and
two-dimensional data arrays for the purpose of their protection and identification is developed.
For their construction, the Ateb-functions are used, which are special functions that arise as analytical
solutions of the differential equation of oscillatory motion with one degree of freedom.

The paper [1] describes methods for constructing stable digital watermarks (DWM) for image
protection, in particular, based on Fourier transform. Digital watermarks are a part of technology
for concealing information for protection purposes. In addition to the DWM, this technology also
includes steganography. DWMs are divided into visible and invisible ones. The developed DWM
based on Ateb transform is invisible, with embedding being implemented in the frequency domain.
The authors of the monograph [2] show that the purpose of using digital watermarking technology is
to control the intellectual property of data, data identification, and restrictions for the transmission
of data in computer networks. The use of Ateb-functions in image protection tasks is considered
in [3]. The paper [4] presents methods for data protection on tangible media using special functions.
In papers [5,6], the importance of signal protection for video traffic was shown. The auto associative
neural networks approach for the creation of a watermarking scheme is presented in [7]. All authors
have denoted that the watermark methods are considerable.

The survey for constructing digital watermark schemes using singular-value decomposition is
presented in [8]. The processing of hyperspectral images is considered in [9].
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The article is an extended version of conference paper [10]. The main idea of the investigation is
changing in the classical Fourier transform digital watermark schema [11] trigonometric functions
into their generalization Ateb-functions and constructing Ateb-transform as generalization Fourier
transform [12].

2. Materials and Methods

At the beginning of the article, we name the definition of Ateb-functions and prove some
properties. Afterwards, a digital watermark constructing method based on Ateb-functions is considered.
The proposed method is tested for many cases of attack. The results of experiments are shown in tables
and figures. We discussed the obtained results, and finally, some conclusions are presented.

2.1. Definition of Ateb-Functions

The task of constructing a DWM based on the generalization of the Fourier transform in the
form of Ateb-transform in order to protect and identify electronic data in the Internet is considered.
To define the Ateb-transform, let us consider the definition of Ateb-functions. In [3], the properties of
these functions are given in detail; therefore, only the most necessary definitions for the understanding
of the further presentation are given.

Since the statement relates to special functions, it is known [13] that the incomplete beta function
is determined by equation

Bxty) = [ - M

where p and g are real numbers. In a partial case, if x = 1, Equation (1) takes the form of the Euler
integral of the first kind

1
Bi(p,q) = fo (1 - T, @

i.e., the full Beta function.
All x values from interval [0, 1] of functions By (p, q) and B (p, q) given by Equations (1) and (2),
are positive and satisfy the conditions.

0 < Bx(p.q) < Bi(p,q),
Bx(p.q) = Bi(p,q) - Bi-x(p, q)-
Consider the possible values for the parameters p > 0, 4 > 0, namely
1 1

P=uwr 9= mr1r )

where m and 1 are determined by the formulas

200+1  205+1

n= 7" /m_ 7’ 7
207 +1 20, +1

(67,07,05,6, =0,1,2,..) )

If p > 0, g > 0, than the Beta-function is definite and continuous, and for other valid values p and g,
the function goes to infinity with t — 0 or t — 1. The mathematical definition of the Ateb-function is
defined as an inversion to the Beta-function. Therefore, the name of the functions Ateb was proposed
as the inversion of the word Beta.

Let us consider the expression

1 —1<y<1 " m
w= —f £ (1 — 1) 1 dt (5)
2 Jo
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where m, n are defined by Equations (5) and (4). Replacing the variables of the type
t =71 (6)

Equation (5) turns into a look

1 —1<v<1 B _m_
w=" er f (1- vnH) mH gy, (7)
0

In Equation (7), w is a function from v, and also from m and n. To build Ateb-functions, let us
consider the inverse dependence v from w, which is a function m, 1, is called Ateb-sine introduced
in [14], and looks like

v =sa(n,m,w). 8)

Similarly, the replacement of variables
t = 1 _ u—m+1,
from Equation (1) get the ratio

m4+1 —1<u<l i .
- : (1 —-u ) du =w )
Dependency u from w for Equation (9) is a function of m and n and is called the Ateb-cosine and
looks like

u=ca(mn,w). (10)

The basic relation for periodic Ateb-functions is
ca™ (m,n,w) + sa" T (n,m,w) = 1. (11)

The Equation (11) is a generalization of the main trigonometric identity. Ateb-functions constructed
for the values of the Equation (4) are periodic Ateb-functions. On the basis of these functions, analytic
solutions of the system of ordinary differential equations are constructed

12
y+ax* =0, (12

{jc +By" =0,
where a, § are some real constants.

If m, n satisfies the Equation (4), then Equation (12) describes oscillatory motion with one degree
of freedom. The Ateb-functions are used successfully for modeling a vibration motion in [15,16].
However, in this investigation, we propose to use them for constructing a digital watermark.

From Equations (7) and (9), it is obvious that if n = m = 1, then there are received u = cos w,
v = sin w. This property is the basis for the development of this study. Since Ateb-functions are a
generalization of ordinary trigonometric functions, one can construct a generalization of the Fourier
transform on the basis of these functions.

In the simulation and development of systems for the transformation and protection of information,
methods based on the mathematical apparatus of orthogonal trigonometric transforms are widely used
(OTT) [2]. A method of orthogonal transforms is proposed, which is based on periodic Ateb-functions.
In the future, it will be called as an orthogonal Ateb-transform (OAT). The ability to build an OAT is
based on such provisions. First, in [3,4], Ateb-functions are shown as a generalized case of ordinary
trigonometric functions. Secondly, in [2], the orthonormality of a system of periodic Ateb-functions is
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proved. In the works [3,4], the methods and algorithms for calculating Ateb-functions depending on
the parameters have been developed, which allows successfully using the proposed method of OAT.
Let us introduce a generalization of the Fourier transform based on periodic Ateb-functions.

2.2. Construction of Orthogonal Ateb Transforms

In this section, continuous one-dimensional direct and inverse Ateb-transforms will be constructed
first with one parameter, and then with two parameters.

Let us introduce the function of the Ateb-sine and cosine in the form sa (n, 1, t) and ca (1, n, t).
Let x (t) be a real function, then Ateb-transform will be the next

X(n,w) = A(n,w) —iB(n, w), (13)

where -
A(n,w) —f x(t) - ca(1,n, wt)dt, (14)
B(n,w) = foo x(t) -sa(n, 1, wt)dt. (15)

Given the parity and the oddity of the Ateb-functions [3], let us write the inverse Ateb-transform
in the form

x() = % f_ Z(A(n,a))ca(l, n,wt) - B(n,w)sa(n, 1, wt))da, (16)

where ITis the half period of Ateb-functions. The right side of Equation (16) depends on the parameter
n. For every value of 1, the decomposition of function x (¢) will be different.

Character—that is, the rate of growth or decline of the period of the Ateb-functions ca (1, n, wt)
and sa (n, 1, wt)—will vary depending on n. Dependence of the Ateb-function on the parameter n
makes it possible to pick up the corresponding to x (t) appearance of ca (1, n, wt) and sa (n, 1, wt), which
corresponds to the task of constructing of security elements.

Let’s introduce the Hartley function csa (1, n, t) as

csa(l,n,t) = ca(l,n,t) +sa(n,1,t). (17)

Let’s introduce straight and inverse Hartley Ateb-transform, using formulas

H(n,w) = f(x x(t)esa(1, n, wt)dt, (18)

oC

x(t) = %I{x H(n,w)csa(1,n, wt)dw. (19)

In case of n = 1 introduced by Equations (13)-(16), (18), and (19), Ateb transformations will be
known as Fourier and Hartley orthogonal transforms. For the existence of the Ateb-transform function
x (1), it is sufficient to fulfill the same conditions that are sufficient for the existence of an orthogonal
Fourier transform.

Let us consider that x (#) is a real function; then, the analog of the known Fourier transform
Ateb-transform will be constructed in the form

X(m,n,w) = A(m,n,w) —iB(n,m,w), (20)
where

A(m,n,w) = foc x(t) - ca™(m,n, wt)dt, (21)

oC
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B(n,m,w) = f‘x x(t) - sa” (n,m, wt)dt. (22)

oC

where ca(m,n, @) is an Ateb-cosine function, and sa(m, n, @) is an Ateb-sine function. Given the basic
identity for the Ateb-functions in Equation (11), we obtain an expression for the inverse transform

x(m,n,t) = %f(x{A(m,n,w)ca(m, n,wt) + B(n,m, w)sa(n, m, wt)}dow, (23)

where IT (m, n) is a half period of Ateb-functions. Let us take into consideration
casa(m,n, t) = ca™(m,n,t) + sa" (n,m,t). (24)

Then, direct and inverse Hartley Ateb transforms will be written by formulas

H(m,n,w) = foc x(t)casa(m, n, wt)dt (25)

oC

x(m,n,t) = %f H(n, w)casa(m,n, wt)dw (26)

In case n = 1, m = 1 introduced by Equations (21)—(23), (25), and (26), Ateb-transforms will be
known as orthogonal Fourier and Hartley transforms. Let us prove the validity of such properties for
the introduced transforms: linearity, symmetry, similarity, displacement, modulation, and convolution,
which are similar to the properties of ordinary Fourier and Hartley transforms.

2.3. Properties of One-Dimensional Orthogonal Ateb-Transforms

Lets deduce some properties of orthogonal Ateb-transforms. First, we consider the properties of
one-dimensional orthogonal Ateb-transforms.

2.3.1. Property of Linearity

Let us consider that x (¢) is a linear combination of two other functions x (t) = axy () + bx, (t) than
X(n,w) = aX1(n,w) + bXa(n,w), (27)

where X (n, w) is a form of function x (t), and X; (n, w), X5 (n, w) is a form of functions x; (t), xy
(t), respectively constructed according to Equation (13). The proof follows directly from the integral
linearity.

A similar property is valid for the Hartley Ateb-transform

H(n,w) = aH1(n,w) + bHy(n, w), (28)

where H (n, w) is a form of function x (t), and Hy (n, w), Hy (n, w) is a form of functions x7 (t), x, (t)
respectively for the Ateb-transform of Hartley, which is constructed according to Equation (25).

2.3.2. Property of Symmetry

The form of function x (—t) is X (1, —w) and H (n, —w) accordingly. The proof follows from the
properties of parity and oddity of Ateb-functions.

2.3.3. Property of Similarity

Consider the function x(+); then, the form of the function equals |T|- X (1, Tw). A similar property
for the Ateb-transform Hartley is the form of this function |T|- H(n, Tw).
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2.4. Properties of Two-Dimensional Orthogonal Ateb-Transforms

Let us consider some properties of orthogonal Ateb-transforms with two parameters.

2.4.1. Property of Linearity

Let the function x (#) look like it is a linear combination of two other functions x (t) = ax; (t) + bx,
(t) than
X(m,n,w) = aXy(m,n,w) + bXo(m,n,w), (29)

where X (m, n, w) is a form of function x (t), and X; (m, n, w), X (m, n, ) is a form of function xq (¢),
x; (1), respectively constructed according to Equation (20). The proof follows directly from the linearity
of the integral. A similar property is valid for the Hartley Ateb-transform.

2.4.2. Property of Symmetry

The forms of function x (-t) are X (m, n, —w) and H (m, n, —w), accordingly. The proof follows
from the properties of parity and oddity of Ateb-functions.

2.4.3. Property of Similarity

Let consider the function x(); then, the form of function is equal to |T| - X(m, n, Tw). A similar
property for the Hartley Ateb-transform: the form of this function is |T| - H(m, n, Tw).

2.5. Construction of the Digital Watermark

The need to increase the level of security of information transmission is connected with the new
methods of creating, storing, and distributing information on paper carriers and with the change of the
material carriers themselves, namely the introduction of plastic carriers of information, new types of
paper, and other factors.

Therefore, raising the level of safety of documents on tangible media in the conditions of
informatization of social processes is an urgent task. The original approaches for creating protection
elements based on fractals are proposed in [9,10]. The efficient pre-processing procedure for images is
developed in [17].

The development of methods of protection and identification in order to increase the level of
security of documents and thus prevent violation of the integrity of information on tangible media to
ensure the appropriate level of security of information transmission was also described.

Along with the development of new methods of protection, it is necessary to create new methods
for identifying documents. In order to increase the level of security of printed documents by methods
of graphical protection and identification in this work, the apparatus of the theory of Ateb-functions,
in particular Ateb-transforms, is used. The work also describes the method of identifying a document
based on the embedding of hidden information. A new method for identifying a document based
on values of parameters m, n of Ateb-functions f (m, n, x), and the introduced analogue of discrete
orthogonal transformations are constructed.

To embed a hidden image, an additive algorithm was used using the discrete Ateb-transform
(DAT), given by Equation (20) with different values of parameters m and n. An image conversion
Equation (23) was used to read the image. The attached image or message is invisible because changes
are made in a small number of elements, so the proposed method refers to the methods of hiding data
in the frequency domain.

With DAT, let us convert the image and then use the following four ways to embed a hidden
image [1]. In the first way, the r largest values are changed by the formula for embedding the hidden
image in the form

Z% = 2F 4+ aw, (30)
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where z% is the converted image, 2 is the original image, w is the hidden image size r, and « is the
coefficient for adjusting the value of embedding.
In the second way, instead of Equation (28), let us use the next formula:

Z% = ZP 4 7, (31)
The third way is to apply the formulas of the form

zZ% =2 + aw, (32)
To implement the fourth method, we use the formula

Z% =2 + aw, (33)

To verify the efficiency and stability of the proposed method of identification, the following
experiments were carried out for parameter values m = 3, n = 1/7. Testing was performed for 10 standard
images from the test base USC-SIP], in particular for test images “LENA”, “BABUIN”, and others.
The following series of attacks was carried out:

File resize 10%, 25%, 50%, 75%, 150%, and 200%;

Turn 1°, 5°, 10°, 45°, 90°, and 180°;

Compress the image to 10%, 25%, or 50%;

Change the color depth of an image 256 — 128, 256 — 64, 256 — 32, 256 — 16, 256 — 8, 256 — 4,
256 — 2.

L .

According to [1,7], these four types of attacks are the most common for images, when an image is
not changing visually.
The criterion for the presence of a hidden image is correlation, which is calculated by the formula:

1w (€ =¢")(wi-w)
K:r_li; (34)

OcOw

where K is the correlation criterion, r is the hidden image size, C?’ is the i-th image element, E?U is the
average value of image elements, w; is the i-th hidden image element, w is the average value of the
hidden image elements, o, is the standard deviation of image elements with a hidden image, o, is the
standard deviation of hidden image elements.

3. Results

If the calculated value K is larger than a given threshold value, it is assumed that the hidden
image is present, and therefore the document is identified. Figure 1 shows the order of conducting
experimental research. The results of experiments of identifying the presence of a digital watermark
after the attacks with different coefficients of the value of the embedded image « by Equations (30)—(33)
are presented in Tables 1 and 2. The << + >> sign is marked with the recognition of the embedded
image, while the << — >> sign shows that embedded image is not found. Table 1 used Ateb-transforms
with parameters m =1, n = 7. Table 2 shows the results with parameters m = 1/3, n = 1. The given data
demonstrate that the values of the parameters of the Ateb-functions have little effect on the results
obtained. The values listed do not differ by more than 5%. In addition, the values obtained show
that the best results are obtained for the parameter values o = 0.2 and « = 0.5. Tables 3 and 4 show
the results of the recognition of the presence of a digital watermark after performing the attacks of
converting a file format. In these tables, the Ateb-transform parameters used are the same as those in
Tables 1 and 2; namely, in Table 3, parameters m = 1, n = 7 were used, and Table 2 shows the results with
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parameters m = 1/3, n = 1. Conducted experiments showed that the proposed method is vulnerable to
the conversion of the format tiff—jpg and persistent to the conversion to the jpg — bmp format.

Container C

N

Direct Discrete Ateb-
transform

A

DWM W ] [ Reading

i

Discrete Ateb-
transform

Reverse Discrete v A
{ Ateb-transform H DWM Container C" H Attack

Figure 1. Flowchart for conducted experiments.

Embedding

I

The study shows the comparison of the developed method with the known [1] method of
constructing a digital watermark based on the Fourier transform. In [1], the data for the integral
coefficient « = 0.2 is given. That’s why for comparison from Tables 1-4 the data are used only for &« = 0.2.
Figure 2 shows data based on Table 1, and Figure 3 shows the data based on Table 3. To construct
Figures 2 and 3, the ratio of the amount of positive recognition of a digital watermark to the total
number of experiments of this species was calculated, and the result is given in percentage terms.
Figure 2 illustrates the stability of the method compared with the known from [1] for attacks from
Table 1. As can be seen, the developed method is much more stable than the previous, and in the case
of a rotation attack, the image is stable in all 100% of cases, in contrast to the method in [1], which is
stable only in 11% of the rotation attacks.

% Methods Comparison
120
100
80
60
40
K l B ]
5 — -
File resize Tumn Pressing Change the color
depth of an image
B Method based on Ateb-transform M Method based on Fourier transform

M Image without attack

Figure 2. Comparison of the stability of methods for embedding a digital watermark in relation
to attacks.

Figure 3 illustrates the stability of the method compared with the known from [1] for attacks from
Table 3. Tables 5 and 6 show the results of the experiments of the conducted attacks of the type of format
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conversion to verify the effectiveness of the method. It is shown that the developed method is more
stable in three of the four attacks of file conversion compared with the known ones. For an attack to
convert a file (jpg — bmp), the method is stable in 100% of cases, and the method from [1] is only stable
in 66% of the cases. However, for the converting attack (tiff — jpg), the developed method is 100%
vulnerable as well as the method discussed in [1]. As can be seen from the conducted experiments,
the proposed method based on the DAT is resistant to most types of attacks. This proves the efficiency
and stability of the proposed method. The method has a number of advantages over existing methods
for the ratio of level of protection to the cost of organizing protection. For an attack to change the color
depth, the results of the experiment are shown in Tables 1 and 2. Conducted experiments showed that
the attack of the “change in color depth” image type does not affect the identification of the presence of
a digital signature.

120
100

80

60
40
20

0

Converting jpg -> tiff Converting jpg -> bmp Converting tiff -> jpg Converting bmp -> jpg

B Method based on Ateb-transfom W Method based on Fourier transform

image without attack

Figure 3. The stability of methods comparison for image format converting attacks.

Thus, the results of experimental studies on the application of the elaborated identification method
were presented based on the embedding of hidden images described in this study, and these are
effective in accordance with the parameters of stability and safety.

Table 1. The results of the experiments carried out on the attacks to verify the effectiveness of the
method on the example of the test image “Lena” by Equation (34) for the parametersm =1,n=7.

Attack Type File Sizing, % Rotation Angle, °
Embed Ways 10 25 50 75 150 200 1 5 10 45 90 180
Without attack + + + + + + + + 4+ o+ + o+ o+
Method 1, & = 0.1 - - - - - -+ o+ o+ o+ + o+ o+
Method 1, x = 0.2 - - - - - - 4+ 4+ o+ o+ + o+ ¥
Method 1, « = 0.5 - - - - -+ o+ o+ o+ + o+ 4+
Method 1, x = 0.9 + + - - — -+ o+ o+ o+ + o+ 4
Method 2, & = 0.1 + + - - - - 4+ 4+ 4+ o+ + o+ o+
Method 2, « = 0.2 + + - - - -+ o+ o+ o+ + o+ 4
Method 2, x = 0.5 + + - - - -+ + o+ o+ + o+ 4
Method 2, « = 0.9 + + - - - -+ o+ o+ o+ + o+ 4+
Method 3, « = 0.1 - - - - - -+ o+ o+ o+ + o+ o+
Method 3, x = 0.2 - - - - - -+ o+ o+ o+ + o+ o+
Method 3, ax=0.5 - - - — — — + + + + + + +
Method 3, & = 0.9 + + - - - -+ o+ o+ o+ + o+ o+
Method 4, 0=0.1 + + - - - — + + + + + + 4+
Method 4, = 0.2 + + - - - -+ + o+ o+ + o+ 4
Method 4, x = 0.5 + + - - - - 4+ 4+ 4+ o+ + o+ o+
Method 4, &« = 0.9 + + - - - - 4+ o+ o+ o+ + o+ o+
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Table 2. The results of the experiments carried out on the attacks to verify the effectiveness of the
method on the example of the test image “Lena” by Equation (34) for the parametersm=1,n=7.

Pressing Times, % Change the Color Depth of the Image

Embed Ways 10 25 50 128 64 32 16 8 4

Without attack + + + + + + + + +
Method 1, x = 0.1 - + + + + + + + _
Method 1, x = 0.2 - + + + + + + + _
Method 1, x = 0.5 - + + + + + + + _
Method 1, x = 0.9 + + + + + + + + _
Method 2, x = 0.1 + + + + + + + + _
Method 2, «x = 0.2 + + + + + + + + _
Method 2, x = 0.5 + + + + + + + + _
Method 2, = 0.9 + + + + + + + + _
Method 3, x = 0.1 - + + + + + + + _
Method 3, x = 0.2 - + + + + + + + -
Method 3, x = 0.5 - + + + + + + + _
Method 3, « = 0.9 + + + + + + + + —
Method 4, x = 0.1 + + + + + + + + _
Method 4, x = 0.2 - + + + + + + + _
Method 4, «x = 0.5 - + + + + + + + _
Method 4, x = 0.9 + + + + + + + + —

Table 3. The results of the experiments carried out on the attacks to verify the effectiveness of the
method on the example of the test image “Lena” by Equation (34) for the parameters m =1/3, n = 1.

Attack Type File Sizing, % Rotation Angle, °
Embed Ways 0 25 50 75 150 200 1 5 10 45 90 180
Without attack + + + + + + + + + o+ + + 4+
Method 1, @ = 0.1 + + - - - -+ o+ o+ o+ + o+ o+
Method 1, « = 0.2 + + + - - -+ o+ o+ o+ + o+ 4
Method 1, x = 0.5 + + - - - - 4+ 4+ 4+ o+ + 4+ o+
Method 1, x = 0.9 + + - - - - 4+ 4+ 4+ o+ + o+ o+
Method 2, « = 0.1 + + - - - - + + + + + + o+
Method 2, x =0.2 + + - - - - 4+ 4+ 4+ o+ + 4+ o+
Method 2, x = 0.5 + + - - - -+ + o+ o+ + o+ 4
Method 2, & = 0.9 + + - - - -+ o+ o+ o+ + o+ 4+
Method 3, « = 0.1 + + - - - - 4+ 4+ 4+ o+ + 4+ o+
Method 3, x =0.2 + + - - - - 4+ 4+ 4+ o+ + o+ ¥
Method 3, x = 0.5 + + - - - -+ o+ o+ o+ + o+ 4
Method 3, x = 0.9 + + - - - - 4+ 4+ 4+ o+ + 4+ o+
Method 4, « = 0.1 + + - - — -+ o+ o+ o+ + o+ o+
Method 4, x = 0.2 + + - - - -+ o+ o+ o+ + o+ 4
Method 4, x = 0.5 + + - - - - 4+ 4+ 4+ o+ + 4+ o+
Method 4, x = 0.9 + + - - — -+ o+ o+ o+ + o+ o+

Table 4. The results of the experiments carried out on the attacks to verify the effectiveness of the
method on the example of the test image “Lena” by Equation (34) for the parameters m =1/3, n = 1.

Pressing Times, % Change the Color Depth of the Image
Embed Ways 10 25 50 128 64 32 16 8 4 2

Without attack +
Method 1, x = 0.1 -
Method 1, x = 0.2 -
Method 1, « = 0.5 -
Method 1, « = 0.9 +

+ + + + +
+ + + + +
+ + + + +
+ + + + +
+ + + + +
+ + + + +
+ + + + +

[

[
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Table 4. Cont.

Pressing Times, % Change the Color Depth of the Image
Embed Ways 10 25 50 128 64 32 16 8 4 2

Method 2, « = 0.1 + + + + + + + + - -
Method 2, « = 0.2 + + + + + + + + - =
Method 2, « = 0.5 + + + + + + + + - =
Method 2, « = 0.9 + + + + + + + + - -
Method 3, = 0.1 - + + + + + + + - =
Method 3, « = 0.2 - + + + + + + + - -
Method 3, «x = 0.5 - + + + + + + + - -
Method 3, « = 0.9 + + + + + + + + - =
Method 4, x = 0.1 + + + + + + + + - =
Method 4, o« = 0.2 - + + + + + + + - -
Method 4, « = 0.5 - + + + + + + + - -
Method 4, x = 0.9 + + + + + + + + - -

Table 5. The results of the experiments of the conducted attacks of the type of format conversion to
verify the effectiveness of the method on the example of the test image “Lena” by Equation (34) m =1,

n="7.
Attack Type Changing File Format
Embed Ways Conver;ing Jpg —  Converting Jpg —  Converting Tiff >  Converting Bmp
iff Bmp Jpg —Jpg

Without attack + + - +
Method 1, « = 0.1 - + — _
Method 1, «x = 0.5 - + — +
Method 1, x = 0.9 + + - +
Method 2, « = 0.1 - + — _
Method 2, x = 0.5 - + - +
Method 2, x = 0.9 - + — +
Method 3, « = 0.1 - + — _
Method 3, « = 0.5 - + - +
Method 3, «x = 0.9 - + - +
Method 4, « = 0.1 - - — _
Method 4, «x = 0.5 - + - +
Method 4, « = 0.9 - + - +

Table 6. The results of the experiments of the conducted attacks of the type of format conversion to
verify the effectiveness of the method on the example of the test image “Lena” by Equation (34) m = 1/3,

n=1.
Attack Type Changing File Format
Embed Ways Converting Jpg —  Converting Jpg >  Converting Tiff >  Converting Bmp
Tiff Bmp Jpg - Jpg

Without attack + + — +
Method 1, « = 0.1 - - — _
Method 1, x = 0.5 - + — _
Method 1, x = 0.9 + + + +
Method 2, « = 0.1 - + + _
Method 2, « = 0.5 - + + —
Method 2, x = 0.9 - + + _
Method 3, « = 0.1 - + - _
Method 3, x = 0.5 - + — _
Method 3, «x = 0.9 - + _

Method 4, « = 0.1 -
Method 4, x = 0.5 —
Method 4, «x = 0.9 -

+
+ + 4+ +
[
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4. Discussion

Thus, the results of experimental studies on the application of the elaborated identification method
were presented; based on the embedding of hidden images described in this study, the results are
effective in accordance with the parameters of stability and safety. The proposed method is new
and belongs to the methods of protecting documents based on hiding data in the frequency domain.
The novelty is the use of DAT based on Ateb-functions. A method of protection and identification
has been developed to increase the level of security of documents in order to prevent the violation
of the integrity of information on tangible media and to ensure the appropriate level of security of
information transmission. The scope of DWM use is quite extensive; it covers electronic documents
in computer networks. The scope of the use of the proposed method relates to the transmission of
information in various organizations, where the necessary condition is the protection and identification
of documents. The proposed method has been tested on image files, but it can be used to protect audio,
video files, and electronic text documents. This indicates the relevance and practical significance of the
proposed method.

The presented results of experimental studies on the application of the elaborated embedding
scheme of the DWM, described in this study, are effective in accordance with the parameters of stability
and safety. The proposed method is new and refers to the methods of concealing data in the frequency
domain, which ensures the stability of the algorithm. The novelty is the application of the DAT,
based on the mathematical apparatus of the Ateb-functions.

5. Conclusions

The method of constructing a digital watermark based on generalized Fourier transform for solving
data protection problems on material carriers was developed. The construction of generalization is
based on the use of Ateb-functions, which generalize the usual trigonometric functions. To construct
the transform, the property of the orthogonality of the Ateb-functions is used.

A simulation of attacks and evaluation of the efficiency and stability of the method carried out on
test images. A simulation of attacks of different kinds was carried out. In most cases, the method is
stable. The most vulnerable is the conversion of some file formats.

A comparison of the developed method with the known method of constructing a digital
watermark based on the Fourier transform has been conducted. The conducted experiments showed
the greater stability of the method developed here.

Further research can be developed in the following areas:

1. Application of the presented Hartley transform to the creation of a digital water signature,
and testing of its resistance to attacks based on the developed scheme of experiments;

2. Development, application, and research of the method of constructing a digital water signature
based on the Ateb-cosine and Ateb-sine transform;

3. Research of the method of constructing a digital water signature on the basis of Ateb-transform
for other types of images, in particular, for multispectral images;

4. Application of Ateb-transform parameters for the identification of data on electronic media;

5. Development, application, and research of the method of constructing a digital water signature
based on one-dimensional Ateb-transform for sound files.
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