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Abstract: In this paper, we present a study investigating the impact of jamming in a Dual-Hop
free-space optical (FSO) communication system assisted by reconfigurable intelligent surfaces (RIS)
in the presence of a malicious jammer. We analyze the combined effects of atmospheric turbulence
(AT), pointing error (PE), and angle of arrival (AoA) fluctuation of unmanned aerial vehicles (UAVs).
Closed-form expressions for the overall average bit error rate (ABER) are derived while considering
these impairments. To mitigate the jamming effect, we explore a Single-Input Multiple-Output
(SIMO) FSO system and derive the end-to-end Average Bit Error Rate (ABER) under various jamming
scenarios. Additionally, we conduct a comprehensive study by examining different placements of
the malicious UAV jammer and RIS, drawing insightful conclusions on system performance. The
analytically derived expressions are validated through Monte Carlo simulations.

Keywords: ABER; jamming; SIMO; RIS; FSO; UAVs

1. Introduction

With the advancement of society towards full automation and remote management
systems, there is a significant demand for network systems capable of handling a large
number of transceivers [1]. Primary attributes of fifth-generation and future communication
systems consist of robust security protocols, ultra-low latency (as low as 0.1 milliseconds),
and remarkably high data transfer capacities (up to 1 Terabit per second) [2,3]. FSO
technology is capable of providing very high data transmission rates, high security, and
low latency compared to radio frequency (RF) technology, offering advantages in these
aspects [4,5]. Furthermore, FSO offers advantages such as unlicensed spectrum usage and
low installation costs [3,4]. These features make FSO an optimal technological solution for
the imminent advent of fifth-generation and the subsequent sixth generation of wireless
communication systems [6]. However, due to the nature of FSO as a line-of-sight (LoS)
technology, it is highly susceptible to AT [7], PE [8], and other factors [9], which make
long-distance communication challenging [3,10]. Numerous methodologies have been
developed to enhance FSO communication [7-9].

In recent times, RIS have emerged as a promising innovation in the research field.
Their objective is to mitigate LOS limitations for FSO links through active control over
the direction of reflected beams [11,12]. RIS modules are passive components that operate
autonomously without the need for a dedicated power source [13]. Since RIS only needs to
reflect incident waves in the desired direction, there is no need for analog-to-digital /digital-
to-analog converters or power amplifier circuits, thereby avoiding the impact of receiver
noise [14,15]. These advantages make RIS a cost-effective, easy-to-deploy, and energy-
efficient relay that can be used in wireless RF and FSO communication systems [16,17].
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In [12], Najafi et al. investigated the use of intelligent reflecting surfaces to relax the LoS
requirement of FSO systems. Naik et al. in [8] implemented an RIS-assisted FSO system in
a smart city scenario and studied the impact of signal blockage and Gamma-Gamma (G-G)
turbulence on the system performance. In [18], Ndjiongue et al. gave an analysis of RIS-
Based Terrestrial-FSO Link Over G-G Turbulence With Distance and Jitter Ratios. In [19],
Huang, J. et al. have presented a feasible multi-branch wireless optical communication
setup utilizing optical reconfigurable intelligent surfaces. In [18,20], the authors introduced
a unified end-to-end Probability Density Function (PDF) expression for a terrestrial FSO RIS
system considering the combined impact of G-G atmospheric turbulence, pointing error
on the S-IRS/IRS-D links, pointing error ratios, and the placement of the RIS. In summary,
RIS integration in FSO communication indeed offers several compelling advantages that
directly address the mentioned challenges:

(1) Mitigation of Atmospheric Transmission Losses: By leveraging RIS, we can ma-
nipulate the propagation path of signals, thereby reducing losses incurred due to
atmospheric transmission [19]. RIS facilitates directing signals towards the intended
receiver, effectively minimizing transmission distances and associated losses within
the atmosphere [12].

(2) Compensation for Pointing Errors: RIS provides the capability to adjust phase and
amplitude during signal propagation, offering compensation for pointing errors.
Through the intelligent modulation capabilities of RIS, we can achieve more precise
signal alignment, thus enhancing system stability and performance [18,20].

However, FSO systems are mainly vulnerable to malicious jamming signals due to
three key factors. (1) In FSO communications, the selection of operational wavelengths
is very limited. Some operational wavelengths for FSO transmission include 830 nm,
1300 nm, and 1550 nm [21]. Considering eye safety and lower optical losses, 1550 nm is
the most commonly used operational wavelength in many FSO-based applications [21].
Consequently, it is relatively easy for jammer to determine the operational wavelength of
dedicated FSO communication links; (2) To mitigate the impact of fading effects such as AT
and PE on FSO systems, it is common practice to increase the receiver aperture Field-of-
View (FoV) [22]. Enlarging the receiver FOV also makes it feasible to jam optical beams.
Many terrestrial applications, such as storage area networks and enterprise connectivity,
require aperture averaging and a wide FoV to mitigate the effects of building sway, seismic
activity, or physical obstruction, even when the transceiver is stationary [23]. In the satellite
communication, a wider FoV is particularly crucial due to the mobility of transceivers and
their significant distance from each other [24]; (3) In FSO communication, which belongs to
LoS communication, communication antennas are typically installed at the top of build-
ings along streets or in elevated and easily accessible locations to avoid obstructions [21].
Consequently, malicious jammers may easily identify the locations for jamming.

Researchers have proposed analytical models and methods to mitigate malicious
jamming, analyze its impact on the communication performance of FSO systems. In [25]
the authors investigated the impact of pulse jamming on FSO systems, focusing primarily
on the system’s Bit Error Rate (BER) and Outage Probability (OP). The study explored
the impact of jamming on the system using different receiver apertures in [25]. In [24], an
examination was conducted to analyze the impact of jamming on FSO systems, including
both single-input single-output (SISO) setups and multiple-input single-output (MISO)
configurations. The study assessed the efficacy of these systems by examining the BER and
OP in the presence of negative exponential atmospheric turbulence. In [26], A Buffer-Aided
Relaying Approach is employed to mitigate jamming in FSO cooperative networks. In [27],
Saxena et al. explore the consequences of jamming instigated by a malicious UAV on the
performance of an FSO communication system. They utilize a trustworthy UAV as a relay
and incorporate an intelligent reflecting surface to improve signal coverage.

However, in all of these works, research on FSO jamming and mitigation techniques
is primarily focused on single-hop systems. Furthermore, while literature has conducted
jamming mitigation analysis using MISO for single-hop systems, SIMO is relatively easier
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to implement compared to MISO. Therefore, this prompts us to delve into examining the
ABER of dual-hop FSO systems supported by RIS in the presence of jamming. Additionally,
we aim to evaluate the improvement of ABER under different jamming scenarios utiliz-
ing SIMO technology. In summary, the key contributions of this study can be outlined
as follows:

e  The closed-form expression of the PDF of the legitimate channel in the RIS-assisted
dual-hop FSO system is derived. Additionally, The PDF of the UAV jamming receiver
and the RIS channel is derived. Novel closed-form expressions for the end-to-end
ABER in both jamming scenarios have been derived based on the obtained link statis-
tics. These expressions are derived considering the impact of non-Gaussian additive
noise, which varies depending on the jammer’s location.

e  The closed-form PDF of the legitimate channel in a 1 x N SIMO-FSO system and the
channels under various jamming scenarios were derived using Mellin transforms to
mitigate the impact of jamming. Analytical expressions for the end-to-end ABER in
the two jamming scenarios were subsequently provided.

e A comprehensive system ABER analysis is conducted in terms of atmospheric turbu-
lence strength, N (the number of receiving apertures), the probability of jamming and
different RIS positions. Moreover, some useful insights are obtained.

The rest of the paper is organized as follows. The FSO system, along with the jammer
and optical channel models, is introduced in Section 2. In Section 3, The closed-form
expressions for ABER in the SISO System are derived. In Section 4, ABER analysis is
carried for a generalized N receiving apertures with a jammer. The numerical results and
discussion are presented in Section 5, and we conclude this paper in Section 6.

2. System and Channel Model
2.1. System Model

RIS-assisted FSO communication is shown in Figure 1. There is no direct LoS between
the source (S) and the destination (D) due to the obstruction caused by some building and
obstacles. The source is equipped with a LD which transmits symbols employing intensity
modulation and direct detection (IM/DD) and on-off shift keying (OOK) modulation
schemes. A malicious jammer, which UAVs are equipped with, is randomly present,
attempting to disrupt the legitimate transmission link by opportunistically sending an
optical signal. Thus, at any given instant, the jammer can jam either the received signal
at the RIS or the received signal at the destination. Therefore, we consider two jamming
scenarios: Scenario 1 involves a malicious jammer causing jamming at the destination, as
depicted in Figure 1a, and Scenario 2 involves a malicious jammer causing jamming at the
RIS, as depicted in Figure 1b.
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Figure 1. The proposed system model. (a) Jamming at the destination, (b) Jamming at RIS.

2.1.1. System Model for Scenario 1

The signal from S is transmitted to D through the RIS consisting of N reflecting
elements. Each component of the RIS receives the incident light and adjusts the phase
and amplitude under program control, and then transmits it to the receiver. It is assumed
that the signal transmitted through the RIS is fully radiated and undergoes full phase
compensation. The received signal is given as
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Y1 :R\/Ehis—f—R,/N]h]As]—f—n (1)

where R is related to the responsivity of the photodetector, whose value is considered as
1; s represents the modulated information symbol; h; = hpaejqj?’hq, hy, hg and hj are the
S-RIS, RIS-D and jammer channel fading coefficient, respectively; 9e/¥r characterizes the
IRS element at a position P, with d representing the amplitude reflection coefficient and ¥,
denoting the induced phase; s; is the injected jamming signal, whose value is considered as
unity; Ps represents the peak transmit energy of the legitimate transmitter; # is the additive
white Gaussian noise (AWGN) with zero mean and variance Ny; A represents the state of
jamming, modeled using a Bernoulli distributed random variable, Thus, the probability
distribution of A is given by [24]

=p

P(A=0)=1- @
where P(A = 1) represents the probability of the occurrence of a jamming event; P(A = 0)
represents the probability of the jamming event being idle. we define P; as the average
power of jamming. When the jamming event is in an active state and starts to jam legitimate

information, the energy it emits is denoted as Ny = P;/p.
The signal-to-jamming-and-noise ratio (SJNR) can be obtained from (1) when the

jamming is active.
(hi)zp s

— 3
N,h} + Ny ®)

T
When the jamming is idle, the signal-to-noise ratio (SNR) can be calculated as follows:

(hi)zps
Np

v = =7p(h)? (4)

where yp = % represents the average signal-to-noise ratio (SNR).
2.1.2. System Model for Scenario 2

As shown in Figure 1b, the RIS is jammed by the UAV. Assuming that the jammer can
effectively align to the RIS unit of the legitimate signal. Thus, the received signal at the
destination is denoted as

yzzR\/Ehis%—R,/N]g]As]—l—n (5)

where ¢; = hjaejlfl’hq.
From (5), it can be derived that the SJNR is obtained when the jamming is active.

(hi)zps

— (6)
(XI)ZN] + No

Y3 =

When the jamming is idle, the expression of SNR follows (4).

2.2. Channel Model

FSO communication links are affected by three main sources of signal attenuation:
path loss, PE, and AT. These sources of attenuation affect the transmitted optical signal in
various ways. The PDF of the channel attenuation factor hy is as [27]

B3 G390 (“xﬁxhx

G
o) = Z Twor (B 2\ g

gillaxl,ﬁx1>’xe{p’q} (7)

X
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Since the jamming event is caused by UAYV, the PDF of the channel attenuation factor
hj, considering the fluctuations of AT, PE, and AoA, is as [27]

fuy (y) _exp< %A) (h)) + {1—exp< ;PADAH

T4oA ThoA

&2 8)
g}—l,a]—m,—l )

Here @ o4 is A0A [27], 0404 is the standard variation of UAV’s orientation [28]; ay, B«
(x € {p,q,]}) is the parameters for G-G turbulence for xth link, i.e., they attain the values
{4,1.9} and {4, 1.4} for moderate and strong AT regimes, respectively [28]. &, characterizes
the PE faced by legitimate or jammer signal: higher the value of ¢, lower the PE [24,27].
Gpy'(-|) is the Meijer-G function [29]. Ao, (x € {p,q,]}) is the fraction of collected power
at the center of beam footprint [27].

According to [30], it is known that i; = hpaeﬂl’ hy. Thus, we can obtain

0= [ ) o (G ) o o

By substituting (7) into (9) and integrating using 07.34.16.0002.01 [29] and
07.34.16.0002.01 [29], we obtain

% ”‘]ﬁ](f] 3,0 ajBrhy
AOIF(a,)F(ﬁ]) 13\ Ay

2
(I apPph aqBq85
I ) = G ) (3r) ot i) w0
><G6,O apPpitgPghi g
26\ Aopoy | &2 —1ap— 1,8, — 1,85 —1Lay—1,B;—1
Since gy =h ]aeﬂj%’hq, we can obtain
8]
for(81) th (hg) I\ 5, dhq =h+h (11)
By substituting (7) and (8) into (11), integrating using 07.34.16.0002.01 [29], we obtain
L = exp( Vo )(5(g]) (12)
207,

2
I Bql] [1 _ < Pon )} L]
2= AogT (aq)T(By) P 2050 A01r<“1)r(‘6/)

6,0 [ a7BraqBe8y
X Gy Ao Ao, 5

(13)
—lay =1, -1,8 —1Lag—1,B; -1

3. Analysis of BER for SISO System
3.1. Scenario 1

In this section, the BER performance is evaluated for the SISO FSO system under the
presence of jamming or AWGN.
3.1.1. BER during Jamming Active

Let us define a random variable, T £ |/Njhj = | | P;/phj. Using (8), the PDF of T is

given as
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sl ot ol )
fr(T) p;/peXp( 20%0A> s ) T e P\ T2, 19)
% "‘].315% G3,0 arB;T éc%
Ao, T(ag)T(Br) 13\ Aoj/py/p é%—l,lxj—l,ﬁ]—l

When jamming is present, the energy of the jamming significantly outweighs that of
Gaussian white noise, which allows us to disregard the Gaussian white noise. Therefore,
we can derive that T = y; — v/Psh;s. By using (14), we can further deduce that

_ 1 _ Pon 5 y1—V/Pshis 1— < ‘PAoA >:|
fulon) = o (=)ot )+ 1 - 15)
% w;Bré7 G309 ayBy (y1—/Pshis) 2
Aoy T(an)T(By) “13\ Ao/l | {7 —1ap—1,8—1

(15) can be expanded based on the value of the symbol s.

1 PAoA ) Y1 1— _ ‘P%qu
N eXP( 2 fxm) (\/PI/P> * \/P// [ p( Z‘TEM)]
SO 30 ( _abrvn) CE fors =0
fin (1) = Ao T()T(Br) 13\ Aopv/pile| Gf—Lay =181 ) (16)
n) = 1 exp( — Phon 5 y1—VPshy + 1 1—exp(— Phon
NG 205, NG NG 205,
“}ﬁl’:/ “[ﬂ](]/]*\/ﬁshi) C% .
X G , fors=1
A T(a)T(B) 13\ " Ao | O3 —1lay— 1,81 o

ABER can be expressed based on the occurrence of jamming states.
Py =P(A=1)[P(x=1)P(v]x=1)+P(x =0)P(v|]x =0)] + P(A =0)P; (17)

where P,; represents BER during jamming idle states and v denotes the occurrence of a bit
error event. Here, we assume P(x = 1) = P(x = 0) = 0.5, indicating that the symbols ‘1’
and ‘0" are transmitted with equal probabilities.

When jamming is active and the jamming noise significantly exceeds the additive white
Gaussian noise, the additive white Gaussian noise can be disregarded when calculating
BER. As a result, the expression for calculating the BER under jamming active, derived
from (17), is as follows

o th
Pt = p[0.5/th fulyls = 0)dy+05 [~ f(vls = 1)dy} (18)

According to [25], th = /Psh;. Substituting (19) into (21) and integrating using
07.34.21.0084.01 and 07.34.21.0085.01 is as

N_plq _fpﬁoA 18157/ hi
Pera(hi) = 2[1 exp( >} Aq T I

2‘TAUA

><G4,O ayBrhi \/P“Y]D €],
24 l _1 g] r ]_1118]_1

(19)

According to [25], in the presence of jamming, we can derive the expression for ABER
from (19) as follows

Paa(Typ) = [ Paaall)fy (1)l (20)

By substituting (10) and (19) into (20) and integrating using 07.34.21.0011.01 [29], we
can obtain



Electronics 2024, 13, 1730 7 of 17

_ 2 &2 > )} w1818/ D
P — P [ AoA Il
aa (T1m) T(ap)T(Bp) T(ag)T <ﬁq>2[ exp( 2730 ) | Ao, (a7)T(By)
y Ag, Ao, g6 7By Ao, Aog /0T D _‘:pr_“pr_ﬁpr_gqr —ap,—ﬁq,(f%,()
SpBpagPq 786\ w@BpagPedo 1,67 — 14— 1,8 —1,-1-§5, —1 -3

(21)

where 7;p = % is average signal jamming ratio (SJR).

3.1.2. BER during Jamming Idle

In the absence of jamming, when the system is only subjected to AWGN, we can derive
the following expression from (4) and (10)

_ Byl el
(V) = S T T ) AT ()T (Bo) -
« GO0 [ wPrtaby [72 C &
2,6 AgpAoq D (;‘p -1, ap — l,ﬁp -1, g%] -1, oy — 1, ﬁq -1
According to [31], ABER in a system affected by AWGN is given by
Pei(7p) = 0. 5/ 37f0<\ﬁ>fvz(72)d72 (23)
V2
where erfc can be expressed by Meijer-G function [32].
(Vi) = =G4 v}y 1 e
erfc(\y) = Nl y 0,1/2

By substituting (22) and (24) into (23) and integrating using 07.34.21.0013.01, the ABER
under jamming idle can be obtained as follows

Poi(p) = 1 2(aptBptag+he=7) gg gg
HMIDS T (n)? T(ap)T(Bp) T(aq)T(Bg)
x G212 307, ( 2ol IR . )
13,6 D\ apBpaqhy 0,1 16 24 16 24
12072 T2 T2 T2
2 2 2
where &y = 2€ '2 2€p' : szp’2 2% By = %, %Tp' 1;€qr2;§q' and &3 = 1;aq' 272%'

1-B, 2By
2 72
The overall ABER of the proposed system for scenario 1 can be expressed as follows
Fela = PPela (W]D) + (1 - P)Peli(ﬁD) (26)

3.2. Scenario 2

Similar to scenario 1, ABER under jamming for scenario 2 can be obtained as

N Ay 2 o i@
P"’Z“(WD) Pyl (ap)T (ﬁp) I (a )F(ﬁq)2§(wqp)¥(ﬁq)

X |1 —exp| — _ Paoa LI (27)
20304 ) | Ao, T(2))T(B))
76  Prhop /P 01,0,
99 Aojapﬁ,, ®3,04
where @1 = —¢3,—ap, —Bp, —C2, @2 = —ag,—B4,83,82,0, 03 = —1,82 — Loy — 1,
p q J7 4 9

Bg—1¢f—Land @y =a; -1,/ —1,-1-85, -1 -¢Z.
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When the jamming is idle, the system and channel models in scenario 1 and scenario 2
are identical. Therefore, the BER between scenario 2 and scenario 1 is the same when the
jamming is idle. Consequently, we can obtain the ABER in scenario 2 as follows

Perg = pPe2a (WJD) + (1= p)Pei(7p) (28)

4. Methods for Mitigating Jamming

In this section, the study extends to the evaluation of error performance in the presence
of a jammer for a general SIMO FSO communication system. SIMO technology can mitigate
jamming factors such as signal attenuation and atmospheric turbulence in the transmission
link, thereby enhancing the reliability of communication systems. Even if one receiver
encounters jamming, other receivers can still receive the optical signal. They can then
perform merging and processing in the signal processing unit to recover the original data.
Now, we analyze the impact of jamming on the communication performance of SIMO
FSO systems.

4.1. Scenario 1

When the jammer is located at the destination, we can obtain the value of the n-th
receiving aperture after photoelectric conversion as follows:

Yn = Rayhiy/Pss + Ry /NjhyAsy + ny, (29)

where h;, represents the attenuation coefficient of the n-th channel; a, represents the
weighted value of the n-th channel; For the purpose of simplifying calculations, we assume
thata, = % ; Ny, is the AWGN with zero mean and variance Np; % represents the jamming
from N receiving apertures at the receiver, which follows a uniform distribution. Therefore,
the probability of jamming for any one of them is %

The receiver combines the received electrical signals by using the equal gain combining

(EGC) [33] as follows:

N N N
YD =Y Yn = RVPss ) anhiy + Ry/NjhjAsp + ) ny (30)

n=1 n=1 n=1

From (30), we can obtain the received SJR as follows
N 2 N 2
Ps( ) anhin> P71D< )3 anhin)
YsjR-D = —2—" 7 = 1=l 5 (31)
Nj () ()

We can also obtain from (30) the received SNR as follows

N 2 N 2
Ps( Y ﬂnhin) 'YD( Y anhin>
YSNR = nl = n=l (32)
NNo N

4.2. Scenario 2

When the jammer jams the IRS, we assume that the jamming optical path can effectively
align with the legitimate optical path unit of the IRS. As a result, we can obtain the received
signal for the n-th path as follows

Yn—IRS = Ranhin\/ﬁss + R\/ N]bnh]nAS] +ny (33)

where b, represents the weighting value of the nth interfering branch, similarly, we assume
bn = L

2
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The receiver combines the received electrical signals by using the EGC as follows

N N N N
Yi-p = Y_ Yn—irs = RV/Pss Y _ anhin +R\/N; Y buguiAsy+ Y ny (34)
n=1 n=1 n=1 n=1

From (34), we can calculate the SJR at the receiver as

N 2 /N 2
Ps( Y anhin) p')’]D( ) anhin>
n=1 n=1

YSJR-R = = (35)

N 2 N 2
N]( Z bnh]n> < Z bnh]n>
n=1 n=1
4.3. ABER Calculation

4.3.1. Analysis of the ABER for SIMO in Scenario 1
The PDF of the received signal can be derived from Equations (8) and (30) as follows

1 _ (Pi\o/\ 5 YD
Vpi/e exp( Z‘TEqu) (\/P]/P>
_ _ $hon LIS
+v?’f/ {1 ep( > Aoy

205 I(ay)r(8)
2
G0 ( by _| €

T AoA
AO]\/pI/p gé_llal_]-/ﬁ]_l ’

fors =0

1

ex
Vrr/e

2(71240A Py /p

f]/D (yD) = 2 yp—+/Pss g anhiy (36)
P( PhoA ) n=1

2
1— PacA LI}
Jr\/m/ { eXP( Zlffnmﬂ Ao, T (ay)T(By)
ayBy (yD* Pssngl “nhin) (:2
AOI\/P]/P Z;I r ]71/,8]71

, fors=1

3,0
X Gl,3

N
Let hsym = ) anhiy,, then by substituting (18) and (36), we obtain
n=1

2 2 —
Pg1,1(hl‘) = g |:1 — eXp<— PA0A ):| IX],B]K’;]\/W sum

ZUAUA AO] ( ) (ﬁ/) (37)
4 “//S]\/PW/ sum ér]/
Col 7A@ 1181

Then, we apply the Mellin transform to (43) using 07.34.22.0004.01 [29], which results in

SaPoby |1 _ ( 9% A)} aB1] (“/ﬁ/“qﬁq)z
P, (2) = AgyT (aq)T (ﬁq){ P\ T2, Ao T(ap)D(By) \ Aoy Aoy
" (&7 —1+42)T(aj—1+42)T(B;—1+2)T (57 —142)T (ag—1+2)T(Bg—1+2)
T(&2+2)r (§,+z)

(38)

Considering the independent channels, the Mellin transform of /gy, can be expressed as

N N
Pheun (2 H = (¢n,, (2)) (39)
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By substituting (38) into (39) and performing the Mellin inverse transform, the PDF of
hsum can be obtained as follows

apBpsh aqBaG3 N
o) = (et e i)

N (40)
% GSN.0 xpPpigPq v S
2N,6N Aop Aog S2,83,54
N N
_ 2 2 22 2 _ 2 2
where S; — gp,...lgplgq,...,gq, S, = gpfll...,gprap—l,...,,xp—l,

N N
:,Bp—l,ou,‘Bp—l,é’g—l,'--,Cé—l,and&:ucq—l,-u,aq—l,ﬁq—l,'n,ﬁq—l.

N N N N
Now, using (37), (40), and 07.34.21.0011.01 [29], after some rigorous mathematics, the fi-

nal closed-form expression of the ABER during jamming active is given by Appendix A (Al).
When the jamming is idle, according to [34], and assuming perfect Channel State
Information at the receiver, the expression for BER is as follows:

Pai—simo(7p) = [y fo o fon (r10) i (112) <+ fons (113)

41
xQ ﬁ n§1 ’Yln) dyndyiz - dyin 4

where, 71, represents the SNR from the transmitter to the nth receiver, while N denotes

the total number of receivers. The Q-function can be approximated as Q(x) ~ 1126_’(2/ 24
}16_2"2/3, we can obtain

=~ N 7ol
Peti—simo(Tp) = 15 I1 J§~ fu, (hin) exp ( =55 | dhin

=1
1 N oo Yol
+1 11 fo iy (hin) exp | — =35 | dhin (42)

where
& & olap+Bp+ag+pg=7)
T(ap)T(By) T(aq)T(Bg) @(n)z W)
—<| E1,Ey E
112 [ 647p  «pBpagB 1, Ep, E3
xGra5| " (ZOSAquq> 0 =& 1-¢ =& 1-¢
A R A N )

F =

g% g; o (ap+Bp+ag+pg—7)
T(ap)T(By) T(aq)T(Bg) V()

2| E;,Ey E (44)
112 [ 2567 [ apPpagB 1,52, L3
G]25 < 3ND ( ﬁo::Aqoqq> 0 75%7 1*5?; 763 1*255 >

F, =

720702 702

1-82 282 1-a, 2-a 5241622@2 a /3
where E; = —%, =%, —1, =%, B = —%, =%, =4, Bz = 42'1/ 2 Z, 2 Z

Now, we can calculate the ABER for Scenario 1 of SIMO FSO as follows

Pear—smio = pPeta—simo (7}) + (1= p)Peri-simo (D) (45)

4.3.2. Analysis of the ABER for SIMO in Scenario 2

Since Scenario 2 has the same system model as Scenario 1 when jamming is idle, we
only need to calculate the BER when jamming is active in Scenario 2.
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Let gjsum = Z gyn, then applying the Mellin transform to (11) with the transformation
function 07.34.22. 0004 01, we can obtain

_ |1 “1516;
=1 om()|
x(‘”ﬁ’) T(2-1+42)(aj—142)T (ﬁ, 1+z)
AO] (§]+z)

(46)

Thus we have
N N
Pg1am (2) = T 041(2) = (95,(2)) 47)
n=1

The Mellin inverse transform of (53) can be obtained as:

N
(ki [ P Byt
fg]sum (X) (Aqu(lxq)r(/g’?) |: P 2 ’%‘“A Aolr(lx])r(ﬁ])
N
% GONO 7B1%qfq « Ci
2N6N |\ Ao, A, C,C3,Cy
N N

2 2 =2 2 2 2
Where C] - (:],"',(:],gq/"'/gq/ C2 = Cq_]-/"'gq_llaq_ll"'/“q_ll

(48)

CG=p;—1- ,B—1&~1,-,&—LandCi=0a;—1,--- ,ay— 1B —1,--- By — 1

N N N N
From (48), we can obtain

1 ( aqﬁq(:}, {1 exp( AM” arBré7 >N
VN \ Ao, T ( 2024 Aolr(a])l"(ﬁ])
N
S GONO ("‘Iﬁ]”‘qﬁq

Y1-D

VNI C2, Cs,Cy )7
fvio (yi-p) = 1 ( "‘q,Bu]gq 1- ( (pAUA )} arBrs7 )N (49)
VN \ Ao T ( 2%A Aolr(uc])l"(ﬁ,)
G6NO “]ﬁ]"‘qﬁq yl D— \/Pisng hm Cl
2NN |\ Aop Aoy VN Cy, C3,Cy

fors=20

2N,6N Ao, Ao,

,fors=1

N
From (18) and (49), and hey, = Y anhi,, we get:
n=1

— o ﬁ (;"2 20 tx [3 éZ N
Peza—s1m0 (hisum) = /P 0 Misun (Af(qqq)q(ﬁq) {1 o <_2(,,>} Aolf(]af)r’(m)
6N+1,0 arBraqp
XGoNT16N+1 << 1{10;14{70 q) VPV phisum

Cy,0

- 1/ CZ/ C3/ C4
By using (48) and (50), ABER can be obtained by Appendix A (A2).
Now, we can calculate the ABER for Scenario 2 of SIMO-FSO as follows:

(50)

Pea—smi0 = pPe2a—simo (7}) + (1= p)Pai-simo (D) (51)

5. Numerical Results

Unless otherwise stated, ¢, = 1.2528, p 404 = 8 mrad, d, = 1 mm, d; = 3 mm, and
¢p = 0.175 mrad. The following simulation results were obtained by using MATLAB 2022.
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When ¢, = 1.2528, ¢; = 1.2528, a, = 2.49, B, = 3.9, 0y = 4.0, B; = 1.9, aj = 4.0,
B; = 1.9, Figure 2 illustrates the variation of ABER with SJR obtained by (21), and Monte
Carlo simulation at p = 1. It can be observed from Figure 2 that the concordance between
the analytical and simulation plots validates the accuracy of the derived expression. It can
be observed from Figure 2 that as the receiving aperture N increases, the ABER shows
significant improvement. However, with the increase of SR, the degree of improvement
decreases. This is because the jamming signal only jams one of the receiving apertures, and
under high SJR, each receiving aperture can effectively receive signals. Since the additive
white Gaussian noise is not considered in Figure 2, when SJR is high, increasing the number
of receiving apertures cannot significantly improve the ABER when the SJR is large. When
N =5, the improvement of ABER with SJR increasing is not very obvious. The reason is
that increasing the number of receiving apertures can effectively suppress the influence
of jamming. At the same time, even though the additive Gaussian white noise is not
considered, the FSO system are also affected by path loss, PE, and AT, which are a static
variable, so the changing trend of ABER with SJR is not obvious.

107 ==

B | SISO
RN N=2
~ N=3
RS NS
L \\x X Simulation
102F % —x— ~
% N
X N
SN
-
o~
o ¥ X x % N -
o x N>
m 10 x N\ [N
< ~
N X
x
N
N
N
y N
104 J
- — — x — X — — % — X — — X B e

l()—S 1 1 1
0 10 20 30 40 50 60 70 80

SIR(dB)
Figure 2. ABER versus S]JR (dB) curves for an FSO system with a varying number of receiver apertures
without considering additive Gaussian noise in Scenario 1.

Letk = % = 100. In scenario 1, the relationship between SJR and ABER is illustrated

in Figure 3, which is derived from (26) and (45). Similarly, the relationship between SJR
and ABER for scenario 2 is depicted in Figure 4, derived from (28) and (51). From Figures 3
and 4, it can be observed that for SISO-FSO systems, as the jamming probability p increases,
the ABER also increases; For SIMO-FSO systems, when SJR is greater than 20dB, the
ABER shows a positive correlation with p. Conversely, when SJR is less than 20dB, ABER
decreases as p increases. This is because the use of SIMO technology enables effective
signal recovery at high SJR. By comparing Figures 3 and 4, it is observed that jamming at
the receiver has a significant impact on the system’s BER at the RIS. For instance, when
p = 0.01 and y; = 60 dB, ABER for Scenario 1 with SISO and SIMO are 3.49 x 10~* and
4.77 x 107>, respectively. For Scenario 2, ABER with SISO and SIMO are 9.08 x 10~ and
1.35 x 107°, respectively. This indicates that jamming at the receiver has a greater impact
on the system compared to interference at the RIS.

In Figure 5, we analyze the impact of different atmospheric turbulence on the ABER
in two scenarios. The analytical plots closely align with the Monte Carlo simulations
conducted, thereby confirming the accuracy of the derived expressions. It can be observed
from Figure 5 that the system’s overall performance improves as the turbulence ranges
from strong («, = 4.0, B, = 1.9) to moderate (¢, = 2.49, B, = 3.9). Nevertheless, under
the same turbulence parameters, the ABER performance for Scenario 1 is notably inferior
to that of Scenario 2. This suggests that jamming at the RIS has a smaller impact on the
system compared to jamming at the intended receiver of the legitimate signal. One possible
reason for this is that the RIS distributes the power of the jamming signal.



Electronics 2024, 13, 1730

13 of 17
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Figure 3. ABER versus SJR (dB) curves for an FSO system with a varying p with considering additive
Gaussian noise in Scenario 1.
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Figure 4. ABER versus SJR (dB) curves for an FSO system with a varying p with considering additive
Gaussian noise in Scenario 2.
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Figure 5. Comparison of ABER between the two scenarios under varying turbulence parameters.

Figures 6 and 7 analyze the impact of the RIS location on the system ABER in two
scenarios. Let 7 = L,/L,, where L is the link length between S and RIS and L, is the
link length between RIS and the destination [19]. Based on the value of 3, the value of (f,%
can be calculated according to [20], with other simulation parameters set to ¢, = 4.5856,



Electronics 2024, 13, 1730

14 of 17

ap =g =54, B, = By = 3.77,and p = 0.5. As 77 decreases, it indicates that the RIS is
relatively closer to the source node than the destination node. From Figures 6 and 7, it can
be observed that a smaller value of # leads to better system ABER performance. Therefore,
it should be positioned as close to the source node as possible. Furthermore, it is noted that
under weak turbulence with jamming present, the adoption of SIMO technology does not
effectively enhance the ABER in Scenario 1, as depicted in Figure 6. However, in Scenario 2,
SIMO notably improves the ABER, as shown in Figure 7. This phenomenon is attributed to
the minimal channel attenuation in weak turbulence conditions, where the introduction of
multiple additive Gaussian noises in SIMO results in an increase in the ABER. Therefore, it
is not recommended to employ SIMO technology to mitigate jamming in Scenario 1 under
weak turbulence conditions.

10° T T T T T T T T T

ABER

10°° n=0.235, S
— — —n=0.235, SISO ~ ~ =
n=0.540, SIMO N s
n=0.540, SISO x 3
oSk n=1, SIMO >
- — —n=1, SISO B
n=1.38, SIMO ~
n=1.38, SISO
X Simulation
lOrlli 1 L L 1 1 1 1 1 1
30 35 40 45 50 55 60 65 70 75 80

SJR(dB)

Figure 6. Analysis of ABER for different RIS positions in Scenario 1.
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103 F S n=0.540, SIMO| 7
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104k SN - — —n=1, SISO J
SOXs L n=1.38, SIMO
| b SRS n=1.38, SISO
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30 35 40 45 50 55 60 65 70 75 80

SJR(dB)

Figure 7. Analysis of ABER for different RIS positions in Scenario 2.

Computational complexity analysis: From (45), and (51), it can be concluded that
the computational complexity of ABER using SIMO is O(N®). When N is large, the
computational complexity of (45), and (51) is high. When N is small, the complexity is
relatively small. Since SIMO is typically employed in FSO with 2 receiving apertures [24],
our proposed ABER calculation can be effectively applied to FSO systems.
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6. Conclusions

We have conducted a study on the impact of jamming in an RIS-assisted Dual-Hop
FSO Communication system in the presence of a malicious jammer. A novel PDF for the
S-IRS-D, UAV-IRS-D, and UAV-D links under the combined influence of AT, PE, and AoA
fluctuations has been developed. Based on the jamming scenario, closed-form expressions
for the end-to-end ABER have been derived for SISO-FSO systems. To mitigate the impact
of jamming in an RIS-assisted Dual-Hop FSO Communication system, a SIMO FSO system
has been implemented. We have utilized the Mellin transform to derive the PDF of the
legitimate channel and the jamming channel in the SIMO FSO system and the end-to-end
ABER have been derived for SIMO-FSO systems under different jamming Scenarios. The
simulation results are compared with the analytical results to validate the accuracy of
the derived expression. It has been observed that as the number of receiving apertures
increases, the system shows a significant improvement in bit error performance. For the
SISO and 1 x 2 FSO systems, we conducted separate analyses on the impact of different
jamming probabilities. In Scenario 1, the jamming occurs at D, while in Scenario 2, the
jamming occurs at the RIS, affecting the system’s ABER. In regions with low SJR regions, it
was found that ABER is inversely proportional to the jamming probability p; conversely, in
relatively high SJR regions, ABER exhibits a direct proportionality with p. Simultaneously,
the jamming in Scenario 1 has a greater impact on the system’s ABER compared to the
interference in Scenario 2. The impact of different positions of the RIS on the overall system
performance has also been investigated. The system achieves optimal performance when
the RIS is situated in closer proximity to the source.
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Appendix A
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N N N N
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N N N N N
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_aq/"'/_‘XL]/_ﬁQI"'/_ﬁ[/]/X?):{:q/"'/éq/é]r"'/_gjlorxﬁl:_1/€q_1/"'/§q_1/
N N N N

ag—1,,00—1, Xs = Bg—1,--,Bg—1,67—1,---,&f—Laj—1,---,aj— 1, and
N N N

Xe=By—1,-- Bj—1,-1-85,--,—1-85, 1=, ,—1—¢2.

References

1.  Mishra, P; Singh, G. Energy management systems in sustainable smart cities based on the internet of energy: A technical review.
Energies 2023, 16, 6903. [CrossRef]

2. Huang, Y, Jin, ]J.; Lou, M,; Dong, J.; Wu, D.; Xia, L.; Wang, S.; Zhang, X. 6G mobile network requirements and technical feasibility
study. China Commun. 2022, 19, 123-136. [CrossRef]

3.  Wang,].;LiJ.; Chen, D,; Dong, Y.; Ding, H.; Gao, D. Performance analysis and verification of FSO based inter-ship communication
systems on sea. Opt. Commun. 2024, 557, 130271. [CrossRef]

4. Elamassie, M.; Uysal, M. Free space optical communication: An enabling backhaul technology for 6G non-terrestrial networks.
Photonics 2023, 10, 1210. [CrossRef]

5. Raj, A.A.B,; Krishnan, P.; Darusalam, U.; Kaddoum, G.; Ghassemlooy, Z.; Abadi, M.M.; Majumdar, A K,; ljaz, M. A review—
unguided optical communications: Developments, technology evolution, and challenges. Electronics 2023, 12, 1922. [CrossRef]

6. Yiicel, M.; Acikg6z, M. Optical communication infrastructure in new generation mobile networks. Fiber Integr. Opt. 2023, 42,
53-92. [CrossRef]

7. Hayal, M.R;; Yousif, B.B.; Azim, M.A. Performance enhancement of DWDM-FSO optical fiber communication systems based on
hybrid modulation techniques under atmospheric turbulence channel. Photonics 2021, 8, 464. [CrossRef]

8. Al-Nahhal, M,; Ismail, T. Enhancing spectral efficiency of FSO system using adaptive SIM/M-PSK and SIMO in the presence of
atmospheric turbulence and pointing errors. Int. ]. Commun. Syst. 2019, 32, €3942. [CrossRef]

9. Ismail, T,; Leitgeb, E.; Ghassemlooy, Z.; Al-Nahhal, M. Performance improvement of FSO system using multi-pulse pulse position
modulation and SIMO under atmospheric turbulence conditions and with pointing errors. IET Netw. 2018, 7, 165-172. [CrossRef]

10. Xu, M.; Xu, G.; Dong, Y.; Wang, W.; Zhang, Q.; Song, Z. UAV-assisted FSO communication system with amplify-and-forward
protocol under AOA fluctuations: A performance analysis. China Commun. 2023, 20, 111-130. [CrossRef]

11. Chapala, V.K; Zafaruddin, S.M. Unified performance analysis of reconfigurable intelligent surface empowered free-space optical
communications. IEEE Trans. Commun. 2021, 70, 2575-2592. [CrossRef]

12.  Najafi, M.; Schmauss, B.; Schober, R. Intelligent reflecting surfaces for free space optical communication systems. IEEE Trans.
Commun. 2021, 69, 6134-6151. [CrossRef]

13. Basar, E.; Poor, H.V. Present and future of reconfigurable intelligent surface-empowered communications [perspectives]. IEEE
Signal Process. Mag. 2021, 38, 146-152. [CrossRef]

14. Aboagye, S.; Ndjiongue, A.R.; Ngatched, T.M.; Dobre, O.A.; Poor, H.V. RIS-assisted visible light communication systems:
A tutorial. IEEE Commun. Surv. Tutor. 2022, 25, 251-288. [CrossRef]

15. Basar, E.; Di Renzo, M.; De Rosny, J.; Debbah, M.; Alouini, M.-S.; Zhang, R. Wireless communications through reconfigurable
intelligent surfaces. IEEE Access 2019, 7, 116753-116773. [CrossRef]

16. Ali, M.F; Jayakody, D.N.K,; Garg, S.; Kaddoum, G.; Hossain, M.S. Dual-hop mixed FSO-VLC underwater wireless communication
link. IEEE Trans. Netw. Serv. Manag. 2022, 19, 3105-3120. [CrossRef]

17.  Zhang, S.; Zhu, D.; Liu, Y. Artificial intelligence empowered physical layer security for 6G: State-of-the-art, challenges, and
opportunities. Comput. Netw. 2024, 242, 110255. [CrossRef]

18. Ndjiongue, A.R.; Ngatched, T.M.; Dobre, O.A.; Armada, A.G.; Haas, H. Analysis of RIS-based terrestrial-FSO link over GG
turbulence with distance and jitter ratios. J. Light. Technol. 2021, 39, 6746—6758. [CrossRef]

19. Huang, J.; Wang, C.-X.; Sun, Y.; Feng, R.; Huang, J.; Guo, B.; Zhong, Z.; Cui, T.J. Reconfigurable intelligent surfaces: Channel
characterization and modeling. Proc. IEEE 2022, 110, 1290-1311. [CrossRef]

20. Li X, Li, Y; Song, X.; Shao, L.; Li, H. RIS assisted UAV for weather-dependent satellite terrestrial integrated network with hybrid
FSO/REF systems. IEEE Photonics |. 2023, 15, 7304217. [CrossRef]

21. Paul, P; Bhatnagar, M.R. Jamming Threats in Free-Space Optics. IEEE Commun. Mag. 2022, 60, 104-108. [CrossRef]

22. Jahid, A.; Alsharif, M.H.; Hall, T.]. A contemporary survey on free space optical communication: Potentials, technical challenges,
recent advances and research direction. J. Netw. Comput. Appl. 2022, 200, 103311. [CrossRef]

23. Dong, Y.; Sadegh Aminian, M. Routing in Terrestrial Free Space Optical Ad-Hoc Networks. Master’s Thesis, Linkoping University
Electronic Press: Linkoping, Sweden, 21 November 2014.

24. Paul, P; Bhatnagar, M.R,; Jaiswal, A. Alleviation of jamming in free space optical communication over Gamma-Gamma channel

with pointing errors. IEEE Photonics J. 2019, 11, 7906418. [CrossRef]


https://doi.org/10.3390/en16196903
https://doi.org/10.23919/JCC.2022.06.010
https://doi.org/10.1016/j.optcom.2024.130271
https://doi.org/10.3390/photonics10111210
https://doi.org/10.3390/electronics12081922
https://doi.org/10.1080/01468030.2023.2186811
https://doi.org/10.3390/photonics8110464
https://doi.org/10.1002/dac.3942
https://doi.org/10.1049/iet-net.2017.0203
https://doi.org/10.23919/JCC.ea.2022-0528.202302
https://doi.org/10.1109/TCOMM.2021.3139020
https://doi.org/10.1109/TCOMM.2021.3084637
https://doi.org/10.1109/MSP.2021.3106230
https://doi.org/10.1109/COMST.2022.3225859
https://doi.org/10.1109/ACCESS.2019.2935192
https://doi.org/10.1109/TNSM.2022.3181169
https://doi.org/10.1016/j.comnet.2024.110255
https://doi.org/10.1109/JLT.2021.3108532
https://doi.org/10.1109/JPROC.2022.3186087
https://doi.org/10.1109/JPHOT.2023.3314664
https://doi.org/10.1109/MCOM.004.2200154
https://doi.org/10.1016/j.jnca.2021.103311
https://doi.org/10.1109/JPHOT.2019.2930141

Electronics 2024, 13, 1730 17 of 17

25.

26.

27.

28.

29.
30.

31.

32.

33.

34.

Paul, P,; Bhatnagar, M.R.; Nebhen, J. Pulse jamming in aperture-averaged fso receiver over exponentiated weibull fading channel.
IEEE Trans. Wirel. Commun. 2021, 21, 4242-4254. [CrossRef]

Shukla, A K.; Bhatnagar, M.R. Mitigating Jamming in FSO Cooperative Networks: A Buffer-Aided Relaying Approach. IEEE
Commun. Lett. 2023, 27, 2078-2082. [CrossRef]

Saxena, P.; Chung, Y.H. Analysis of jamming effects in IRS assisted UAV dual-hop FSO communication systems. IEEE Trans. Veh.
Technol. 2023, 72, 8956-8971. [CrossRef]

Chauhan, I; Bhatnagar, M.R. UAV-Based FSO Communication Under Jamming. In Proceedings of the 2022 IEEE 95th Vehicular
Technology Conference:(VTC2022-Spring), Helsinki, Finland, 19-22 June 2022; pp. 1-5.

Wolfram Research. Available online: http://functions.wolfram.com/06.27.21.0133.01 (accessed on 27 April 2018).

Dabiri, M.T.; Sadough, S.M.S.; Khalighi, M.A. Channel modeling and parameter optimization for hovering UAV-based free-space
optical links. IEEE |. Sel. Areas Commun. 2018, 36, 2104-2113. [CrossRef]

Saxena, P.; Bhatnagar, M.R. A simplified form of beam spread function in underwater wireless optical communication and its
applications. IEEE Access 2019, 7, 105298-105313. [CrossRef]

Roach, K. Meijer G function representations. In Proceedings of the 1997 International Symposium On symbolic and Algebraic
Computation, Kihei, HI, USA, 21-23 July 1997.

Pang, W.; Wang, P; Li, S.; Li, H.; Song, X. Reliability analysis of optical IRS-enabled FSO system with multiple detectors and PCB
under composite turbulence fading channels considering the impact of GML. Opt. Commun. 2023, 537, 129465. [CrossRef]
Tsiftsis, T.A.; Sandalidis, H.G.; Karagiannidis, G.K.; Uysal, M. Optical wireless links with spatial diversity over strong atmospheric
turbulence channels. IEEE Trans. Wirel. Commun. 2009, 8, 951-957. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


https://doi.org/10.1109/TWC.2021.3128324
https://doi.org/10.1109/LCOMM.2023.3281077
https://doi.org/10.1109/TVT.2023.3246817
http://functions.wolfram.com/06.27.21.0133.01
https://doi.org/10.1109/JSAC.2018.2864416
https://doi.org/10.1109/ACCESS.2019.2929738
https://doi.org/10.1016/j.optcom.2023.129465
https://doi.org/10.1109/TWC.2009.071318

	Introduction 
	System and Channel Model 
	System Model 
	System Model for Scenario 1 
	System Model for Scenario 2 

	Channel Model 

	Analysis of BER for SISO System 
	Scenario 1 
	BER during Jamming Active 
	BER during Jamming Idle 

	Scenario 2 

	Methods for Mitigating Jamming 
	Scenario 1 
	Scenario 2 
	ABER Calculation 
	Analysis of the ABER for SIMO in Scenario 1 
	Analysis of the ABER for SIMO in Scenario 2 


	Numerical Results 
	Conclusions 
	Appendix A
	References

