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Abstract: This paper presents a solution for small businesses to gather statistics on the presence of
their customers in and around their institutions, using Bluetooth technology. The solution includes
a model of a mobile system based on Bluetooth technology that can provide information about the
detectable devices’ relative position to create statistics on users’ presence in a specific timeframe. The
research conducted shows that Bluetooth technology can be efficiently used to log the user’s relative
position. This paper proposes a two-component system, which includes a mobile application and
a cloud-based database with a simple online query interface. The prototype was implemented for
the Android operating system and confirms the feasibility of the proposed solution. The developed
prototype application was designed as a foundation for further commercial development. The
proposed solution provides small businesses with an accessible way of collecting data on the presence
of people without having to buy specialized equipment.
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1. Introduction

Bluetooth technology [1] plays a crucial role in the business world by providing a
reliable, low-cost wireless communication solution for a wide range of applications. It
enables devices to communicate with each other over short distances, making it ideal for use
in small businesses such as retail stores, cafes, and restaurants. One of the critical benefits
of Bluetooth technology for businesses [2] is its ability to create location-based services,
proximity marketing, and indoor navigation. This allows businesses to engage with
customers in a more targeted and personalized way, increasing the likelihood of sales and
customer loyalty. Bluetooth beacons, for example, can be placed throughout a store to send
location-based notifications and offers to customers’ smartphones, directing them to specific
products or areas of the store. In addition to customer engagement, Bluetooth technology
can also be used to streamline business operations. Bluetooth-enabled devices [1,3] such as
smartphones and tablets can be used for point-of-sale transactions, inventory management,
and other business operations, making it a versatile and cost-effective solution for small
businesses. Another significant benefit of Bluetooth [4] is its ability to connect with a
wide range of devices, from smartphones and tablets to laptops and desktop computers,
allowing businesses to easily integrate Bluetooth technology into their existing systems
and processes without needing expensive and complex infrastructure.

Bluetooth technology plays an important role in business by providing a reliable
and cost-effective wireless communication solution [5]. It enables businesses to engage
with customers in a more targeted and personalized way and streamline their operations,
improving overall efficiency and profitability.

Collecting statistics on the presence of people in a specific area at a particular time can
be of great value to businesses and institutions to help them provide better services and
to gain intelligence on how to improve them. Among many possible usages, some need
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to be conducted only once or on the odd occasion, and they do not require great accuracy.
One such example can be improving the coverage and reliability of a Wi-Fi network in
a building based on information about places of accumulation of people compared with
the router statistics; another could be simply measuring the number of people passing by
a shop in a specified timeframe or counting the attendance of students at a lecture. This
and similar situations create a need for a solution that does not require buying expensive
specialized equipment, which in most cases can prove unprofitable but will provide reliable
enough statistics. Logging of the user’s relative position can be performed based on the
signal emitted by his mobile device.

The twenty-first century is a time of rapid technological advancement, miniaturization,
and wireless devices [3]. The speed of life imposed by modern society’s demands led to
a situation when “being offline” became barely possible, resulting in the vast majority of
people living in a developed country having a phone. In the second quarter of the year
2017, there were already about 5 billion unique mobile subscribers registered worldwide,
and 620 million new subscribers are predicted to be added to that number by 2020 [6] and
a forecasted 7.620 million smartphone subscriptions worldwide by 2027 [7]. Considering
those numbers, one can assume that counting the presence of people can be simplified to
counting the mobile phones in their possession. One mobile device capability can be used
to perform this task, such as Bluetooth 802.15.1 technology [8,9].

A growing interest in the internet of things (IoT) [10-13], smart technologies [14-16],
and smartphones [17-20] becoming increasingly connected in general plays a significant
role in making people leave their Bluetooth switch turned on [21-23]. Current numbers say
up to 50% of users already do not turn off their 802.15.1 connectivity [9] at any moment,
with younger users more likely to be in this group, and those statistics are increasing [24,25].

The suggested application areas of Bluetooth [9] related to the IoT and smart technolo-
gies, particularly for indoor spaces, include:

Inventory management and emergency management [26];

Occupancy detection [27];

Smart grid applications [28];

Smart energy management [29];

Location-based services;

Proximity marketing;

Indoor navigation;

Point-of-sale transactions and Bluetooth low-energy technology with point-of-
interest [30,31];

e Logging of the user’s relative position.

Considering the nature of the task, a mobile platform seems ideal for running the
created solution. Devices with an Android operating system have continually held the most
significant global market share of all smartphones sold to end users since the beginning of
2011 and topping up at 88% in the second quarter of 2018. Its only real competitor is iOS
(Apple Inc.’s mobile operating system developed for the company’s products) with a less
significant 11.9% global market share in 2018 [32], and the market size in 2030 is predicted
to be 925.7 billion [33]. Creating an application for this operating system ensures a lack of
unnecessary programming effort and a huge base of possible users. One of the free cloud
solutions available on the market can be used to store and process data collected by the
mobile application. They can run an external database, deliver a backend service needed
for communication with the mobile application, and provide a simple query interface that
can visualize data.

The main contributions of this work are the following papers:

e The paper proposes an accessible solution for small businesses to gather statistics
on the presence of their customers in and around their institutions using 802.15.1
technology [9].
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e The paper presents a model of a mobile system based on Bluetooth technology that
can provide information about detectable devices’ relative position to create statistics
on users’ presence in a specific timeframe.

o The paper discusses the possibility of using Bluetooth technology for logging the
user’s relative position and shows that such a solution is feasible.

e  The paper presents a two-component system that was designed and a prototype that
was implemented to confirm that 802.15.1 technology [9] is efficiently used to log the
user’s relative position.

e  The paper highlights the modular design of the app, which guarantees that Bluetooth
technology can be easily exchanged in favor of other technology if needed.

e The paper presents the developed prototype application as a foundation for further
commercial development.

e  The paper discusses the importance of Bluetooth technology in the business world by
providing a reliable, low-cost wireless communication solution for a wide range of appli-
cations, including location-based services, proximity marketing, and indoor navigation.

The purpose of this paper is to design a model of a mobile system based on 802.15.1
technology [9] that can provide information about detectable devices’ relative position
to create statistics on users’ presence in a particular area in a specific timeframe. Cre-
ated solutions should not enforce the buying of any specialized equipment, making a
mobile application and a cloud-based database with a simple online query interface the
perfect choice.

To sum up, monitoring the presence of people in a particular area in a specific time-
frame can provide valuable statistics. This can be simplified by logging the relative position
of detectable mobile devices supporting 802.15.1 technology [9].

Limitations. The limitations of this scientific paper are:

e A lack of empirical validation. This paper does not provide any empirical evidence
to support the claims made about the efficiency and accuracy of the proposed solu-
tion. While the prototype implementation is described, no results of its performance
are provided.

e A limited scope. This paper only focuses on the usage of Bluetooth technology and
does not consider other technologies that can be used to log the user’s relative position.
Additionally, this paper only considers the Android operating system, limiting the
potential user base.

e  Privacy concerns. This paper does not address the potential privacy concerns that may
arise from collecting location data from users” mobile devices. The implications of
collecting and processing personal data should be considered and addressed.

e  Generalizability. This paper does not provide information on the generalizability of
the proposed solution to different types of small businesses or institutions. The specific
context of This study may not be applicable to other settings, and further research is
needed to validate its effectiveness in different environments.

2. Materials and Methods

The Institute of Electrical and Electronics Engineers (IEEE) 802.15.1 [9] is a standard
that describes media access control and physical layer specifications for devices connecting
within a wireless personal area network (WPAN) [33,34]. Issued in 2002, the standard
was based on BluetoothTM version 1.1 foundation specifications. It mainly defines the
lower transport layers (logical link control and adaptation protocol—L2CAP, Link Manager
protocol (LMP), baseband, and radio) but also specifies a clause on the SIM access profile
and provides a protocol implementation conformance statement (PICS). A specification
and description language (SDL) model for an integrated Bluetooth MAC sublayer is also
described [35]. Bluetooth Low Energy (BLE) is a wireless personal area network technology
based on the IEEE 802.15.1 standard [9]. Bluetooth Low Energy Advertising features, such
as adverting channels (37, 38, and 39), are the main benefit of Bluetooth 5.0 and the support
for mesh topology. It is designed to provide a low-cost, low-power solution for small
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businesses looking to improve their connectivity and automation. BLE can connect devices
such as smartphones, laptops, and tablets to peripherals such as printers, scanners, and
sensors. This allows businesses to easily share information and automate tasks, improving
efficiency and reducing costs. Additionally, BLE devices are typically small and easy to
install, making them an accessible solution for small businesses with limited resources.

2.1. Bluetooth

IEEE standardized Bluetooth is 802.15.1 [9], but the standard is no longer maintained—
the Bluetooth Special Interest Group (SIG) took over the maintenance and development of
the specification. Bluetooth SIG standards must be met to trademark a product as a Blue-
tooth device [1,21-23,36]. The technology is an energy-efficient short-range communication
system, and initially, it was meant to replace the old RS-232 cables. It operates at ultra high
frequency (UHF) radio waves between 2400 and 2485 MHz and includes a 2 MHz wide
part of the spectrum at the bottom end, and 3.5 MHz wide at the top is unused to avoid
interference. A 2.4 GHz short-range frequency band is a part of the industrial, scientific,
and medical (ISM) radio bands reserved internationally for those purposes. Bluetooth
uses a frequency-hopping spread spectrum (FHSS) [37]—frequency channels are rapidly
changing (usually 1600 hops/s) using a modulation scheme known to both transmitter and
receiver. Transmitted data is divided into packets and sent through one of 79 designated
channels, each having a bandwidth of 1 MHz. Initially, the Gaussian frequency-shift keying
(GFSK) [38] technique was used, providing speeds of up to 721 kbps in Bluetooth 1.0—
this bit rate was called the basic rate (BR). Version 2.0 introduced improvements to GFSK
increasing the speed to 1 Mbps in BR mode and featured an enhanced data rate (EDR)
that used differential phase-shift keying allowing raw data rates of 2 Mbps in case of 7t/4
differential phase-shift keying (7/4 DQPSK) or 3 Mbps with 8-point differential phase-shift
keying (8DPSK). In Bluetooth 3.0, high-speed transfers via 802.11 using Bluetooth pairing
were added [39-44]. Later versions mainly concerned Bluetooth Low Energy, designed for
sport and fitness devices, accessories, and location services using beacons, control, and
automation systems [45].

All core changes to the Bluetooth standard related to the connection speed, typical
range, and modes used [46] are presented in the table below (Figure 1). It is also worth
noting that the existence of three different power level classes depends on predicted usage
and range [40]. A summary of those classes is presented in Figure 2.

Bluetooth 2.0 Bluetooth 3.0 Bluetooth 4.0

Bl h 1. Bl h
(2004) (2009) (2013)
Max . 3 Mbps (EDR) 3 Mbps (EDR) 3 Mbps (EDR)
. 1 Mbps core
Connection 0.7 Mbps 3 (EDR) (24 Mbps 1 Mbps Low 2 Mbps Low
\"”) DS

Speed Pe over 802.11) Energy Energy
Typical Max—_15m ~30m ~30m ~60 m ~240 m

Range

Figure 1. Comparison of Bluetooth standards by connection speed, range, and mode.

CLASS MAXIMUM POWER [DBM] POWER CONTROL CAPABILITY

1 +20 Mandatory
2 +4 Optional
3 0 Optional

Figure 2. Summary of Bluetooth power classes.

The lowest possible level allowing a reliable link for battery conservation purposes
should be chosen. If the power control capability is available, the power level can be



Electronics 2023, 12, 1993

50f 20

adjusted according to a received signal strength indicator (RSSI), a relative value of the
power present in a signal received [40,41].

2.2. The Pros and Cons of Using Bluetooth Technology for Positioning

A model of a smart locating application for small businesses, based on Bluetooth
802.15.1 technology [9], is presented. Bluetooth technology allows devices to communicate
with each other over short distances, making it ideal for use in small businesses, such as
retail stores, cafes, and restaurants. It enables businesses to engage with customers in a
more targeted and personalized way and streamline their operations, improving overall
efficiency and profitability. The proposed solution logs the relative position of detectable
mobile devices supporting 802.15.1 technology [9] to create statistics on users’ presence in
a particular area in a specific timeframe.

The advantages of using Bluetooth technology for positioning are its reliability, low
cost, and ability to connect with a wide range of devices, making it a versatile and cost-
effective solution for small businesses. It also allows for location-based services, proximity
marketing, and indoor navigation. Bluetooth beacons can be placed throughout a store
to send location-based notifications and offer them to customers’ smartphones, directing
them to specific products or areas of the store.

There are some drawbacks to using Bluetooth technology for positioning. The range is
limited to about 30 feet, and the accuracy is not as high as some other technologies, such as
ultra-wideband (UWB). Bluetooth signals can also be affected by interference from other
devices in the area, and the signal strength can vary depending on the type of device and
its orientation.

The pros and cons of using Bluetooth technology are shown in Table 1.

Table 1. The pros and cons of using Bluetooth technology for positioning.

Pros

Cons

Low-power consumption: Bluetooth
technology is known for its low power
consumption, which means that it can be used
in devices that require a long battery life, such
as beacons.

Widespread adoption: Bluetooth technology
is one of the most widely adopted wireless
communication standards, which means that it
is readily available and can be easily integrated
into devices.

Ease of use: Bluetooth technology is relatively
easy to set up and use, which makes it
accessible to a wide range of users.

Cost-effective: Bluetooth technology is
relatively inexpensive compared to other
positioning technologies, such as GPS.

Indoor positioning: Bluetooth technology can
be used for indoor positioning, which is a
valuable asset in locations where GPS signals
are weak or non-existent.

Limited range: Bluetooth technology has a
limited range, typically up to 30 m, which may
not be sufficient for certain

positioning applications.

Interference: Bluetooth signals can be
interfered with by other wireless signals, such
as Wi-Fi, which can affect the accuracy

of positioning.

Line of sight: Bluetooth signals require a clear
line of sight between the transmitting and
receiving devices, which can be a challenge in
certain environments, such as urban areas with
tall buildings.

Limited accuracy: Bluetooth technology may
not be accurate enough for certain positioning
applications, such as those that require
sub-meter accuracy.

Privacy concerns: Bluetooth signals can be
used to track the movement of individuals,
which raises privacy concerns.

These pros and cons vary depending on the specific use case and the implementation

of Bluetooth technology.

Bluetooth technology is efficiently used to log the user’s relative position, providing
valuable statistics for small businesses without the need for expensive specialized equip-
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ment. The modular design of the app also allows for easy exchange of Bluetooth technology
in favor of other technologies if needed.

2.3. The Way of Communication

Bluetooth works with a master/slave architecture and is packet-based. A unique
48-bit address is used to distinguish devices. A master can connect to up to seven slaves,
forming a piconet; all of them share the master’s clock and the same hopping pattern. The
device can change its role, however, starting as a master and subsequently functioning as
a slave, allowing for full-duplex communication. The transfer of data can occur between
the master and one other device at any given time (does not apply to the broadcast mode)
as the former chooses which slave to address, rapidly switching devices in a round-robin
style, and all of the slaves should listen to data in each receive slot [41]. Bluetooth standards
require devices to pair and be bound for security reasons. Otherwise, some private data
could be exposed, or even the control of the device could be taken over [41]. However, for
this article, the usage of this process will not be required. Thus, it can be omitted.

2.4. Detecting Devices

Devices using 802.15.1 technology [9,40], if in discoverable mode, respond to broad-
casts from other devices.

1. A device performing a scan sends a broadcast to find other devices;

2. All devices in the range that are in discoverable mode receive the broadcast;

3. Recipients knowing the address of the sender respond only to this specific addressee
providing the following information:

e Device name;

e  Device class;

e  List of services;

e  Technical information.

The main requirements suggest that these data will be enough to create a fully func-
tional application in the scope of this article. The device name can be used as a friendly
display name. The device class will allow the application to recognize whether a device is
of a type of interest. Technical information includes the MAC address, which will serve
different devices, and RSSI, which can approximate the relative distance from the receiver.

2.5. Relative Position Logging

Position logging can be done by saving the object’s location in set time intervals. It will
require fewer resources than continuous tracking while still being sufficient in many use
cases. Moreover, such collected data are enough to create a movement model or provide
valuable statistics. An RSSI value can be used for this work to determine a device’s relative
position. It is represented by a number usually ranging from —100 to 0; where closer
to 0 means a stronger received signal [41]. Although RSSI is not directly translatable to
metric units and can vary depending on the device, it is measured through experimental
proceedings. The distance can be compared and approximated if needed. Deploying more
than two receivers will allow trilateration.

2.6. Similar Existing Solutions

There are plenty of Bluetooth location solutions available on the market. They can be
divided into two main groups based on principles of operation. The first group contains
systems with Bluetooth Low Energy beacons deployed around an area. Companies pro-
viding such technologies include Proximi.io, Locatify, and infsoft GmbH. Not having any
advanced built-in logic, they serve a purpose similar to a lighthouse.

However, to make broadcasts sent by those devices useful on the tracked device,
there must be an operating application, or another means that recognizes them and is in
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possession of the real-world coordinates of those beacons [42]. A simple representation of
this system is shown in Figure 3.

s
N
~ 3

Figure 3. Representation of Bluetooth localization (own source).

This situation requires the user’s direct interaction with the location service, all of
which makes this solution serve a bit of a different purpose than the one described in the
article. Moreover, it proves that, in this case, the approach with beacons is inappropriate.
Another tactic is represented by a Spanish company Libelium. Their commercial solution
involves a sophisticated IoT device called Meshlium.

Apart from being a tool for smart cities, this technology also involves a listener that
can precisely monitor shopping and street activity by tracking smartphones in their radius
using WiFi and Bluetooth. It detects them without the need to connect to any access
point, eliminating the participation of owners of mobile devices [43-46]. As a commercial
solution, Meshlium'’s cost varies and can range from around USD 2000 to over USD 5000 for
a full kit, including additional sensors [47]. This price range makes the technology highly
unaffordable for small companies or people who want to use it only a few times and do not
need accurate data. Thus, there is a market gap for a new low-cost solution.

Libelium’s smartphone monitoring solution [48] is a powerful tool that can be used in
a variety of industries and applications. One potential use case scenario for this technology
is in the retail industry. Imagine a retail store that wants to track customer behavior and
gather data on foot traffic patterns, dwell time, and engagement with different products.
The store could use Libelium’s solution to place Bluetooth beacons throughout the store
and track the movement of customers’ smartphones as they shop. This data could be used
to optimize the store layout, identify high-traffic areas, and determine which products are
most popular among customers.

Another use case scenario is in the field of smart cities. The solution aided in monitor-
ing the movement of people and vehicles in a city to gather data on traffic patterns, parking
occupancy, and crowd density. This data can be used to optimize traffic flow, plan public
transportation routes, and improve the overall efficiency and livability of the city. In the
industrial sector, Libelium'’s solution is applied to monitor the movement of workers and
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equipment on a factory floor. This data can be used to optimize the production process,
identify bottlenecks, and improve overall efficiency.

Libelium’s smartphone monitoring solution provides valuable insights into customer
behavior, traffic patterns, and worker movement, which can optimize operations, im-
prove efficiency, and ultimately boost the bottom line for businesses and organizations in
various industries.

3. Prototype

In order to prove that such a Bluetooth logging solution is possible, a prototype
application was developed. The proposed prototype solution consists of an Android
mobile application and a cloud service responsible for storing and processing data. The
solution also handles visualization of the statistics on the presence of devices (Bluetooth
technology users).

3.1. Technology Overview

Java programming language was chosen for the mobile application implementation as
it remains the official language recommended by Google and can be used without the fear
of becoming outdated soon [49]. During the development, Intelli] IDEA integrated devel-
opment environment was used as it offers full integration with Android tools developed by
Google [49]. One of those tools is Android Profiler, a custom resource management moni-
tor. The Gradle building system was used to compile and prepare the Android package.
In the development process, a few additional dependencies were used to speed up the
process by reducing the boilerplate code and taking care of some Android-related concerns.
These include:

e Lifecycle package—for building lifecycle-aware components that automatically adjust
to the current state of the application;
Room Persistence Library—to take care of the SQLite database of the application;
Azure Mobile SDK—to connect to the REST API provided by the Microsoft Azure
cloud service;

e  Easy Permissions—to properly ask the end user for needed permissions.

The foundation of the cloud database platform [50-54] is the Microsoft SQL Server
database. Around it, the rest of the Azure platform [55-57] is built, consisting of an
administration web portal (Figure 4).

The Smart Locator application was tested on Bluetooth 5 version, but it can be easily
adapted to the other or newest Bluetooth versions.

To locate Bluetooth devices to collect customer information, the following steps can
be taken:

e  Develop a mobile application: The first step is to develop a mobile application for
the Android operating system that is compatible with all system versions from 5.0
Lollipop and above. The application should use Bluetooth 802.15.1 technology [9] to
detect nearby Bluetooth-enabled devices and log their relative position.

e Implement a prototype: Once the mobile application is developed, a prototype should
be implemented to test its functionality and performance. The prototype should
provide a convenient interface for users to view and analyze the collected data.

o  Collect data: The mobile application should be deployed on the business premises,
and the Bluetooth-enabled devices’ relative position should be logged for a spe-
cific timeframe. The collected data should be stored in a cloud-based database for
further analysis.

e Analyze data: The collected data can be analyzed to gain insights into customer
behavior, such as their presence in specific areas of the business premises at particular
times. The data can be used to optimize business operations, such as improving the
coverage and reliability of the Wi-Fi network or measuring the number of people
passing by a shop.
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<<Observe>> [ [ <<Notifiy>>

To improve the proposed solution, the following new methods can be implemented:

Use machine learning algorithms: Machine learning algorithms can be used to ana-
lyze the collected data and provide more in-depth insights into customer behavior.
For example, clustering algorithms can be used to group customers based on their
presence in specific areas, and regression algorithms can be used to predict future
customer behavior.

Use other wireless communication technologies: the mobile application can be de-
signed to support other wireless communication technologies, such as Wi-Fi or RFID,
to provide more accurate location data.

Integrate with other business systems: the mobile application can be integrated with
other business systems, such as point-of-sale systems or inventory management sys-
tems, to provide a more comprehensive view of customer behavior.

Enhance data privacy and security: to protect customer privacy, the mobile application
should be designed to collect only anonymous data, and the cloud-based database
should be secured using encryption and other security measures.

MainActivity

View

N

S[wenaa] DeviceViewModel ViewModel

‘ 1
S

\Azure Mobile App SDK}

~

Room database
BtDevice

-

BiDavces BtDeviceDao J REST API

p

<<External>>

\_ Y, Cloud Service

Figure 4. Simplified diagram of the Smart Locator application structure and data flow (own source).

3.2. Architecture Model

The proposed solution is built according to the MVVM architectural pattern. Accord-

ing to this pattern, the application is divided into three parts [58]:

The model—is responsible for data, current state, and business logic. It should not be
tied to other components so it can be reused in other contexts;
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e  The view—is in charge of displaying the user interface (Ul), taking advantage of data
binding, which reduces the amount of code needed to connect the view and the model
by being bound to observable variables in the ViewModel;

e  The ViewModel—wraps around the model to allow the view to pass events to the
model and provide the observable data needed by the view, without actually being
tied to it.

Figure 4 presents the general of the application in a simplified manner. It clearly
presents the MVVM pattern implemented [58] in the application and two databases: one
on the mobile device for storing local data with the SQLite database and the other on the
Azure platform that communicates with the mobile application via REST API provided
by Microsoft.

View. During the implementation, the emphasis was put strictly on functionality,
performance, and resource management. The app launches directly to the screen, where
every option is available. Upon pressing the switch, the Bluetooth turns on (if it is off), and
the scanning starts. The list is populated with new logs containing the device’s information,
such as the name, MAC address, type, RSSI [59], and detection time (Figure 5).

]

BT Logger Scanon @ *

Nokia 301 Dual

2019.01.15 00:14:56

CLASSIC

Nokia 301 Dual
CLASSIC

2019.01.15 00:14:47

Nokia 301 Dual
CLASSIC

2019.01.15 00:14:24

Figure 5. The main screen of the Smart Locator app presents a list of detected devices and their
information (own source).

The instance variable added to every log sent to the cloud database makes it possible
to run the application on several devices and distinguish data. This way, more accurate
localization data can be gathered after properly arrogating the working environment.

Finally, we can set the minimum signal strength, where the default value is 100,
representing a weak strength signal of —100 dBm (Figure 6).

The application remembers the currently set number, so the proper starting value is
displayed every time the dialog is opened.

Model. The internal data storage is implemented via an SQLite database, which
stores entities named BtDevice. The Data Access Object (DAO) BtDeviceDao is responsible
for communication with the Repository class, which connects the ViewModel part of
the application. The Room Persistence library was crucial for the implementation and
management of the storage, as a big part of the code is auto-generated, leading to a massive
reduction of boilerplate code.

In the project, the internal database displays records on the screen as the LiveData
class stores the entities inside it and offers convenient notifications whenever data changes.
For the external storage, a cloud SQL database named BT_Database is responsible. The
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communication between the application and the cloud service is implemented using Azure
Mobile App SDK. However, it was not necessary to implement a bipolar solution.

Set the minimum signal
strength:

Smaller value represents stronger signal

CANCEL SET

Figure 6. Dialog window that allows changing the minimum signal strength needed to save a device
detection log (own source).

The Repository class is the most critical component of the model, which is in possession
of the BtDeviceDao and the MobileServiceTable<BtDevice> object that is used to pass data
to the cloud database; it handles all the communication with the ViewModel and operates
the BtService that is the main element of the application’s functionality.

ViewModel. The ViewModel, in the case of this project, consists of only one class,
BtDeviceViewModel, that, as it is supposed to be, is responsible for providing data to
the view and for passing events from the user interface to the model. LiveData residing
in the class can be accessed through the public method, which exposes data to allow
its observation.

3.3. Cloud Configuration

The mobile application service used in the solution is based on Node.js and is auto-
matically created by the Microsoft Azure platform. Most importantly, it could be easily
configured through the user-friendly interface available on the website and provides a
REST API that can be used to connect the mobile application with the database in the cloud.
For the needs of this prototype, a straightforward SQL database consisting of only one table
(presented in Figure 7) was enough to provide all the necessary functionality.

Moreover, the application service created it automatically based on the data received
from the application on its first connection. If any changes occur in the structure of the data
that is being received, the platform will try to alter the database accordingly.
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¥ EH dbo.BtDevice
‘ id (PK, nvarchar, not null)
E createdAt (datetimeoffset, not null)
@ address (nvarchar, null)
g name (nvarchar, null)
@ rssi (float, null)
Etype (float, null)
E updatedAt (datetimeoffset, not null)
g instance (nvarchar, null)
Eversion (timestamp, not null)
Edeleted (bit, not null)
gtimeln (datetime, null)

Figure 7. BtDevice table schema (own source).

3.4. Resource Management

Mainly thanks to multithreading and a ViewModel, the application is highly resource
efficient. According to the Android Profiler resource management tool, the CPU and
network usages are marginal (Figure 8), and the performance of the prototype is astonishing
owing to the lack of the need to create new Views every time data has to be displayed in
the list—instead, they are cached. What is more, no memory leaks were detected.

MEMORY

—— Sendingid KBis Receivingd KB/s

12m25.00s

Figure 8. A fragment of the Android Profiler window showing the resource consumption of the Smart
Locator app. Peaks visible in the network section on the bottom represent moments of detection
(own source).

4. Testing Procedure for Bluetooth Devices

To test the solution, three devices should be used with nearly identical hardware in
terms of Bluetooth. Initially, the environment needed to be appropriately set up. The room
where the tests are held has two entrances—next to where each logger was placed. The
room is 9 X 6 m. In the beginning, a third device is put at different distances from the
first logging smartphone, and real distances between them are measured to link them to
corresponding RSSI values. The same action should be repeated with the second logger.
During all of the tests, the same database table should be used. However, after each of
them, the data is backed up in a separate table to avoid confusing the results, and the main
table was cleared. All tests should be repeated at least three times.



Electronics 2023, 12, 1993

13 of 20

4.1. Testing Environment for Smart Locator App’s Presence Detection Using Bluetooth-Enabled
Device Logger

In the first stage, only one device is used as a logger. The minimum signal strength
should not be limited. Thus, all discoverable devices appearing in the range are registered.
This use case is to imitate the situation when the Smart Locator app serves as a means to
provide insight into the presence of people in a particular area in a specific timeframe. The
schema of the testing environment is shown below (see Figure 9).

_‘7"( o~
(]

Q-

Figure 9. Schema of the testing environment—first stage (own source).

A user with a Bluetooth-enabled device enters a classroom through the door closer to
the logger. Next, he walks towards the opposite side of the room, stopping for 1 min in the
middle. Eventually, he leaves through the second door.

4.2. Testing Environment for the Smart Locator App—Second Stage with Two Devices

In the second stage, an additional device with an instance of the Smart Locator app
running is added. It should be placed as shown on the schema (Figure 10). The ranges of
both devices are not limited. This led to the creation of a “common area” where two loggers
should register a user. In order to test the cooperation of two Smart Locator instances, a
user’s movement from the previous stage is performed once again. The goal is to obtain
more detailed data on the user’s relative position and its change during the test.
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Figure 10. Schema of the testing environment second stage, an additional device with an instance of
the Smart Locator app running (own source).

4.3. Smart Locator for Presence Monitoring and Tracking at a Limited Range

The last test covers a situation when the Smart Locator is used only to check if someone
passed through a particular spot or was present next to it. A solution like this could possibly
be used in museums to check if people are interested in an exposition or to check the
presence of students at a lecture. To achieve the desired effect, the range of the devices is
reduced to cover only a small area next to the door, as shown in Figure 11 (all responses
with RSSI [59] lower than minus 55 are ignored). A user enters the classroom, stops by the
door for a while, walks to the other side of the room, and leaves. This time the aim is to
register the time when he enters and if he stands by the door.
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Figure 11. Comparison schema of the testing environment—third stage; the approximate range of
devices marked in bluish color (own source).

5. Discussion

After successfully implementing a simple prototype that works, it is clear that the
Smart Locator application has huge potential for further development and deployment.
Key features and interesting aspects of Smart Locator are highlighted below.

5.1. Bluetooth Technology

The research has shown that Bluetooth 802.15.1 technology [9] can successfully log the
user’s relative position. Moreover, the characteristics of its operation allow the creation
of a resource-friendly and nonintrusive solution that does not require any actions to be
performed on the examined devices. Thus, it does not disturb their owners.

The basic mechanism of device detection already provides all the necessary infor-
mation to distinguish devices from one another and approximate the relative location.
Furthermore, those features turned out to be easily accessible in the Android operating
system making this combination an excellent choice.

5.2. Mobile Application

The Android mobile operating system has proved to be an excellent platform for creat-
ing an application using Bluetooth adapters and connecting with external APIs. During
the mobile application development, the focus was mainly on functionality and perfor-
mance (resource management). Although the user interface was designed to be simple
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and straightforward before the application deployment, some tweaks to the visuals would
be recommended.

The performance mentioned above was achieved with great success, after an in-depth
examination of the Smart Locator app prototype, both empirically and using the Android
Profiler resource monitor, no bugs related to the application were discovered. It was proved
that everything works as intended when the app is in the background or foreground or
when it gets killed by the system due to a resource shortage.

In order to develop the prototype into a commercial-grade solution, some additional
features are required. The most important is the ability to provide its connection string to
the database and possibly a login screen with the validation of credentials. It is necessary to
allow users to collect data from their personal Microsoft Azure database so they can actually
retrieve the statistics. It is not possible in the current application version, as all instances
are permanently tied to a single test database. Another feature that could be added is a
short tutorial on the first start of the application. It should include information on how
to use and configure the whole solution. For this purpose, a step-by-step list of actions, a
video, or both could be introduced. Since the system in its current form is dedicated to
experienced users with knowledge of SQL, additional links to tutorials on this language
could be provided for the rest of the potential users.

5.3. Cloud Service and Data Visualization

The Microsoft Azure Mobile Application Service, which was used in the solution,
serves its role exceptionally well. It was straightforward to set up and integrate with
the application while offering all the necessary features. It holds the cloud database,
handles the app service communication, and provides a query interface for the solution to
visualize the data. Regarding the current method for data visualization, a query interface
provided by the Azure platform is a very convenient tool for experienced users. It could
even be favoured over a visual interface as it provides endless possibilities for inquiry
customization. However, for basic users that do not need such flexibility, the final solution
should include a custom graphical interface with predefined queries. It could be in the
form of a webpage, a separate desktop application, or could be added as a second module
of the mobile application.

6. Conclusions

This research was conducted on Bluetooth 802.15.1 technology and its usage. As
a result, a model of a smart locating application was designed, and a prototype was
implemented. A two-component system was developed to provide information about
detectable devices’ relative position to create statistics on users’ presence in a particular
area in a specific timeframe. It consists of two components and does not require additional
specialized equipment. The first component is a mobile application, a native application
designed for the Android operating system. It is compatible with all system versions up
to 5.0 Lollipop and was written in Java. The prototype was developed in Intelli] IDEA.
The tool provides a convenient interface, and thanks to the built-in Gradle build toolkit,
additional libraries and packages could be easily integrated into the project. Using the
MVVM architecture design pattern led to a massive reduction of programming effort and
eliminated lots of boilerplate code.

The modular design of the app guarantees that Bluetooth technology can be easily
exchanged in favor of other technology if needed. The Android Profiler resource manage-
ment monitor helped to investigate the application for possible memory leaks, and the
GitHub extension allowed fast backups and a method to track changes in the code. The
application features all the functionality needed to serve the intended role as a means of
collecting data and takes advantage of the provided REST API to connect to a server. The
second component of the solution is the Mobile Application Service and the cloud database.
The choice of the Microsoft Azure platform proved to be a good one. A straightforward
step-by-step guide configured this part of the system relatively quickly. The integration of
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both components was straightforward, and no problems appeared during this process. The
current method involving a simple query editor is sufficient for working with the prototype
and provides full control over data.

The created system prototype confirms that, although there are not many solutions
working on a similar basis, 802.15.1 technology can already be efficiently used to log the
user’s relative position to provide statistics on the presence of people in a particular area
in a specific timeframe. Moreover, due to the increasing number of users that leave their
Bluetooth adapter active, it will only become more reliable.

An accessible solution for small businesses based on 802.15.1 technology is Bluetooth
Low Energy (BLE). BLE is a wireless personal area network technology that allows devices
to communicate with each other over short distances [33,34]. It is designed for low power
consumption and is suitable for small businesses such as retail stores, cafes, and restau-
rants. BLE can be used to create location-based services, proximity marketing, and indoor
navigation, making it a valuable tool for small businesses looking to improve customer
engagement and increase sales. Additionally, BLE-enabled devices such as smartphones
and tablets can be used for point-of-sale transactions, inventory management, and other
business operations, making it a versatile and cost-effective solution for small businesses.

Future works. Possible future lines of research opened with this research are:

e Integration of other technologies. Although the developed prototype application was
based on Bluetooth 802.15.1 technology, the modular design of the app allows for easy
integration with other technologies. Future research could explore the integration
of other technologies, such as Wi-Fi or GPS, to further improve the accuracy and
reliability of the smart locating application.

e  Expansion of the application’s functionalities. The smart locating application designed
in this research provides valuable statistics on users’ presence in a particular area
in a specific timeframe. Future research could focus on expanding the application’s
functionalities to include features such as indoor navigation, proximity marketing,
and personalized recommendations based on users’ behavior patterns.

e  DPoint-of-interest data. The authors highlighted important future implications of BLE,
including location-based services, proximity marketing, etc. By adding on to this point,
coupling Bluetooth Low Energy technology with POI data could be very useful for
similar future applications, including BLE-POI-based route planning and recommen-
dation. It can also be a good alternative to GPS technology.

e Improving the accuracy of the application. The accuracy of the smart locating ap-
plication depends on various factors, such as signal strength and interference from
other devices. Future research could explore techniques to improve the accuracy of the
application, such as machine learning algorithms and signal processing techniques.

e  Security and privacy concerns. As the smart locating application collects data on users’
presence and behavior patterns, it is essential to address security and privacy concerns.
Future research could focus on developing secure and privacy-preserving solutions to
ensure the protection of users’ data.

e  Commercialization and real-world deployment. The developed prototype application
was designed as a foundation for further commercial development. Future research
could focus on the commercialization and real-world deployment of the application,
including its integration with existing business systems and processes, and user
acceptance testing.

This paper achieves this by stating that the proposed solution was implemented as
a prototype, which confirms that 802.15.1 technology can be efficiently used to log the
user’s relative position. The modular design of the app ensures that Bluetooth technology
can be easily exchanged in favor of other technology if needed. The developed prototype
application was designed as a foundation for further commercial development. This paper’s
main contribution is proposing a simple and accessible solution for small businesses to
gather statistics on the presence of their customers by leveraging Bluetooth technology and
a mobile application.
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