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Abstract: A mobile ad hoc network (MANET) is an infrastructure-less network where mobile nodes
can share information through wireless links without dedicated hardware that handles the network
routing. MANETs’ nodes create on-the-fly connections with each other to share information, and they
frequently join and leave MANET during run time. Therefore, flexibility in MANETs is needed to
be able to handle variations in the number of existing network nodes. An effective routing protocol
should be used to be able to route data packets within this dynamic network. Lacking centralized
infrastructure in MANETs makes it harder to secure communication between network nodes, and this
lack of infrastructure makes network nodes vulnerable to harmful attacks. Testbeds might be used
to test MANETs under specific conditions, but researchers prefer to use simulators to obtain more
flexibility and less cost during MANETs’ environment setup and testing. A MANET’s environment
is dependent on the required scenario, and an appropriate choice of the used simulator that fulfills
the researcher’s needs is very important. Furthermore, researchers need to define the simulation
parameters and the other parameters required by the used routing protocol. In addition, if the
MANET’s environment handles some conditions where malicious nodes perform network attacks,
the parameters affecting the MANET from the attack perspective need to be understood. This paper
collects environmental parameters that might be needed to be able to set up the required environment.
To be able to evaluate the network’s performance under attack, different environmental parameters
that evaluate the overall performance are also collected. A survey of the literature contribution is
performed based on 50 recent papers. Comparison tables and statistical charts are created to show
the literature contribution and the used parameters within the scope of the collected papers of our
survey. Results show that the NS-2 simulator is the most popular simulator used in MANETs.

Keywords: AODV; DSR; MANET attacks; MANET configuration parameters; MANET evaluation;
MANET simulators; NS-2; OLSR

1. Introduction

MANETs’ nodes create on-the-fly connections with other network nodes without a
need for existing infrastructure. These established connections allow all nodes to exchange
information and forward packets between each other [1]. Each node contributes to the
network by acting as a router that forwards data packets between the source node and the
destination node [2].

Before researchers proceed with the setup and testing of a MANET environment, they
should be able to select a suitable simulator. Researchers need to know the simulator’s key
features, and the points of strength and weakness of each simulator to select the simulator
which fits the required MANET environment. In this paper, a comparison between the
universally used simulators in the MANET is covered.
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After selecting the simulation tool, researchers need to understand the different param-
eters that affect the behavior of MANETs. The efficiency of the network’s performance is
dependent on the defined environment parameter sets. In this paper, three main categories
of parameter sets are defined as follows: (1) simulation parameters are the list of parameters
related to the simulation tool where these parameters control the overall network definition,
for example, simulation area, simulation time, and the mobility speed of nodes; (2) routing
parameters control the routing protocol mechanism; and (3) attack parameters control the
effect of malicious nodes on network performance. The performance measurements of a
MANET are achieved using evaluation metrics used to evaluate the network’s efficiency.
In this paper, evaluation metric terms are also described. Figure 1 depicts the MANET
simulation environment.
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Figure 1. MANETs’ simulation environment.

An abundance of the literature covered the effect of changing different environmental
parameters on MANETs’ performance. In this paper, a survey of 50 recent papers that
cover the literature contribution is collected. The main contributions of this paper are
summarized as follows:

1. The commonly used simulation tools in a MANET are described, covering the advan-
tages and disadvantages of each. Additionally, statistics on the percentage of usage of
these simulation tools are collected against 50 recent papers.

2. Thelist of routing protocol parameters that control the routing behavior is provided for
three routing protocols. Comprehensive flowcharts for the covered routing protocols
are provided. Additionally, the routing parameters’ usage statistics against 50 recent
papers are presented.

3.  The simulation parameters used to define a MANET environment are collected,
illustrating the usage of each, and statistics on the literature usage percentage of
the simulation parameters are covered. The literature range of values used for each
simulation parameter is also provided.

4. The main parameters that influence the MANET performance under attack are covered,
a list of common attack types on a MANET is collected, and the percentage of usage
is shown.

5. The evaluation metric terms used for a performance analysis of MANETSs are described.
Additionally, statistical tables are collected to show the used environment parameters
in our survey papers.

The remainder of the paper is organized as follows. Section 2 is an introduction to
different routing protocols in MANETs and their related routing parameters. In Section 3,
the list of simulation tools that support MANETS is covered, as well as the simulation
parameters and attack parameters that affect MANETs” performance when under attack.
Section 4 covers different evaluation metrics used to analyze the network’s performance.
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In Section 5, the literature contribution is presented. Finally, conclusions and future work
suggestions are presented in Section 6.

Table 1 summarizes the abbreviations of terminologies used in this paper.

Table 1. The list of abbreviations.

Notation Meaning
MANETs Mobile ad hoc networks
AODV Ad hoc on-demand distance vector
DSR Dynamic source routing
OLSR Optimized link state routing protocol
RREQ Route request
RREP Route reply
DPC Delete period constant
RERR Route error
TC Topology control
MPR Multipoint relays
mph Mile per hour
DB Decibel
DDoS Distributed denial of service
THPT Average throughput
AETED Average end-to-end delay time
PDR Packet delivery ratio
PLR Packet loss ratio
ROR Routing overhead ratio
NRL Normalized routing load
NL Network load

2. Routing in MANETs

In MANETs, each node is responsible for packet forwarding on behalf of the source

node, and it also initiates routing discovery mechanisms to discover its neighbors in the
network, then find the best route to reach a destination node [3]. When a new node joins
the network, it announces itself by broadcasting a hello message to all neighbors and starts
learning about the network [4]. In addition, each node holds a routing table database to
maintain a record of the current network nodes as well as the number of hops to reach
each node inside the network [5]. There are a multitude of routing protocols related to
MANETs’ discovery and data forwarding. The three main categories for routing protocols
in MANETS: are as follows:

Proactive routing protocols: For example, OLSR, each node maintains its routing table
by periodically updating its information [6]; this increases network overhead. On the
other hand, routes will always be available with a minimum delay. Proactive protocols
provide better performance than reactive protocols as each node continuously updates
its awareness of network changes. When a request is received, the packet forwarding
procedure is directly handled.

Reactive routing protocols: For example, AODV and DSR, when a source node tries
to perform a packet transmission, it initiates a route discovery mechanism to know
how to reach the destination. After the route is determined and updated in the routing
table, the packet is forwarded [7]. Reactive protocols have minimal network overhead,
but there is a delay time consumed in the route discovery.

Hybrid routing protocols: For example, ZRP, the close local neighbors to a node
are periodically updated, and the global nodes that are not direct neighbors will be
updated on demand such as in reactive routing protocols [8].

This paper describes the AODV, DSR, and OLSR routing protocols and the related routing

parameters for each. Figure 2 shows a simple classification of the MANETs’ routing protocols.
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Figure 2. MANETSs’ routing protocols classification.

2.1. AODV Routing Protocol

AODV is a reactive routing protocol used for MANETs where mobile hosts provide a
packet forwarding service acting as an intermediate node between source and destination.
In AODYV, each node acts as a router and their local routing tables are updated on demand
when a request to forward a packet is received or the node is the packet originator [9].

To maintain connectivity between a node and its neighbors, a discovery mechanism is
used. AODV discovery mechanism is used to increase the response time for new requests.
The route discovery mechanism is initiated by transmitting a RREQ packet to neighbors,
asking them to search for the shortest path to the destination. This mechanism increases
node awareness with the smallest number of hops needed to reach the destination node.
When an intermediate node receives a RREQ, it rebroadcasts the RREQ to all neighbor
nodes only in case it does not have a direct connectivity link with the destination node [10].

When an intermediate node has a fresh route to the destination node and the RREQ
conditions are fulfilled, the intermediate node sends a RREP in the backward direction to
the source. During the forward and reverse path of RREQ and RREP packet forwarding, all
intermediate nodes update their local routing table with the latest information contained in
the forwarded packet [11].

Each routing table entry contains the following information fields [12]:

Destination node address;

Number of hop counts to reach the destination;
Intermediate nodes address;

Route entry expiry time;

Destination node sequence number.

G LN

When the source node receives the RREP packet, it can begin sending the data needed.
If the source node is out of a MANET’s range during the active route request, it can initiate
another route discovery request with a different request identification.

To ensure that connectivity is present between neighbors, each node periodically
sends a hello message. A hello message is a type of RREP packet that is used to announce
the node’s existence inside the network. If a node has not participated in any packet
forwarding or has not sent a hello message for a specific period, the link toward this node
will be considered broken. The broken node neighbors send RERR packets to their active
neighbors in the network to invalidate any existing route that uses this broken node ‘as
an intermediate node’ in data forwarding [13]. The AODV routing protocol flow chart is
illustrated in Figure 3.
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Figure 3. The AODV routing protocol flowchart.

A mobile node holds AODV configuration parameters with default values to control

routing protocol operations. The main configuration parameters that affect the AODV
protocol are as follows [14]:

Network diameter: The network diameter value sets the maximum number of hop
counts between two nodes in MANETs. The network diameter default value is up to
thirty-five hops at most as per RFC 3561 standard.

Node transversal time: The node transversal time is the estimation of packet transver-
sal time between two neighbor nodes; this estimation should consider the network,
processing, and transfer delay time. The default configuration time is 40 ms.
Network transversal time: The network transversal time is the expected time between
sending the RREQ packet and the reception of the RREP packet as per the equation [14]:

NetworkTransversalTime = 2 x NetworkDiameter x NodeTransversalTime )

Route request retry: If a route reply is not received by the source node within the
maximum network transversal time, the source node can retry to request the route
discovery again for a maximum route request retry times. If the route discovery exceeds
the route request retry times, the destination node should be considered unreachable.
The default value for the route request retry parameter is equal to 2 retries.

Blacklist timeout: When the RREP transmission from node A to node B fails, node A
records node B in its blacklist buffer. During this blocking time, node A discards any
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RREQ from neighbor node B until the blacklist timeout is reached. After the blacklist
timeout expires, node B is removed from the blacklist [14].

BlackListTimeout = RouteRequestRetry x NetworkTransversalTime (2

e Route request rate limits: The route request rate limit is the maximum number of
RREQ packets for the source node to originate per second. The route request rate
limit’s default value is ten packets per second.

e  Active route timeout: The neighbor node is recorded in the routing table and consid-
ered an active node when the active route timeout is not exceeded. When a neighbor
node is active, the recorded route to this neighbor should be used [15]. The active
route timeout default value is 3000 ms.

e  Hello interval: All MANET nodes should reveal their existence in the network within
a hello interval time [16]. If a node does not contribute to the routing activities for a
hello interval time, it should broadcast a hello message with TTL = 1. Hello interval
default value is set to be 1000 ms.

e Allowed hello loss: If a node does not receive any contribution to routing activities
from its direct neighbor node for more than (HelloInterval x AllowedHelloLoss), the
node should assume a link failure to this neighbor [17]. The allowed hello loss default
value is two link failures.

o  DPC: After the delete period constant time is expired, the expired route will be deleted
from the routing table [18]. The default value for DPC is 5 s.

Table 2 summarizes all AODV configuration parameters and their default values.

Table 2. AODV parameters’ default values.

AODYV Parameter Default Value
NetworkDiameter 35 hops
NodeTransversalTime 40 ms
NetworkTransversalTime 1400 ms
RouteRequestRetry 2 retries
BlackListTimeout 2800 ms
RouteRequestRateLimits 10 packets/s
ActiveRouteTimeout 3000 ms
Hellolnterval 1000 ms
AllowedHelloLoss 2 times
Delete Period Constant 5s

2.2. DSR Routing Protocol

DSR is an efficient reactive routing protocol for MANETs. Each data packet contains a
header that carries the IP address of all intermediate nodes between a source node and a
destination node. The DSR header holds the sequence of hops to reach the destination [19].

In DSR, each node holds a cache memory to store the routing information needed for
all MANET nodes; a source node can also cache multiple routes to the same destination.
This mechanism allows the routing of data packets to be much more rapid in comparison to
other MANETSs’ routing protocols. There is no need for periodic packets in DSR to minimize
network overhead [20]. The DSR protocol is divided into two mechanisms: route discovery
and route maintenance [21].

The route discovery mechanism is initiated when a source node does not hold the
needed routing information to reach the destination node. The source node broadcasts
a RREQ message to all neighbors within the source’s wireless range to initiate a route
discovery. The RREQ message contains the following information:

1.  source node identifier;

2 destination node identifier;

3. route request identifier;

4. record listing the address of all intermediate nodes.
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A route maintenance mechanism is issued when the cached route to a destination is no
longer valid. When a link to the destination node is broken, the source node can try using
another cached route to this destination or it can initiate a route discovery mechanism to
find new routes and update the cache. Figure 4 depicts the DSR routing protocol flowchart.
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Figure 4. The DSR routing protocol flowchart.

When the destination node receives a RREQ), it examines the route back again to
the source node, then it returns a RREP message that holds the accumulated record list
back again to the initiator. If the examination of the reverse path to reach the source node
fails, the destination node should broadcast a route discovery and then send the RREP
message after updating the cached route. The DSR protocol contains a set of configuration
parameters that could affect routing in MANETSs as follows [22]:

e  Discovery hop limit: The discovery hop limit value is defined as the limit to the route
request re-broadcast. If the first attempt of RREQ does not reach the destination node,
the default value of the discovery hop limit is 255 hops, and the minimum value is
one hop.

e  Broadcast jitter: The destination node should delay the RREP message by a random
value that does not exceed the broadcast jitter’s maximum delay time. The broadcast
jitter default value is ten milliseconds.

e Route cache timeout: The route cache timeout is associated with each route entry in
the cache [23]. When the timeout is reached, this means that the related route is not
used and needs to be deleted from the node’s cache. Route cache timeout default
value is three hundred milliseconds.
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e  Send buffer timeout: When a packet cannot be transmitted to the next-hop node, this
packet is queued inside a buffer to try sending it when possible. Send buffer timeout
is the maximum time associated with a packet to be sent before being removed from
the send buffer. The default value for send buffer timeout is 30 s.

e  Max request period: After a route discovery attempt fails to find a route to the des-
tination node, the time between successive route discovery attempts doubles until
the maximum request period is reached. The default value for the maximum request
period time is 10 s.

e  Re-transmit buffer size: Re-transmit buffer holds the maximum number of packets
waiting for the next-hop reachability confirmation. If the buffer is not sufficient to
keep the new packet, this packet is discarded without notification. The re-transmit
buffer size defines the buffer size with a default value of 50 packets.

e Max maintenance re-transmission: The maximum number of re-transmissions for
a packet waiting for a confirmation from the next hop should be limited by the
configuration value of the max maintenance re-transmission parameter. The default
value is only two transmissions.

Table 3 summarizes the DSR configuration parameters with their default values.

Table 3. DSR parameters’ default values.

DSR Parameter Default Value
DiscoveryHopLimit 1 hop
BroadcastJitter 10 ms
RouteCacheTimeout 300 ms
SendBufferTimeout 30s
MaxRequestPeriod 10s
RetransmitBufferSize 50 packet
MaxMaintenanceRetransmit 2 times

2.3. OLSR Routing Protocol

OLSR is a proactive routing protocol that is based on the periodic exchange of control
packages to maintain the network topology [24]. Routes to neighbor nodes should be
available when needed. OLSR reduces the control packet data rate by only declaring
a subset of the neighbors [25]. MPR nodes in most cases are neighbor nodes that are
only two hops away with bidirectional links. Multipoint relays can only re-transmit the
received broadcast messages, and this technique reduces the useless broadcast messages’
re-transmission. Nodes that are not MPR normally process the received messages but do
not re-transmit the broadcast messages in MANETs.

In OLSR, a node periodically broadcasts a hello message with all information about the
node’s neighbors. This hello message allows the neighbors to know the one-hop neighbors
and their link state to create the neighbor’s table [26]. Additionally, using the information
contained in the hello messages, they learn the two hops’ neighbors to form the MPR
selector table.

To be able to identify the whole network topology and have better scalability, each node
periodically transmits another control message (TC) along with the periodic hello messages.
A TC message contains the MPR selector list of the transmitter, and this allows network nodes
to create their topology table. TC messages are only sent when a node senses a change in its
MPR table that needs to be advertised to other nodes with constraints on time between two
consecutive TC message transmissions. After receiving a TC message, the receiver should
maintain its topology table, either by creating a new entry record or by maintaining an existing
node record. Figure 5 covers the OLSR routing protocol mechanism.
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Figure 5. The OLSR routing protocol flowchart.

To be able to control the OLSR performance, some configuration parameters are used

below [27]:

Willingness: Willingness is a configuration parameter that specifies the node’s willingness
to forward traffic packets to other network nodes [28]. A node may change the willingness
during run-time based on conditions such as resource constraints and power limitations.
Willingness is an integer value with a range between 0 and 7. “WILL_NEVER = 0’ is the
lowest willingness value where this node must not be selected as a MPR for any node.
‘WILL_ALWAYS =7’ is the highest willingness for a node to advertise its willingness to
forward traffic on behalf of other network nodes. The default willingness value for a
node is ‘WILL_DEFAULT = 3.

Hello interval: Hello interval is the set periodic time between two consecutive hello
messages in seconds. The default value is 2 s.
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e TCinterval: This is the interval time in seconds between two consecutive topology
control messages that carry the connectivity information. The TC interval default
value is 5 s.

e  Refresh interval: Each node must cooperate in the network by sending a periodic hello
message before the refresh interval period reaches a timeout. A hello interval must be
smaller than or equal to the refresh interval. The default value for the refresh interval
parameter is 2 s.

e Neighbor hold time: Defines the link expiry time before declaring it as a broken
link [29]. The neighbor hold time default value is 6 s.

e Topology hold time: This is the timeout for the entries in the topology table before
being deleted [29]. The topology hold time default value is 15 s.

Table 4 summarizes the default values of OLSR configuration parameters.

Table 4. OLSR parameters’ default values.

OLSR Parameter Default Value
Willingness WILL_DEFAULT (3)
TClnterval 5s

RefreshInterval 2s

NeighbHoldTime 6s

TopHoldTime 15s
HelloInterval 2s

3. Simulation in MANETs

MANET technology is rapidly changing, and new protocols and mechanisms are contin-
uously proposed by researchers. Evaluating a network’s performance under different attacks
is important to be able to propose protection mechanisms. Therefore, a cost-effective method
that empowers researchers to set up and test MANETSs plays an important role in research.

3.1. MANETs Simulators

Simulators are software tools used to create a virtual environment that supports re-
searchers to set up and test a network’s performance under different conditions. Simulators
are GUI-driven tools used to set up a network environment and then perform different
attacks on the defined network, or make comparisons between a standard routing protocol
and a newly proposed protocol. Using the defined evaluation metrics, a simulator is also
capable of collecting the network’s results and evaluating the overall performance [30].

There is another method for developers to define and test MANETs using testbeds.
Testbeds are experimentation in-lab networks that researchers can set up using dedicated
hardware sets for this purpose. Testbeds lack the flexibility to define a MANET network,
as MANETs are dynamic networks where nodes continuously join and leave the network.
Additionally, the cost is much higher than software simulations to define a MANET using
testbeds.

To be able to select a suitable simulator, the researchers need to know the simulator’s
key features [31]. Table 5 is a comparison between the widely used simulators in MANETs.

Table 5. Comparison between simulation tools in MANETs.

Simulator

Languages

Name Supported Platform Support License Advantages Disadvantages
- Limited wireless mobility.
. - User-friendly and easy to - Not open source and
. . Commercial, Free
OPNET C, C++ Windows, Sun Solaris, Educational use. supported protocols are
’ RedHat Linux veationa - Provides additional limited.
License . .
supportive tools. - Expensive.

- Lack of energy model.
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Table 5. Cont.

Simulator Languages . .
Name Supported Platform Support License Advantages Disadvantages
Used by a wide number
of users. Documentation is poor.
. Extensive GUI interface. poor.
Windows, MacOS, and . Performance measures
OMNeT++ C++, NED - Open source Intelligence support.
any Unix-like systems . P are weak.
Rich C++ libraries. Does not cover all protocols
Parallelly distributed p '
simulation is supported.
The most used simulator Documentation is poor.
Windows, MacOS, for research. Simulation is ngt real-time.
. Good with complex Lack of supporting tools.
Ubuntu, Sun Solaris, , . R
NS-2 C++, OTCL ! Open source systems’ evaluation. Not suitable for large systems.
Fedora Linux, and any . e
Unisclik X Provides energy model. Difficult to use and poor GUL
nixchike systems Supports wired and High computational overhead
wireless networks. and memory usage.
Very fast simulator where
parallel simulation is
supported with real-time Lacks backward compatibility
scheduling. with NS-2.
NS-3 C++, Python MacOS, FreeBSD, Linux Open source Supports emulation. Virtualization support
Provides debugging traces. is limited.
Organized source code with Difficult to use.
low-level abstraction.
Good documentation.
Scalable and can handle very
Windows 07 g sy i Documemaion s eox.
GloMoSim C, PERSEC FreeBSD, Sun Solaris, Free . L R
. Parallel simulation Does not support end devices
Fedora Linux i A
environment. such as simulators.
Scalable simulation library.
Provides animation tools.
) Scalable and can handle very
" q T/2 er;(c;)ov;s fessional large systems with Slow interfaces.
QualNet an JAVA NT/2000/XP/ ro, essional, Commercial thousands of nodes. Difficult to install.
EXATA /cyber macOS, Sun Solaris, and S . ;
s upport wired and Expensive.
most Unix-like systems .
wireless networks.
Realtime simulator
Powerful simulator and
JIST/SWANS JAVA, Tl Windows,- ma-cOS, Sun Commercial suitable for simulating Featurgs not competing with
Solaris Linux real-world systems. other simulators.
Less memory usage.
Supports wired and wireless
i i ks.
J-SIM JAVA Windows, Sun Solaris Open source networks Worst execution time.

Linux

Reusable models with good
flexibility.

3.2. Attacks on MANETs” Routing Protocols

The MANET’s environment is dynamic and nodes continuously join and leave. An
attacker could easily take a critical location in the network to block data packets from being
delivered to the destination node. Moreover, a malicious node might produce a high-power
signal that covers a wide range of network nodes to introduce itself as the best routing
path to forward the packet between the source node and the destination node [32]. This
malicious node would then block the data packets from being forwarded to the destination
node. Such malicious activity leads to increasing the loss of important data packets, and it
is reducing the network’s overall throughput.

MANETs suffer from malicious activities where malicious nodes tend to impact the
routing protocol mechanism. The direct impact of the attacks on routing protocols is to
degrade the MANET’s performance. To disrupt the MANET routing protocol, attackers
tend to use several techniques such as follows:

1.  Routing table overflow attack: In this attack, the attacking node tends to crowd the
network by advertising several non-existing nodes to overflow the routing table [33].
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This prevents legitimate nodes from being aware of network nodes and routing their
packets normally.

Flooding attack: In a flooding attack, malicious nodes tend to waste network resources
such as memory, bandwidth, and battery by flooding the network with bogus packets [34].
For example, flooding RREQ packets prevents the MANET from functioning normally.
DDoS attack: In a DDoS attack, attackers tend to keep the targeted legitimate node
busy by continuously requesting RREQ messages from collaborative attackers at the
same time without respecting the TTL time [35].

False removal of working route: In this attack, the malicious node advertises a false
state of the link with the destination node as if the link is broken. This enforces
the source node to re-initiate route discovery protocol to find another path to reach
the destination. Additionally, it slows down packet transmission. False removal of
working route attack could be used with another collaborative attack to isolate the
targeted legitimate node from MANET.

Node isolation attack: Attackers isolate an innocent node by blocking routing informa-
tion about this targeted node from the entire network [36]. This leads to an ignorance
of the presence of this innocent node.

Routing table poisoning: In this attack, the attacker sends false RREQ packets with
a higher sequence number to force all nodes to delete the old genuine route to a
destination and update this route with a corrupted one.

Blackhole attack: The attacker tends to change the routing protocol packets to be the
best route known for a targeted destination, and when it is requested to forward data
packets to the destination node, it starts discarding the received packets to slow down
the network performance [37].

Grayhole attack: Grayhole attack is an instance of a blackhole attack where an attacker
selectively drops some data packets and normally forwards others [38], or drops all
packets but only at a certain time. This makes the attack difficult to detect.
Wormbhole attack: In a wormhole attack, two attacking nodes cooperate where one
attacker at a specific location encapsulates some packets and tunnels them to the second
attacker, bypassing all intermediate nodes to introduce itself as the fastest route to a
destination and then drop the data packets later [39]. It can also be used to replay the
received data packets in the other side of the network to disrupt the routing protocol.
Rushing attack: In a rushing attack, the malicious node sends RREQ messages with
high-power transmission to introduce itself as the shortest path to any destination
with only one hop count [40], this manipulates all network nodes to use this routing
path. The rushing attack is most likely used alongside another attack such as dropping
the network packets that need forwarding.

3.3. Simulation and Attack Parameters

Researchers need to understand the different parameters used to control the MANET

simulation environment, as well as the parameters that affect the network’s behavior under
attack. The list of simulation and attack parameters is described as follows:

Maximum simulation time (s): While running any simulator, a simulation time param-
eter is set to stop the simulation after this timeout is reached [41]; for more accurate
results it is preferred to increase the simulation time.

Medium packet rate (packet/s): To avoid interference and packet loss between nodes
due to the wireless medium limitation, a packet rate ratio should be pre-set between all
MANET nodes. This parameter depends on the road capacity (number of nodes/mile),
the available frequency used for packet transfer, and the used wireless protocol (ex. IEEE
802.11) [42].

Mobility speed of nodes (m/s): MANET nodes do not have a fixed location, which
means that they are moving from one place to another at varying speeds. The speed
of nodes affects the result of the simulation.



Electronics 2023, 12, 1956

13 of 28

Nodes’ mobility movement pattern: The mobility pattern of mobile nodes in a MANET
comprises one of the following patterns: (1) random way mobility, (2) linear mobility
in a straight line, (3) circle mobility, and (4) stationary mobility for fixed nodes across
the network.

Number of intermediate nodes: Increasing the number of intermediate nodes that forward
packets between source nodes and destination decreases the routing protocol performance.
Number of source nodes: In MANETS, source nodes initiate packet transmission
procedures; increasing the number of source nodes in MANET will overload the
channel with more packets overhead.

Number of malicious nodes: Increasing the number of malicious nodes in MANETs
decreases overall network performance.

Position of intermediate nodes: The position of intermediate nodes inside MANETs
affects the performance. As the number of intermediate nodes between the source
node and the destination node increases, network performance increases.

Position of malicious nodes: Attackers tend to take a good physical position between
source and destination nodes to be able to perform the planned attack and drop the
network packets.

Data packet payload (byte/packet): Data packet payload is the percentage of real data
bytes (excluding the control and header data bytes) divided by the overall packet size in
bytes. The data packet payload is an indication of the actual gain from packet transmission.
Simulation area: Simulates the MANETs network coverage area in m2. The simulation
area reflects on the density of nodes inside the network, which impacts the routing
protocol mechanisms.

Antenna type: The following are the antenna types and properties used for wireless
communication: (1) the isotropic antenna transmits equal signal power in all directions;
(2) the omnidirectional antenna transmits equal power in all horizontal directions,
decreasing to zero along the vertical axis; and (3) the directional antenna transmits
only in one direction at a specified angle.

Transportation protocol type: Transport protocol is based on two types: (1) the TCP
protocol is a connection-oriented protocol that requires a connection establishment
between the sender and the receiver first before sending data packets. This leads to
a more secure and guaranteed delivery of data packets. On the other hand, the TCP
protocol slows down packet delivery due to the needed overhead of handshaking.
(2) UDP is a connectionless protocol that needs no connection establishment, which is
faster but less reliable for packet delivery.

Transmission power: Each node needs to configure the transmission power that defines
the range that this node could reach in one hop. Increasing transmission power leads
to more coverage, but also means more energy consumption and quick battery drain.
Mobility speed of malicious nodes: MANETs have a dynamic network structure,
which means that at certain times the network consists of some nodes that could leave
the network after a while. Malicious node mobility speed is a key factor in affecting
network performance. The attacker could use its speed to target an innocent node and
isolate it from the network by simply taking a position between this innocent node
and the destination node while traveling.

Transmission power of malicious nodes: The power of transmission for a malicious
node could be valuable when the attacker aims to introduce itself as the shortest path
between source and destination nodes. This malicious node can then drop the network
packets later.

Figure 6 summarizes the different types of MANETs” parameters.
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Figure 6. The different types of MANETSs’ parameters.

4. Evaluation Metrics and Performance Analysis in MANETs

Different evaluation metrics are used to define the characteristics of the MANET
performance under certain conditions. After researchers set up the simulation environment
and define the parameters needed to control the MANET environment, the results of the
simulation tool need to be evaluated. To analyze the network performance, some metrics
are used as follows:

e  THPT: Throughput is the rate of successfully delivered packets that reached the
receiver node per time slot [43]. Throughput is affected by topology changes, noise
on communication links, the power of transmission from the source node, and the
existence of malicious nodes affecting the throughput ratio.

e AETED: Average end-to-end delay is the average time taken to send a packet to the
destination node [44]. This delay is due to many reasons such as route discovery
queuing and process latency, delays caused by wireless links, and processing delays at
both the sender and the receiver sides.
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e  PDR: Packet delivery ratio is the ratio of packets that are received by the destination
across the overall transmitted packets from the source node [45]. The packet delivery
ratio represents the maximum throughput that can be achieved by the MANET network.

e  PLR: Packet loss ratio is the opposite of PDR; PLR measures the total lost packets that
did not reach the destination node across the overall transmitted packets [46].

e  ROR: Routing overhead ratio is the size of control and header packets needed by the
protocol for route discovery and maintenance over the total data packets received by
the destination node [47].

e  NRL: Normalized routing load is the ratio between the total number of control packets
sent by a source node over the total number of data packets received by a destination
node [48]. An increase in normalized routing load metric indicates the efficiency of
the used routing protocol.

e  NL: The network load is the average amount of data packets that are being carried
by the entire network over time [49]. Increasing the network load ratio increases the
possibility of data collision in the wireless medium.

Figure 7 is a conclusion of the evaluation metric terms used in MANETs.

Evaluation
metrics

Figure 7. The different evaluation metrics used in MANETs.

5. Related Work

An abundance of the literature covered the effect of changing different environmental
parameters on MANETs” performance. Statistical analyses regarding the topics covered
by the researchers and the areas which require more attention in the future are performed.
All selected references share in common the AODV routing protocol. AODV protocol
is one of the widely used routing protocols in MANETSs [49] as it has a wide range of
advantages compared with other protocols. AODYV is loop-free and scales to a large
number of nodes, is adaptable to topology changes and responds to changes quickly,
supports both unicast and multicast transmissions, has a minimal routing overhead, and
has lower setup delay [50]. Some researchers conduct a performance analysis comparison
between the AODV routing protocol and other routing protocols such as OLSR and DSR
protocols, while other researchers focus on the performance of the AODV protocol under
attack. A part of the literature contribution focuses on analyzing the effect of changing
some parameters, such as mobility speed or network density, to analyze the effect of
changing such parameters on the AODV protocol. Furthermore, other researchers propose
enhancements to existing protocols while others propose new mechanisms for routing.

The current survey is based on 50 recent papers that share in common the AODV
routing protocol. Table 6 summarizes the used routing protocol parameters within the
scope of collected papers.

Out of 50 papers, only five references covered the effect of changing routing protocol
parameters on the overall performance. As shown in Table 7, the percentage of the usage
of routing protocols in MANETSs does not exceed 6% of the literature contribution. Other
routing parameters that are not mentioned in Table 6 were not used in the current survey
papers. More focus and contributions are needed from the literature to address the effect of
changing the routing parameters.
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Table 6. Survey on routing parameter usage in MANETs.
Reference Name Routing Network Node RREQ Max RREQ Active Route Delete Period
Protocol Diameter Transversal Time Retries Timeout Timeout Timeout
Observation of AODV Routing
Protocol’s Performance at
Variation in ART Value for AODV X X X - X X
Various Node’s Mobility [15]
Impact of Active Route Time Out
and Delete Period Constant on AODV, DSR - - - - X X
AODV Performance [18]
Comparative Performance
Analysis of AODV for CBR and
VBR Traffic under Influence of AODV B B B B X X
ART and DPC [23]
Performance Optimization of
MANET Networks through AODV, OLSR - - X X - -
Routing Protocol Analysis [51]
(x) parameter is used, (-) parameter is not used.
Table 7. Percentage of routing parameter usage in MANETSs.
Routing Parameter Papers Percentage of Usage
Network diameter 1 of 50 2%
Node transversal time 1 0of 50 2%
RREQ retries 2 of 50 4%
Max RREQ timeout 1 of 50 2%
Active route timeout 3 0f 50 6%
Delete period 3 0f 50 6%
Other parameters 0 of 50 0%

Some researchers analyzed the effect of attacking the MANET routing protocol under
different environments and attack scenarios. As shown in Table 8, the literature has placed
more focus on blackhole and grayhole attacks. Based on a study of the most common
attacks on the MANET network layer [52], the study shows that blackhole and grayhole
attacks are globally introduced to affect MANETs and they also have a high impact on
MANET performance. Table 8 compares the simulation and attack parameters used in the
collected papers.

Table 8. Survey on simulation and attack parameters usage in MANETs.

Mobility =~ Number of Number of

Reference Name Simulator Network Area Sm_i_‘il::tmn Speed Network Malicious értta(;k I’(;;)c::ekt I:/Z;e Nllvcl’}:(llh;y
¢ (m/s) Nodes Nodes P € €
Performance Analysis of
MANET under Grayhole Random
Attack Using AODV NS-2 1000 m x 850 m 1200 s - 10 1 Grayhole - waypoint
Protocol [1]
A Comparative Study of
Reactive, Proactive, and
Hybrid Routing Protocol in Qu;g\]et 400 m x 400 m 17 min 10 50 1,8 Wormhole - Ra“d"?“t
Wireless Sensor Network : waypom
Under Wormhole Attack [7]
Securing Blackhole Attacks
in MANETs using Modified Random
Sequence Numbes in AODV NS-2 500 m x 500 m 100's - [10-50] [1-10] Blackhole - waypoint
Routing Protocol [10]
Simulation-Based Study of Random
Blackhole Attack under NS-2 500 m x 500 m [20-100] s 0,50 [20-100] 0-1 Blackhole [5-25] waypoint

AODV Protocol [12]
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Table 8. Cont.

Reference Name

Simulator

Network Area

Simulation

Time

Mobility
Speed
(m/s)

Number of
Network
Nodes

Number of
Malicious
Nodes

Attack
Type

Packet Rate

(Packet/s)

Mobility
Model

Blackhole Attack Detection
in Vehicular Ad Hoc
Network Using Secure
AODV Routing
Algorithm [32]

NS-2

650 m x 1000 m

100's

100

Blackhole

Identifying the Impacts of
Active and Passive Attacks
on Network Layer in a
Mobile Ad Hoc Network: A
Simulation Perspective [33]

5s

10, 15, 20,
25,30

1,2

Blackhole,
Wormbhole,
Grayhole

An Effective Approach to
Detect and Prevent
Collaborative Grayhole
Attack by Malicious Node in
MANET [38]

NS-3

300 m x 1500 m

200s

50

0,10

Grayhole

Random
waypoint

Comparative Analysis of
Blackhole and Rushing
Attack in MANET [40]

1000 m x 1000 m

200 s

50

5,10,15,20

Blackhole,
Rushing

VRA-AODV: Routing
Protocol Detects Blackhole
and Grayhole Attacks in
Mobile Ad Hoc Network [43]

NS-2

3200 m x 1000 m

200s

100

Blackhole,
Grayhole

2 packets/s

Random
waypoint

A Dynamic Threshold-based
Algorithm for Improving
Security and Performance of
AODV Under Black-hole
Attack in MANET [45]

NS-2

750 m x 750 m

500 s

20

10, 60

0,1

Blackhole,
Grayhole

Random
waypoint

Defending Against Smart
Grayhole Attack Within
MANETs: A Reputation

Based Ant Colony
Optimization Approach for
Secure Route Discovery in
DSR Protocol [46]

200 m x 200 m

300s

Grayhole

Random
waypoint

A Novel Approach for
Mitigating Gray hole Attack
in MANET [47]

NS-2

750 m x 750 m

500s

5,15, 25,
35

48

0,1,2

Grayhole

Random
waypoint

Evaluation of Blackhole
Attack with Avoidance
Scheme using AODV
Protocol in VANET [53]

NS-2

650 m x 650 m

1000 s

20

0,1

Blackhole

Random
waypoint,
Highway,
City

Entity-Centric Combined
Trust (ECT) Algorithm to
Detect Packet Dropping
Attack in Vehicular Ad Hoc
Networks (VANETS) [54]

NS-2

3000 m x 3000 m

500 s

30

[100-600]

10, 20, 30, 40,
50, 60

Blackhole

Highway

Blackhole Attack Prevention
in MANET Using Enhanced
AODV Protocol [55]

GloMoSim
2.03

1600 m x 1600 m

1,5,10,
20, 50

20

Blackhole

1,2,4,6,8
packet/s

Random
waypoint

Design and Analysis of an
Improved AODV Protocol
for Black hole and Flooding
Attack in Vehicular Ad Hoc
Network (VANET) [56]

NS-2

3,5,10

Blackhole,
Flooding

Detection and Prevention of
Black Hole Attacks in Mobile
Ad Hoc Networks [57]

NS-2

1000 m x 1000 m

500 s

[0-20]

50

0,1,2

Blackhole

Random
waypoint

Gray Hole Attack Analysis
in AODV Based Mobile
Adhoc Network with
Reliability Metric [58]

NS-2

7000 m x 500 m

100s

5,10, 15,
20,25

50, 100, 150,
500

0,5,10

Grayhole

Random
waypoint

Effect of Wormhole Attacks
on MANET [59]

NS-2

1000 m x 850 m

1200's

5,30

0,2

Wormbhole

Random
waypoint

An Approach to Detect
Wormbhole Attack in AODV
based MANET [60]

NS-2

750 m x 750 m

10, 20, 50

0,1

Wormbhole

Random
waypoint

An Approach to Prevent
Gray-hole Attacks on Mobile
Ad Hoc Networks [61]

NS-2

750 m x 550 m

500 s

20, 30,40

Grayhole
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Table 8. Cont.

Reference Name

Simulation Mobility
Simulator Network Area Speed

Time (m/s)

Number of
Network
Nodes

Number of

Malicious
Nodes

Attack Packet Rate Mobility
Type (Packet/s) Model

A Novel Solution for
Grayhole Attack in AODV
Based MANETs [62]

NS-2 800 m x 800 m 50s 20

5,30

1,7

Grayhole - -

BP-AODV: Blackhole
Protected AODV Routing
Protocol for MANETs Based
on Chaotic Map [63]

NS-2 1000 m x 500 m 200s 20,25

25

Blackhole - -

Intelligent Detection of Black
Hole Attacks for Secure
Communication in
Autonomous and Connected
Vehicles [64]

NS-2 1000 m x 1000 m 500 s 30

50, 60, 70,
80

0,4

Blackhole - -

Impact Analysis of
Blackhole, Flooding, and
Grayhole Attacks and
Security Enhancements in
Mobile Ad Hoc Networks
Using SHA3 Algorithm [65]

NS-2 1200 m x 1200 m - 30

10, 100

1,5

Blackhole,
Grayhole, - -
Flooding

Comparative Performance
Analysis of AODV and DSR
Routing Protocols under
Wormbhole Attack in Mobile
Ad Hoc Network on
Different Node’s Speeds [66]

QualNet 10, 15,
5.0 1500 m x 1500 m 300s 20, 25, 30

20

Random

Wormhole - .
waypoint

Performance Evaluation of
AODV and AOMDV
Routing Protocols under
Collaborative Blackhole and
Wormbhole Attacks [67]

NS-2 1200 m x 800 m - -

50, 80, 100,
120

0,1,2

Blackhole,
Wormhole

Black Hole Attacks Analysis
for AODV and AOMDV
Routing Performance in

VANETS [68]

NS-2 1000 m x 1000 m 100s 11,16, 22

10

Blackhole - -

Performance Analysis of
AODV and DSR Routing
Protocols of MANET under
Wormhole Attack and a
Suggested Trust-Based
Routing Algorithm for
DSR [69]

Exat{"écyber 2500 m x 2500 m 3005 .

20, 40, 60,
80, 100, 120,
140, 160,
180, 200

2,3,4

Random

Wormhole - .
waypoint

(-) parameter is not used.

Table 8 shows a wide variety in the simulation and attack parameters used to set up the
MANET environment. All research papers share in common the random waypoint mobility
model. The network area for small networks was found to be 200 m x 200 m, while for
extensive networks, the network area does not exceed 2500 m x 2500 m. The range of
simulation time was found to be from 5 s up to 1 h, and the mobility speed range is between
0 for static nodes up to 50 m per second. Additionally, from Table 8, the number of network
nodes for small networks is between 3 and 50 nodes, and for very large networks, the
number of nodes reaches 600 nodes with a varying number of malicious nodes inside—the
number of malicious nodes varies between 0 and 60 malicious nodes. Table 9 presents a
conclusion of the ranges used in the literature for simulation and attack parameters.

Table 9. Simulation and attack parameters’ range of used values in MANETs.

Parameter

Range of Used Values

Network area (m?)

[200 x 200, 2500 x 2500]

Simulation time (s) [5,3600]
Mobility speed (m/s) [0, 50]
Number of network nodes [3, 600]
Number of malicious nodes [0, 60]
Packet rate (packet/s) [1,25]
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In Table 8, only 29 papers out of the 50 collected papers cover scenarios where MANETs
are under attack where each researcher uses a different simulation tool and parameters
to deploy the MANET environment. From Table 8, the NS-2 simulation tool is the most
used tool, followed by both NS-3 and OPNET simulators. Figure 8 shows the percentage of
simulation tool usage in MANET:.

PERCENTAGE OF SIMULATORS USAGE

EXata/Cyber

GloMoSim

mNS-2 mQualNet mOPNET mGloMoSim ®mNS-3 mOMNET++ mEXata/Cyber

Figure 8. Percentage of simulation tool usage in MANETs.

Table 10 shows the use of evaluation metrics according to the collected papers of
this survey.

Table 10. Survey on evaluation metrics use in MANETSs.

Reference Name

Average
Throughput  End-to-End
Delay

Packet Routing

Loss Overhead RNor{nalized Network Load
outing Load

Packet Delivery

Ratio Ratio Ratio

Performance Analysis of MANET
under Grayhole Attack Using
AODV Protocol [1]

Performance Evaluation of
AODV, OLSR, and GRP for
Transmitting Video Conferencing
over MANETS: [2]

Performance Analysis of Routing
Protocols AODV, OLSR, and
DSDV on MANET using NS3 [3]

Performance Evaluation and
Analysis of Proactive and
Reactive MANET Protocols at
Varied Speeds [4]

A Comparative Study of
Reactive, Proactive, and Hybrid
Routing Protocol in Wireless
Sensor Network Under
Wormhole Attack [6]

Performance Comparison and

Evaluation of the Proactive and

Reactive Routing Protocols for
MANETs [7]

Securing Blackhole Attacks in
MANETs using Modified
Sequence Number in AODV
Routing Protocol [10]
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Table 10. Cont.

Reference Name

Throughput

Average
End-to-End
Delay

Packet Delivery
Ratio

Packet
Loss
Ratio

Routing
Overhead
Ratio

Normalized
Routing Load

Network Load

Simulation-Based Study of
Blackhole Attack under AODV
Protocol [12]

Observation of AODV Routing
Protocol’s Performance at
Variation in ART Value for
Various Node’s Mobility [15]

Impact of Active Route Time Out
and Delete Period Constant on
AODV Performance [18]

Survey on Performance Analysis
of AODV, DSR, and DSDV in
MANET [19]

Analysis of Routing Protocols for
Ad Hoc Networks [20]

Comparative Performance
Analysis of AODV for CBR and
VBR Traffic under Influence of
ART and DPC [23]

Performance Evaluation of OLSR
and AODV Routing Protocols
over Mobile Ad Hoc
Networks [24]

Investigating the Impact of
Mobility Models on MANET
Routing Protocols [25]

Blackhole Attack Detection in
Vehicular Ad Hoc Network
Using Secure AODV Routing
Algorithm [32]

Identifying the Impacts of Active
and Passive Attacks on Network
Layer in a Mobile Ad Hoc
Network: A Simulation
Perspective [33]

Performance Analysis of Black
Hole Attack and Flooding Attack
AODV Routing Protocol on
VANET (Vehicular Ad Hoc
Network) [34]

An Effective Approach to Detect
and Prevent Collaborative
Grayhole Attack by Malicious
Node in MANET [38]

Comparative Analysis of
Blackhole and Rushing Attack in
MANET [40]

VRA-AODV: Routing Protocol
Detects Blackhole and Grayhole
Attacks in Mobile Ad Hoc
Network [43]

A Dynamic Threshold-based
Algorithm for Improving
Security and Performance of
AODV Under Black-hole Attack
in MANET [45]

Defending Against Smart
Grayhole Attack Within
MANETs: A Reputation Based
Ant Colony Optimization
Approach for Secure Route
Discovery in DSR Protocol [46]

A Novel Approach for Mitigating
Grayhole Attack in MANET [47]

Comparative Study of Routing
Protocols for Mobile Ad Hoc
Networks [49]
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Table 10. Cont.

Average
Reference Name Throughput  End-to-End
Delay

Packet Delivery
Ratio

Packet
Loss
Ratio

Routing
Overhead
Ratio

Normalized
Routing Load

Network Load

Performance Optimization of
MANET Networks through X X
Routing Protocol Analysis [51]

Evaluation of Black Hole Attack
with Avoidance Scheme Using X X
AODV Protocol in VANET [53]

Entity-Centric Combined Trust
(ECT) Algorithm to Detect Packet
Dropping Attack in Vehicular Ad

Hoc Networks (VANETs) [54]

Blackhole Attack Prevention in
MANET Using Enhanced AODV - X
Protocol [55]

Design and Analysis of an
Improved AODV Protocol for
Black Hole and Flooding Attack - X
in Vehicular Ad Hoc Network
(VANET) [56]

Detection and Prevention of
Black Hole Attacks in Mobile Ad X -
Hoc Networks [57]

Grayhole Attack Analysis in
AODV Based Mobile Adhoc
Network with Reliability
Metric [58]

Effect of Wormhole Attacks on B
MANET [59] X

An Approach to Detect
Wormbhole Attack in AODV - -
based MANET [60]

An Approach to Prevent
Gray-hole Attacks on Mobile Ad X X
Hoc Networks [61]

A Novel Solution for Grayhole
Attack in AODV Based - X
MANETs [62]

BP-AODV: Blackhole Protected
AODV Routing Protocol for
MANETSs Based on Chaotic

Map [63]

Intelligent Detection of Black
Hole Attacks for Secure
Communication in Autonomous
and Connected Vehicles [64]

Impact Analysis of Blackhole,
Flooding, and Grayhole Attacks
and Security Enhancements in X X
Mobile Ad Hoc Networks Using
SHAS3 Algorithm [65]

Comparative Performance
Analysis of AODV and DSR
Routing Protocols under
Wormhole Attack in Mobile Ad
Hoc Network on Different
Node’s Speeds [66]

Performance Evaluation of
AODV and AOMDYV Routing
Protocols under Collaborative X X
Blackhole and Wormhole
Attacks [67]

Black Hole Attacks Analysis for
AODV and AOMDYV Routing X -
Performance in VANETS [68]

Performance Analysis of AODV
and DSR Routing Protocols of
MANET Under Wormhole Attack X X
and a Suggested Trust-Based
Routing Algorithm for DSR [69]
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Table 10. Cont.

Average
Reference Name Throughput  End-to-End
Delay

Packet Routing
Loss Overhead
Ratio Ratio

Normalized
Routing Load

Packet Delivery

Ratio Network Load

Analyzing the Impact of the
Number of Nodes on the
Performance of the Routing X X X - - - -
Protocols in a MANET
Environment [70]

A Performance Study of Various
Mobility Speed on AODV
Routing Protocol in X - X - - - -
Homogeneous and
Heterogeneous MANET [71]

Logistic Regression Based
Reliability Analysis for Mobile
Ad Hoc Network with Fixed X - - - - - -
Maximum Speed and Varying
Pause Times [72]

A Performance Review of Intra
and Inter-Group MANET
Routing Protocols under Varying
Speed of Nodes [73]

Energy Analysis of AODV R B B B B
Routing Protocol in MANET [74] X X

Performance Comparison of
Modified AODV-ETX with
AODV and AODV-ETX Routing
Protocol in a MANET [75]

(x) parameter is used, (-) parameter is not used.

For the 50 surveyed references, throughput is the most used evaluation metric, and
average end-to-end delay and packet delivery ratio are also widely used in the evaluation.
Figure 9 shows the usage statistics of evaluation metrics.

Evaluation Metrics Usage Statistics versus. Evaluation Metrics Types
50

45

Evaluation Metrics Usage Statistics
N
(&

15
10
5
0 ==

Evaluation Metrics Usage Statistics

® Throughput 44
mAverage endtoend delay 36
®Packet delivery ratio 37
m Packet loss ratio 19
® Routing overhead ratio 16
® Normalized routing load 4
mNetwork load 2

Evaluation Metrics

mThroughput ®mAverage endtoend delay ®Packet delivery ratio mPacket loss ratio ®Routing overhead ratio ®Normalized routing load mNetwork load

Figure 9. Percentage of evaluation metrics usage in MANETSs.

Based on Table 11, a comparison is performed to show the progress made in the
current survey compared to another recent survey paper [76]. After reviewing the literature
contribution, in [76] is the only paper we found that covers the area of interest of the
current paper. Another one of the literature contribution was found to be either outdated
or partially covered the current area of interest.
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Table 11. Comparison of current contribution with the literature.

A Review on Parameters of Internet

Our Survey Paper Gateway Discovery in MANETS [76]

Number of papers used in the survey 50 72

Provide simulation tool key features +

Covered simulation tools

Cover statistics of the following
simulators:

- NS-2

- NS-3

- OMNET++

- OPNET

- GloMoSim

- QualNet and EXATA /cyber
- JIST/SWANS

- J-SIM

Cover statistics of the following
simulators:

- NS-2

MATLAB

- OMNET++

- OPNET

Covered simulation parameters

Cover statistics of the following
simulation parameters:

- Simulation time

- Packet rate

- Mobility speed

- Movement pattern/model

- Number of intermediate nodes

- Number of source nodes
- Position of nodes

- Packet payload/size

- Simulation area

- Antenna type

- Transport protocol

- Transmission power

Cover statistics of the following
simulation parameters:

- Mobility model

- Speed of the nodes
- Pause time

- Packet size

- Packet rate

- Topology size

- Number of nodes

- Transmission range
- Simulation time

- Traffic type

Covered routing parameters

Cover the following routing protocols +

All related routing parameters:

- AODV
- DSR
- OLSR

Covered attack parameters

Cover attack types in MANETs + Cover

the following attack parameters:
- Number of malicious nodes

- Position of malicious nodes

- Speed of malicious nodes

- Transmission power of malicious

nodes

Covered evaluation metrics

Cover statistics of the following
evaluation metrics:

- THPT

- PDR

- PLR

- AE2ED
- ROR

- NRL

- NL

Cover statistics of the following
evaluation metrics:

- THPT

- PDR

- PDF

- AE2ED
- ROR

- NRL

(-) parameter is not covered.
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6. Conclusions and Future Work

The efficiency of packet forwarding between nodes depends on the network environ-
ment. To set up the MANET environment, researchers need to select a suitable simulator
that fits the needed environment. Researchers use MANET simulation tools for different
purposes, some of them conduct a performance analysis comparison between different
routing protocols, whereas others check the performance of specific protocols under at-
tack. Moreover, a part of the literature contribution analyzes the effect of changing the
environment parameters on performance, and others use simulation tools to evaluate
the performance of a newly introduced protocol. To be able to control MANET behavior
and set up the needed environment for evaluation, researchers should be familiar with
different parameters that affect the MANET environment. The efficiency of the MANET’s
performance is controlled by different parameters that are clustered into three group sets:
(1) simulation parameters, (2) routing parameters, and (3) attack parameters.

In this paper, the key features of different simulation tools in MANETSs are provided. A
survey is performed against 50 recent papers to summarize the literature contribution. The
list of simulation parameter values used in the surveyed papers is mentioned. Additionally,
the performed statistics show that NS-2 is the most popular simulator used in the MANET.
In addition, the results of this survey show that the minimum defined network area for small
networks was found to be 200 m x 200 m, and for extensive networks, the network area
does not exceed 2500 m x 2500 m. The range of simulation time was found to be from 5 s
up to 1 h, and the mobility speed range is between 0 for static nodes up to 50 m per second.
Furthermore, the number of network nodes for small networks is between 3 and 50 nodes,
and for extremely large networks, the number of nodes reaches 600 nodes with a varying
number of malicious nodes inside. Additionally, the statistics show that the number of
malicious nodes varies between 0 and 60 malicious nodes. All parameters that control the
MANET behavior are described along with a list of commonly used evaluation metrics
that are used to evaluate network performance. Furthermore, the literature contribution
is collected for all parameters. It is noticed that checking the effect of changing routing
parameters on the network’s performance is not particularly focused on in the literature.

Future work is recommended to focus on evaluating the effect of changing routing
parameters on a MANET’s performance. Additionally, an analysis of malicious activities
on MANETs under different environments is needed. Finally, the detection and prevention
of MANET attacks is an active research area of great interest to many researchers that
warrants further exploration.
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