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Abstract: In the present, many organizations grow on a daily basis, using many assets to perform
their activities and generate profit. In large organizations, all of these assets must be managed,
occasionally leading to challenges depending on the organization’s size. For this reason, the role of
asset custodian is needed. This role entails assigning the fixed assets to one person for their care,
maintenance, and safekeeping. In this process, it is necessary to update information in the central
system, leading to further administrative processes, which, in the majority of cases, are carried out
through traditional methods. This involves time to obtain wet signatures, a great deal of paperwork,
and time for the person or people in charge to update the information. Due to these reasons, the
process can be updated partially or entirely to use digital means in order to solve the mentioned
inconveniences. This paper presents a proof-of-concept system to offer a modernized and practical
solution to this problem using the advantages of blockchain technology, and speeding up the process
by using assets identified with UHF RFID technology to permit the reading of many tags that can be
embedded and hidden with no need for line-of-sight, allowing fast ownership transfer, using smart
contracts in the Ethereum private blockchain.
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1. Introduction

Asset management is not new. People and organizations have been managing assets
for a very long time; however, it was not until the 1980s that the term “asset management”
started to be used in the private and public sectors. To manage assets properly, an entire sys-
tem is required, including the organization’s structure, roles, and responsibilities, planning,
operation, etc. All of these considerations are included in the international standard ISO
55000 for asset management [1]. For this reason, commonly in the case of large organiza-
tions such as universities, the role of asset custodian is needed; by using this role, the fixed
assets are assigned to one person. Generally, this person is the main user of the element.
In some cases, this person needs to be part of the organization in a full-time position, as the
person responsible for the care, maintenance, and safe-keeping of the asset, for assurance
that the element is used only for official business, and for verifying the accuracy of the
information contained in the organizational information systems related to the elements
in their charge, including history, value, and relevant characteristics [2]. Frequently, all
information related to assets is stored in database servers, allowing more speed and flexi-
bility in the information query process, and in some cases, the assets are identified using a
visual bi-dimensional form of identification, such as bar-codes or QR codes [2]. This kind
of identification requires a direct line of sight between the reader and the code. Methods
such as this save time. However, systems used to manage these registers become more
complex over time. For the identification of assets, new technologies emerge and evolve to
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become more useful and faster; for example, far-field RFID technology permits the reading
of many tags that can be embedded and hidden with no need for line-of-sight. They can
be read through different materials, such as wood, plastic, cardboard, and almost any
non-metallic material. There are many types of harsh environments, such as outdoors,
chemically exposed environments, moist environments, and environments of unusual
temperatures. This technology permits read distances in the range of 16 m away from the
reader for passive tags and 100 m away for active tags [3]. For example, these are applied
to manage numerous objects in supply chain environments [4-7].

Independently from an organization’s activities, they possess different elements which
play a role or have a function in the execution of a process. Furthermore, the relevant
characteristics of these assets include a monetary value in the company balance sheet, being
listed in a central record, deterioration by use, and depreciation over time [8]. Between these
assets are those used by staff in their daily activities, including computational resources,
machines, buildings, etc. The elements with these characteristics are classified as fixed
assets. Additionally, to maintain control and traceability of the history and current value
of the fixed assets, organizations keep registers that include all relevant information for
each fixed asset in their life cycle. As a result, many aspects need to be managed and
administered with the support of the responsible person.

The management of the information generated in the process of asset control in the
present is controlled using centralized systems to organize and implement the data and
management procedures [9]. This type of system can lead to inconveniences over time;
for example, imprecise Building Information Modelling definitions, isolated software
development, data interoperability, intellectual property, virtual property rights, skills and
training requirements [10], and in the case of some organizations, many paper forms and
wet signatures. These inconveniences lead to high time consumption for tasks such as the
transfer of responsibilities over assets.

Consequently, in this paper, we address these inconveniences and demonstrate a
solution to transfer the responsibility for assets using the RFID UHF technology for agile
asset identification, which is steadily becoming more popular in the IoT environment [11].
Additionally, we demonstrate a method to use all the advantages offered by the blockchain
by managing assets using non-fungible tokens (NFTs) with high encryption security and
functional flexibility through the use of smart contracts, and to inherit properties such
as integrity, auditability, and transparency. Finally, to exploit all of these advantages,
we deploy a proof-of-concept scenario integrating these technologies in a distributed
application (DAPP) to obtain feedback on the viability of the solution. In the remainder of
this paper, we explore the main aspects of the DAPP, the details of the proposed solution,
including the relevant characteristics and architecture details in the way the technologies
communicate with each other, and demonstrate the results obtained in the deployment of
the proof-of-concept solution, followed by the discussion and conclusion sections.

Related Works

In ref. [12], the authors propose an Ethereum-blockchain-based solution that captures
the key interactions between supply chain trading partners using an Ethereum smart con-
tract and a decentralized storage system. They present and discuss the main smart contract
code and its algorithms that define the underlying principles of the proposed blockchain
approach, validating and testing various scenarios of the overall system functionalities of
the proposed solution.

In ref. [13], the authors work toward applications of a sharing economy, addressing
the common problems of these platforms, the need for a Trusted Third Party, the lack of
privacy when using them, and the repetitive individual sign-up for each platform. They
propose a solution using Ethereum-based smart contracts to replace the intermediaries,
demonstrating a web app for the sharing of objects based on a smart contract running on the
Ethereum network and allowing anyone in the network to participate in the app without
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signing up or disclosing their personal financial information. The objects are identified by
scanning a QR code that references a key in the smart contract.

In ref. [14], the authors describe an approach to addressing limitations such as asset
storage demands and non-standard user interfaces, proposing permitted blockchain usage
that uses off-chain storage of the data assets, accessed through a standard browser and
mobile app, and shows an implementation in the Hyperledger framework to manage
patient-centered health data. In [15], the authors focus their attention on the pharmaceutical
industry, presenting the concepts and architectural elements necessary to support a non-
fungible token solution and presenting a prototypical application.

In ref. [16], the authors discuss the design and development of a distributed applica-
tion for managing medical certificates, using a Logistic Map Encryption (LME) cipher to
encrypt the existing medical certificates before passing them over a blockchain to manage
the emission of medical certificates such as birth, death, and sickness (HCC) for special
situations such as birth, death, and some health-related issues for employees to claim leave
in their working environment. This assists fraud avoidance in the generation of medical
certificates from healthcare centers.

In this research paper, in terms of the research gaps noted above, we focus on the
common gap of the ownership transfer of the assets. All of the articles presented above
focus on using smart contracts and NFTs for managing inventories, assets, information,
and supply chains. Additionally, they use technologies such as centralized databases,
encryption mechanisms, and bi-dimensional visual codes as identification mediums. It
is important to note that the information in these applications is bounded to one person
or entity from the first registration process and does not change over time. This research
paper will present a novel design to manage the inventory of assets, allowing ownership
transfer in order to transfer the responsibilities inherited from the custody of assets, using
the agile identification and operation of RFID-UHF identified assets with the advantages
inherent to the blockchain, including security, integrity, auditability, and transparency. This
results in an agile process that removes the necessity of the intervention of third parties in
the administrative process, allowing administrative personnel to focus on other tasks.

2. Approach
2.1. Scenario

Consider the following scenario presented in Figure 1. An employee of the organi-
zation, Thomas, needs to transfer the ownership of his printer to Mary. To accomplish
this task, he and Mary need to fill and sign out an internal form. Additionally, it is nec-
essary to obtain validation from Jim, the manager, in some cases. Then, this form needs
to be delivered to the inventory division of the organization to validate the information
and update the inventory register; to accomplish this, they need to contact the database
administrator, Paul, to complete the process. Finally, Paul tells Thomas to hand the printer
to Mary physically, concluding the process. Nevertheless, in organizational environments,
ownership transfer is always a centralized process and requires many agents for a success-
ful and authorized assignment. Additionally, reaching all the people involved creates an
unsafe environment for the information concerned, where it can be lost or altered at any of
these stages. Finally, the total control of the information is delegated to Paul, the database
administrator. Under these circumstances, the process can generate a high consumption of
time and an unsafe environment for information, focusing the responsibility for the process
on selected people who act as mediums to make the process possible.

As mentioned in the introduction, this proof-of-concept solution is deployed in an or-
ganizational context; for its first iteration, the application is intended to be used in the area
of inventory, where all the knowledge about the management and administration of assets
are located, including accountability, maintenance, life cycle, and administrative proce-
dures. We select this area because it helps to identify the requirements for the ownership
transfer automation process and because the workers in this area can act as custodians
and be in charge of the computers, printers, furniture, and other assets used for their daily
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activities. Additionally, participation in this area contributes important feedback for the
process, received directly from personnel experience and expertise.
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Figure 1. Problem of ownership transfer.

Initially, the prototype focuses on the basic requirements for inventory and ownership
transfer processes, including the following aspects:

2.1.1. Auditability

An audit consists of the revision of documents, inventories, and other physical and
documented evidence to ensure that the audited entity is following the defined procedures
implemented by the organization [17]. In this particular case, we need to apply internal
auditing, as this activity is defined as an independent, objective assurance and consulting
activity designed to add value and improve the organization’s operations [18]; in this case,
we want to store all the records to complete this task.

This process can be performed using new disruptive technologies; these systems keep
records of ownership and transaction timestamps, eliminating the possibility of digital copy-
ing and, thus, double-spending [19]. Additionally, the usage of smart contracts can evolve
business practices by enhancing efficiency and transparency in the value chain. The fusion
of these innovations is also likely to transform auditing by automating workflows, but,
more importantly, by enhancing audit effectiveness and reporting [20]. Blockchain technol-
ogy is designed to store information about transactions to be immutable over time, storing
the information using hash technologies, and increasing the accuracy and trustworthiness
of records [19]. Although blockchain technology is new, it will require auditors to develop
and employ new approaches to assessing this new technology using well-established pro-
fessional standards to ensure adequate assurances [21]. Blockchain technology, thanks to
its characteristics (transparency, traceability, and integration of rules and procedures in the
technology itself) [19] is becoming an essential tool used in government, such as in Canada,
where many state dependencies are already involved. An example is the Toronto-based
Blockchain Research Institute (blockchainresearchinstitute.org).

The use of this technology has some consequential, unanticipated effects on the auditor
professions, requiring auditors to become more IT- rather than accounting-oriented, and
creating a change in the auditor’s profile in this new disruptive system [19].

2.1.2. Ease of Use

Although the blockchain is a relatively newly adopted technology, we can see sig-
nificant advances in making it more accessible and available for the end user. With the
development and release of new tools and mechanisms to verify and analyze data stored
in blockchains using web dashboards [22], blockchains can be applied to the authentication
and verification of identity to replace the usage of classic passwords [23], or alternatively
to the development of new frameworks to test and develop fine-tuned blockchain ap-
plications [24]. Additionally, blockchains have been used to create electronic wallets to
be used in daily devices, such as laptops and cellphones, such as the library MetaMask
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(https:/ /metamask.io/, accessed on 5 September 2022), which can be installed as an ex-
tension in the browser (Chrome, Firefox, Edge, Brave) to use cryptocurrencies and run
compatible DAPPS (distributed applications) using deployed smart contracts.

2.1.3. Integrity

Integrity is one of the basic inherent characteristics of blockchain technology. In the
blockchain system, the information is defined as a linked list of immutable tamper-proof
blocks stored in each participating node. Each block records a set of transactions and the
associated metadata. Blockchain transactions act on the identical ledger data stored in
each node. [25] The blockchain was initially concieved by Satoshi Nakamoto [26]. For this
reason, blockchains are used to mainly store and register all movements in the electronic
currency known as Bitcoin, reaching values per unit far beyond any official currency from
any country in the world. This shows a high level of trust that can be used as a reference
for the level of integrity the technology manages.

The critical element of any blockchain system is the existence of an immutable tamper-
proof block. In its simplest form, a block is an encrypted aggregation of a set of transactions.
The existence of a block acts as a guarantee that the transactions have been executed and
verified [25]. Some examples of the integrity offered by blockchains are: cloud data integrity
protection [27], data integrity verification for large-scale IoT data [28], and the integration
of any data to be hashed and verified any time using the tampering protection offered by
blockchain technology [29].

The auditability and integrity are essential inherent characteristics of blockchain
technology. In contrast, ease of use needs to be explored more deeply to implement a usable
interface for the user that makes the ownership transfer of RFID UHF identified assets
possible. After the booth parts agree on the transfer, the current custodian and the new
receiver, in some cases, may require a supervisor’s approbation to carry out the transfer of
the asset and be added securely to the blockchain, using secure personal accounts in the
blockchain. This will be reviewed in more detail in the following sections.

2.2. Proposed Solution

In this study, we used Ethereum Solidity smart contracts to manage user information
and provide a means for users to access the data contained in the blockchain using a web
interface based on libraries such as WEB3.js and META MASK wallet, and a gateway to
blockchain apps, viable to be used in Chrome and other web browsers and Android or iOS
mobile applications.

The contracts in Ethereum can be expressed as computer programs with well-defined
semantics, using Solidity language that allows a well-defined design and flexible function-
ality. On the other hand, Bitcoin contracts work in a different way using a limited script
structure and cryptographic protocols, where participants send /receive messages, verify
signatures,and put/search transactions on the blockchain [25]; for this reason, Ethereum
was selected as a base blockchain server to implement the smart contracts to manipulate
and register all the changes to be handled by the distributed application, including the
register of user accounts, the register of the active assets that the organization uses for
its missions, and the necessary relations to have the role of custodian of one asset using
non-fungible tokens (NFTs) to hold and reference every asset registered by the DAPP. This
token is a non-interchangeable unit of data stored on a blockchain, a form of digital ledger,
that can be sold and traded. [30] This NFT is part of the blockchain technology and, due to
its nature, can be used by the smart contracts to expand its functionality; in this case, to be
used as a unique ID of every asset, and allowing it to be traded, following the rules defined
and programed in the smart contract developed in Solidity.

Deployment in this scenario uses a private blockchain with two predefined users
to control the register process of the assets and the repeatability delegation, but it is possible
to deploy the same smart contracts using the Ethereum public networks. However, in the
main public networks, we cannot control the data chain and the users that have access, and
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the costs of running the DAPP in the blockchain in exchange for the costs of infrastructure
can be left aside.

The server and miner can be wrapped as Docker containers, allowing the creation
of new nodes to spread and grow the network while decreasing the complexity through
version control in medium and small deployments; for reference, we include the parameters
used to run Geth for the initial node in Table 1, and the parameters to run a miner instance
in Table 2. The fields with N/A do not receive parameters.

Table 1. Ethereum main node configuration parameters.

Parameter Description Value

Data directory for the databases and keystore

datadir (default: “ /.ethereum”) -/ datadir
NAT port mapping mechanism
nat (any/none/upnp/pmp/extip:(IP)) (default: extip:hostname -i
Uanyfl)
. Restricts network communication to the given
netrestrict IP networks (CIDR masks) 172.17.0.0/16
Blockchain sync mode (“snap”, “full” or e 11s
syncmode “light”) (default: snap) full
rpc Starts the rpc interface N/A
rpcaddr Sets the address of the rpc interface ‘0.0.0.0"
rpcapi Limits access via rpc to certain apis ‘personaleth,net,
peap P P web3,txpool,miner’
unlock Comma-separated list of accounts to unlock “0xEb2D...”
Password file to use for non-interactive
password . pass.txt
password input
. Allow insecure account unlocking when
allow-insecure-unlock account-related RPCs are exposed by http N/A
mine Enable mining
console Start an interactive JavaScript environment N/A
Table 2. Ethereum miner configuration parameters.
Parameter Description Value
datadir Pata dlrectory for the databases and keystore (default: /datadir
/.ethereum”)
bootnodes Comma separated enode URLs for P2P discovery bootstrap N/A
netrestrict Restricts network communication to the given IP networks 17217.0.0/16
(CIDR masks)
unlock Comma-separated list of accounts to unlock “0x77a8...”
password Password file to use for non-interactive password input pass2.txt
mine Enable mining N/A
miner.threads =~ Number of CPU threads to use for mining (default: 0) 1
miner.etherbase Public address for block mining rewards (default = first “0x00”

account) (default: “0”)

After the blockchain is deployed, it is necessary to provide a user interface to the users
interested in our DAPP; for this, we use frameworks such as nodeJs for smart-contract
generation and React]Js for the user interface. Additionally, we use libraries such as Ethers
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to interact with the smart-contract functions and truffle to translate the contracts written
in Solidity language(.sol) to JSON format and be imported and used using Ethers. Finally,
we use the openzeppelin library to implement the interaction and implementation of the
standard for managing assets using non-fungible tokens (NFTs) normalized by the standard
ERC-721. All the tokens generated have a globally unique 256 bit variable called tokenld;
this value is often used in DAPPs to generate visual outputs, such as obtaining a unique
variant of an image of a cat, alien, or abilities in a game. All of this is an aleatory result
and provides fun in some games, and it cannot be considered to have real worth, despite
attempts to argue otherwise in mediums such as media galleries and games. In contrast,
the correct usage may be the identification and proof of ownership for objects from the
real world.

All the web implementation runs in a server and exposes a web application to be avail-
able via HTTPS protocol over the Internet, allowing interaction with the blockchain smart
contract through the web browser plugin MetaMask and allowing DAPP interoperability
through JavaScript libraries; this can be observed in Figure 2.

It is important to keep in mind the codification of the tags; in this case, we imple-
mented the RFID application to use the Fast-ID functionality. With this configuration,
the reader uses the Electronic Product Code (EPC) programmed by the user, and the Tag
Identification (TID), a read-only code programmed in the factory, to identify every pro-
duced TAG. This results in a unique code to prevent and reduce counterfeit, duplicity,
and false-positive identifications.

User_1

B8

Web Browser
ethers or Web3.js User_2
and Metamask

Android or i0OS User_1
@ El Metamask client Supervisor
(OPTIONAL)
Ethereum Functionality\ E l
Block-Chain interface RFID control API
Solidity Web Server RFID UHF Asset identified
smart-contract antena with RFID UHF

tag

Figure 2. Solution architecture.

2.3. Architecture

Figure 2 illustrates the parts included in the system to allow the users to interact
with the blockchain, using their personal account in the blockchain through the Metamask
Ethereum wallet and making use of all the advantages that the blockchain system has
to offer.

2.3.1. Ethereum

On the server side, Ethereum is a open-software platform based on blockchain tech-
nology, described as follows: “Ethereum is open access to digital money and data-friendly
services for everyone no matter your background or location. It is a community-built
technology behind the cryptocurrency ether (ETH) and thousands of applications you can
use today” [31]. In the public blockchain, Ethereum can be used to send cryptocurrency to
anyone for a small fee. It also powers applications that everyone can use and which no one
can take down. Additionally, Ethereum is described as the world’s most programmable
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blockchain, enabling anyone to build and deploy decentralized applications called DAPPs
to manage different digital assets, even bitcoin [31]. This flexibility in programmability
is the main feature used in the proposed solution, because in Ethereum, contracts can be
expressed as computer programs with well-defined semantics using Solidity programming
language. On the other hand, Bitcoin contracts work differently; they are defined using
cryptographic protocols, where participants send/receive messages, verify signatures,
and put/search transactions on the blockchain [32].

2.3.2. Functionality Interface Web Server

On the server side, we used a web server running a React application, based on
Ethers—an Ethereum Javascript API—to interact with the Ethereum blockchain [33] using a
web interface. Additionally, the contracts were exported to be used by the web application
using Node]S and the truffle library.

2.3.3. Web Browser or Mobile APP + MetaMask

On the user side, it is necessary to use a web browser. Additionally, this browser
must be compatible with MetaMask, the connection manager to the Ethereum blockchain,
as MetaMask uses JSON RPC API to communicate and interact with the blockchain [34].
At the present moment, MetaMask is compatible with Firefox and Chrome, both popular
web browsers, allowing users to manage accounts and their keys in a variety of ways,
including hardware wallets, while isolating them from the site context. As a result, users
can use this combination to access the distributed app (DAPP) web interface and interact
with the data stored in the blockchain using their Ethereum account, configured in the
MetaMask add-on in the browser.

2.4. RFID Ouwnership Transfer

The RFID UHF ownership-transfer method is used to define if the alteration of the
tag information is necessary (optional data field usage for additional security information).
The ownership of the fixed assets needs to be transferred securely to a new owner, as
previously studied. For example, ownership transfer may resist cloning attacks and side-
channel attacks [35], or focus on secure communications [36], digital fingerprint result of
the physical attributes [37], temporal ownership transfer [38], or include people in the
process using assistant tags [39]. Even so, in organizational environments, ownership
transfer needs to be carried out from one person to another in different scenarios, such as
the transference of the owner to a new division in the organization, renewal of the assets to
modern versions, or extreme causes such as the death of the original owner.

User cases include direct transfer without a supervisor, supervised transfer with
optional third-party authorization, and administrative transfer due to permanent inability
of the current custodian in charge.

RFID ownership can be transferred by changing the passwords of the tag and storing
the information only to be used by the current user that has the privileges of ownership
over the asset. Every time the assets change their ownership this must be carried out, as it
is necessary to have somebody able to perform the process if any of the participants cannot
participate in the process due to external factors.

2.4.1. DAPP Login

As we can observe in Figure 3, to start the ownership transfer process, the user needs
to be logged in using a valid account in the blockchain; in this case, the connection to the
distributed network was made using a DAPP designed to work using the browser. To make
this possible, it is necessary to use MetaMask, a browser complement that manages account
funds and additionally allows interaction with smart contracts deployed in the Ethereum
network using the functions developed as smart contracts, through the Ethers library in
React to process and manipulate the information stored in the blockchain.
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Figure 3. DAPP login process.
2.4.2. Asset Register

The smart contract deployed in the blockchain allows the registration of the assets in
the system; the active assets need to be registered by one allowed user in the inventory or
financial division. In this area, they manage all the new assets purchases. Once the asset is
registered in the blockchain, it generates a new (NFT) unique code for that asset, including
the RFID identifier, RFID security information, a first user with authority over the asset
and a detailed description to avoid the counterfeiting of the identified asset in the future.
If there is additional information, it can be stored in a traditional server when it is necessary
to append extensive descriptions and media, such as photos, videos, and documents related
to the new asset. This process can be observed in detail in the Figure 4.
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Figure 4. Asset register.
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2.4.3. Direct RFID Ownership Transfer Query and Accept

With the assets registered in the distributed information system in the blockchain,
the person in charge of the assets can perform the first transfers of ownership of the assets
in their charge, with one difference compared to funds and regular NFTs. In this case, we
are not receiving money or valuable goods that we can expend freely. For this application,
we are receiving the ownership of one asset and its inherited responsibilities, including
knowing the asset’s state and location, and performing the respective maintenance.

For this reason, the new owner does not receive the asset directly; they receive a
request to be the person assigned to be in charge of the asset and carry out all the tasks
involved with the obligations and responsibilities dictated by the inventory division.

Internally, the asset identified by a unique NFT in the blockchain and by a unique
RFID Electronic Product Code (EPC) in the real world using an RFID tag UHF generation II
needs to complete two processes to complete the transference completely and successfully.
First, if the user accepts the transference, they need to possess the asset and have a device
equipped with RFID capabilities to request the information about the codes and passwords
saved in the RFID Tag (Figure 5 in the section “RFID ownership transfer”), Once the
information is read and decrypted from the blockchain it can be used to change and rewrite
the access information to the tag, using a translator to run the commands in the RFID
tags using a compatible antenna (Figure 5 in the section “RFID command process”). If the
tag is found and can be accessed and updated, the process concludes by appending the
information about the new user and the new parameters for the RFID Tag in the blockchain.

The following process must be completed to achieve an ownership transfer for one
asset. First, user 1, the current owner of the asset, needs to make a request to user 2 to accept
the transfer of asset ownership using the DAPP; the user logs into the application and
queries the assets in their charge, and makes a transfer query of the asset. Internally, the
request is queued, and left as pending for user 2 to respond if they accept the transfer. This
process can be seen in Figure 6 in the section “Asset transfer request query”.

In the second step, the second user (user 2) must log in to the DAPP using their
account, along with the assets in their charge, to receive the transfer request. At this point,
user 2 can review the information of the asset requested to be in their charge and accept the
ownership transfer if they recognize the asset and the person that placed the request. This
process can be seen in Figure 6 in the section “Asset transfer request accept”.

webUI BlockChain | | RFID_API RFID_antenna RFID_tag
i i i
T T T
I I

I I
RFID ownership transfer / [RFID UHF Gen 2 - tag ownership trahsfer]

| get NFT identified asset : RFID TID, EPC and security access keys !

h
| encrypted RFID TID, EPC, security access keys

!_decrypt the received parameters

j
RFID command precess [RFID UHF Gen 2]
| validate tag presence and access (json)

| validate tag presence and access (RFID
r

]
| find, read and validate the RFID tag match

|_ RFID presence and access success (valid TAG) |
h ]

1
| Valid tag, ready to update (Tag read)
h

1
| Valid tag, ready to update

| _generate new tag security access keys

]
| tag security access keys update request (Json)
;

d
| tag security access keys update request (RFID
h

1
! update access password and kill password

h
_ tag update success
h

I
! RFID command success

T
| update command success
:

T T T T
. : ! !
T T T T T
BlockChain | [ RFID_API RFID_tag

Figure 5. RFID ownership transfer process.

Finally, the next time that user 1 logs into the application, the requested asset for
transfer is removed from the queue and from their owned assets list, such as if “the funds
were transferred to the new account”.
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Figure 6. Ownership transfer query and accept process.

2.4.4. Supervised Ownership Transfer

In addition to the direct transfer option between two users, in some cases, the division
supervisor must be informed and approve the transfer of the asset to a new person for
reasons related to the usage or availability of the asset in the division. In this case, it
is necessary to obtain the validation of the supervisor. To carry out this process, user 1
starts the ownership transfer process normally, but in this case, asset A in their registration
process has been defined with a supervisor; this means that any ownership transfer needs
to be approved before any further step, as shown in Figure 7 in the section “Supervisor
validation process”. This validation needs to be carried out before any request is placed to
be reviewed by user 2, allowing control of special assets with specific characteristics and

avoiding the movement of critical resources.
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Figure 7. Supervised ownership transfer.

3. Results and Analysis

The DAPP was deployed in the inventory division of the University of Cauca in Colom-
bia, and the applications were deployed using the local speaker’s language. Additionally,
we used a private blockchain configuring Ethereum as mentioned in Tables 1 and 2, config-
ured to work using the RPC communication. Moreover, this system requires the browser
extension MetaMask to interact with and carry out operations over a blockchain network.
Additionally, as a development and testing environment, the Remix project was used to
write smart contracts using Solidity language to implement the functions required by the
system. Furthermore, we deployed the proposed system using a decentralized application
designed using Web, with React and Ethers as mentioned in the Proposed solutionsection,
and React Native for the mobile clients in the Chainway devices.

For DAPPS, the main difference is that Ethereum must be paid to run or operate any
function of the DAPP in the blockchain network, as shown in Figures 8 and 9. MetaMask
shows the block-chain requests to review and confirm the operations and costs. In this
case, we are registering a new asset with an estimated cost of GAS 0.00028597. Generally,
the estimated cost is very accurate, as we can observe in the confirmation received in the
transaction log on MetaMask in Figure 10.
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Figure 8. DAPP new asset registration form in Spanish, waiting for confirmation to operate using
MetaMask, with a cost of ETH 0.00028597.
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Figure 9. DAPP new register entry in the list of owned assets for the current active account in
MetaMask, displayed in Spanish language.

To manage the RFID identification of the assets, we used UHF generation-II-compliant
tags and a reader, as shown in Figure 11. The Tag shown in the left panel (a) is a rigid tag
used for metallic assets, and the Tag displayed on the right is a soft adhesive tag used to
identify plastic, wood, and cardboard assets, and finally in the center is the Chaninway
C72 Reader used to access the smart contracts and the information stored in the DAPP
in Figure 12. Using these elements and the personal user accounts, we transferred the
ownership from one person to another in the organization.
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Figure 10. Screen capture of DAPP asset register transaction log entry in MetaMask showing the final
cost of registering a new asset.

f(b) (©

Figure 11. Used RFID UHF used elements used to identify the assets: (a) RFID UHF GEN II rigid
solid TAG for metallic assets. (b) Android-based RFID UHF GEN II portable reader hand-held model
Chainway C72. (c) RFID UHF GEN II adhesive plastic TAG for plastic, wood, and cardboard assets.

Persona Supervisor
responsable

Registrar  Usar direccién actual

Limpiar

Mis bienes activos

Cédigo NFT unico
ox01

Cédigo EPC RFID
242472744001010000000062
Responsable principal

Figure 12. Chainway C72 RFID UHF GEN II portable reader, mobile DAPP showing the form to
register new assets and the list of assets currently assigned in Spanish language.

In the migration of data from samples collected from the regular existent information
system, we found asset registers with detailed description characteristics in text format.
This information has between approximately 100 and 1100 characters. For this reason,
the transaction cost can be a decisive factor in deploying the smart contract in a public
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blockchain. For this reason, we measured the cost for character strings to be registered in the
application in Figure 13 for small strings and descriptions, and Figure 14 for longer strings,
to have a reference of the costs by transaction, to conserve the pure decentralized nature
of the information offered by DAPPS, and to avoid the requirement for any centralized

database or information system.

Asset register cost
Short length descriptions
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Figure 13. Ethereum cost to save a short length string description for the assets in blockchain by the
DAPP. In total, 0 characters cost ETH 0.00022625, and 145 characters cost ETH 0.00034831.
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Figure 14. Ethereum cost to save a long-length string description for the assets in the blockchain. In

total, 100 characters cost ETH 0.00032756, and 3000 characters cost ETH 0.00218076.

In our test case, the blockchain deployed and used was private, we controlled the
funds, and the information was stored between the allowed nodes deployed, making it
possible to avoid the mining process costs to append information to a public blockchain.
However, in contrast, the organization has to use its computational infrastructure or pay
to use services in the cloud. For example, in our case, the deployment was made using

Microsoft Azure services to deploy multiple virtual machines using the Standard_Bls
template instances with one vCPU and 1 GB of RAM. For our test, we used four nodes.
The first one was used for RPC access to attend clients, two were used as miners and
replication backups to complete the requested transactions, and one instance to serve
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the Web Front-End developed using React for the users. The application’s behavior and
resource consumption can be seen in Figure 15 for the RPC server and Figure 16 for one of
the replication instances.

& Memory usage & CPU usage

Memory Cache

400 MB
200 MB
0.0B

&

Figure 15. Docker CPU and memory utilization for the instance serving RPC and transactions for the
clients during the test.

& Memory usage & CPU usage
Memory Cache CPU
400 MB 10%
200 MB 50
0.0B

Figure 16. Docker CPU and memory utilization for one instance of mining and replicating the
transactions requested during the test.

4. Discussion

In the process of this study, we found different challenges and questions, such as
private blockchain usage. This model is becoming popular for private businesses and per-
sonal applications [40—44]. Nevertheless, the usage of public blockchain networks cannot
be denied. This is reflected in the value of some currencies, such as Bitcoin or Ethereum,
reflecting high levels of trust in the users as if it were a bank [45]. Another option could be
the implementation of a consortium model using the National Research and Education Net-
works (NREN) infrastructure, keeping the data anonymous between users using libraries
such as SEPIA [46], or for government environments where different organizations have IT
infrastructure to deploy distributed solutions [47,48]. However, this requires articulating
organizations connected to the NREN network or government order and regulation, which
is currently in progress in some countries, including Colombia [49-54], but this took a
considerable amount of time.

In the process of deploying the proof-of-concept scenario, we perceived a barrier in the
blockchain technology usage. In some cases, people had not heard of it. This represents a
challenge to be addressed in future works because it is necessary for the integration of more
intuitive wallets [55-57] and may cause trouble for the RFID ownership transfer process.
Hence, investigations are searching for secure ways to identify the users for DAPPS, such
as that identified in this paper through the usage of biometrics, lowering the complexity
of approving transactions in the blockchain [58]. The resolution of this inconvenience can
lead to or result in new paths to WEB 4.0 available to anyone [59].

Blockchain is indeed a secure technology, as can be appreciated in the number of
transactions and its currency value (ETH 1 equals about to USD 1583 in January 2023).
Nevertheless, it is not one hundred percent secure for various reasons, such as possible
human errors in the code of smart contracts, Solidity language limitations as listed on
the Common Weakness Enumeration (CWE) list; for example, Self-Destruct, CWE-284;
Improper Access Control, and Mishandled Exceptions, CWE-252; Unchecked Return Value,
and Re-Entrancy, CWE-841; and Improper Enforcement of Behavioral Workflow. As a
result, rigorous testing, security analysis, and the support of automated tools to identify
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common vulnerabilities are necessary. For these instances, we have Oyente, ContractWard,
NPChecker, and ContractFuzzer, among others [60].

RFID technology represents a large advantage in determining asset presence to carry
out ownership transfer in ideal conditions. However, it is necessary to add additional
security measures, keeping in mind the possible attack vectors [11], such as using clipped
tags or watermarks [61-64] in a way to detect tamper attempts for a good level of trust [65],
to avoid counterfeits and tag swaps in the assets. Nevertheless, RFID owner transfer using
mobile devices is not new [36]; the expansion of the uses and scenarios involving RFID and
blockchain advances to the final user has created new requirements and scenarios, such as
that in this paper, to use the register of previous owners [66] differing from some industrial
environments where untraceability is desired [67]. In general, we can see advances and
flexibility in the technology and techniques to cover all these emerging scenarios.

The usage of blockchain and RFID UHF technology opens a wide range of possibilities
and challenges. At the present moment, we have numerous tools and resources at hand
to use. Additionally, we appreciate the expansion and optimization of both technologies
to make them more lightweight and fast in the case of blockchains [68,69] and secure in
the case of RFID [70-72], resulting in a more reliable and secure environment to generate
new solutions.

5. Conclusions

As a result of this study, we found that the solution proposed can be beneficial for
organizations with many assets in their inventory. However, in Colombia, there still exists
a custom or preference for the use of paper and wet signatures, mainly in the public or
government environments where these practices are regulated. Additionally, depending
on the division, leaders are pessimistic about new technologies due to the time that specific
systems have been working or have been part of regulated processes. This is why the new
systems and applications need to be in harmony and deeply integrated with the standards
and patterns established; for example, with mobile devices. In contrast, some participants
with an affinity for technology show considerable interest in this solution, interested
mainly in more flexible ways to perform these transactions in a secure and trustworthy
manner. Additionally, they state special interest in third-person validation, to have the
approval of the persons in charge to additionally act as a witness of the process and avoid
misunderstanding and human error because it is required that the two persons and the asset
identified using RFID need to be in mutual accordance. Therefore, the usage of blockchain
technology, including smart contracts and NFTs with a connection to the real world through
RFID UHEF, is a very symbiotic relationship. Moreover, in the deployment of the proof-of-
concept DAPP, we found that it was possible to exert secure control and ownership transfer
of assets between the users registered in the platform. More research efforts are needed to
formalize aspects such as full-security analysis from the DAPP to the physical RFID tag in
the real world being necessary new techniques. Another future extension of this work is
studying the implementation and usage of blockchain and standard IPv6 or EPC identifiers
through RFID UHF tags.

The usage of blockchain technology allows the production of very flexible and complex
solutions for different environments, presenting one attractive alternative to centralized
Software Architecture Patterns for applications where transparency, immutability, and se-
curity are critical; even more important than the value to pay for the service. Moreover,
Ethereum especially has an advantage over other distributed systems thanks to the number
of frameworks and open-source libraries available. Additionally, the powerful code defini-
tion language using Solidity offers a higher level of complexity in the possible operations
and its deep integration with the Web technology using Remote Procedure Call (RPC)
interfaces that allow a wide range of client devices.
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