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Abstract

:

Cyber–physical systems (CPSs) are a new generation of intelligent system that integrate communication, control and computation functions and are widely used in traditional infrastructure networks, such as power network, transportation network and others. In order to ensure the stable operation and improve the robustness of CPSs, the studies of robustness assessment have attracted much attention from academia. However, previous models assume that the failure propagation conforms to a strongly interdependent relationship, and only consider the interaction between nodes, while ignoring the interaction between nodes and links. In this paper, we develop a novel simulation model with the consideration of both the coupling modes and the failure propagation objects. Based on the simulation model, we study how the interdependent mechanisms, failure propagation probability and protection strategies affect the robustness of CPSs. The simulations of our proposed model are demonstrated in a test CPS formed by coupling two classical complex networks. Compared with previous models, our proposed model shows different performances and comprehensively characterizes the interdependent relationship of CPSs. In detail, disassortative coupling shows the worst performance and the CPS becomes more sensitive to failure propagation when Node–Link is selected as the failure propagation object. In addition, compared to the communication network, the power network is more sensitive to failure propagation. Protecting electrical nodes is a more effective way to strengthen the robustness of CPSs when conservation resources are limited. Our work provides useful advice to operators on how to effectively design and protect a CPS.
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1. Introduction


Under the Internet of Everything, the safe and stable operation of infrastructure [1,2,3] is the premise to ensuring social activities and people’s daily life activities. For instance, power systems play a crucial role in our daily life. However, with the increasing development of information technology, it is a common practice to combine infrastructures with cyber systems in order to enhance performance. The concept of cyber–physical systems (CPSs) [4,5,6,7,8] has been gradually proposed. Advanced communication and control technologies can make CPSs more efficient and safer, but also increase the risk of external attacks, bringing new challenges for CPSs.



As a typical example of CPSs, the smart grid [9,10,11,12] is formed by the coupling of power and communication networks. This coupled system expands in scale and becomes more complex in function. Any sudden change in the network structure can affect its power flow distribution; at the same time, this change can also affect the node or link with the coupled network. Typical cases are the severe blackout caused by physical attacks on 14 August 2003 in America [13] and cyber attacks on 23 December 2015 in Ukraine [14], which eventually led to the failure of the entire system and caused huge economic losses. Therefore, many researchers pay more and more attention to the study of the robustness of CPS and how to comprehensively characterize CPS and analyze the impact of key factors on the robustness of CPS are hot issues in the complex network.



Robustness is usually used to measure a network’s ability to maintain its fundamental functions after failures. Research on the robustness of a single network can be divided into topological robustness and functional robustness. Research on topological robustness mainly focuses on analyzing the influence of network structure on system function. The measure on topological robustness is based on network connectivity. This kind of research mainly shows the effect of the connection relationship between nodes on system function, but it can not reflect the power flow distribution of the network itself. Therefore, the research based on functional robustness mainly focuses on the impact of load distribution between nodes on system functions. In the past decade, with the popularization of the concept of CPS, more and more researchers began to focus on the robustness of coupled networks. In 2010, Buldyrew et al. [15] proposed the concept of interdependent networks and presented a general model that assumes the failure of a node in one of the networks results in the failure of the corresponding node in the other network. Since then, a lot of research work based on this model has continued to propose a series of new modeling methods [16,17,18,19]. For example, Gao et al. [16] extended the coupling of two networks to multiple networks and proposed a model for the interdependence of multiple networks. In [17], a formal model of object-oriented Petri nets is proposed to improve the reliability of CPS in the dynamic modeling phase. Ref. [18] used random network and IEEE Standard Bus test cases to model CPSs and examine the resilience of these systems under different attack scenarios. Ref. [19] proposed a semantic model for analyzing information flow security in CPSs and thoroughly analyzed the robustness of the semantic model.



In these studies, it is often assumed that the failure of a node in one of the networks will result in the failure of the corresponding node in the other network, due to the strong interdependence between the networks. In actuality, this assumption may not hold in many real-life systems. Taking the smart grid as an example, the failure of an electrical node may not immediately lead to the failure of its counterpart communication node. Instead, the communication nodes are often equipped with the Uninterruptible Power Supply (UPS). If the failure can be found and repaired before UPS is used up, the failure of this node can be avoided. Therefore, Tu et al. [20] proposed a CPS model with weak interdependency between networks. In this model, when a node in one of networks fails, its corresponding node in the other network will also fail; the probability of this happening is dependent on the system configuration. In addition, Jiang et al. [21] proposed a new CPS model that takes into account the real dynamics of both the cyber and physical parts of the system, as well as the asymmetric interdependency between these two parts. The purpose of this model was to accurately depict the asymmetric interdependency between the cyber and physical components of a CPS.



However, the interdependent mechanisms in the above two models [20,21] were still ideal and oversimplified. These models only consider the failure propagation between nodes and do not consider the failure propagation between nodes and links. Taking the smart grid as an example again, when an electrical node fails, its counterpart communication node can still maintain some links to work because of UPS and the remaining links stop working due to the weak interdependency between networks in the smart grid. Similarly, when a communication node fails, some links of its corresponding electrical nodes will be disconnected, but there will still be some links that continue to work. Considering this situation, we will propose a novel model of CPS with the consideration of both the coupling modes and the failure propagation objects. Next, we will apply the proposed model and evaluate the robustness of the CPS that is formed by the interconnection of two classical complex networks. We will show how the model factors affect the robustness of CPS. Therefore, the main contributions of this paper are:




	
We consider that the interdependent mechanism is composed of coupling modes and failure propagation objects.



	
The failure propagation object in the interdependent mechanism of CPSs can not only be nodes but also links.



	
We study how the key factors in the interdependent mechanism affect the robustness of CPSs.



	
We investigate which node protection strategy has the most significant improvement in the robustness of CPSs.








The rest of this paper is organized as follows. Section 2 introduces our CPS model which consists of the model of two networks, interdependent mechanisms, a cascading process and metrics of robustness used to measure the performance. In Section 3, we primarily analyze the impact of various model factors, such as the failure propagation object, the coupling modes and protection strategies [22] on the robustness of CPSs. Finally, we discuss the simulation results in Section 4 and summarize the conclusions of this paper in Section 5.




2. The Model


In this paper, we consider that a CPS is composed of a power grid (PG) and communication network (CN) and the interdependent mechanism between them is composed of a failure propagation object and coupling mode. In the following subsection, we will provide a description of the model for each network and introduce the interdependent mechanisms between them. Finally, we will show the whole cascading failure process in CPSs.



2.1. Power Grid Model


The power grid is a type of engineering network. Each transmission line in the power grid has a capacity limit for electrical flow and any sudden change in the network structure can alter the power flow distribution [23,24]. When the power flow distribution has changed, the nodes or links whose current loads exceed their capacities will fail successively and then a series of cascading iterations begin, which is called cascading failure [25,26,27,28]. In this paper, we adopt the model proposed by Zhang et al. [29] to track the load distribution in the power grid during cascading failures. As described in the model [29], the power grid is composed of four types of nodes:




	(i)

	
The generation node i is the power supply source in a power grid and has a fixed voltage   v i  . Thus, the nodal equation for a generation node i is


      0   ⋯    y i    ⋯   0     ∗ V =  v i   



(1)




where    y i  = 1   and the voltage vector is   V =      ⋯    v i    ⋯    v j    ⋯    v k    ⋯    v h    ⋯     T   




	(ii)

	
The consumer node j dissipates power and at the circuit level, it sinks current   I j  , i.e.,


       Y  j 1     ⋯    Y  j j     ⋯    Y  j n       ∗ V =  I j   



(2)








	(iii)

	
The distribution node k is a connecting node that nether produces nor consumes power. Thus, we set    I j  = 0   and the equation is


       Y  k 1     ⋯    Y  k k     ⋯    Y  k n       ∗ V = 0  



(3)








	(iv)

	
The transformer node h connects the high-voltage grids with mid-voltage or low-voltage grids. Therefore, the equation for a transformer node can be expressed as


       Y  h 1     ⋯    Y  h h     ⋯    Y  h n       ∗ V = 0  



(4)













According to four types of nodes, we can obtain the following power system equation by combining Equations (1)–(4):


  A ∗      ⋯    v i    ⋯    v j    ⋯    v h    ⋯     T  =      ⋯    v i    ⋯    I j    ⋯   0   ⋯   0   ⋯     T   



(5)




where   v i   represents the voltage of node i and  A  represents the admittance matrix of the power grid.


  A =     ⋱          ⋯   ⋯             ⋰        0   ⋯   1   ⋯   0   ⋯   0   ⋯   0   ⋯      Y  j 1     ⋯    Y  j i     ⋯    Y  j j     ⋯    Y  j k     ⋯    Y  j h     ⋯      Y  k 1     ⋯    Y  k i     ⋯    Y  k j     ⋯    Y  k k     ⋯    Y  k h     ⋯      Y  h 1     ⋯    Y  h i     ⋯    Y  h j     ⋯    Y  h k     ⋯    Y  h h     ⋯        ⋰             ⋯   ⋯          ⋱      



(6)




where   Y  i j    represents the admittance of a link that connects nodes i and j,    Y  i i   = −  ∑  j ≠ i    Y  i j    . If there is no link between nodes i and j,    Y  i j   = 0  .



Therefore, with the network topology, power consumption and generation information known, the voltage of nodes in the power grid can be determined using Equation (5) and the currents flowing in the transmission lines can be calculated accordingly as


   I  i j   =  (  v i  −  v j  )  ×  Y  i j    



(7)







We define the load of node i at time t as its power


   L i     P   ( t )   =  v i  ×  I  o i    



(8)




where   I  o i    represents the total currents flowing out of node i. Moreover, the load of link k at time t is defined as the current through it


   L  i j      P   ( t )   =  I  i j    



(9)







The capacity of node i is   α 1   times its initial load    L i    P   ( 0 )    and the capacity of every transmission line is   α 2   times its initial load    L  i j  P   0   .


   C i  =  L i    P   ( 0 )  ×  α 1   



(10)






   C  i j   =  L  i j     P   ( 0 )  ×  α 2   



(11)




where   α 1   and   α 2   are tolerance parameters, which denote the safety margins of the nodes and links in the power grid, respectively.




2.2. Communication Network Model


In this paper, we adopt the data traffic model [30] to model the communication network and the nodes in the communication network are considered as selfish ones [31,32]. In this model, new packets are generated randomly with source and destination nodes selected and then transmitted along the shortest paths. Therefore, the traffic load of node i at time t, denoted by    L i     C   ( t )    , can be estimated by its current betweenness [33]


   L i     C   ( t )   =  ∑  j ,  k ∈ N ,  j ≠ k ≠ i     n  j k  i   n  j k     



(12)




where  N  is the set of nodes in CN,   n  j k    is the total number of shortest paths between nodes j and k, and   n  j k  i   is the number of shortest paths between nodes j and k that pass through node i.



Similar to the power grid, the capacity of node i is  β  times its initial load    L i    C   ( 0 )   


   C i  = β ×  L i    C   0   



(13)




where  β  is the tolerance parameter in CN; similarly, we set   β > 1  .




2.3. Interdependent Mechanism


Different from previous interdependent models, the interdependent mechanisms proposed in this paper include: (i) coupling mode between networks and (ii) failure propagation object. The coupling mode reflects the topological structure of CPS, while the failure propagation object reflects the process of failure propagation, both of which will directly affect the robustness of CPS.



2.3.1. Coupling Mode


In this paper, we consider CPS coupled in three ways as follows:




	(i)

	
Assortative coupling (AC)



The nodes in PG and CN are sequentially connected according to the values of capacity in descending order.




	(ii)

	
Disassortative coupling (DC)



The nodes in PG and CN are sequentially connected according to the values of capacity in descending order for PG and ascending order for CN.




	(iii)

	
Random coupling (RC)



The nodes in PG and CN are randomly connected one by one.










2.3.2. Failure Propagation Object


In previous studies, Node–Node was used as the failure propagation object for the interdependent mechanism of these models, but the case of Node–Link as the failure propagation object was neglected. Therefore, in this paper, we consider that the object of failure propagation in CPS consists of the following two cases:




	(i)

	
Node–Node propagation



As shown in Figure 1b, when node A in PG fails and is removed, there is a probability P that its corresponding node in the communication network will also fail. Similarly, when node B in CN fails and is removed, its corresponding node A in PG will be removed with the probability P.




	(ii)

	
Node–Link propagation



As shown in Figure 1c, when node A in PG fails and is removed, each link of its counterpart B will be removed with the probability P. Similarly, when node B in CN fails and is removed, each link of its counterpart node A in PG will be removed with the probability P. It is worth emphasizing that when all links of the node fail, the node can be considered as removed.









In combination with different coupling modes and failure propagation objects, there are six interdependent mechanisms proposed in this paper: (Node–Node, AC), (Node–Node, DC), (Node–Node, RC), (Node–Link, AC), (Node–Link, DC) and (Node–Link, RC). Meanwhile, considering that CPS in this paper is not based on the assumption of strong interdependence, the failure in one network will affect the objects (nodes or links) in another network with a certain probability P.





2.4. Cascading Process


In the system, when nodes are removed, whether due to random failure or intentional attacks, the flow distribution is disrupted, causing a redirection of loads throughout the entire network. This can trigger a cascade of overload failures. In this paper, we investigate the cascading failures in the CPS through planting an initial attack. During the cascading failure process, network topology will change constantly, and the network may become fragmented into some disconnected parts. In each part of the power grid, if there are no generators, then all nodes in this part will not have any power supply and are considered unserved, even if they are not overloaded. In the same way, in each part of the communication network, the nodes outside the giant component are also considered as unserved. In addition, if the load on a node surpasses its capacity, the node is considered to fail and will be taken out of the network.



In the CPS model, in addition to node failures caused by the overload and connectivity of the network itself, the failure of a node in one network may result in the failure of its counterpart node in the other network due to the interdependent mechanism. Due to different failure propagation objects, the impact of the failure in one network on the other network is different. The failure node of one network makes the node or links of its counterpart fail in another network with a probability. To accurately reflect the weak interdependence between the two networks, we introduced the failure propagation probability, denoted as P. This probability represents the probability of a failure in one network spreading to the other network. Referring to Figure 2, we provide a detailed description of the simulation process as follows.



	(i)

	
Initial setting. At the start of the simulation, we set the parameters in the power grids based on the model described above, including the electrical characteristics (such as voltage) in the power grid. We then calculate the initial load of each node and set its capacity based on that.




	(ii)

	
Interdependent mechanism. In this paper, the interdependent mechanism of CPS is constructed by coupling mode and failure propagation object. Firstly, each node between two networks will be coupled by a coupling mode, such as assortative, disassortative and random. Then the failure propagation object of the interdependent mechanism in the system will be determined as Node–Node or Node–Link. After the above steps, we have completely established the interdependent mechanism of CPS in this simulation.




	(iii)

	
Initial attack. In this simulation, we consider an intentional attack scenario. After the initial settings, the node with the highest load in PG and CN are selected as the targets of an intentional attack. These nodes will then be removed from the network.




	(iv)

	
Cascading failure. Once the initial targets of the attack have been removed, the next step is to detect the connected subgraphs in each network of the CPS. In the PG, any subgraphs that do not contain a generator are considered unserved and then will be removed from the network. For each of these nodes that are removed from the PG, due to the interdependent mechanism, its corresponding node in the CN may be affected. When Node–Node is used as the failure propagation object, its counterpart node in the CN will be removed with the failure propagation probability P; when Node–Link is used as the failure propagation object, all the links of its counterpart node in the CN will be removed with the failure probability P. In the CN, nodes that are not part of the giant component are unserved and taken out of the network. As a result of the interdependent mechanism, the counterpart node in the PG will also be impacted by the removal of these nodes in the CN.




	(v)

	
Load redistribution. Next, the updated loads in both networks are calculated and any nodes that have become overloaded are removed. The interdependent mechanism between the two networks is considered and the counterpart nodes or links of the removed nodes are checked to see if they have failed, using the failure propagation object and the failure propagation probability.




	(vi)

	
If no removal occurred during steps iv or v, then output the final system. Otherwise, go to step iv.








2.5. Robustness Metric


In a network, the relative size of the giant connected component after the cascades is usually used to represent its robustness [34,35]. Similarly, the robustness of the CPS can be defined as the extent of unserved nodes after cascading failures. Therefore, without loss of generality, the percentage of unserved nodes (PUN) is defined as


  P U N =   N  u n s e r v e d    N  t o t a l     



(14)




where   N  u n s e r v e d    is the total number of unserved nodes of the CPS after cascading failures.   N  t o t a l    is the total number of initial nodes in the CPS.





3. Simulations


As described in Section 2.3, the interdependent mechanism directly affects the robustness of CPS. Therefore, we first focus on the effect of different interdependent mechanisms (including coupling mode and failure propagation object) on the robustness of CPSs. In addition, considering that it is difficult to change the interdependent mechanism of CPSs in reality, we then focus on different strategic node protection for CPSs and find the most effective strategic node protection to improve the robustness of CPSs. In the following simulations, we model the topology of each single network in the CPS using the Barabási–Albert (BA) scale-free network model, which has 118 nodes and 348 links. As described in Section 2.1 and Section 2.2, we consider the electrical model and data traffic model for our model. Specifically, we assume that each generator has a voltage of 1 p.u. and that each consumer node has a current consumption of 1 p.u. We also assume a total of 14 generators and set the admittance of each transmission link to 11 p.u. [36]. To simplify the analysis, we set the tolerance parameters of the power grid model as   α =  α 1  =  α 2   α > 1   .



3.1. The Impact of Interdependent Mechanisms on the Robustness of CPSs


3.1.1. Coupling Mode


The coupling mode is one of the important factors in the interdependent mechanism of CPSs. The change of coupling mode will change the topology of the CPS and then affect the failure propagation process. Thus, it is natural to study how different coupling modes (including assortative, disassortative and random) affect the robustness of CPSs with the failure propagation probability P. Figure 3 shows this relationship for two failure propagation objects: Node–Node propagation (a) and Node–Link propagation (b). As seen in Figure 3, the PUN value has increasing failure propagation probability under any coupling mode. This trend can be easily explained, as a higher failure propagation probability can make the interdependency across networks stronger which means the failure in the network will be more easily propagated to another network and then results in the value of PUN being higher after cascading failure. In addition, take Node–Node propagation as an example (refer to Figure 3a). When the failure propagation probability P is small (P < 0.2), the robustness of the CPS under three coupling modes is relatively poor; when P is large, the value of PUN is the largest when the disassortative coupling is chosen in the interdependent mechanism of CPS, which means that the robustness of CPS is the worst when the disassortative coupling is chosen. These results suggest that coupling mode and failure propagation probability all have a great impact on the robustness of CPSs. A CPS has the worst robustness when two networks are disassortatively coupled. At the same time, increasing the failure propagation probability, the interdependency across networks increases. Thus, the value of PUN increases after cascading failures when the failure propagation probability increases and the robustness of the CPS decreases gradually due to the strengthened interdependency across networks.




3.1.2. Failure Propagation Object


The interdependent mechanism is not only constructed via coupling mode. Failure propagation object is also an important factor in the interdependent mechanism of CPS. In previous studies, Node–Node has been taken as the failure propagation object in the interdependent mechanism of CPS, while Node–Link as the failure propagation object has been ignored. Based on the proposed interdependent mechanism in our model, we then focus on the impact of failure propagation objects on the robustness of CPS.



Figure 4 gives the impact of failure propagation object and failure propagation probability P on PUN under three coupling modes. Take the assortative coupling as an example (refer to Figure 4a). Primarily, the value of PUN increases as the probability of failure propagation increases under any failure propagation object and we can see a noteworthy phenomenon, that is, that CPS has different sensitivities to the failure propagation objects. Specifically, the corresponding curve of Node–Node is lower than the curve of Node–Link with the same failure propagation probability and coupling mode. This result indicates that choosing Node–Node as the failure propagation object in the interdependent mechanism of CPS can cause a lower value of PUN than choosing Node–Link as the failure propagation object when the same coupling mode is chosen. Combining the actual situation, the result means that choosing Node–Node mode in the interdependent mechanism of CPS has a more positive impact on the robustness of CPS. The reason for this phenomenon is that when Node–Link is the failure propagation object in the interdependent mechanism of CPS, the number of objects affected by the interdependent mechanism significantly increases, which means that under the same failure propagation probability, the number of links affected by the interdependent mechanism is more than for chosen Node–Node mode. Therefore, the strength of the interdependent relationship in CPS is increased, which leads to more serious consequences of cascading failures of the system. In particular, when failure propagation probability P is equal to 1, the values of PUN corresponding to the two failure propagation objects are the same. This is because, whether choosing Node–Node or Node–Link as the failure propagation object, the networks in CPS are strongly interdependent when P = 1, which means that the failure of a node in one network will cause its corresponding node in the other network to fail immediately. Similarly, when failure propagation probability P is equal to 0, there is no interdependency between the two networks in the system and it is only the result of the independent cascading failure process of the two networks. This is why the values of PUN corresponding to the two failure propagation objects is also the same.





3.2. The Impact of Protection Strategies on the Robustness of CPS


In Section 3.1, we successfully constructed the interdependent model of CPS proposed in this paper, then studied the impact of the interdependent mechanism (including coupling mode and failure propagation object) on the robustness of CPS by considering the influence of links and nodes in the networks. However, the interdependent mechanisms in many real-world systems are usually stable, which means that the robustness of these systems cannot be improved by changing the coupling mode or failure propagation object in the interdependent mechanism of the system. For the purpose of reducing the harm caused by the cascading failure of CPS, we often take protection strategies on important nodes to indirectly improve the robustness of CPS and prevent node failure when the interdependent mechanism of the system cannot be changed. Therefore, the protection strategies on important nodes for CPS are particularly important.



Before choosing strategic node protection for CPS, we should firstly determine the interdependent mechanism of CPS. Without loss of generality, we choose random coupling in the interdependent mechanism of the system. Therefore, in this simulation, there are two corresponding interdependent mechanisms for the CPS, (Node–Node, RC) and (Node–Link, RC); we then analyze the robustness of CPS under several strategies for protecting critical nodes. Specifically, we first assess the significance of each node in the network and arrange them in a list in decreasing order of estimated importance. We then use the ranked list of nodes to determine which ones to protect, based on their importance, which means that the top   N η   nodes in the ranking are protected, where  η  is a parameter that specifies the fraction of protected nodes and N is the number of nodes. Because the main purpose of this paper is to analyze the impact of different interdependent mechanisms under weak interdependency on the robustness of CPS, the importance of the nodes considered are mainly from two aspects: (i) Degree, reflecting the node connection centrality and (ii) Load, reflecting the node functional importance. For comparison purposes, we conducted simulations using two additional methods: (i) a random protection scheme, where the nodes to be protected are chosen randomly and (ii) a scenario in which no nodes are protected, which we refer to as the “No protection”.



Primarily, we study how the robustness of CPS is affected by the fraction of protected nodes, noted as  η . Figure 5 shows PUN as a function of  η  from 0 to 1 in steps of 0.1 when failure propagation probability P is equal to 0.5. It can be observed from Figure 5 that, in two cases of different interdependent mechanisms of CPS, the value of PUN based on protecting nodes using measures of node importance is lower than using random protection scheme, which means that protecting nodes using measures of node importance significantly improves the robustness of CPS with different interdependent mechanisms. Taking the protection schemes in the PG as an example, since the protected node does not fail, the impact of failure propagation to the CN is prevented when that node fails; At the same time, when the counterpart node in the CN fails and propagates into the power grid by the interdependent mechanism of CPS, the node protected in PG will not be affected by the interdependence mechanism. So the impact of failure propagation from the CN to the PG is also prevented by protecting the nodes in the PG. In addition, it can be found that the results after the cascading failure of CPS are different when choosing to protect the important nodes in the CN or PG. From Figure 5a,b, choosing to protect the important nodes in the PG is the best protection scheme for CPS, which means that it is better improving the robustness of CPS by protecting electrical nodes when conservation resources are limited.



Figure 6 shows the effects of different protection strategies of important nodes on the robustness of CPS for two interdependent mechanisms: Node–Link, RC ((a), (b) and (c)), and Node–Node, RC ((d), (e) and (f)). We set different proportions of protected nodes in the following simulations: 0.1 ((a) and (d)), 0.5 ((b) and (e)) and 0.9 ((c) and (f)). From Figure 6, we find that compared with no node protection, any protection strategy can effectively reduce the proportion of failed nodes after cascading failure in CPS and the values of PUN increase with the increase in failure propagation probability P. This is because under limited conservation resources, the greater the failure propagation probability between networks in CPS, the easier the failure propagation from one network to another network. Meanwhile, we find an interesting result that when the protection proportion of the nodes is fixed, the protection to protect the important nodes in the PG can more effectively impede the cascading process in the CPS and reduce the value of PUN after the cascading process, which is consistent with the previous conclusions in this paper. In particular, when  η  is large enough, the cascading failure can only cause a few percent of nodes because we have protected most nodes in the network. This is why the values of PUN remain constant horizontally regardless of how P changes when   η = 0.9   in Figure 6c,f. However, the performance of a single PG and CN is still different. The measures to protect important electrical nodes are still better than those to protect the important communication nodes, which further shows that primarily protecting the important electrical nodes is more beneficial with respect to improving the robustness of the system.





4. Discussion


The above simulation results show that the CPS is the most vulnerable when the disassortative coupling is determined and the CPS is more sensitive to the failure propagation when the Node–Link is used as the failure propagation object. In addition, considering the real situation, the interdependency mechanism of CPS is often determined. Therefore, the protection strategy based on critical nodes is usually adopted to improve the CPS robustness. With limited protection resources, choosing to protect the critical nodes of the power grid improves the robustness of the CPS under deliberate attacks most significantly.



While this paper focuses on the smart grid as a specific example of a CPS, the concept of weak interdependent mechanisms can be applied to other CPSs, such as water distribution systems, intelligent transportation systems and logistic networks. The analytical method proposed in this paper has good expansibility, which can reveal the relationship between internal and external parameters and system performance with different coupling mechanisms based on the modeling of interdependent networks.




5. Conclusions


In this paper, we study a CPS by using the smart grid as an example, which is composed of a power grid and a communication network. To begin, we propose a new CPS model which considers the facts that (i) there are three coupling modes between two parts of a CPS, including assortative, disassortative and random. (ii) Failure propagation objects in a CPS include not only Node–Node but also Node–Link. These facts are seldom considered together in the interdependent mechanisms of previous studies but do exist in practice. Then, based on this model and interdependent mechanisms, we analyze the robustness of CPS with six different interdependent mechanisms. The results show that the robustness of CPS is the worst when the disassortative coupling is chosen. In addition, we consider Node–Link as the failure propagation object of the interdependent mechanism of CPS and compare it with the case that only Node–Node is considered as the failure propagation object. It is found that the robustness of CPS under intentional attacks with the Node–Node interdependent mechanism is better than that with the Node–Link interdependent mechanism. However, in many real-world systems, the failure propagation objects of the interdependent mechanisms of these systems are Node–Link. This is why most CPSs in real-world systems will be less robust than in previous studies under intentional attacks. Finally, based on the strategic node protections, the results show that primarily protecting the important electrical nodes is more beneficial to improving the robustness of the system.



Due to the weak interdependent mechanism in CPS, we use simulation results to show the robustness of CPSs and find the most beneficial node protection to enhance the robustness of CPSs. It is important to understand the interdependent mechanisms of a complex system like the CPS and theoretical analysis can provide valuable insights in this regard. Hence, it is a direction worth exploring in future work to further analyze the model and gain a deeper understanding of the system.
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Figure 1. The diagram of failure propagation. Nodes A and B are interdependent. (a) Without failure; (b) Node–Node failure propagation; (c) Node–Link failure propagation. 
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Figure 2. The flowchart of cascading failure process in CPS. 
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Figure 3. Robustness of CPS changes as a function of failure propagation P under three coupling modes. (a) Node–Node propagation; (b) Node–Link propagation. 
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Figure 4. Robustness of CPS changes as a function of failure propagation P under two propagation objects. (a) Assortative Coupling; (b) Disassortative Coupling; (c) Random Coupling. 
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Figure 5. Robustness of CPS changes as a function of proportion of protected nodes  η  when P = 0.5. (a) Node–Link, RC; (b) Node–Node, RC. 
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Figure 6. The effects of different protection strategies of critical nodes on Robustness of CPS under (a)   η = 0.1  , Node–Link, RC; (b)   η = 0.5  , Node–Link, RC; (c)   η = 0.9  , Node–Link, RC; (d)   η = 0.1  , Node–Node, RC; (e)   η = 0.5  , Node–Node, RC; (f)   η = 0.9  , Node–Node, RC. 
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