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Abstract: Wireless M-Bus is a short-range wireless telemetry system that plays a vital role in the
capillary sector of the Internet of Things (IoT) ecosystem. Similar to any other IoT technology, it
is meant to operate in harsh environmental conditions such as production plants, cellars, or other
under-ground or indoor metering installations. This paper describes the methodology and outcomes
of a carefully designed measurement campaign targeted at investigating this system’s immunity to
jamming and extremely fading channels. The former was carried out in an anechoic chamber and the
latter in a reverberation chamber, both specifically adapted for these types of measurements. The
presented methodology allows for reproducible research. The article demonstrates PER measurements
results as a function of CNIR for all throughput modes offered by the tested devices (ranging from
4.8 kb/s to 100 kb/s). The threshold CNIR values are universal and may prove useful in an IoT
network design that is based on the Wireless M-Bus technology.

Keywords: Internet of Things; anechoic chamber; reverberation chamber; machine-type communications;
carrier to interference; packet error rate; interference

1. Introduction

In the era of Internet maturity, it was noticed that sensors, meters, and detectors also
create a specific network “community” participating in network traffic and generating
data of no less importance than those produced by man. They are often strategic for
maintaining the quality of life, controlling industrial processes, or monitoring the state of
the natural environment. These devices, or, more generally—objects—can communicate
either with a human (an operator) or with other devices. In the latter case, they are also
sometimes referred to in the literature by the acronym MTD (machine-type device), i.e.,
devices that do not require human intervention to exchange data with each other. The
very process of communication between them is referred to as M2M (machine-to-machine)
or MTC (machine-type communications) and is one of the paradigms of the so-called
Internet of Things (IoT) [1,2]. It is a branch of our global network in which MTD devices
are equal partners to their “human” counterparts when it comes to the importance of the
telecommunication traffic they generate, which is more and more necessary to maintain the
efficient functioning of our technical civilization.

The main purpose of narrowband Internet of Things (IoT) systems is to transfer traffic
(mainly) from a large number of end devices connected to utility probes, sensors, detectors,
gauges, etc. According to the IoT traffic model documented in [3], when IoT systems
become fully promiscuous, the prospective number of these sensory devices is expected to
be 40 per household. Within the range of a single IoT base station (BS), the number of houses
is assumed to be 4275. This arrangement, while economically justified, creates a significant
single point of failure when the BS is exposed to intense interference or jamming, thus,
disrupting the entire IoT network. The situation can be seen as a form of electromagnetic
cyberattack. Figure 1 illustrates this case by showing a scenario where readings from
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multiple sensors (represented by blue arrows carrying the desired carrier signal power C)
are emitted towards the base station, which, at the same time, is experiencing interference
(I) from the in-band jammer, causing the carrier-to-noise ratio (CNIR) received by the BS to
fall below the threshold necessary for correct uplink (UL) reception.

Electronics 2023, 12, x FOR PEER REVIEW 2 of 18 
 

 

readings from multiple sensors (represented by blue arrows carrying the desired carrier 
signal power C) are emitted towards the base station, which, at the same time, is experi-
encing interference (I) from the in-band jammer, causing the carrier-to-noise ratio (CNIR) 
received by the BS to fall below the threshold necessary for correct uplink (UL) reception. 

 
Figure 1. An Internet of Things (IoT) network exposed to intentional jamming. 

Since the motivation for this paper is deeply embedded in a broad context of electro-
magnetic interference in IoT networks, a separate section (i.e., Chapter 4) has been dedi-
cated for this purpose. The paper presents a high-precision methodology for investigating 
the performance of wireless systems in various propagation environments, taking Wire-
less M-Bus as a hardware platform. The proposed approach allows us to carry out repeat-
able measurements that can be universally used in the process of designing and configur-
ing reliable wireless sensor networks in an arbitrary propagation environment. 

The conclusions and analyses presented in this publication: 
• Provide the minimum CNIR values (and, thus, sensitivity), separately for each 

throughput mode, which may lend themselves to serving as reference figures at a 
wireless sensor network (WSN) radio-planning stage, based on the WM-Bus technol-
ogy. 

• Allow us to select the most appropriate operational mode (in terms of the modulation 
and the throughput) to best-fit propagation conditions encountered on the WSN de-
ployment site. 

• Demonstrate Wireless M-Bus performance under propagation conditions of variable 
adversity at the two different frequency bands. 
The work has been divided into chapters. In the next, second chapter, the character-

istics of IoT systems and capillary networks are presented. The third chapter contains an 
overview of interference sources (both intentional and unintentional) and possible attacks 
on WSN’s, along with solutions to reduce or completely eliminate the effects of these in-
terferences or defend against attacks. The next two chapters describe the purpose and 
scope of the conducted research. The last part of the work contains the results of the re-
search along with conclusions and planned work for the future. 

  

Figure 1. An Internet of Things (IoT) network exposed to intentional jamming.

Since the motivation for this paper is deeply embedded in a broad context of elec-
tromagnetic interference in IoT networks, a separate section (i.e., Chapter 4) has been
dedicated for this purpose. The paper presents a high-precision methodology for investi-
gating the performance of wireless systems in various propagation environments, taking
Wireless M-Bus as a hardware platform. The proposed approach allows us to carry out
repeatable measurements that can be universally used in the process of designing and
configuring reliable wireless sensor networks in an arbitrary propagation environment.

The conclusions and analyses presented in this publication:

• Provide the minimum CNIR values (and, thus, sensitivity), separately for each through-
put mode, which may lend themselves to serving as reference figures at a wireless
sensor network (WSN) radio-planning stage, based on the WM-Bus technology.

• Allow us to select the most appropriate operational mode (in terms of the modulation
and the throughput) to best-fit propagation conditions encountered on the WSN
deployment site.

• Demonstrate Wireless M-Bus performance under propagation conditions of variable
adversity at the two different frequency bands.

The work has been divided into chapters. In the next, second chapter, the character-
istics of IoT systems and capillary networks are presented. The third chapter contains an
overview of interference sources (both intentional and unintentional) and possible attacks
on WSN’s, along with solutions to reduce or completely eliminate the effects of these inter-
ferences or defend against attacks. The next two chapters describe the purpose and scope
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of the conducted research. The last part of the work contains the results of the research
along with conclusions and planned work for the future.

2. On the Internet of Things Systems and Capillary Networks

The term ‘Internet of Things’ was first coined by Kevin Ashton during one of the
company’s presentations for Procter & Gamble in 1999 [1], although the author himself now
promotes the name ‘Internet for Things’ [2]. Initially, it was anticipated that the technology
used to implement the IoT assumptions would be RFID (radio frequency identification),
which was meant to be an executive tool for various tasks commissioned by computers to
objects (things), such as actuators, meters, controllers, etc. [4–8]. The informal date of the
“creation” of the Internet of Things as a fact can be considered the turn of 2008/2009, when
(according to Cisco’s own research described in [9]) the quotient of network communication
“objects” to people exceeded the value of ‘1’ amounting to 1.84 in 2010, while in 2003 it was
estimated at merely 0.08.

This idea was presented in Figure 2, allowing for the division of the Internet of Things
systems into CIoT (cellular IoT) and non-cellular solutions, cumulatively referenced as
LTN (low throughput network). A common area of data inflow, whether from traditional
systems (cellular, broadband Internet access, etc.) or from systems in which information
is generated by sensors, meters, and probes, is the cloud in which both network and
database services are provided. However, the advent of the Internet of Things resulted
in modifications also in this area, e.g., leading to the evolution of concepts such as ‘fog
computing’, more efficient from an energy and transmission point of view and in terms of
cybersecurity than cloud computing, as well as other concepts such as ‘the edge computing’,
‘ambient intelligence’, etc.
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Figure 2. Schematic of a macro division of the IoT systems.

The concept of capillary networks results from the general division of the IoT network
into architectural segments: long-distance and short-range. The latter, analogous to the
capillaries transporting blood to and from the ends of the nervous system, is called ‘the
capillary network’, as shown in Figure 3, where all three major groups (namely, capillary,
LTN, and CIoT) have been depicted.

Despite the fact that one of the main goals set for IoT systems is to obtain the largest
possible ranges by significantly increasing the sensitivity with respect to traditional radio
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systems (e.g., cellular), there is a group of applications in which direct signal transmission
from the place of its origination (e.g., from a meter) is not needed, in fact—not even
recommended. These applications include all kinds of measurements aimed at creating
a certain overview in which the practical value is only of the final report based on a
large amount of collected data, instead of information sent from individual sensors. An
example may be, e.g., the development of thermal maps for buildings, which requires the
deployment of a large number of sensors in its representative locations. In this situation,
the transmission of individual readings to a remote network server would require that each
sensor be equipped with a separate radio module. Due to the presence of many similar
signal sources, this modem would be exposed to increased interference or collisions (due
to simultaneous transmissions), which, in turn, would reduce the level of reliability of data
delivery. Moreover, each reading would have to be logged independently in the database.
Avoiding such situations was a motivator for the development of the concept of capillary
networks, in which relatively cheap and simple battery-powered devices communicate
with a concentrating device—the so-called media gateway—in the star topology (put in
the simplest terms) or other configurations, including mesh arrangement. The market
currently abounds in solutions suitable for this segment, offering numerous systems that
allow transmission from a few meters (e.g., Bluetooth BLE, FS1000A operating in the star
topology) to more complex ones, allowing for transmissions at distances from several to
several dozen meters in buildings (e.g., IQRF, ZigBee, or NRF24L01).
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An interesting approach to the problem of anomaly detection and malicious IoT
network traffic was presented in works [10–13]. The authors used their Machine Learning
(ML) techniques for blocking flows of harmful traffic by proposing a new algorithm called
CorrAUC, based on the wrapper technique, to filter features accurately and select effective
features for the selected ML algorithm by using the area under the curve (AUC) metric. The
outcomes achieved from the analyses are quite promising, with accuracy oscillating at 95%.
However, mere detection and blocking of pernicious traffic may still not be enough, hence,
research still continues towards inventing methods for securing intelligent operations in
the network, particularly intelligent metering. Authors in [14] even proposed the new
security profile “W” that covers multiple security aspects of the Wireless M-Bus protocol
within the Open Metering System suite of standards.
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3. On Jamming in WSN and the Internet of Things Systems—A Review

The problem of possible electromagnetic disturbances in IoT networks sending the
signal in the access segment between the sensor layer and base stations has already been
noticed and described in ETSI TR 102 691 [15]. The document deals with the subject in
general, presenting the potential goals and consequences that disruption or jamming may
have in the operation of the M2M system as well as some basic mechanisms for preventing
them. It identified two main groups of perturbations: intentional and unintentional. The
purpose of intentional attacks is usually to either gain access to the transmitted telemetry
data or to modify them. Non-intentional disturbances, in turn, associated with negative
electromagnetic interactions, may lead to loss of communication between IoT devices and
base stations. The properly planned deployment of base stations in a given area should
significantly reduce the likelihood of such an event. More specific studies included in [16]
and [17] concerned only the 868.0–868.6 MHz ISM (quite popular with IoT LTN systems)
band measured in Aalborg (Denmark). It was observed there that 22% of the collected
samples should be qualified as the high level (i.e., above −105 dBm), including numerous
samples with power of up to −65 dBm. The most appropriate model for such a probability
density profile was the Generalized Extreme Value Distribution (GEV), traditionally used
to describe extreme phenomena, most often used in meteorology and hydrology.

Effective recovery of the intentionally disturbed signal, from the devices of the ZigBee
system (based on the IEEE 802.15.4 specification), was dealt with in [18] using a three-
phase signal regeneration method: 1. filter bank, 2. spectrum spreading by IEEE 802.15.4
devices, and 3. FEC correction coding (forward error correction). Packet loss statistics
collected from relay nodes used to detect jamming were also used in [19] to classify nodes
in multi-hop networks as: non-interfering, suspicious, and interfering, resulting in a
change in the operating channel in the network. The authors in [20] proposed a modular
blockchain structure for the WSN network, in which in the event of a drastic reduction
in the CNIR (carrier-noise and interference) value in one of the set of communication
channels predefined for the network, its coordinator broadcasts an IDS agent (intrusion
detection system) on another channel from this set to all nodes, informing about the change
in the working channel, simultaneously starting the continuous transmission of the signal
on the corrupt channel to distract the jamming node. Another proposal to proactively
combat jamming sources was presented in [21] by using spread spectrum transmission.
This allocated a unique, randomly generated spreading sequence for each pair of nodes to
counteract broadband interference and combat jamming from both BBN (broadband noise)
sources as well as from compromised nodes belonging to the attacked network. A similar
idea was proposed in [22], by postulating that a jamming device jammed by frequent
emissions of radio ‘flares’ emitted by the sensor network nodes in the form of empty
packets, thus, forcing the device to work continuously until the jammer’s energy resources
are exhausted. In [23] the Nash equilibrium, an algorithm was used to detect the interfering
node, observing the CNIR in the network and the changes in the probability of successful
packet delivery between nodes. A cognate approach was demonstrated in [24], where the
legal nodes (the so-called leaders) and the disruptor itself (reactive, the so-called follower)
were modeled as adversaries in a hierarchical game. Both groups of players have opposite
interests, however, and aim to achieve a balance: leaders seek a compromise between the
CNIR and the transmitting power (which at the same time expose their transmissions),
and the imitator, in turn, optimizes the threshold of the transmission detection power and
adjusts the interference power in order to use it optimally and to avoid too quick depletion
of its own battery resources. The idea of a continuous controlled emission reference was
also used in [25], where it was proposed that one of the nodes with well-known radio
signal characteristics (including CNIR and impulse response, measured before the network
start-up) would serve as a reference signal source needed both for detection jamming and
corrections of already jammed transmissions.
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4. The Purpose of the Investigations

The major setback of the previous research presented in chapter 3 is that they cover
a vast range of aspects related to jamming detection or jamming avoidance in general
terms—either theoretical or simulation-based at best. This kind of approach, however, is
seldom applicable in practice in real-life engineering when it comes to actually deploying
a real-life wireless network, such as one of those which the authors have successfully
deployed in various environments, ranging from coal and copper mines, automotive pro-
duction plants, and various indoor environments, to even a city that launched their DAB+
SFN network in 2017 using multiple wireless technologies. It is even less applicable when
the design is to be made by means of a specific system, with its own characteristic op-
erational parameters (modulation, coding, spreading, repetitions, etc.), where the key to
deploy a jamming-immune system consists of knowing precisely its CNIR constraints.
However, unlike with cellular systems that have their parameters clearly described in
3GPP or ETSI documents, other systems, such as those for WSN or IoT, need to be inves-
tigated otherwise through precise measuring in EM-controlled environments similar to
these presented in this paper. Thus, the major contribution of this paper is to fill up this
knowledge gap to help designers plan their WSN in a manner inherently resistant (from
scratch) to a great deal of interference, both originating from jammers (intentional or not)
or from the environmental geometry (fading). As has been demonstrated—it is possible to
achieve a quite resistant network operation by means of a careful selection of operational
parameters (typical to Wireless M-Bus) at the very physical layer, in compliance with a
well-known engineering practice that claims that most issues and risks can be avoided
by properly selecting a system’s operational settings at the very beginning of a network
planning. Thus, the uniqueness of our research consists of providing reliable CNIR figures
as well as planning recommendations for achieving a robust-by-design Wireless M-Bus
network. The uniqueness is also manifested in the measurement testbeds used in the
investigations. A fundamental advantage of testing systems under controlled conditions
in shielded chambers consists of the ability to be isolated from external factors. The 85 dB
of EM isolation guaranteed by our facilities (within the range 200 MHz–18 GHz) allow us
to investigate the response of radiocom systems with full certainty that no interference
will affect measurements, providing, at the same time, an extremely high repeatability: in
the deterministic sense (inside the anechoic chamber) and in the statistical sense (inside
the rev. chamber). The suitability of applying these labs to reproduce statistical propaga-
tion conditions present in real environments was deeply investigated and documented
by the authors some years ago [26]. Some later publications successfully demonstrated
that this approach proved useful in investigating a wide swath of radiocommunication
systems, such as ZigBee, WLAN, and IoT (LoRaWan [27], Weightless, SigFox, NB-IoT [28]).
With the aid of these two chambers, practically any propagation conditions can be fairly
easily recreated, i.e., from the pure AWGN channel or through the Ricean and Rayleigh
channel in the reverberation channel. The anechoic chamber, in turn, assures the lack of
multipath echoes, provides researchers with pristine noise-limited conditions for precisely
investigating a system response to the gradually degrading SNR, thus, allowing us to quite
accurately assess performance at boundary operating conditions for any combination of
parameters (such as the bandwidth, modulation-coding scheme, spreading factor, number
of repetitions, MIMO, etc.).

The topical system to be investigated was Wireless M-Bus by Embit, operating in two
ISM (industrial, scientific, medical) bands: 169 and 868 MHz. The setup consists of two
EMB-EVB evaluation boards equipped with swappable radio modules: EMB-WMB169PA
(169 MHz) and EMB-WMB868 (868 MHz) with helical quarter-wavelength antennas. The
system’s fundamental parameters have been presented in Tables 1 and 2.



Electronics 2023, 12, 907 7 of 18

Table 1. EMB-WMB169PA RF Characteristics (Vcc = 3.3 V 25 ◦C) [29].

Min Typ. Max Unit Note

RF Frequency Range 169.400 169.475 MHz

Frequency Tolerance 3.5 ppm Excluding ageing typ.
±1 ppm/year

RF Data Rate 0 200 kbps

Programmable Output
Power Range −7 +27 dBm Std. Conditions: 3.3 V

25 ◦C

Rx Bandwidth (BW) 8 200 kHz

Receiver Sensitivity
4.8 kbps GFSK −117 dBm

RF Input Saturation +10 dBm

Blocking
As specified in EN 300

220
±2 MHz 78 dB
±10 MHz 81 dB

Table 2. EMB-WMB868 RF Characteristics (Vcc = 3.3 V 25 ◦C) [29].

Min Typ. Max Unit Note

RF Frequency Range 868.000 869.650 MHz subband g1, g2, g3

Frequency Tolerance 15 ppm ±15 ppm over
temperature range

RF Data Rate 0 200 kbps

Programmable Output
Power Range −7 +15 dBm Std. Conditions: 3.3 V

25 ◦C

Rx Bandwidth (BW) 8 200 kHz

Receiver Sensitivity
4.8 kbps GFSK −117 dBm

RF Input Saturation +10 dBm

Blocking
As specified in

ETSI EN 300 220
±2 MHz TBD TBD
±10 MHz TBD TBD

5. Measurements of Wireless M-Bus Resilience to Interference and Multipath

Due to the growing popularity of IoT systems, the attention of scientists is focused on
the revision of existing propagation models and approaches to the channel modeling [30].
Researchers conduct propagation attenuation measurements for IoT devices in typical
environments and assess the convergence of the results with available propagation models.
New empirical models are being created (such as [31]) and compared with theoretical ones.
The values from the theoretical models differ from the results of the proposed deterministic
model presented in [32] by up to 40%, which confirms the need for further research in
this matter. An example may be the packet error rate PER measurements of the LoRa
system [33]. At the same time, research is underway on the use of Massive MIMO to
reduce the energy consumed by transmission devices [34]. Admittedly, determining the
propagation attenuation with high accuracy is essential, but it is equally important to
determine the CNIR values for which the system achieves a certain PER value. Such testing,
in turn, can only be performed in a controlled environment (as written in depth in chapter).
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In the experiment, the influence of two factors on the packet error rate was evaluated:
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Electromagnetic (EM) disturbances of variable power, with additive white gaussian
characteristic (AWGN). For this purpose, investigations were carried out in an anechoic
chamber, as shown in Section 6.
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6. WMBus Performance under Controlled Radio Jamming

The measurement setup was assembled in an anechoic chamber located on the
premises of the Laboratory of Electromagnetic Compatibility (LEC) at the Wroclaw Uni-
versity of Science and Technology. The chamber has a minimum shielding effectiveness of
85 dB, which makes it an EM-isolated environment for investigating communication sys-
tems void of interfering signals.

6.1. The Measurement Environment and Procedures

Communication with radio modules mounted on Embit boards takes places via a
serial Embit Binary Interface [35] port. In order to carry out investigations, specialized
software for controlling the Wireless M-Bus system was developed, allowing us to configure
the modules (e.g., the channel number and the output power) and perform transmission
tests consisting by a certain number of packets (a generic structure of which is shown in
Figure 4) of a given length, sending them and calculating the packet error rate (PER). Each
test would entail generating and sending 1000 B-type 242-byte long frames (in fact, the
longest possible frames enabled in the system [35]). The control software was installed in
nodeMCU v3 Wemos modules that were communicated with the investigated system via a
serial port. These modules are characterized by the clock frequency of 80 MHz or 160 MHz
and 4 MB of flash memory, which makes them redundantly fit for the system in question.
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In order to determine the influence of CNIR (carrier to noise and interference ratio) on
PER, the background noise was generated by a Tektronix AWG 700002 arbitrary signal gen-
erator. A 500 kHz-wide AWGN was generated that completely overlapped the operational
working channel. The noise level was regulated with the use of a set of software-controlled
LDA-602 Vaunix attenuators enabling a 0.5 dB step variable attenuation in the range from
0 to 63 dB. These changes in the generated noise level were used to emulate the effect of
interference on Wireless M-Bus operation.

The system, along with the noise generator and laptops, was located outside the
chamber in a control room. Inside the chamber were three antennas mounted on dielectric
tripods. As for Wireless M-Bus devices, rod antennas included in the evaluation kit were
used, whereas the generator was equipped with an external directional antenna. The entire
measurement setup was presented in Figures 5 and 6.
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The next step in assembling the measurement setup consisted in configuring the sys-
tem and its calibration. Investigations were carried out using unidirectional transmission,
with one module operating in the transmit mode (Tx) and the other in the receive mode
(Rx). The noise generator antenna, serving as a source of interference, was placed at a
distance of 2 m from the Rx module antenna. Both the generator’s and the transmitter’s
output power levels were adjusted with the controlled attenuator as to enable the transition
between extreme PER states, namely, from 0% to 100%.

6.2. The Results and Discussion

Measurements were performed for all available throughput settings, i.e., in the case
of modules operating at 169 MHz: 2.4, 4.8, and 19.2 kb/s, whereas the 868 MHz modules
operated at 4.8, 16.384 (corresponding to a short and a long preamble, respectively), 50, and
100 kb/s. Details concerning the investigated throughput modes are presented in Table 3,
with the measured outcomes demonstrated in Figures 7 and 8.

Table 3. The transmission modes used during tests.

CH
no.

WMBus
Mode

WMBus
ch. Name

Center
Freq.

[MHz]
Modulation Data Rate

[kbps]

FSK
Deviation

[kHz]

3 N N1c, N2c
(CEPT 2a) 169.4313 GFSK 2.4 ±2.4

1 N N1a, N2a
(CEPT 1a) 169.4063 GFSK 4.8 ±2.4

7 N N2g
(CEPT 0) 169.4375 4-GFSK 19.2 −7.2, −2.4

+2.4, +7.2

18 reserved R2 868.33 FSK 4.8 ±6

23 S (short
preamble) S 868.3 FSK 16.384 ±50

24 S (long
preamble) S 868.3 FSK 16.384 ±50

37 C Other
channel 868.95 FSK 100 ±45

38 C Other
channel 869.525 GFSK 50 ±25

Conclusion No. 1: Quite foreseeably, the system turned out to be the most resistant to
interference when operating at 2.4 and 4.8 kb/s throughput modes, both in the 169 and
868 MHz bands. Boundary CNIR values, at which PER started to rise above zero were: 6 dB
for 2.4 kb/s, 7 dB for 4.8 kb/s (at 169 MHz band), and 4 dB for 4.8 kb/s (at 868 MHz band).
It is worth noting that GFSK modulation is used in the lower transmission band, whereas
FSK is used in the higher. The use of FSK, however, leads to lower CNIR, when comparing
the performance at both bands, when set to 4.8 kb/s mode in each. The FSK modulation
is characterized by a high level of spurious emissions (multiples of the symbol rate) and
a relatively high level of side lobes [36]. The signal spectral features can be improved by
means of applying a Gaussian filter prior to modulation, which causes the bandwidth to
decrease at the cost of shortening the distance between symbols. In the discussed case, the
CNIR for FSK was lowered by 3 dB compared to GFSK. Operation at higher throughput
levels, i.e., 19.2 kb/s at 169 MHz and 16, 50, 100 kb/s at 868 MHz, requires CNIR higher
by c.a. 10 dB compared to 2.4 kb/s and 4.8 kb/s modes. This 10 dB depletion in the link
budget may result in a few times shorter operational range.

Conclusion No. 2: In the 868 MHz band, the influence of the short and the long
preamble on the required CNIR values was also investigated when operating in 16.384 kb/s
throughput mode. As turned out, the application of the long preamble (576 chips) with
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respect to the short preamble (48 chips) alleviated CNIR requirements by 3dB, which was
not a spectacular outcome considering remarkable differences in the preamble lengths.

Conclusion No. 3: The required CNIR operating at the lowest throughput ranges (i.e.,
2.4 and 4.8 kb/s), even at the level of a few decibels allowed to uphold communication,
indicates significant resilience to in-band interference to the system.
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7. Investigations of Wireless M-Bus Susceptibility to the Multipath Propagation

As is well known, any emitted signal will propagate by interacting with the surround-
ing environment, which involves reflections from objects, transmissions through obstacles,
diffraction on edges, and scattering from rough surfaces. Thus, the signal arriving at
the receiver will not come in a single fringe, but as a bundle of signals with different
amplitudes, phases, angles of arrival, and short time delays, being delayed copies of the
original signal. Once collected within a certain time interval at a receiver, they sum up in a
vector fashion, accounting for their relative phase differences, which causes some copies to
overlap constructively if both are in phase or cancel out otherwise. Such behavior leads to
small-scale fading, which is a typical propagation effect, especially in indoor and urban
environments. Hence, the radio channel can be mathematically represented at any point in
a three-dimensional space as a linear, time-variant filter of an impulse response given by
equation (1) or as a Power Delay Profile (PDP) defined by Equation (2) [37]. In the formula,
h(t,τ) is the radio channel impulse response, Nmultipath is the number of multipath compo-
nents, θi(t) and Ei(t) are, respectively, the time varying phase and electric field amplitude of
each echo, while τi its delay. The time variance τ appears here due to the temporal changes
in real propagation environments, such as the motion of people, relocation of objects, etc.
It should be included to reflect the fact that in usual circumstances, with a non-stationary
channel, a given PDP will vary over time even when measured at exactly the same location
but, e.g., at different hours of the day.

h(t, τ) =
N(τ)−1

∑
i=0

Eiδ(t − τi, τ)ejθi(t,τ) (1)

PDP(t, τ) =
N(τ)−1

∑
i=0

Piδ(t − τi, τ) (2)

τRMS =

√
∑i(τi − τm)

2·P(τi)

∑i P(τi)
(3)

τm =
∑i τi·P(τi)

∑i P(τi)
(4)

A common statistical measure of the channel dispersiveness is the excess time delay
spread τrms having a sense of the second central moment of the PDP, as in Equation (3), and
determining the maximum symbol rate achievable by a communication system without
occurrence of the inter-symbol interference (ISI). The harshest propagation environments,
in terms of the multipath propagation, are those characterized by the greater values of τrms
(above 1 µs) such as hilly or mountainous terrains, suburban/urban macrocells, whereas
indoor and microcellular spaces usually possess τrms on the order of tens (indoor) up to
hundreds (microcells) of nanoseconds [38].

7.1. The Measurement Environment and Procedures

Multipath propagation conditions can be easily emulated in a reverberation chamber,
such as one schematically presented in Figure 9, wherein τrms is controlled by means of
adding or subtracting absorbing panels within a wide range of values. In the chamber of
interest (LKE, WUST), this range spanned from 1.55 µs in case of an unloaded chamber,
i.e., void of absorbers, down to 0.2 µs with 12 absorbers on the chamber walls. In the
experiment carried out in a configuration presented in Figure 9, the chamber was unloaded
(thus, τrms = 1.55 µs) for testing M-Bus performance under extreme multipath conditions,
such as those typically encountered in urban/suburban environments, which, at the same
time, are the target deployment locations for IoT systems. The Wireless M-Bus receiver
and transmitter antennas were placed in the test field, defined as an area away from the
chamber walls by at least λmax/4, where λmax is the longest wavelength to be propagated
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inside the cavity (here: λmax = 3 m, which corresponds to the lowest operational frequency
fL equal to 100 MHz).
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Figure 9. A schematic of the set-up used for measuring the Wireless M-Bus system in the LKE (WUST)
reverberation chamber.

While arranging the measurement setup in the reverberation chamber, the following
rules were observed:

• In order to eliminate the influence of the tested DUT devices, e.g., by their undesirable
energy radiation from on-board electronics, only antennas of these devices were placed
in the chamber, marked in Figure 10 as ‘antennaTx’ and ‘antennaRx’, attached to their
respective modems (placed outside the chamber) by means of low-loss cables with
the minimum length required to operate the equipment outside the chamber during
measurements. These cables were drawn outside the chamber through well-shielded
feedthroughs in the chamber wall.

• In order to eliminate the direct component, both antennas during PER measurements
were separated by a conductive separator (e.g., a metal plane), which created the signal
reception conditions characteristic of the Rayleigh channel (desirable and typical for
resonance cavities acc. to [39]), i.e., one in which the arriving components are solely
due to reflections and diffractions.

• During the preparatory stage, the transmitter (ED in Figure 9) and the receiver (BS in
Figure 9) were electromagnetically isolated from each other, e.g., by placing them in
shielded casings.

• The reverberation chamber was equipped with a stirrer that facilitated a homogeneous
distribution of the electric field in its interior during measurements.

• The chamber control system enabled the stirrer to work in both a fixed and continuous
rotation mode, with a user-defined angular rotation speed (degrees/second).

7.2. The Results and Discussion

Similarly to the interference susceptibility measurements described in chapter 6, the
Wireless M-Bus devices were again tested for all eight modes in the anechoic chamber.
Moreover, in order to comply with IEC 61000-4-21 Part: 4 norm [40], the measurement of
each mode was carried out twelve times, i.e., once per every stirrer position, changed in
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steps of 30◦, thus, eventually covering the full stirrer rotation. According to [40], such a
number of positions guarantees measurement uncertainty at a 95% confidence level and is
applicable to the frequency range 6fL–10fL, which in the case of the WUST LKE reverberation
chamber is equivalent to 600–1000 MHz, a range containing the center frequency used in the
tests (fc = 863.1 MHz). Analogous measurements were carried out for the stirrer continuous
rotation during testing, a mode referred to as a ‘dynamic measurement’ (Figure 11), as
opposed to the former called a ‘static measurement’ (with 12 distinct positions, Figure 12).
In the dynamic measurement, each data rate mode was repeated three times. In Figures 11
and 12, solid bars represent the measured samples (twelve in each bit rate mode for the static
and three for the dynamic measurements), whereas the rightmost hollow bars represent
the averages of their corresponding bit rate groups.
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Analysis of results leads, therefore, to the following takeaways:
Conclusion no. 1: The investigated system, Wireless M-Bus, demonstrated a high

immunity to harsh propagation conditions caused by extreme multipath propagation.
During transmission under both static (i.e., measured at fixed stirrer positions) and dynamic
conditions, the system maintained connectivity, with the average PER below 40%. The
connection was severely degraded and lost only for this single stirrer position.

Conclusion no. 2: PER values reported by the system when operating at lower data
rates (2.4, 4.8, and 19.2 kb/s) were lower by at least 10% compared to the higher rates
(16.384, 100, and 50 kb/s). Such behavior is attributed to the bandwidth utilized for
transmission—higher data rates imply higher deviations that lead to a broader signal BW.
Considering the dispersion of the reported PER values for various stirrer positions, in the
case of narrowband transmission modes it appeared to be rather limited (with the standard
deviation σ lying between 3 and 7). PER oscillated around its average without any major
deviations from its average for all stirrer positions. In the wideband transmission modes,
however, the dispersion was quite pronounced, with σ lying between 9 and 22.

Conclusion no. 3: Similarly to measurements in the anechoic chamber, the application
of the long preamble improved the system immunity. For extremely adverse conditions,
i.e., those generated in the unloaded reverberation chamber, the use of the long preamble
diminished PER almost twice (from 25% to 16%), compared to the short preamble, which
validated this feature as quite an effective means of combating the multipath effects, which
cannot be said about preventing wideband interference effects (as stated in Conclusion no.
2, in Section 6), where toggling from the short to the long preamble did not significantly
improve the PER performance.

8. General Conclusions and Further Research

The paper presents outcomes of measurements in which Wireless M-Bus system
resilience was tested in two disparate propagation environments. All transmission modes
offered by the investigated modules operated at the two most popular frequency bands
used in the IoT. The results achieved in the anechoic chamber confirmed that simple
throughput modes (utilizing well-known FSK modulations and their derivatives) were
capable of operating even at single-dB CNIR values, which makes them fit for use in
Internet of Things systems. The system also revealed its robust characteristics under
extremely adverse fading conditions (during highly multipath propagation), namely, the
connectivity incurred severe degradation throughout the measurements. This extends the
system applicability to high-rise urban environments or manufacturing plants that pose
a challenging environment to many radiocommunication systems. Thus, another step in
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investigations should consist of performing measurements with the use of a fading emulator
that allows for a full control over the multipath characteristics. Namely, particular tapped
channel models can be arbitrarily generated as opposed to the reverberation chamber
in which the multipath effect can only be controlled statistically by inserting physical
absorbers into the facility.
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Abbreviation

A list of acronyms most commonly used in the text:

AWGN Additive White Gaussian Noise
BBN Broadband Noise
CIoT Cellular IoT
CNIR Carrier to Noise and Interference Ratio
DUT Device Under Test
EM Electromagnetic
FSK Frequency-shift keying
GEV Generalized Extreme Value Distribution
GFSK Gaussian Frequency-shift keying
IDS Intrusion Detection System
IoT Internet of Things
ISM Industrial, Scientific, Medical
LEC Laboratory of Electromagnetic Compatibility (LEC)
LTN Low Throughput Network
M2M Machine-to-machine
MIMO Multiple Input Multiple Output
ML Machine Learning
MTC Machine-type Communication)
MTD Machine-type device
PDP Power Delay Profile
PER Packet Error Rate
RFID Radio Frequency Identification
SNR Signal to Noise Ratio
WM-Bus Wireless M-Bus
WSN Wireless Sensor Network
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