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Abstract

:

With the continuous development of millimeter-wave communication technology, new requirements such as ultra-reliability and higher data rates pose new challenges to the security issues of traditional cryptographic encryption in vehicular ad hoc networks (VANET). Physical layer security uses the characteristics of different wireless channels to protect the information security. In this paper, we propose a novel VANET routing mechanism that utilizes physical layer security to improve the secrecy performance, which is compatible with the millimeter-wave vehicular network. Specifically, we design a new secure routing selection factor, the utility function, that takes into account the effects of both secrecy rate and single-hop transmission distance to achieve the hop selection. In addition, we propose a novel routing mechanism and design a waiting mechanism based on the utility function. Compared with the traditional routing algorithms, the greedy perimeter stateless routing (GPSR) and Dijkstra simulation results illustrate that our design achieves superior performance in secrecy performance and dynamic adaptability.
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1. Introduction


With the rapid advancement of modern wireless networks, millimeter-wave communication in sixth-generation (6G) networks is required to support higher transmission rates and possess more reliable systems [1,2,3]. As an important part of the 6G millimeter-wave networks, security has become one of the basic guarantees to support ultra-high data rates, especially in vehicle communications [4,5,6]. Autonomous vehicles that support millimeter-wave technology are required to provide high data rate services to users in highly diverse traffic environments [7,8,9]. Vehicular communication networks realize the information sharing between vehicles, roadside infrastructures, pedestrians, and any devices other than the road, which also provides better protection for autonomous vehicles and smart traffic [10,11]. The vehicle-to-vehicle (V2V) communications, vehicle-to-infrastructure (V2I) communications, and vehicle-to-pedestrian (V2P) communications, as well as communications with vulnerable road users (VRUs) and cloud networks, constitute the vehicle-to-everything (V2X) communication network [12]. As a special mobile ad hoc network, vehicular ad hoc network (VANET) plays an increasingly important role in the more and more complex transportation network [13]. In VANET, there are mainly two types of communication units: one is the onboard unit (OBU), and the other is the roadside unit (RSU) [14,15]. In addition, there are also traffic cloud nodes, servers, and base stations in the vehicle network. Vehicles can perceive road conditions in real time and broadcast road information through the traffic management platform [16], helping neighboring car nodes obtain road traffic information for information sharing. Moreover, the vehicles can obtain relevant roadside traffic service auxiliary information by interacting with roadside nodes. Through information transmission with the traffic cloud center node, it can complete applications, such as big data computing [17]. Due to the characteristics of vehicle networking, the vulnerability of network links brought by the rapid movement of vehicles, and the increasing amount of vehicle interaction data, the security of information becomes more and more important in vehicular networks [16]. The demand for vehicular networks has gradually changed from simply improving travel efficiency to multi-level requirements, such as traffic information, social information, and user personal information sharing. With the development and application of 6G, the volume of data will increase exponentially in the vehicular networks. If the security in vehicular networks can not be guaranteed, it will cause an immeasurable impact. Therefore, in 6G vehicle networking, security is a very important issue [18].



VANET has the main features of MANET, while it also has some unique characteristics. As a node in the network, the vehicle moves randomly and dynamically, which makes the link between vehicles fragile and vulnerable [19,20]. When applying the traditional internet protocol stack, the network characteristics of VANET lead to security vulnerabilities and hidden dangers between different layers [21]. At the same time, wireless communication has the characteristic of broadcasting, which makes the information transmission security in the entire communication system indefensible under the existence of eavesdroppers [22,23,24,25]. Therefore, many studies focus on the issue of the security of VANET. Public key infrastructure (PKI) is considered a feasible mechanism to protect VANET. However, PKI cannot provide specific security requirements, such as location privacy, effective authentication, fair revocation, etc. Wasef et al. [26] introduced complementary security mechanisms to guarantee the security requirements in the PKI. Some researchers study using the physical attributes of the V2V channels to generate the cryptographic keys. The problem of solving the non-reciprocal propagation difference is studied in the process of generating the highly random and symmetric key in the physical layer characteristics of the V2V propagation channel [27]. The private key generator as a third trusted entity responsible for the generation and allocation of private keys to enhance the VANET security is employed in the identity-based signature (IBS) scheme [28]. To eliminate the management of certificates and solve the escrow problem in the VANET system, the certificateless signature is proposed to provide a reliable identity authentication [29]. The 5G-VANET security group communication based on software-defined network technology (SDN) is studied to solve the main security challenges in distributed and centralized networks [30]. All the aforementioned existing methods are compared in Table 1.



Physical layer security guarantees the promising security of the system by means of the unique characteristic of the wireless channel, which is a significant complement of traditional cryptographic encryption methods [31,32,33,34,35,36]. In recent years, some attention has been attracted to introducing physical layer security to vehicular networks. In [37], the security of the system is obtained by using symmetric key cryptography techniques, while the key security is achieved using a physical layer security mechanism. In multi-hop networks, security can be achieved by enhancing physical layer security technologies, such as cooperative interference and cooperative relay [38]. In terms of the random distribution of eavesdroppers [39], addresses the issue of maximizing confidentiality by jointly designing the wiretap code and routing, subject to the secrecy outage probability (SOP) constraint, which finally solves the secure routing problem with the improved Bellman–Ford algorithm. The work in [40] has studied optimal secure routing based on the secrecy connectivity probability (SCP) in multi-hop ad hoc networks with randomize-and-forward relaying in the presence of inhomogeneous eavesdropper clusters. In ref. [41], they proposed a routing algorithm that considers the cross-layer approach of using physical layer and network layer information to effectively support QoS transport.



Contributions and Paper Organization


Considering the existence of eavesdropping nodes in the vehicular network, this paper proposes a secure routing mechanism based on physical layer security. To the best of the authors’ knowledge, this is the first instance in which a routing mechanism has been integrated with physical layer security. Different from the existing routing mechanisms for VANET, which are mainly based on the reliability of the link, the proposed routing mechanism designs a utility function considering both the secrecy performance of the link and the transmission performance. Moreover, the routing mechanism considers the common road traffic conditions and designs corresponding strategies. Compared with the traditional routing mechanisms, the simulation results verify the secrecy performance of our routing mechanism. The main contributions of this article can be summarized as follows:




	
Corresponding to the security requirements of the 6G millimeter-wave networks, we studied the secure routing mechanism of the vehicular network which is an important part of the 6G millimeter-wave-integrated network. In order to improve the secrecy performance of the VANET, we utilize physical layer security to design a utility function that takes into account the secrecy performance and transmission performance as the selection principle for each hop in VANET.



	
Based on the designed utility function, we further propose a new secure routing mechanism for the VANET. It takes into account the common routing scenarios. In view of the hop selection not meeting the security requirement, a corresponding waiting mechanism is designed to ensure the security of routing under various complex situations.



	
Simulation results verify the improvement of the proposed VANET routing mechanism in secrecy performance. Compared with the traditional routing algorithms, Dijkstra and greedy perimeter stateless routing (GPSR),whether in the case of a large number of vehicles, complex topology, or different speed ranges, the secrecy performance of the proposed secure routing mechanism is significantly improved without the cost of high transmission delay.








The rest of this paper is organized as follows. In Section 2, the system model and the design of the utility function utilizing physical layer security are introduced. Section 3 provides the proposed secure routing mechanism and waiting mechanism considering common situations in VANET. Section 4 demonstrates the numerical results. Section 5 concludes the whole paper.





2. System Model


As illustrated in Figure 1, we consider a dynamical secure routing scenario in VANET where one vehicle acts as an eavesdropper denoted by   v e   and the legitimate vehicles are denoted by    v n  , 1 < n ≤ N  . N denotes the number of all legitimate vehicles. All lanes are divided into two directions, and vehicles follow the corresponding prescribed directions in their respective lanes. The speed of all vehicles is within a given range. The source vehicle   v 1   needs to transmit the message to the destination vehicle   v N  . Due to the rapid attenuation of the mmWave signal, the limited coverage is denoted by R, and the message needs to be transmitted in multiple hops from the source vehicle to the destination vehicle where each hop is denoted by    l k  , 1 < k ≤ K  , and K denotes the total number of hops in the routing process. Taking   l 1   into consideration, the neighbor nodes of   v 1   is    v 2  ∼  v 6   . Some traditional mechanisms in VANET, such as GPSR [12] and Dijkstra, tend to choose   v 4   as the next hop, which is the closest node to   v N  . However, from the perspective of security,   v 4   is also close to   v e  , which means that the secrecy performance can not be guaranteed totally. Therefore, if the VANET exists in the eavesdropping node, directly selecting the farthest node does not guarantee the security of the network, which enlightens us that only considering the distance in the routing process is limited to ensuring the security of the routing process.



Utility Function


As one of the main characteristics of VANET, rapid changes in topological structure, which leads to unstable links, can make the wireless channel unique. This creates a natural advantage for the physical layer security. Therefore, we consider combining physical layer security and the traditional routing indicator to design a utility function  ε  that can ensure both the secrecy performance and the transmission performance,


   ε  i j   =  C   S  i j    α   d  i j  β  ,  



(1)




where   ε  i j    denotes the utility function between vehicle   v i   and   v j  ;   C  S  i j     denotes the secrecy capacity of the channel between   v i   and   v j  ;   d  i j    denotes the distance between   v i   and   v j  ;  α  denotes the weight of secrecy capacity; and  β  denotes the weight of the distance.  α  and  β  can be adjusted flexibly,  α ,   β ∈ ( 0 , 1 )  ,   α + β = 1  . The channel capacity   C  i j    between   v i   and   v j   can be described as


   C  i j   =  log 2   1 +    P t   h  i j    h  i j  *    σ 2    .  



(2)







The channel capacity   C  i e    between   v i   and   v e   can be formulated as


   C  i e   =  log 2   1 +    P t   h  i e    h  i e  *    σ 2    .  



(3)







In the two formulas above,   P t   denotes the transmit power of all vehicles,   h  i j    denotes the channel between   v i   and   v j  ,   h  i e    denotes the channel between   v i   and   v e  , and  σ  denotes the variance of the additive Gaussian white noise. The secrecy capacity   C  S  i j     is


   C  S  i j    = max   C  i j   −  C  i e   , 0  .  



(4)







By examining Equation (4), it can be observed that the maximum value of the secrecy capacity is attained when   C  i e    equals zero. Therefore, the maximum secrecy capacity can be achieved when the channel capacity   C  i e    between   v i   and   v e   is small enough, which can be expressed as    C  S  i j   max  ≈  C  i j    .



Following the utility function, the selected next node of this hop is


   j *  =   argmax  j    ε  i j    .  



(5)









3. Proposed Secure VANET Routing Mechanism


On the basis of the proposed utility function, in this section, we design a secure vehicular network routing mechanism to improve the secrecy performance of the transmission process. The routing mechanism takes into account common vehicle situations. In addition, according to the requirement of utility function, there may be no alternative route choice, and we design a specific waiting mechanism to deal with this situation. The flowchart of the proposed routing mechanism is shown in Figure 2.



3.1. Secure Routing Transmission


The critical component of the routing mechanism utilizes the characteristics of different wireless channels to protect the security from the eavesdropping vehicle. We assume that every vehicle knows its own position information and the global information is available for the current vehicle to set up its routing.



According to the distribution of vehicles on the two-direction-multi-lane straight road and the consideration of the design of the utility function, we denote the number of the current vehicle in a radius of R as   N e   and the vehicular situation of the routing mechanism can be roughly divided into the following situations.



If there is no neighbor vehicle in a radius of R, the message will remain in the c vehicle. After a fixed time interval   t i  , the current vehicle will implement selection for the next hop again. When there is at least one neighbor vehicle with a secrecy capacity greater than zero in the radius of R, the current vehicle calculates the values of the utility function and selects the maximum value of the neighbor vehicles as the next node in the routing process. After the completion of this hop, the positions of the vehicles and all information in the routing process update and wait for the next   t i   to select the next hop. There remains another situation in which the number of neighbor vehicles is greater than zero while none of them has the value of secrecy capacity greater than zero. In order to enable the proposed routing mechanism to continue to work in this case, we design a waiting mechanism that helps the current vehicle search for a potential neighbor vehicle as the next hop. The design of secure routing is shown in Algorithm 1.





	Algorithm 1 The proposed secure routing mechanism



	  Initialize: Generate the speed and position of all vehicles randomly. Set parameter   α , β  .

  for the current vehicle is not the destination   v N   do

      if    N e  ≠ 0   then

          calculate d,   C s  ;

          if    N e   w i t h   C s  ≥ 0   then

              calculate utility function of neighbor nodes;

              choose the maximum value of utility function as the next node;

           else

              entering the ‘waiting mechanism’;

           end if

      else

           waiting for the next transmission time to choose the next node;

     end if

     updating the routing table;

  end for







3.2. Waiting Mechanism


As for the situation with neighbor vehicles around the current vehicle, none of the neighbor vehicles with secrecy capacity greater than zero waiting until the next selected time will seriously delay the overall transmission time. Therefore, we propose a waiting mechanism for this situation.



Specifically, we set a waiting time window   t w   and a threshold of the total waiting time T. Based on the location information and vehicle speed information at the beginning of the current waiting time window, predict the location and secrecy capacity of neighbor vehicles after the current waiting time window to determine whether there are potential selection vehicles   N e ′   that meet the secure requirement. If there are neighbor vehicles that meet the secure requirement, the vehicle with the largest utility function value is selected as the next vehicle and ends the waiting mechanism. If there is no neighbor vehicle that meets the secure requirements, the waiting time window is extended by an exponential of 2. If the total waiting time does not exceed the wait time threshold at this point, it continues with the same operation. If the waiting time threshold is exceeded, the message remains in the current vehicle and the waiting mechanism is ended. The design of the waiting mechanism is represented in Algorithm 2.





	Algorithm 2 Design of waiting mechanism



	  Initialize: the first waiting time window   t  w 1   , threshold of the total waiting time T.

  for the total waiting time < T do

      predict location of neighbor nodes based on the situation at the beginning of the current waiting time window;

      if    N e ′   w i t h   C s  ≥ 0   then

         calculate utility function of neighbor nodes;

         choose the maximum value of the utility function as the next vehicle;

         break;

      else

         increase the next waiting time window by 2 times the index;

      end if

   end for







3.3. Complexity Analysis


In order to better evaluate the proposed Algorithms 1 and 2, we analyze their complexities in this section. For Algorithm 1, without considering the waiting mechanism, in a single-loop process assuming the current vehicle is not the destination and    N e  ≠ 0  , the computational complexity of calculating a single   C S   is   2  N e  + 1  ,   d =  N e   . In the worst-case scenario, the information needs to be transmitted through all vehicles to reach the destination. Therefore, the overall complexity of Algorithm 1 is   N ( 2  N e  + 1 )  . As for Algorithm 2, assuming that all vehicles can find the next vehicle within the total waiting time T, the total complexity of Algorithm 2 with the first waiting time window   t  w 1    is   N  ( l o  g 2   (   T +  t  w 1     2  t  w 1     )  + 1 )   ( 2  N e  + 1 )   .





4. Simulations and Discussion


In this section, we present simulation results to demonstrate the secrecy performance of our proposed secure routing mechanism for VANET. Each transmission process from   v 1   to   v N   consists of several single loops. In order to ensure the reliability of the whole transmission, we choose the minimum secrecy capacity of all selected hops to evaluate the secrecy performance of each routing process. All simulation results are obtained by taking the average over 1000 Monte Carlo simulations in MATLAB R2021a. All vehicles are randomly distributed in an 8-lane road environment with a total width of 28 m. The width of each lane is equal with four lanes in one direction and the other four lanes in the opposite direction. Considering the practical movement of the vehicle, we choose the default vehicle speed as 40–60 km/h which can showcase the change of topology of VANET. More detailed parameters are summarized in Table 2.



4.1. Secrecy Performance


In the designed utility function, the parameter corresponding to secrecy capacity is  α , the parameter corresponding to the distance between single hops is  β , and the sum of  α  and  β  is 1. The larger the value of  α , the greater the influence of secrecy capacity in routing selection, and the smaller the influence of distance effect. This leads to the utility function tending to select the closer node with better secrecy performance for transmission when selecting the next hop vehicle. The total number of hops may increase, and the overall transmission delay becomes larger. Conversely, if the value of  α  becomes smaller, the distance between the two vehicles in the routing hop selection will be more important and the overall transmission delay will be reduced. However, the secrecy capacity of the communication system will also decline, which will lead to a significant increase in the risk of a vehicular network being eavesdropped. In the following, we analyze the secrecy performance of the vehicular network under different weights in the utility function.



Figure 3 showcases the secrecy performance when  α  = 0.5, i.e., the security factor and the transmission factor in the utility function are equally weighted. It can be observed that with the increment of the number of vehicles, the value of the secrecy capacity is increasing significantly. This is because the more the number of vehicles, the smaller the distance between two adjacent vehicles and the more next-hop vehicles that can be selected within the communication range, which leads to the greater value of the utility function. At the same time, we can notice that when the number of vehicles increases from 20 to 40, the secrecy capacity increases significantly. When the number of vehicles changes from 40 to 80, the secrecy capacity increases slowly. Moreover, there is little difference between the secrecy capacity of 80 vehicles and that of 100 vehicles, which indicates that the secrecy performance of the vehicular network reaches a stable value when the weight of  α  is small.



Figure 4 illustrates the secrecy performance when   α < 0.5  . As expected, for each specified number of vehicles, as the weight of  α  increases, the secrecy capacity increases significantly. Additionally, as the number of vehicles continues to increase, the four curves all show a gradually increasing trend. Specifically, for the curve of  α  = 0.1,  β  = 0.9, when the number of vehicles is 20, 40, and 60, the change in secrecy capacity is not significant. Until the number of vehicles is 80 and 100, the secrecy capacity shows little improvement. This illustrates that when the weight of  α  is too low in the utility function, it is difficult to significantly improve the secrecy performance of the network even with the increase of the number of vehicles in the network. In comparison, the curve of  α  = 0.2 and  β  = 0.8 shows a clear upward trend. When the number of vehicles is 60, the curve can reach good secrecy performance. As the number of vehicles continues to increase, the secrecy capacity shows no significant change. For the curve of  α  = 0.3 and  β  = 0.7, when the number of vehicles is 80, the network achieves a high secrecy performance stably. For the curve of  α  = 0.4 and  β  = 0.6, when the number of vehicles reaches 40, its secrecy capacity has reached a stable and high level. It indicates that the larger the weight of  α  in the utility function, the more stable the secrecy capacity tends to be when  α  < 0.5 and the number of vehicles is smaller.



Figure 5 presents the secrecy performance when  α  > 0.5. We can find that the changing trend of secrecy capacity in Figure 5 is significantly greater than that in Figure 4. This shows that when the weight of the secrecy capacity in the utility function exceeds 0.5, the secure performance of the selected routing process changes tremendously. Especially, when  α  = 0.9 and  β  = 0.1, the secrecy capacity of 100 vehicles can be twice as high as that of 20 vehicles. Moreover, the growth trend of the two curves,  α  = 0.6 and  α  = 0.7, is roughly the same. The value of the two curves,  α  = 0.7 and  α  = 0.8, are close. When the weight of  α  increases to 0.9, the secrecy capacity varies greatly and grows rapidly. We can find that when  α  reaches a higher value, the utility function achieves great performance in achieving secure VANET.




4.2. Transmission Delay


In the previous subsection, we analyze the secrecy performance of the proposed secure VANET routing mechanism. However, if the maximum secrecy performance is blindly pursued, selecting the nearest vehicle for each hop will result in a long transmission delay, which also can significantly affect the transmission performance in the vehicular network. In this subsection, we analyze the overall transmission delay of the proposed routing mechanism.



Figure 6 shows the overall transmission delay of the proposed secure routing mechanism when  α  ranges from 0.1 to 0.9. We can find that when  α  ranges from 0.1 to 0.6, there is no obvious difference in the overall transmission delay under different vehicle numbers. The transmission delay of   α =   0.7 increases slightly with the number of vehicles and is slightly higher than  α  ranging from 0.1 to 0.6. When   α =   0.8,   β =   0.2, and   α =   0.9,   β =   0.1, the overall transmission delay is significantly higher than other situations when the number of vehicles is larger. This is because when the number of vehicles is larger, there are more available vehicles, and the closer vehicle is selected in the routing process. With the number of selected vehicles increasing, the time for routing and waiting at each vehicle increases, which causes a high overall transmission delay.




4.3. Comparison with Traditional Routing Mechanism


The basic performance of the designed utility function and proposed routing mechanism is shown in the above subsections. In this subsection, we compare and analyze the proposed secure routing mechanism with two traditional routing mechanisms, Gijkstra and GPSR. Based on the above analysis, we select three representative curves of our proposed mechanism,   α =   0.3,   α =   0.5, and   α =   0.7, to make a comparison with the two traditional routing mechanisms.



Figure 7 and Figure 8 present the secrecy capacity and overall transmission delay under the proposed routing mechanisms, Dijkstra algorithm and GPSR algorithm. The shortest path planning algorithm, Dijkstra, plans the routing selection based on the static distribution of vehicles initially without considering the mobility of the vehicles. Therefore, as the number of vehicles increases, it shows a gradual decline in secrecy capacity. This indicates that when the number of vehicles increases, the topology structure of each vehicle node changes significantly as the routing process continues and Dijkstra’s dynamic adaptability is poor. Therefore, for the network with dynamic structures, the Dijkstra routing mechanism does not have any advantages in secure transmission. Since each hop of the GPSR algorithm is selected according to the neighbor nodes in the current environment of the specific vehicle, it has better dynamic adaptability than Dijkstra. Therefore, with the increase in the number of vehicles, the secrecy capacity of the GPSR algorithm remains stable, and its secrecy capacity is higher than that of Dijkstra. Compared with Dijkstra and GPSR, the three curves of our proposed routing mechanism when  α  = 0.3, 0.5, and 0.7 achieve a significant increase in secrecy capacity. When  α  = 0.3, the secrecy capacity of our proposed algorithm is higher than the traditional mechanisms. When  α  = 0.5 and 0.7, the secrecy capacity can be greatly improved. As the number of vehicles increases, the secrecy capacity of our proposed routing mechanism can be significantly promoted, which is not possible with traditional algorithms.



By comparing Figure 7 and Figure 8, we can find that the overall transmission delay is small because Dijkstra and GPSR tend to choose the farther vehicle in fewer hops during the routing. However, since we consider the secrecy factor as well as the transmission distance when designing the utility function, the two curves of  α  = 0.3 and  α  = 0.5 are not much different from Dijkstra and GPSR in terms of overall transmission delay. Especially the curve of  α  = 0.3 and  β  = 0.7, it has a slight difference with Dijkstra and GPSR in terms of transmission delay. However, it achieves much higher secrecy capacity than Dijkstra and GPSR, which illustrates the advantages of our proposed utility function and routing design where it can balance the transmission latency and secure performance flexibly. Moreover, the curve of  α  = 0.5 is not much longer in terms of transmission delay, but the secrecy performance is much better than that of Dijkstra and GPSR. When  α  = 0.7, the designed routing mechanism achieves a much higher secrecy capacity than that achieved by GPSR and Dijkstra. However, at this time, the overall transmission delay has increased significantly. It illustrates that the choice of weights in the utility function is important when our design comes to the practical application. Otherwise, the secrecy performance may be improved but the transmission delay is too long. It is worth noting that the increase in transmission delay does not cause calculation errors.




4.4. Performance in High-Speed VANET


In the previous subsections, the speed of the vehicles in VANET ranges from 40 to 60 km/h. In practice, the speed of the vehicles may be much higher and the topology of the VANET changes faster. Therefore, it is worth studying the performance of the proposed utility function and secure routing mechanism in the high-speed situation ranging from 80 to 120 km/h.



First, we consider the secrecy and transmission performance of the proposed VANET routing mechanism. Figure 9, Figure 10 and Figure 11 show the secrecy capacity and overall transmission delay of the proposed routing scheme with  α  = 0.3,  β  = 0.7,  α  = 0.5,  β  = 0.5, and  α  = 0.7,  β  = 0.3 at different vehicle speeds. As shown in the left figure of Figure 9, when the number of vehicles in VANET increases, the secrecy capacity of both medium-speed and high-speed situations increases, but the secrecy capacity of high-speed vehicle networks increases more slowly. This is because, in the utility function at this time, the factor of transmission distance occupies the main influence in routing hop selection. Combined with the figure on the right, the overall transmission delay in high-speed situations is generally lower than that in medium-speed situations. When the number of vehicles increases, the topology of the VANET changes rapidly at high speeds, and the transmission delay also increases compared with that at medium speeds.



As shown in the left figure of Figure 10, the growth trend and specific values of the two curves are roughly the same, while the overall transmission delay in the right figure is also not much different under two speed situations. Only when the number of vehicles is 20, the secrecy capacity of high-speed moving vehicles is slightly higher than the medium speed. This shows that the utility function designed and the proposed routing mechanism have great performance in both medium and high-speed motion when the two indexes in the utility function are equally affected.



In Figure 11, when the number of vehicles is 20 and 100, the secrecy capacities almost overlap under the two-speed conditions. When the number of vehicles is 40, 60, and 80, the secrecy capacities decrease slightly under the high-speed condition while it remains relatively high. It illustrates that the VANET can maintain high stability with the proposed design. When the number of vehicles is 40, the transmission delay in the high-speed situation is slightly higher than that in the low-speed situation. By comparing Figure 9, Figure 10 and Figure 11, it demonstrates that the proposed routing mechanism can maintain stability and high secrecy performance under the condition of high-speed VANET.



Figure 12 and Figure 13 present two classical routing mechanisms, Dijkstra and GPSR, at different vehicle speeds. From Figure 12, we find that the secrecy capacity achieved by the Dijkstra algorithm decreases significantly as the number of vehicles increases in both medium and high-speed situations. Moreover, the value of secrecy capacity achieved by Dijkstra is very low for any number of vehicles. At each specific number of vehicles, the difference in the secrecy capacity is not very big. It illustrates the poor secure performance and bad dynamic adjustment of Dijkstra. The overall transmission delay remains almost the same at different speed situations and only slightly increases with the increase in the number of vehicles without significant changes. From Figure 13, it can be seen that the secrecy capacity achieved by the GPSR algorithm also decreases as the number of vehicles increases. For the curve ranging from 80 to 120 km/h, the value of the secrecy capacity is smaller and the decline is greater than that of the curve ranging from 40 to 60 km/h. There is not much difference in overall transmission delay under two different vehicle speeds and different numbers of vehicles. By comparing Figure 9 and Figure 13, we can find that Dijkstra achieves the worst secrecy performance. When the VANET topology is complex and the vehicle speed is fast, the performance will further deteriorate. This is because the Dijkstra algorithm generates the shortest path for node selection based on the node distribution diagram at the initial moment, and does not adapt to subsequent changes. Therefore, it does not have good adaptability to high-speed situations. Although the GPSR algorithm selects hop by hop, it does not have good adaptability to complex VANET topology structures and high-speed situations. However, the proposed routing mechanism and designed utility function can achieve stable and great performance in the VANET with complex topology and high-speed moving situations.





5. Conclusions


In this paper, we study a secure routing mechanism that can effectively improve the secrecy performance of vehicular networks in millimeter-wave communication vehicle networks. Specifically, we utilize physical layer security to propose a utility function to select routing vehicles, which considers both secrecy capacity and transmission distance between vehicles. Moreover, we design the corresponding routing mechanism and a waiting mechanism considering common situations and the secrecy capacity of potential vehicles. The simulation results show that the proposed routing mechanism can maintain better secrecy performance than Dijkstra and GPSR in the case of complex dynamic topology and high-speed ranges. Additionally, due to the flexible weight adjustment of the utility function, the routing mechanism can meet different secrecy requirements of VANET, which has broad application prospects. In the future, our focus will be on integrating the proposed mechanism into more practical scenarios and exploring safer mechanisms by combining it with novel technologies, such as intelligent reflecting surfaces and unmanned aerial vehicles.
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Figure 1. The secure routing scenario in vehicular ad hoc networks. 
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Figure 2. The flowchart of the secure vehicular ad hoc network (VANET) routing mechanism. 
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Figure 3. Secrecy capacity of the proposed secure routing mechanism when   α = β = 0.5  . 
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Figure 4. Secrecy capacity of the proposed secure routing mechanism when  α  < 0.5. 
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Figure 5. Secrecy capacity of the proposed secure routing mechanism when  α  > 0.5. 
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Figure 6. Overall transmission delay of the proposed secure routing mechanism. 
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Figure 7. Secrecy performance comparison of Gijkstra, GPSR, and the proposed mechanism. 
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Figure 8. Overall transmission delay comparison of Gijkstra, GPSR, and the proposed mechanism. 






Figure 8. Overall transmission delay comparison of Gijkstra, GPSR, and the proposed mechanism.



[image: Electronics 12 04704 g008]







[image: Electronics 12 04704 g009] 





Figure 9. Secrecy performance of the proposed mechanism with  α  = 0.3,  β  = 0.7 at different vehicle speeds. 
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Figure 10. Secrecy performance of the proposed mechanism with  α  = 0.5,  β  = 0.5 at different vehicle speeds. 
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Figure 11. Secrecy performance of the proposed mechanism with  α  = 0.7,  β  = 0.3 at different vehicle speeds. 
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Figure 12. Secrecy performance of the Dijkstra algorithm at different vehicle speeds. 
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Figure 13. Secrecy performance of the GPSR algorithm at different vehicle speeds. 
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Table 1. Comparison of the existing methods.
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	Reference
	Scheme
	Characteristic
	Limitation





	[26]
	Public Key

Infrastructure
	Identity authentication;

Key management
	The system is complex and can not guarantee security

once the central infrastructure is attacked.



	[27]
	Symmetric

Cryptography
	High efficiency;

Lower overhead
	The key management is vulnerable and

lack of non-repudiation property.



	[28]
	Identity-Based

Signature
	Certificate free;

Identity as Public Key
	The association between identity

and the public key has to be trusted.



	[29]
	Certificateless

Signature
	Enhanced security;

No certificate dependency
	This scheme introduces additional complexity.



	[30]
	Group

Signature
	Selective Disclosure;

Non-repudiation
	Revoking the signing privileges of an individual

member without impacting the entire group is a challenge.










 





Table 2. Simulation parameters.
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	Parameters
	Value





	Simulation times
	1000



	Length of lane
	1000 m



	Range of communication
	200 m



	Total waiting time threshold
	65 ms



	Default speed range
	40–60 km/h



	High car speed
	80–120 km/h



	Weight in utility function  α 
	0.1–0.9



	Weight in utility function  β 
	0.1–0.9



	Initial waiting time window
	130 μs



	Bandwidth
	10 MHz



	Transmit power
	10 dBm



	AWGN Power   σ 2  
	−174 dBm



	Number of vehicles
	20/40/60/80/100
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