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Abstract: The integration of the Internet of Things (IoT) in healthcare has been a popular topic in
recent years. This article provides a comprehensive review of the medical IoT for healthcare, empha-
sizing the state of the art, the enabling technologies to adopt virtuality and reality interaction, and
human-centered communication for healthcare (the Metaverse, Extended Reality (XR), blockchain,
Artificial Intelligence (AI), robotics). In particular, we assess the number of scientific articles and
patents within the period 2015–2022. We then use the two-stage process following the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) and screening techniques.
From that, the relations among the published papers can be visualized. This study examines the
insights by evaluating the weights and connections of the nodes in the bibliometric networks. The
reviewed papers showcase the rapid growth of IoT-related studies and intellectual property devel-
opments, reflecting the burgeoning interest and investment in this domain. As this paper delves
into the network of interconnections between these works, it fosters a deeper understanding of the
current state of IoT applications in healthcare and uncovers potential research gaps and areas for
future exploration. This paper also provides a brief view of the role of IoT in healthcare research
and application in combination with emerging technologies such as AI, blockchain, the IoT-enabled
Metaverse, robotics, and cloud computing. The article can serve as a guideline and inspiration for
both researchers and practitioners in the smart health service sector.

Keywords: Internet of Things; healthcare; bibliometrics analysis; visual analysis

1. Introduction

The Internet of Things (IoT) has recently emerged as a state-of-the-art technology in
healthcare systems. IoT stands for a network of smart objects or devices that are intercon-
nected via the Internet, opening up a new era for practical applications or services that
it is embedded with [1]. In the existing literature, some define IoT with more focus on
the connection type (via Wireless Sensor Network (WSN), Radio Frequency Identification
(RFI)), while others focus on the object types (for particular applications and services) in
particular scenarios (security, waste management, logistics, healthcare, etc.). Owing to the
extensive capability to detect signals and communicate them, IoT devices have been widely
adapted for human detection, early diagnosis, and health monitoring in distance, which
is exclusively necessary for elderly care [2]. These advantages, indeed, have significantly
improved the healthcare system by reducing hospitalization costs and maintaining sanity
while ensuring that timely care can be carried out for critical cases. In the context of smart
cities, a healthcare system supported by IoT has the potential to positively affect the whole
value chain [3].

Electronics 2023, 12, 4586. https://doi.org/10.3390/electronics12224586 https://www.mdpi.com/journal/electronics

https://doi.org/10.3390/electronics12224586
https://doi.org/10.3390/electronics12224586
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0002-1547-8416
https://orcid.org/0000-0002-0613-2683
https://orcid.org/0000-0002-0438-721X
https://orcid.org/0000-0002-9228-2521
https://orcid.org/0000-0002-7839-2767
https://orcid.org/0000-0002-2378-5678
https://doi.org/10.3390/electronics12224586
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics12224586?type=check_update&version=1


Electronics 2023, 12, 4586 2 of 15

Applications of IoT in healthcare can be found in wearables (watches, clothes,
gloves, etc.) containing sensors that constantly collect patients’ data and then send them via
wire or wireless connection to monitoring devices (smartphones, tablets, computers, etc.).
The data extracted from those devices can later be used by their doctors for following
health consultation or treatment [4]. Since the early days, whether or not IoT is necessary
for healthcare is necessary and cost-effective was debatable [5]. The authors in [6] later
reported that IoT can automize clinical trials for patients, which is significantly valuable
for them. By conducting a market study including supply chain analysis, motivation for
innovation, and other quantitative measures, the authors in [7] confirmed that IoT has
shaken many aspects of the healthcare systems.

A typical workflow for IoT in healthcare is as follows. First, data are collected ei-
ther through sensors or provided by doctors and nurses. Subsequently, this collected
data are processed using diagnostic models, increasingly employing Artificial Intelligence
(AI)-based algorithms in recent times. Based on the output of these models, IoT devices can
determine if immediate action is required for the patients or if the data should be stored
and forwarded. This capability allows doctors to remotely monitor the patient’s condition
and make well-informed decisions with the assistance of IoT devices. The emergence of IoT
in modern healthcare is due to its ability to offer the real-time, simultaneous monitoring
and reporting of a patient’s condition through robust machine-to-machine connectivity
while maintaining affordability. In terms of data collection and subsequent analysis, IoT
devices can operate in real time, enabling them to make decisions based on these data and
thereby reducing the need to store and process raw data. By storing data in the cloud,
IoT devices facilitate remote monitoring and enable more efficient diagnostic and medical
treatment processes [8].

The existing studies pay attention only to particular technologies or applications. For
new researchers, keeping track of the trends in the field is hard because of the number
of existing works, including patents and scientific papers. Therefore, we employ herein
bibliometrics study to investigate the status of IoT in healthcare both from the practical and
academic views. Bibliometrics refers to a quantitative approach that can be used to analyze
a set of scientific data (patents, clinical trials, grants, publications, etc.). One of the results is
to show the relations between the published works so that the current status and the trends
can be captured. Aside from the traditional quantitative tools, semantic technologies, and
machine learning were also employed in monitoring and forecasting the knowledge flow
between the industry and the academy [9].

Similar to the previous literature assessments, bibliometric studies include a defined
description of rigorous methodology [10–12]. Bibliometrics is a branch of science that
uses statistical and mathematical approaches to assess scientific activity [13]. Through
performance analysis with authors, nations, and institutions, these studies make it possible
to examine the intellectual structure of the research area. Furthermore, bibliometric map-
ping (science maps) allows for the observation of structural links and interrelationships
across disciplines and research sectors [11,12]. Therefore, using bibliometric analysis to
understand the structure of a knowledge base in a certain topic is beneficial. This paper’s
findings may be used as a reference for anyone interested in advancing and deploying
technology for sustainable healthcare research. It can help fill a gap in the literature review.
The approach used in this study to identify critical research topics is unique, and it may
also be used in other academic and technical sectors.

The aim of this paper is to analyze the existing patents and literature in the field of IoT
in the healthcare industry to find out whether or not the academic knowledge aligns with
the practical patterns during the investigated year range. The paper covers a broad range
of topics to provide the most general view into the field. The research questions and the
motivations behind them are presented in Table 1 regarding the healthcare IoT.
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Table 1. Research questions and motivations.

Research Question Motivation

(1) Does there exist any alignment between the academia
(number of scientific publications) and the industry

(number of patents)?

The industry could be the main driver for the development of
IoT in healthcare due to its active role in commercially oriented

R&D activities, which results in funding for academia.

(2) What are the most popular sources of literature and authors?
It is important to identify the primary sources for publications,
in terms of scientific publications and their authors, for reliable

and resourceful references.

(3) What is the current status and the potential trend?

The connection of the currently available publications would
suggest what is the current status of the field and the research

gap, potentially providing insightful information for
trend prediction.

The motivation for the research questions stems from the fact that IoT has been emerg-
ing and redefining the way we interact with our environment [14], where data collection
and sharing are possible in real-time between devices that are linked to the internet [15].
The number of linked devices has been massively growing and can reach 75 billion devices
by the year 2025 [16,17]. Billions of these devices will significantly transform modern
healthcare with improved patient care, early disease detection, and enhanced operational
efficiency. This can be achieved only through enhanced collaboration between the industry
and scientists. Considering this, it is of utmost importance to study their collaboration, the
most dependable sources for knowledge reference, and potential trends.

In other words, this research elucidates a systematic approach for formulating the
research questions, identifying an appropriate database, ascertaining pertinent search
terms, selecting suitable analytical software, extracting relevant data, and conducting an
in-depth analysis of the findings. The procedural steps are visually depicted in Figure 1
and elaborated upon comprehensively in the subsequent sections.

Figure 1. Method processing.

To achieve these goals, we collected, studied, and visualized the number of scientific
publications and patents over the years. The top journals in which the papers were pub-
lished, the relation between the authors and the keywords in the field are also well reported.

2. Materials and Methods
2.1. Data Collection

The study focuses on English documents in the Scopus database that were published
between 2015 and 2022. This range was chosen for the investigation because 2014 was found
to be the milestone for the increased interest in advancing healthcare research with IoT [14].
Scopus was chosen for this initial study because of its wide journal index. To ensure that
the analyzed publications are widely reachable by the research community, only the ones
written in English were collected. In the Scopus database, the searched terms “Internet of
Things” and “Health” were used. The query returned 577 articles and 250 patents. The
results were then exported to a comma-separated values (csv) file format and analyzed.
Regarding the method for the analysis, we used the two-stage process following the
Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) [18] and
screening process reported in [19,20].
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Figure 2 illustrates in detail the PRISMA 2020 flow diagram for the research design.
From an initial search result of 23,145 publications in the Scopus database, 6448 publi-
cations remained after the first exclusion round. After this round, all the papers that
are repeated, in proceedings, preprints, or other incompleted formats, and written in
another language other than English are excluded. The remaining were further filtered
to include only those exclusively related to the field of Medicine, resulting in a final set
of 557 publications.

The examination of healthcare information systems and the role of technology in
healthcare renovation need systems for comprehending how change occurs within this
complex setting. Thus, we present the approaches and tools we used to collect and
clean up our data and analysis of literature on technology for sustainable healthcare.
VOSviewer [21] was then used to visualize the maps of authors, the top journals that
they chose to submit their works, and the research keywords. From the initial two
keywords (“Internet of Things” and “Health”), others that are associated with them can
be found, as illustrated in Table 2. Noticeably, two or more keywords with the same
meaning were merged, such as “IoTs” and “Internet of Things”, “human” and “humans”,
“health” and “healthcare”, etc.

Figure 2. Flowchart of the study with PRISMA.
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Table 2. Summary of search keywords.

Keywords

“Human*”, “Internet of things”, “Medical information standards*”, “Digital health *”, “Mobile
health *”, “Virtual reality in health”, “Augmented reality in health *”, “Medical image analysis”,
“Medical devices”, “Health monitoring”, “Telemedicine *”, “Sensors”, “Virtual reality in health *”,
“Augmented reality in health *”, “Artificial intelligence *”, “Clinical decision support ”, “Decision
support systems *”, “Healthcare *”, “Hospital quality *”, “Hospital referral *”, “Hospital
collaboration *”, “Patient referral problem *”, “Hospital *”, “Interhospital *”, “Hospital
collaboration *”, “Magnetic resonance imaging *”, “Clinical decision support *”, “Healthcare
systems *”, “Patient referral network *”, “Healthcare coordination *”, “Integrated healthcare *”,
“Medical services*”, “Primary health care *”, “Specialties *”, “Medical clinical practice *”, “Quality
of healthcare*”, “General practice *”, “Intervention *”, “Primary care *”, “Ambulatory care *”,
“Health communication *”, “Diagnosis *”, “Health centres *”, “Healthcare innovation *”, “General
medical *”, “Patient-centered care *”, “Electronic referral *”, “Patient-referring mechanism *”.

2.2. Research Methods and Tools

This paper primarily employs the bibliometrics method. It is a quantitative approach
that applies statistics to analyze the patterns of documents in a particular field to transform
data into knowledge [22]. There are primarily two consecutive steps in bibliometrics
study, i.e., performance analysis and science mapping [23]. The former evaluates the
impact of knowledge producers (researchers, organizations, countries) and their activities
based on bibliographic data, while the latter depicts the dynamic and evolution of the
knowledge structure as well as the trends. This is achieved by visually representing the
connections between different authors in various fields through physical proximity and
relative positioning [24]. The two most popular analytical techniques are document co-
citation analysis and co-word analysis. A document co-citation investigates the research
field and maps its knowledge structure by studying pairs of documents that are cited
together. Additionally, co-word analysis analyzes the content by examining the shared
term set among documents from which related documents can be mapped based on how
the key inputs interact. Results from co-citation analysis or co-word analysis help us to
identify current research focal points, analyze how the knowledge structure evolves, and
identify its trends [25,26].

The VOSviewer software version 1.6.20 enables the extraction of information regarding
authors, countries, journals, and other relevant data via bibliometrics www.vosviewer.com.
It facilitates the visualization of citation and co-occurrence networks. The software shows
its strength in performing information extraction, network density, and visualization of
clusters. Herein, we utilize the VOSviewer software to extract information about authors
and their affiliations and journals in which the papers were published. Moreover, we
employ the software to analyze the core groups of authors, published journals, and the
collaborative network of organizations based on affiliations.

3. Results
3.1. Annual Production of Patent and Publications

So far, IoT has gained significant attention and growth within the healthcare indus-
try [27]. Figure 3 depicts the distribution of publications over an eight-year period between
2015 and 2022. Initially, in 2015, there was a modest start with only three publications
recorded in 2015 alone, indicating that research on applications of IoT in healthcare is
relatively new. Until 2016, the number of studies remained low; however, there was a sig-
nificant increase in research output after 2017. Since then, we can observe an upward trend
in research activity in this field, indicating that IoT in healthcare will remain a prominent
area for research attempts in the future. Subsequently, we examined the involvement of
researchers in research about smart healthcare based on IoT. Within the same year period,
we analyze the number of research outputs in terms of scientific studies to identify the
trend in annual author contributions.

www.vosviewer.com
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Figure 3. Distribution of publications over the years from 2015 to 2022.

Figure 4 presents a combined view of the yearly scientific products (scientific articles
and patents) associated with the IoT in healthcare within the past eight years. Starting from
2015, the number of articles steadily increased to reach a peak of 170 articles in 2022. This
substantial rise in publications indicates a growing intensity in academic production, which
is likely attributed to the companies’ interests in innovating IoT applications specifically for
the healthcare sector. Additionally, we observe as well a significant increase in the annual
patent number discussing the IoT applications in healthcare within the same year period.
In the initial two-year period (2015–2017), 41 patents were generated (25% of the total),
whereas the second period (2018–2022) witnessed a considerable surge in patent filings
with 250 patents.

Figure 4. Annual articles and patents production by years.

3.2. Journals Distribution Publications

The publication distribution analysis reveals that there are 577 publications spread
across 199 journals. The top ten journals and their corresponding number of publications
over the eight-year period are listed in Table 3. We can observe that The Journal of Healthcare
Engineering ranks first with 60 publications. This journal covers topics in Medicine, Surgery,
Health Informatics, and Biotechnology. In addition, as per Scimago Journal & Country
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Rank (SJR), the journal’s h-index is 37. Ranking second in the list is The International Journal
of Environmental Research and Public Health, whose focuses are on public health, toxicology
and mutagenesis, pollution, environmental, and occupational health. It has an h-index of
138 as reported by SJR. The Journal of Medical Systems secures the third place and covers
computer science, health professions, medicine, information systems, health informatics,
and information management with an h-index of 89. Other journals in the list have similar
amounts of publications.

Table 3. Ranking of journals by the number of publications.

No Publisher Publication Number

1 Journal of Healthcare Engineering 60
2 International Journal of Environmental Research and Public Health 35
3 Journal of Medical Systems 33
4 IEEE Journal of Biomedical and Health Informatics 21
5 Jmir Mhealth And Uhealth 16
6 Journal of Medical Internet Research 15
7 Technology and Health Care 14
8 Frontiers in Public Health 13
9 Smart Health 13

10 Indian Journal of Public Health Research and Development 10

3.3. Knowledge Base Analysis

In general, it worth introducing the concept of networks that are reported in this paper,
i.e., the co-citation network and the co-occurence network. A network is characterized by
nodes and connections. The size and color of the node indicate, respectively, the importance
of the node in the network and the classification of the node. Nodes are connected by
links whose thickness represents the connection strength between two nodes. Based on the
distribution and connection of nodes in a network, it is possible for the analyst to visualize,
cluster, interpret, and report the overview of the field.

A co-citation network is a knowledge network that records instances when a scientific
document cites two other documents simultaneously [28]. In other words, co-citation
analysis studies the relationship between documents based on their frequency of citation
by others. When a document, a journal, or a group of researchers is repeatedly cited by the
research community, it implies the recognition of the community to the cited. This forms
the so-called scientific paradigm that the co-citation network visualizes [29]. Herein, the
preprocessed data are imported into VosViewer, where the co-citation relationships are
analyzed, resulting in a co-citation network depicted in Figure 5. In the network, a node is
a commonly cited document with the size indicating its citation frequency. Nodes with the
same colors are documents published in the same year. The connections between nodes
show the co-citation relationships whose thickness reflects the strength of the connection.
Such a co-citation network effectively demonstrates the knowledge base within the field of
smart healthcare research associated with IoT.

The article by Vaishya R. entitled “Artificial Intelligence (AI) applications for COVID-19
pandemic” published in Diabetes & Metabolic Syndrome: Clinical Research & Reviews in 2020
has the highest citation number of 608 citations [30]. This article is cited 1055 times ac-
cording to Google Scholar. Following, in [31], the author Haghi M. (2017) has 408 citations,
Singh R.P. (2020) has 345 citations [32], Yang Z. (2016) has 298 citations [33], and
Allam Z. (2020) has 219 citations [34]. All of these articles are connected to Vaishya R. [30],
showing that there is a strong correlation between the most cited works in the field and
the similarity in their topics, i.e., IoT and its applications. This indicates that research on
IoT in healthcare has reached its initial maturity stage and is being standardized by other
branches of research.
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Figure 5. Articles in the co-citation network.

The co-word network is as well a knowledge network that represents scientific knowl-
edge through the co-occurrences of keywords. In general, keywords provide the first
view and concisely the core essence of a scientific article. They are to-go means for search
tools to identify the research landscape within the field of medical IoT. Herein, keywords
are extracted from 577 documents in association with medical research. Frequency and
co-occurrence studies are conducted to investigate the current structural foundations of
the knowledge base and research hotspots regarding smart healthcare based on IoT. From
the visualized network, the future direction can be predicted. In Figure 6, we can see that
IoT emerges as a core focus. The research in the smart healthcare domain is primarily
based on the IoT and encompasses multiple themes. Each node in the network is another
keyword whose size is proportional to the frequency of its co-occurrence. The thickness of
the connections between a pair of nodes indicates the strength of co-occurrence between
them. Colors are used to classify the years the keywords co-occurred.

Medical IoT is anticipated to continue being the central focus in this field. The em-
phasis will be on integrating IoT in smart healthcare systems to address security and
privacy concerns to ensure users’ confidence. In addition, IoT often intersects with other
state-of-the-art technologies such as big data, cloud computing, and Artificial Intelligence
(AI). Therefore, it is expected that these keywords will frequently appear together with
IoT in future studies within this field. This combination facilitates the development of
the smart home and smart cities definitions, in which IoT technology is used to connect
various devices within households for real-time communication and response, making the
living space more convenient and safe. One promising research direction in this field is
the continuous and accurate monitoring of patients’ health by measuring various body
parameters to provide timely feedback to remote doctors. Currently, only a limited number
of studies explore the application of IoT technology for treating specific diseases, which
can be one of the future research trends to be explored.
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Figure 6. Keywords in the co-occurrence network.

4. Discussion

Smart healthcare systems have emerged as popular research areas, offering potential
benefits in various aspects. Furthermore, when examining the knowledge base in this field,
it becomes apparent that the literature forms a closely interconnected network revolving
around the medical IoT. This suggests that a solid foundation of knowledge has been
established, which can significantly contribute to future research and application endeavors.

For instance, a smart system can serve as a household health consultant by providing
features such as alerts for the elderly and children, notifying family members, and providing
location information in case of an emergency. Additionally, the system can automatically
control the air purifier based on real-time air conditions, eliminating the need for manual
setting. Additionally, a crucial aspect of constructing smart cities involves the development
of a smart healthcare system. As part of this effort, a big data platform storing medical
information can be established within the smart city infrastructure. This platform can
facilitate data sharing and collaboration among healthcare organizations.

Furthermore, the smart healthcare system can as well rely on a cloud platform to estab-
lish a centralized big data center to store the medical information of its citizens, enabling the
promotion of integrated healthcare services and the implementation of a tiered diagnosis
and treatment approach. Additionally, the smart system can establish electronic health
records (EHRs) for its residents, enabling seamless connectivity among healthcare facilities
throughout the smart life. This connectivity will facilitate remote registration, electronic
payment systems, online telemedicine services, and advanced systems for graphic and
physical examination diagnostics. The comprehensive implementation of these measures
will greatly enhance the quality and accessibility of medical and health services.

However, it is important to acknowledge that the AI-integrated Metaverse exposes
patients to significant risks concerning their privacy, ethics, and the potential for medical
errors that could mislead doctors and result in incorrect treatment. Nonetheless, this
integration offers valuable insights while being able to interact with healthcare data centers,
which is highly beneficial for both patients and doctors. Furthermore, 3D modeling in the
Metaverse can bring numerous benefits, as it enables the creation of interactive anatomical
representations using high-quality imaging. This allows patients to visually try out the
medical devices to select the appropriate ones for their needs [35]. Furthermore, 3D models
built in the Metaverse can empower doctors to gain a deeper knowledge of a patient’s
illness, leading to improved care and more precise treatments [36]. Additionally, medical
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researchers can leverage the Metaverse to create virtual (artificial) organs and assess their
behaviors with simulation.

Blockchain technology, which is a distributed and duplicated digital database of trans-
actions across a network, has the potential to boost healthcare services within the Metaverse,
making them more secure and efficient [37–39]. As a distributed ledger technology (DLT),
blockchain offers a secure platform for storing sensitive data and patient records. Moreover,
blockchain-based systems have the potential to automate payments between healthcare
service providers and users without the need for intermediaries or manual operation. Ad-
ditionally, decentralized identity protocols implemented on blockchains like Ethereum can
provide access to medical information to authorized persons while granting better health
data control to the patients [40].

Another emerging research focus is on the implementation of telesurgical schemes in
a virtual hospital setup. It has the potential to profoundly impact the healthcare ecosystem,
enhancing operational capabilities, service accessibility, and the overall experience for both
patients and clinicians. These can be achieved with AI, Extended Reality (XR), and cloud
computing [41]. Additionally, the authors in [42] investigated an extensive integration
of the Metaverse with the blockchain, AI, IoT, and other related technologies. The study
critically assessed the feasibility of these technologies in facilitating various healthcare
applications in the Metaverse. Furthermore, the potential of medical IoT in the Metaverse
was explored in [43] with a focus on the utilization of XR (augmented reality (AR), virtual
reality (VR)). In the study, doctors were interviewed for their insights on the feasibility of
implementing the Metaverse for improving the process, perception, and transmission in
the Medical IoT domain. The integration of AR/VR glasses with holography, emulation,
and interconnection would bring greater benefits to the interaction between doctors and
patients or doctors and medical information. Moreover, [44] provided a concise overview of
the Metaverse, outlining the potential revolution that it would bring to modern healthcare
while addressing implementation challenges such as high costs, privacy concerns, ethical
considerations, and agreement issues faced by healthcare administrations and organiza-
tions [45,46]. These recent studies have significantly contributed to refined visualizations,
understanding, and practical applications of novel techniques, as summarized in Table 4.
The future of healthcare research lies in addressing the evolving needs and challenges
of the healthcare sector through innovative and transformative approaches. The table
outlines potential future research directions, including technology-driven advancements,
patient-centric care, healthcare policy and systems, and interdisciplinary collaborations. By
prioritizing research in these areas, researchers and stakeholders can contribute to shaping
the future of healthcare, driving positive change, and improving healthcare outcomes for
individuals and communities [47–50].

Furthermore, transformative technologies such as AI, IoT, blockchain, AR/VR, and
robotics have the potential to revolutionize healthcare delivery, improve patient care, and
transform decision-making processes. These technologies present opportunities to enhance
efficiency, accuracy, and accessibility in healthcare settings. In previous studies [51,52], the
IoT has demonstrated its ability to connect healthcare devices, wearables, and sensors,
enabling real-time monitoring, remote patient management, and seamless data exchange.
IoT-enabled healthcare systems enable continuous patient monitoring, early detection of ab-
normalities, and proactive interventions. Integrating IoT devices and platforms with EHRs
and data analytics enhances the coordination of healthcare services and the engagement of
patients as well as the health management system of the population in general.

Blockchain technology, as highlighted in [53], can facilitate consent management, clini-
cal trials, supply chain management, and precision medicine initiatives, promoting trust,
security, and privacy in healthcare data transactions. AR and VR technologies have also
gained traction in healthcare for purposes such as training, surgical planning, patient edu-
cation, and telemedicine. These immersive technologies provide healthcare professionals
with visualizations of complex medical scenarios, simulate surgeries, and enhance medical
education. They offer novel avenues for remote collaboration, virtual consultations, and
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therapeutic interventions, ultimately improving patient outcomes and expanding access to
specialized care [42,44]. Nevertheless, challenges related to data privacy, ethical considera-
tions, standardization, and implementation barriers must be addressed to fully capitalize
on the benefits of these enabling technologies. Continuous research, collaboration, and
policy initiatives are essential to navigate the evolving healthcare landscape and maximize
the potential of these technologies [54,55]. Finally, projects and real-time case studies play a
crucial role in providing valuable insights into the practical application of research findings
in healthcare. Selected projects and case studies have showcased the potential of digital
health interventions, telemedicine, precision medicine, health informatics, and innova-
tive healthcare delivery models [56–59]. By adopting evidence-based practices derived
from these initiatives, healthcare stakeholders can enhance patient care, optimize resource
allocation, and drive continuous improvement in healthcare delivery.

Table 4. Summary of the future of revolutionized healthcare.

The Potential Future Research
Directions in Healthcare

Key Enabling Technologies and Their
Impact on Healthcare

The Practical Application of Research
Findings in Healthcare

[42,44–50] [42,44,51–53] [56–59]

The research questions have been answered as follows.

1. There is a direct relation between the number of scientific publications and the patents.
This serves as evidence of the close partnership between academic research and the
industry. Academic research plays a critical role in providing evidence, critical analy-
sis, and guidance to translate the industry’s commercially motivated IoT healthcare
advances into improved care delivery and health outcomes. Ongoing collaborations
between academia and industry will be important to ensure IoT healthcare innova-
tions are rigorously developed, evaluated, and responsibly implemented to maximize
benefits for patients and health systems. As a result, industry activity creates new
research questions and opportunities for academia, while academic research provides
the evidence base and framework for the effective real-world application of industry
innovations. This interdependence ultimately benefits the end-user. Therefore, more
work is needed to strengthen collaboration and alignment between commercial and
scientific efforts in this emerging field.

2. The ten most popular publishers for publications and the map of authors who have
the most influence in the field are presented. Focusing on literature from the top
publishers and citations of influential authors based on bibliometrics can help identify
reliable and informative sources on IoT in healthcare. The list highlights major
technology publishers in the Scopus database as well as key medical journals like The
Journal Of Healthcare Engineering. The peer-reviewed publications in these journals
have been filtered for quality. The following citations and references from high-impact
articles can also uncover influential works. Given the fast growth of this research field,
bibliometrics tracking can pinpoint emerging seminal contributions.

3. Bibliometric analysis of current publications on the IoT in healthcare reveals fast-paced,
technically focused research interest, highlighting need for more clinical collaboration,
evaluations, and governance to successfully translate academic IoT innovations into
patient and healthcare benefits. The research gaps and potential trends are presented
in detail in the next section.

5. Challenges and Trends

Research is rapidly accelerating with a sharp growth in publications over the past
years. This suggests increasing academic interest as the field gradually becomes mature.
Active research spans applications like remote monitoring, chronic disease management,
elderly care, hospital workflows, medical devices, etc. Technical aspects cover security,
interoperability, data analytics, wearables, and integration. Most contributions come
from engineering and computer science fields with growing involvement from healthcare
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academics. This implies a need for more clinical collaboration to popularize the usage of
medical IoT devices.

Additionally, studies mainly focus on proposing new systems or algorithms, while
evaluations of real-world implementations and outcomes are still limited. This is also
evident from the modest number of patents. From the bibliometric study, the challenges
of implementing medical IoT devices in routine care and public health can be identified,
which can be seen as research gaps and opportunities for improvement. The challenges are
outlined below.

• Adoption: Operating IoT devices requires proper training and an adaptive mindset to
new technologies. The resistance to changes could hinder healthcare organizations
from implementing IoT solutions effectively. Educating (potential) users is essential
for the providers of IoT devices.

• Privacy and Security: IoT devices continuously collect personal and sensitive data from
patients, raising a paramount concern for cybersecurity. To safeguard such information,
besides staying adhered to regulations, for example, the HIPAA (Health Insurance
Portability and Accountability Act), other security measures such as blockchain can
be considered.

• Interoperability and Integratability: Because IoT devices for medical purposes are
from a variety of different suppliers, ensuring seamless and thorough communication
among them is challenging. In view of this, data silos are a big concern for scalable
and effective patient care. Integrating IoT devices into the current healthcare system,
for example, EHRs, would be complex.

• Regulation and Standardization: Healthcare and emerging IoT devices are two subjects
of stringent regulation. Staying up to date with the regulatory requirements from the
appropriate responsible authority could be demanding in terms of time and cost. This
is exacerbated by the lack of comprehensive industrial standards for IoT solutions.

• Accuracy and Reliability: IoT devices are expected to be resilient in collecting and pro-
cessing a continuous flow of data when ensuring that the data are accurate. Inaccurate
or misleading data can lead to inappropriate treatments or even misdiagnoses.

• Data Storage and Usage: The huge amount of data generated by IoT devices requires
adequate infrastructure, mostly clouds, to store, manage, and analyze. An appropriate
strategy for data management is required to avoid being data-overwhelmed. Addition-
ally, accompanying the regulations, ethical matters regarding potential surveillance,
responsible collecting and usage of patient data are also important.

• Power Supply: Since IoT devices are mainly powered with batteries and need to be
operated nonstop, new solutions for consistent power supplies can contribute highly
to the field.

• Costs: While IoT devices for end-users can be affordable, companies that offer the
solutions have to consider the cost of the above-mentioned requirements to allocate
their resources effectively for optimal Return of Interest (ROI).

• Environmental Impact: Sustainability should be taken into account in the design and
product lifecycle assessment of IoT devices, as manufacturing and disposing of them
can have a negative environmental impact.

To tackle these challenges, it is essential for healthcare providers, technology innova-
tors, regulatory bodies, and patients to work together to establish a secure, interconnected,
and morally sound IoT ecosystem within the medical domain. Nonetheless, it is worth
mentioning the role of enabling technologies such as the Metaverse, XR, blockchain, AI,
and robotics in R&D activities for the improvement of IoT solutions. The listed challenges
can be the potential research opportunities for both technical and non-technical fields.

6. Conclusions

From the findings of the study, it can be observed that there are not many studies about
the applications of IoT in healthcare. Although the topic was raised in 2017, the research
into it only started to surge in 2019, coinciding with the appearance of the COVID-19
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pandemic. This is obvious because of the need to maintain the healthcare system with cost
efficiency in a non-contact manner. The networks of co-citation show that even though the
field has been growing for years, the number of publications in the field is still low, and
research works are not widespread. Owing to the bibliometrics study, we can understand
the growth of the research trend and discover the key problems in the field, from which we
can predict and direct future works more appropriately. It is predicted that the upcoming
years will witness the significant growth of IoT together with cloud computing, big data,
and machine learning applications in healthcare, forming a solid knowledge foundation
for smart healthcare systems in practice.

Future studies will focus on several areas which are the limitations of this study. Firstly,
there will be an investigation into how IoT and other state-of-the-art technologies can
contribute to improving healthcare accessibility. Secondly, we can evaluate the objects and
whether the published results are reproducible. In addition to this, examining how authors
in the field and industry are related can help us assess any potential biases or influences.
Thirdly, it is possible to utilize a broader range of databases beyond Scopus (such as Web
of Science, IEEE Xplore, etc.). By incorporating additional data sources, researchers can
further validate their search results and enhance the comprehensiveness of their findings.
Lastly, there is a need to develop technical means that can eliminate irrelevant search results
more efficiently than the manual approach to streamline the research process and improve
the accuracy of search results.
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