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Abstract: The proliferation of immersive services, including virtual reality/augmented reality, holo-
graphic content, and the metaverse, has led to an increase in the complexity of communication
networks, and consequently, the complexity of network management. Recently, digital twin network
technology, which applies digital twin technology to the field of communication networks, has been
predicted to be an effective means of managing complex modern networks. In this paper, a digital
twin network data pipeline architecture is proposed that demonstrates an integrated structure for
flow within the digital twin network and network modeling from a data perspective. In addition, a
network traffic modeling technique using data feature extraction techniques is proposed to realize the
digital twin network, which requires the use of massive streaming data. The proposed method utilizes
the data generated in the OMNeT++ environment and verifies that the learning time is reduced by
approximately 25% depending on the feature extraction interval, while the accuracy remains similar.

Keywords: digital twin network; artificial intelligence; traffic prediction; graph neural network; data
pipeline; data processing

1. Introduction

With the emergence of immersive services, including virtual reality/augmented reality,
hologram content, and the metaverse, communication networks are becoming increasingly
complex, thereby enhancing the complexity of network management [1]. The digital twin
network (DTN) or the network digital twin (NDT), a technology that integrates the digital
twin (DT) with communication networks, has emerged as a promising new intelligent
network management technology to efficiently handle these sophisticated networks [2,3].
The role of DT technology has grown in importance across a variety of fields in parallel
with the advancement of simulation and computing technology [4]. There is active research
in digital cities, including smart cities [5–7], and intelligent manufacturing technologies,
including smart factories [8–10]. DT technology, which links physical space with virtual
digital space, enables real-time data management based on physical models along with
the full lifecycle operation and maintenance of data. This can be achieved by integrating
a multi-variable, multi-scale, and multi-probability based computer simulation process
to generate a virtual twin entity corresponding to the physical entity. Furthermore, it
can mimic all states of the physical entity in real time, providing high fidelity and high
integration. This enables the monitoring of the entity’s condition throughout the lifecycle
process [11]. In the DTN, physical entities represent actual physical network systems that
exist in the real world. These entities can be mapped to virtual twin networks in the digital
domain to facilitate the comprehensive management of complex networks.

In this context, accurate modeling of the real environment in virtual reality has a
significant impact on the performance of the DTN. Accordingly, various researches [12–14]
on modeling traffic flow for accurate simulation, standardization, and research on DTN
architecture have been conducted together [2,15–19]. However, the existing architectures
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are abstracted, making it difficult to confirm the specific data flows for the actual DTN
implementation. According to [20], the data collection, storage, processing, and provision-
ing processes based on the data types should be provided for communication network
management. In addition, according to [21], the network state data can be classified by
role, and appropriate data-processing processes are required for DTN configuration. To the
best of our knowledge, there has been no research that provides an integrated structure for
the periodic data flow within the DTN. In addition, there is no discussion on the network
modeling method in terms of data considering the characteristics of data in the DTN envi-
ronment. Therefore, in this research, we describe an integrated architecture for the flow of
data within the DTN and the processes provided for network management, with the aim to
demonstrate this along with scenarios for the network traffic modeling methods for the
actual DTN implementation. The proposed network traffic modeling method enables the
training of the DTN artificial intelligence (AI) model, which requires extensive streaming
data. This method reflects the spatial characteristics of topology data and performs a
comparison with the existing methods in terms of learning time and convergence speed
using an AI model that can be generalized to the scale of the topology to ensure scalability.

In this context, the main contributions of this paper are as follows:

• A data-driven DTN data pipeline architecture is proposed that encompasses the DTN
lifecycle flow and processing process from a data perspective.

• An AI model learning process is proposed that combines data feature extraction
techniques to enable the modeling of massive streaming data-driven DTN network
traffic data.

• By combining the proposed network traffic modeling technique with a spatio-temporal
feature compression model, a reduction of approximately 25% in learning speed
compared to the existing method is confirmed while maintaining similar accuracy.

The structure of this paper is as follows. Section 2 provides a brief overview of the back-
ground of the proposed work by reviewing studies related to software-defined networks,
the DTN, network traffic prediction, and the graph neural network (GNN). In Section 3,
we provide a general overview of the proposed data-driven DTN data pipeline and traffic
prediction model. In Section 4, the experiments and results of the traffic prediction model
designed using compressed data are presented. Finally, the conclusion is given in Section 5.

2. Related Works

This section introduces several concepts that form the basis of the proposed architec-
ture. First, a brief definition of software-defined networking (SDN) is presented, along with
a discussion of its basic architecture. Next, the conceptual background and key components
of the DTN are outlined. These concepts provide a foundation for the data pipeline of the
data-driven DTN architecture.

2.1. Software-Defined Networks

SDN refers to the technology that separates the hardware and software functions of
network equipment [22]. Through this separation, the hardware realm assumes the role of
the data plane, transmitting the data. The software realm is divided into the control and
application planes. As shown in Figure 1, the control plane can be considered to be the
area where network policies are applied. It can be logically centralized and programmed
via an SDN controller. This provides flexibility in network control, flow management, and
congestion control. The application plane functions as the user support plane and performs
policy implementation tasks.

Traditional network equipment suffers from a strong hardware dependency. This
leads to difficulties in integrated management due to closed designs. An example of
this issue would be the use of different custom semiconductors by different equipment
vendors. SDN, on the other hand, keeps only the data transmission processing within the
network infrastructure and delegates the remaining functions such as configuration, access
control lists, and provisioning to a controller. This approach enables the network to be
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operated easily and quickly and provides flexible and efficient network management [23].
It combines all pieces of the network equipment into an intelligent system and solves the
scalability problems intrinsic to traditional centralized structures.

Electronics 2023, 12, x FOR PEER REVIEW  3  of  16 
 

 

congestion control. The application plane  functions as  the user support plane and per-

forms policy implementation tasks. 

 

Figure 1. SDN architecture overview. 

Traditional network equipment  suffers  from a  strong hardware dependency. This 

leads to difficulties in integrated management due to closed designs. An example of this 

issue would be the use of different custom semiconductors by different equipment ven-

dors. SDN, on  the other hand, keeps only  the data  transmission processing within  the 

network infrastructure and delegates the remaining functions such as configuration, ac-

cess control lists, and provisioning to a controller. This approach enables the network to 

be operated easily and quickly and provides flexible and efficient network management 

[23]. It combines all pieces of the network equipment into an intelligent system and solves 

the scalability problems intrinsic to traditional centralized structures. 

SDN is an innovative paradigm in networking and offers on-demand resource allo-

cation, easy reconfiguration, and programmable network management. The separation of 

the control and data planes in the network enables the flexible and consistent execution of 

network management and control [24]. As a result, the adjustment of the allocated band-

width and paths  for user services becomes dynamically manageable,  facilitating  traffic 

control and management. To this end, the SDN control plane collects real-time network 

status information from the data plane. It can provide a path that meets quality-of-service 

requirements between communicating endpoints according to user requirements. 

The creation of intelligent networks has become achievable via the abstracted central 

controller. Network intelligence is enhanced via programmable software applications at 

the network control plane and the integration of AI. Recently, the emergence of the DTN 

and network management technology has facilitated the discussion of network automa-

tion technologies based on the SDN structure. 

2.2. Digital Twin Network 

The DTN refers to a technology that efficiently analyzes, diagnoses, simulates, and 

controls physical networks using  the data and models within a virtual digital network 

that is constructed using DT technology across various network management systems and 

applications  [15,16]. According  to  this definition,  four key  elements are  required  for a 

DTN: data, model, mapping, and interface. 

Figure 1. SDN architecture overview.

SDN is an innovative paradigm in networking and offers on-demand resource alloca-
tion, easy reconfiguration, and programmable network management. The separation of
the control and data planes in the network enables the flexible and consistent execution
of network management and control [24]. As a result, the adjustment of the allocated
bandwidth and paths for user services becomes dynamically manageable, facilitating traffic
control and management. To this end, the SDN control plane collects real-time network
status information from the data plane. It can provide a path that meets quality-of-service
requirements between communicating endpoints according to user requirements.

The creation of intelligent networks has become achievable via the abstracted central
controller. Network intelligence is enhanced via programmable software applications at
the network control plane and the integration of AI. Recently, the emergence of the DTN
and network management technology has facilitated the discussion of network automation
technologies based on the SDN structure.

2.2. Digital Twin Network

The DTN refers to a technology that efficiently analyzes, diagnoses, simulates, and
controls physical networks using the data and models within a virtual digital network
that is constructed using DT technology across various network management systems and
applications [15,16]. According to this definition, four key elements are required for a DTN:
data, model, mapping, and interface.

The data are the foundation for building a DTN, and building an integrated data-
sharing warehouse that acts as a single source of truth for the DTN facilitates the efficient
storage of physical network configurations, topology, operational status data, logs, user
business records, and real-time data, thereby providing data services to the network twin.
The model acts as a functional source for the DTN, creating a variety of model instances
via flexible combinations to provide different network applications. Mapping is required to
provide a high-fidelity visualization of the physical network entities using the virtual twin
network. This differentiates the DTN from a network simulation system and allows it to
accurately model the state and behavior of physical network entities. The interface is a key
technology for achieving physical–virtual synchronization. It connects the network service
applications and physical network entities using standardized interfaces which collect and
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control real-time information about the physical network. This facilitates timely diagnosis
and analysis. Physical–virtual synchronization is the process of updating a virtual twin
entity based on the state of a physical entity. This can be achieved by collecting real-time
data using an interface. Additionally, the optimized results derived from the DTN can be
distributed to the physical network and controlled using the interface.

A twin network built on these four elements provides the analysis, diagnosis, simula-
tion, and control of the physical network throughout its entire lifecycle using optimization
algorithms, management methods, and expert knowledge. In the Internet Research Task
Force (IRTF), the reference architecture of the DTN is presented as a structure that includes
three layers and three domains, as shown in Figure 2, according to the definition of these
key elements [15]. The three layers are the physical network layer, DTN layer, and network
application layer. The three domains within the DTN layer represent the data domain,
model domain, and management domain, which correspond to the data repository, service
mapping model, and DTN management module subsystems, respectively. Here, the sub-
system refers to one of the elements that make up the system, and it also means that it is a
system in itself.
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The physical network layer consists of physical network equipment that exchanges
the network data and control information with the DTN layer via the southbound interface
(SBI). This layer can consist of various types of physical networks, including mobile access
networks, transport networks, mobile core networks, backbone networks, data centers,
enterprise networks, and the industrial Internet of Things. The DTN layer consists of
three subsystems: a data repository, a service mapping model, and DTN management.
The data repository collects and stores a wide range of network data and provides an
integrated interface to the service mapping model, facilitating the mapping of data-to-data
services and models. The service mapping model completes the data-based modeling and
provides data model instances for different network applications, maximizing the flexibility
and programmability of network services. The network application layer communicates
requirements to the twin network layer via the northbound interface (NBI) and provides
services to the twin network layer using the modeled instances. After extensive validation,
the twin network layer pushes control updates to the physical network equipment via
the SBI.

The use of such a DTN technology enables the rapid deployment of innovative network
technologies and a wide range of applications such as network operation, maintenance,
optimization, network visualization, intent verification, and network self-tuning devices.
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This can be achieved with lower cost, higher efficiency, and greater stability compared
to traditional network services. To effectively use such a DTN, the accurate modeling
of the actual network as a virtual twin network must be ensured [25], and research is
being conducted to model the future state of communication networks and data using AI
prediction models [26–29].

2.3. Network Traffic Prediction

Network traffic prediction is becoming increasingly complex and diverse and is con-
sidered very important for network operation and management [30]. This is because
predicting future traffic conditions (e.g., delay, traffic volume, etc.) in advance can improve
the network performance. In addition, it can be used as a network analysis model to eval-
uate network policies before deploying network settings in the physical network within
the closed loop between the DTN physical layer and the twin layer [12] and update the
network optimization model accordingly.

Various studies based on recurrent neural network (RNN) models, which can learn
temporal patterns and long-range dependencies from large-scale sequences of arbitrary
length, have been conducted for traffic prediction tasks [31,32]. Recently, various studies
have also been conducted using GNN models that can reflect the spatial characteristics of
communication networks to improve accuracy [12,33–35]. However, discussions are still
ongoing regarding approaches for learning large amounts of the data generated in real time
in large-scale networks [15,16].

2.4. Graph Neural Network

Unlike a convolutional neural network (CNN) and RNN, a GNN takes non-Euclidean
spatial data such as the network topology, molecular structure, and knowledge graphs as
the input. CNN, which is widely used for feature extraction from two-dimensional data,
has also been used for feature extraction in the network space. However, it has limitations
in processing the matrix data instead of the graph data; therefore, it does not perform well
in predicting traffic flow. Accordingly, the graph convolutional network was developed
as a modification to effectively capture features from the map data. In addition, several
studies have recently been conducted using GNN on the input data with a graph structure
to reflect the spatial characteristics of network topology. In [33], a GNN-based autoencoder
model called the gated graph autoencoder network is proposed to accurately predict the
delay of SDN networks. In [34], RouteNet, which uses GNN models for network modeling
and optimization, is proposed; the GNN-based RouteNet can predict key performance
indicators such as average delay and jitter for each network source/destination. Active
discussions on the use of GNN models to reflect actual network characteristics are also
ongoing in the standardization efforts for DTN construction [35].

2.5. Long Short-Term Memory

Long Short-Term Memory (LSTM) is a neural network structure designed to over-
come the vanishing gradient problem that occurs in traditional RNNs when dealing with
information that is far from the output. Despite the existence of many efficient models
for predicting time series data, LSTM has proven to be one of the most promising models
for solving time series prediction problems [36]. LSTM can store past information in the
network, allowing it to remember long-term information. In this way, future results are
influenced by past input values, and it is widely used in various time series prediction stud-
ies [37–39]. It is also widely used for predicting the performance data of communication
networks that change over time [40–43].

3. System Overview

The goal of this section is to present approaches from a data perspective for modeling
traffic data in the DTN. First, we propose a data-driven DTN-customized data pipeline archi-
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tecture and explain the process of training useful data-based AI models using lightweight
data feature extraction techniques that can be incorporated into this architecture.

3.1. Reference Architecture

Consider the reference DTN architecture based on the existing literature [15,16,44–47]
as shown in Figure 3. The lowest layer can target the physical networks belonging to
the real world (e.g., mobile access networks, mobile core networks, etc.). Network equip-
ment entities within such networks are interconnected and connected to other entities via
connectivity features provided by the network infrastructure.
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The middle DTN layer is a virtual layer where the digital representations of network
entities located in the physical network layer are placed. The data repository, a subsystem of
the DTN layer, includes a data collector, data storage, data services, and data management
as its subsystems. Network entities are typically collected by the data collectors located
in the data repositories, and after undergoing a certain process, they are stored in the
repository or provided as a service mapping model by the data management and data
service systems. The data provided to the service mapping model is used to build a model
for performing user-intent-based tasks. AI can be used in this process, and the trained AI
model can be stored in the model database as unstructured data.

The basic models within the service mapping model of the DTN layer are classified
into network element models and network topology models. Functional models can be
built, including network-type models, functional-type models, network lifecycle-type
models, and scope-of-application models [46]. These sub-models receive data from the
data repository and are combined into the service mapping model based on the user intent
by the DT management.

The DT management system of the DTN layer can consist of a topology management
system, model management system, and security management system. The topology
management system manages the digitized network topology and can create a virtual
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twin topology. The model management system provides overall support to ensure that
the models in the DTN perform their tasks appropriately according to user intent and
supports model instance creation, storage, update, model combination management, and
model-application software connection management. The security management system
ensures the security of the data, models, and interaction data throughout the lifecycle using
authentication management, access management, and encryption.

In the top application layer, a user interface such as network visualization is provided.
This allows users to manage the network using the DTN. It communicates user intent to
the DTN via intent validation and provides functionalities such as network management
and optimization, enabling users to manage the network efficiently.

3.2. Proposed Data-Driven DTN Data Pipeline Architecture for Network Management

Various structural reference architectures have been proposed for the effective use of
the DTN. However, the existing structures do not provide concrete insights into the overall
data flow, including the process of providing data to the AI model within the DTN [2,15–19].
Moreover, it is essential to understand the overall process of providing customized data
for various scenarios within the DTN and the intelligent model for effective network
management. Therefore, this section presents a data pipeline architecture that can help
understand the overall flow and processing of the DTN from a data perspective before
explaining the AI model. The data-driven DTN data pipeline architecture is shown in
Figure 4.
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The data that can be collected from the physical network on the far left for network
management include the network equipment data, network traffic data, and network per-
formance data. The network equipment data include the geometric data, status data, event
data, and topology data [44]. The data can be classified according to their form into types
such as the log/event type, metric data, flow data, packet data, configuration data, and
forwarding and routing data [16]. The data are stored in an appropriate database according
to the structured information as either structured, semi-structured, or unstructured. For
example, the topology data collected from the physical layer can be stored as unstructured
raw data in their unprocessed state. After collection, they can be processed into a graph
form by preprocessing and then stored in a semi-structured graph-oriented database.
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The data are collected via a data collector, where they undergo ingestion, transforma-
tion, cleaning, and processing stages [48]. After being ingested into the collector via devices
such as sensors, they are transformed using normalization and data linkage. Then, they
undergo the data cleaning and processing stages including dimensionality reduction and
expansion. These pre-processed data are sent either to the data storage or to the service
mapping model via the data management system, depending on the user intent.

The service mapping model that receives the data can support network management
according to the network scenarios using various models. For example, models categorized
as function-type models include a status-monitoring model, traffic analysis model, fault
diagnosis model, and security drill model. Further, the models categorized as network
lifecycle-type models include a network planning model, network configuration model,
network optimization model, and network operation model. In this case, AI models can be
used to build each model, and the service mapping model portion of Figure 5 represents a
learning model for the traffic analysis model.
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The data that have passed through the physical network layer and the DTN layer are
delivered to the user in the form of AI for IT operations (AIOps), applications, or network
management analytic tools at the application layer.

3.3. Proposed Network Traffic Data Modeling Method

This section explains the process of training an AI model with useful data using feature
extraction techniques on the data structured appropriately for the scenario, as shown in
Figure 5. Feature extraction refers to using only useful data when representing a large
amount of data [49]. The analysis of streaming the data generated in real time requires
high computing power and a large amount of memory, and it takes a long time to train. In
addition, there may be a problem of overfitting the AI model to the initial training data.
Therefore, selecting only meaningful data from the original data can maintain accuracy
while reducing training time by predicting traffic based on the selected input data.

In the proposed network traffic data modeling method, the input data are prepared by
extracting data features according to the K time steps from the original data. The prepared
data are then used as the input to the AI model, which combines traditional time-series
data prediction algorithms after passing through a GNN algorithm.

The traditional method employing the original data uses the (Tn − t, Tn − 1) data to
derive the Tn values using a prediction process. The length of the training data is len(Tn).
The combined method of the proposed data feature extraction process uses T′n data to
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derive Tn values. In this case, the length of the training data is len(T′n) =
len(Tn)

K , where K is
a scalar for the key data extraction interval. In the proposed network data-based modeling,
only the key data are extracted and used for the transfer and learning to comprehensively
reflect the big data occurring in real time. Typical key data includes the start point, end
point, and maximum and minimum values.

The learning process of the AI model for network traffic modeling is illustrated in
Figure 5. When the topology data representing the adjacency relationship between nodes in
a communication network are fed to a GNN, the spatial characteristics of the network can
be compressed according to connectivity. Then, the network performance data generated
over time can be compressed using an RNN model to capture the temporal characteristics
of the data, allowing the prediction of new traffic data based on the learned features. The
overall learning process of this model is as follows: (1) Spatial features are compressed
using a graph CNN with adjacency matrices composed of topology data. (2) Meaningful
data are selected via the data feature extraction tasks, and the size of the data is reduced
by 4

K (K > 4) times. (3) The selected data form the input of a one-dimensional RNN via
the flatten and dropout layers. (4) Each data element passes through a long short-term
memory network to learn the temporal features and is output as one-dimensional feature
data. (5) Finally, the predicted results are obtained by feeding the data to a dense layer.
Through this process, the state of the network traffic data can be modeled, and the future
state values can be predicted.

The LSTM network used at this time includes a forget gate, an input gate, and an
output gate. The forget gate is used to forget unimportant past information and outputs
a value between 0 and 1 based on the importance of the information using the sigmoid
function, as shown in Equation (1).

ft = σ
(

W f ·[ht−1, xt] + b f

)
, (1)

The input gate is a gate that is used to remember current information. The value
obtained via the sigmoid function of Equation (2) and the result of the hyperbolic tangent
go through the Hadamard product operation. This is represented as Equation (3) and
outputs values between −1 and 1, as shown below.

it = σ(Wi·[ht−1, xt] + bi), (2)

Ct = ft ∗ Ct−1 + it ∗ tanh(WC ∗ [ht−1, xt] + bc), (3)

The output gate is a gate for the final result ht, and it performs a Hadamard product
operation on the hyperbolic tangent of the cell state, as shown in Equation (5). This value is
output as the final result of LSTM, as shown below.

ot = σ(Wo·[ht−1, xt] + bo), (4)

ht = ot ∗ tanh(Ct), (5)

Through this process, the future network state can be modeled and predicted based on
the current state of the target network, enabling the effective management of the physical
network in the digital domain

4. Experiment and Results

This section discusses the performance of the proposed AI model. The datasets used
for training are shown in Figure 6. A detailed description of the performance metrics
considered for the experiment is also provided in this section. The proposed model was
trained in the Anaconda Jupyter Notebook on an Intel(R) Core(TM) i9-10900X CPU running
at 3.70 GHz with 128 GB of RAM.
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4.1. Datasets for Network Flow Measurements

In this paper, we conducted experiments using Gigabit European Academic Network-
ing Technology (GEANT2) data comprising 24 nodes and 37 edges as the topology data. For
the network flow measurements and performance, we used the average traffic rate, average
packet delay, and variance of the per-packet delay (jitter) over the packets transmitted in
each source–destination pair. These were generated in the GEANT2 topology. The dataset
consists of samples generated within the OMNeT++ environment. It was stochastically
generated following the GEANT2 topology and according to the preset traffic intensity [50].
Further, we used root mean square propagation (RMSProp) as the optimizer and the mean
squared error as the loss function to construct the neural network model. Figure 6 shows
examples of the average traffic rate data, average packet delay data, and jitter data in
graphical form.

4.2. Learning Results of the AI-Based Network Flow Data Prediction Model

The dataset discussed in Section 4.1 was used to train a model for predicting the per-
formance of the network data. Figure 7 shows the loss function after applying the proposed
GNN and time-series prediction algorithms to the proposed network flow measurement
data. This training step required 1136 s to complete.

Figures 8–11 show the loss function according to the data feature extraction interval
of the algorithm. They combine the GNN and LSTM algorithms with the proposed key
data-extraction method based on the network flow measurement data. In this case, K is the
time step that serves as the criterion for extracting features from the data. For a batch size
of 64, the training times were 828, 541, 354, and 277 s for the K values of 5, 10, 15, and 20,
respectively. For a batch size of 32, the training times were 420, 321, 291, and 203 s for the K
values of 5, 10, 15, and 20, respectively.
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Table 1 shows a comparative analysis of the training time of the proposed prediction
model, where the batch size is varied between 32 and 64, while the criterion of data feature
extraction is also varied, starting from no data feature extraction (original data) up to
K = 5, 10, 15, and 20. K is the time step that serves as the criterion for extracting features
from the data. In the proposed network traffic data modeling method, the input data are
prepared by extracting data features according to the K time steps from the original data.
As the K increases, the learning time decreases and the accuracy decreases slightly, but it
can be confirmed that they are almost similar. In addition, it can be observed from the loss
function in Figures 7–11 that all cases converge before 100 epochs.

Table 1. Predictive model average training time.

Data
(Batch Size = 64) (Batch Size = 32)

Learning Time MAE RMSE Learning Time MAE RMSE

original data 1136 (s) 0.0104 0.0182 1062 (s) 0.0098 0.0177
feature extraction (K = 5) 828 (s) 0.0107 0.0188 420 (s) 0.0104 0.0186

feature extraction (K = 10) 541 (s) 0.0132 0.0225 321 (s) 0.0131 0.0220
feature extraction (K = 15) 354 (s) 0.0169 0.0457 291 (s) 0.0156 0.0461
feature extraction (K = 20) 277 (s) 0.0167 0.0272 203 (s) 0.0184 0.0266
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5. Conclusions

This paper proposes a solution from a data perspective for modeling traffic data within
the DTN. There has been no specific architectural research explaining the overall data flow
within the DTN or a specific discussion on improving the learning speed of AI models
for modeling traffic data within the DTN based on it. Therefore, an AI model learning
process based on the data feature extraction technique is proposed, which considers the
learning speed for mounting on the DTN; in addition, a data-driven DTN suitable data
pipeline architecture is presented for this purpose. The proposed learning method based
on the data feature extraction technique is designed from a data perspective to consider the
learning speed of AI models by selecting only meaningful data to reduce the amount of
data, and thus, can be mounted on the DTN by considering the learning speed. To explain
this, a concrete DTN architecture is presented, including the flow process of data within
the DTN, such as the flow according to the data type and role classification and the process
of providing data to the AI model located in the service mapping model. The proposed
network traffic modeling method utilizes the data generated in the OMNeT++ environment
and verifies that the learning time is reduced by approximately 25% depending on the
feature extraction interval, while the accuracy remains similar. This method will help
improve the speed of AI model training within the DTN by leveraging large amounts
of streaming data. However, standardization work for the requirements of the DTN
architecture and its internal modules is still ongoing. In the future, it seems necessary to
conduct research on AI models segmented by each layer and module within the DTN.

This study sets the network analysis model within the DTN layer as the target and
proposes a methodology that can be quickly trained with the real-time collected data to
fit this model. However, since the data is collected in real time, the security of the data
containing personal information must also be considered. Therefore, in future research, we
intend to explore the application of a federated learning structure that allows AI models to
be trained on distributed terminals without sharing the data. The proposed data-driven
DTN architecture is expected to contribute to the implementation of intelligent network
management systems by presenting a concrete architecture for the DTN design from a
data perspective.
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