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Abstract: Let us consider a situation where two information brokers, whose currency is, of course,
information, need to reciprocally exchange information. The two brokers, being somewhat distrustful,
would like a third, mutually trusted entity to be involved in the exchange process so as to guarantee
the successful completion of the transaction and also verify that it indeed took place. Can this be
completed in such a way that both brokers receive their information simultaneously and securely,
without the trusted intermediary knowing the exchanged information? This work presents and
rigorously analyzes a new quantum entanglement-based protocol that provides a solution to the above
problem. The proposed protocol is aptly named the entanglement-based reciprocal simultaneous
information exchange protocol. Its security is ultimately based on the assumption of the existence
of a third, trusted party. Although the reciprocal information flow is between our two information
brokers, the third entity plays a crucial role in mediating this process by being a guarantor and a
verifier. The phenomenon of quantum entanglement is the cornerstone of this protocol, as it makes
its implementation possible even when all entities are spatially separated and ensures that, upon
completion, the trusted third party remains oblivious to the actual information that was exchanged.

Keywords: quantum cryptography; quantum entanglement; bell states; GHZ states; secure
information exchange

1. Introduction

Living in an era where privacy and security are fundamental and inherent rights in
everyone’s professional and social lives has undoubtedly motivated an enormous research
effort to design and implement robust security algorithms, techniques, and protocols.
It would seem that there are at least two major research directions aspiring to achieve
this goal.

The first, known by the umbrella term post-quantum cryptography [1–4], could be
perceived as the natural evolution of our present situation, where security relies on carefully
chosen computationally hard problems. The efficiency and reliability of this approach
have been practically confirmed thus far, and it offers the additional advantage that,
implementation-wise, it is compatible with the existing infrastructure.

There is, however, reason for concern, as the computational difficulty of the underlying
problems has not actually been mathematically proven but is rather empirically accepted
because of the absence of efficient algorithms. Probably even more worrying is the fact that,
upon stepping out of the confines of conventional, or classical, computation, one discovers
that quantum algorithms have been developed by Peter Shor and Lov Grover [5,6], which
may compromise the security afforded by conventional means. Thus, the emergence of the
second direction, quantum cryptography, advocates the embrace of the unconventional, in
particular the quantum realm, and relies on the laws of nature, at least as we understand
them today, to achieve uncompromising security.
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On the quantum front, there are many reasons to be optimistic lately, with clear signs
of accelerated progress. The impressive breakthrough of the 100-qubit barrier by IBM’s
127-qubit processor Eagle [7] has been followed almost immediately, by the more recent
433 qubit quantum processor named Osprey [8]. Therefore, it is now more important than
ever before to address the problem of secure communication [9], and quantum cryptog-
raphy seems the most promising approach for the job. Clever use of the fundamental
properties of quantum mechanics offers undisputed advantages in that they not only
guarantee the adequate protection of critical information, but also ensure the efficient and
secure transmission of information, e.g., via the use of entanglement, as first suggested
by Ekert [10]. In his 1991 influential paper, Ekert proved that key distribution is possi-
ble with the use of EPR pairs. Immediately afterwards, research in this field produced a
plethora of entanglement-based protocols for quantum key distribution [11–17]. Quantum
cryptographic protocols have the potential to enhance the security not only of established
applications but also of new and emerging technologies, such as cloud computing, cloud
storage [18,19], or blockchain [20]. Considerable progress has been recorded in the develop-
ment of algorithms and protocols [21–26], accompanied by experimental demonstrations
in real-life situations [27–30].

This work studies the ubiquitous problem of information exchange between two
parties within the broader context of quantum information and cryptography. We envision
a setting where the real currency is information, and in such a setting, two information
brokers want to reciprocally exchange information. In their profession, trust cannot be
taken for granted. Hence, they would like a third party that is mutually trusted by both
to mediate the whole process and guarantee the honest implementation of the agreed
upon protocol. This third party must have a pivotal role, in the sense that without its
participation, it will be impossible to complete the exchange. Another important benefit
of the presence of the trusted intermediary is that it can serve as a referee to verify that
this transaction took place if such a need arises in the future, e.g., if one or both of the
information brokers ever need such a “proof.” This scheme should work even when all
parties involved are spatially separated and, most importantly, be designed so carefully
that the trusted intermediary does not end up in possession of the exchanged information.

The problem of information exchange has been studied in numerous works, especially
from the point of view of classical, that is, non-quantum, protocols and algorithms. A recent
work, which, similar to the present paper, deals with distributed environments and systems,
is ref. [31], where the interested reader can find an extensive list of references. Therein,
a comprehensive analysis of privacy and security issues for classical distributed systems
in the presence of an adversary is given, along with algorithmic solutions to alleviate the
risks. Another related line of research, dealing with quantum computation under strict
requirements for privacy and security, was pursued in [32]. The authors in [32] presented a
sophisticated protocol that achieves universal blind quantum computation by enabling the
client player to complete privately and securely the required quantum computation, even
when the server player cheats.

In the rest of this paper, we present, in the form of a game, a quantum protocol
that provides a solution to this problem, satisfying all the previously set requirements. It
is almost some kind of tradition to use games in quantum cryptography, from the very
beginning [33] to the more recent [16,17]. The pedagogical aspect of games often makes
expositions of difficult and technical concepts much more accessible, even entertaining.
Quantum games, ever since their initial inception in 1999 [34,35], have offered motivation
and additional insight because quite often quantum strategies seem to achieve better
results than classical ones [36–38]. The famous prisoners’ dilemma game provides the most
prominent example [35,39], which also applies to other abstract quantum games [40]. The
quantization of many classical systems can even apply to political structures, as was shown
in [41].
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To motivate the forthcoming presentation of the protocol, we give a real-life example
where the ability to have such an efficient and secure three-party information exchange
protocol, complying with the specifications previously outlined, is beneficial or even necessary.

Example 1 (The undercover agents). This example should be seen as a proof of concept for
more intricate real-life situations. Let us suppose that Bob and Charlie are two undercover agents
working for a law enforcement agency. Information is critical for the success of their mission. Bob
is desperately in need of some piece of information that knows Charlie has. He also knows that in
their line of work the only real currency is information. So, he is ready to offer Charlie another piece
of information that he believes will prove useful to Charlie. Bob and Charlie are not friends, just
colleagues, and they do not fully trust each other, but they both trust their boss, Alice. Alice would
be the ideal intermediary because she trusted by both agents, so she should be involved in the process
of information exchange. Moreover, based on her involvement, Alice would be able to remember this
secret transaction and vouch for her agents in case one, or both, of them would need in the future
to prove that this particular information exchange took place, e.g., if their missions failed. At the
end of the exchange process, Alice, should not have become aware of the contents of the information
that was exchanged because both agents want to protect their informants. Finally, Alice stays at the
headquarters, whereas Bob and Charlie work undercover in different parts of town, so it would be
safer and more prudent if they did not meet in person at all. How can they complete this task? /

Contribution. This paper presents a quantum protocol that efficiently and securely
solves the problem of reciprocal information exchange between two information brokers.
Being quantum, the proposed protocol is information-theoretically secure because it is
based on the laws of quantum mechanics, at least as we understand them today. In contrast,
an analogous classical protocol can only offer security based on conjectured computationally
hard problems, with the potential risks that it may entail.

Its novelty lies in the integral use of entanglement. Entanglement, one of the exclusive
hallmarks of the quantum world, offers multiple benefits in this setting. It enables the two
players to embed their secret information simultaneously and stealthily in the state of the
composite system. Upon completion of the quantum part of the protocol, the combined
secret information will be encoded in the correlated contents of the quantum registers,
but it will only be revealed after the proper classical information is exchanged. Moreover,
entanglement enhances the security of the protocol, as shown in Section 4, and, at the
same time, provides for the spatially distributed execution of the protocol. Despite the fact
that the three players are situated in different geographical locations and apply their local
quantum circuits, the correlations due to entanglement ensure that we are still dealing with
one composite system.

Finally, the inclusion of a third party to supervise and facilitate the exchange process
can be beneficial. There are many practical situations, as briefly sketched in the preceding
example, where the presence of an intermediary would be required. The most important
observation here is that a trusted intermediary does not compromise the security of the
protocol in any way. Particularly so, after taking into account that upon the completion of
the protocol, the third party remains oblivious to the actual information that was exchanged
between the two players, i.e., there is no information leak whatsoever. We note that, as
briefly sketched in Section 5, it is possible to modify the protocol so as to enable the
exchange of information without the presence of a trusted intermediary.

Organization

The structure of this paper is the following. Section 1 contains an introduction to the
subject and related references. Section 2 gives a succinct reminder on entangled GHZ states.
Section 3 provides a formal and detailed exposition of the quantum protocol. Section 4
is devoted to the security and efficiency analysis of the protocol, and, finally, Section 5
contains a summary and a brief discussion on some of the finer points of this protocol.
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2. Preliminaries

Many quantum protocols can be described as games between well-known fictional
players, commonly referred to as Alice, Bob, Charlie, who, while being spatially separated,
are attempting to send and/or receive information securely. Typically, secure communi-
cation can be established via a combination of classical pairwise authenticated channels
and pairwise quantum channels. Usually, the process of transmitting secret information
takes place through the quantum channel using a multitude of different techniques, and,
subsequently, in order to complete the process, a message is exchanged through a classical
public channel. During this phase, an adversary, mostly referred to as Eve, may appear and
attempt to track this communication and steal any information possible. In such an eventu-
ality, the major advantage of quantum cryptography over its classical counterpart is that
during the transmission of information through the quantum channel, the communicating
players are protected due to certain fundamental principles of quantum mechanics, such as
the no-cloning theorem [42], entanglement monogamy, etc.

Entanglement constitutes the fundamental basis of most quantum protocols, including
the one proposed in this work, and possibly the de facto future of quantum cryptography
due to its numerous applications in the entire field. It is one of the fundamental principles of
quantum mechanics and can be described mathematically as the linear combination of two
or more product states. The Bell states are specific quantum states of two qubits, sometimes
called an EPR pair, that represent the simplest examples of quantum entanglement. The
entanglement of three or more qubits is referred to as a GHZ state. The fundamental idea
of quantum entanglement in its simplest form is that it is possible for quantum particles to
be entangled together, and when a property is measured in one particle, it can be observed
in the other particles instantaneously.

Contemporary quantum computers based on the circuit model can readily produce
general states involving n entangled qubits, which are denoted by |GHZn〉. Implementing
such a circuit requires n qubits, one Hadamard gate that is applied to the first qubit, and
n− 1 CNOT gates. We refer the interested reader to [43] for a practical methodology that
can be utilized to construct efficient GHZ circuits, in the sense that it just takes lg n steps to
produce the |GHZn〉 state. For the proposed protocol, |GHZ3〉 triplets suffice. A typical
circuit capable of generating the |GHZ3〉 state is given in Figure 1. The circuit was designed
using the IBM Quantum Composer [44]. The dotted lines are not part of the circuit; they
just serve to provide a visual aid in order to distinguish “time slices”. Figure 2, also taken
from the IBM Quantum Composer, depicts the state vector description of the |GHZ3〉 state.

Figure 1. The above quantum circuit can entangle 3 qubits in the |GHZ3〉 = |0〉|0〉|0〉+|1〉|1〉|1〉√
2

state.
Any |GHZn〉 state can be produced in an analogous manner.
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Figure 2. The above figure depicts the state vector description of the |GHZ3〉 state.

The mathematical description of the |GHZ3〉 state is given below.

|GHZ3〉 =
1√
2
(|0〉A|0〉B|0〉C + |1〉A|1〉B|1〉C) . (1)

Our protocol requires not just a single |GHZ3〉 triplet, but n such triplets. The state
of a composite system comprised of n |GHZ3〉 triplets is given by the next formula (for
details, refer to [17,45]).

|GHZ3〉⊗n =
1√
2n ∑

x∈{0,1}n
|x〉A|x〉B|x〉C . (2)

In the above equation, x ∈ {0, 1}n ranges through all the 2n basis kets, |x〉A, |x〉B, and
|x〉C correspond to the contents of Alice, Bob, and Charlie’s input registers, respectively.

3. The Protocol for Simultaneous Reciprocal Information Exchange between 2 Players

In this section, we present the entanglement-based protocol for simultaneous reciprocal
information exchange between two players, or ESR for short. The ESR protocol is designed
so as to enable two players, named Bob, and Charlie, who are perceived as information
brokers, to exchange information simultaneously and reciprocally. The process is mediated
by Alice, who plays the mutually trusted intermediary. All three of our protagonists
are assumed to be spatially separated. The main idea is to achieve this task by using an
appropriate number (which we denote by n) of maximally entangled |GHZ3〉 triplets. These
are created by Alice, trusted by both Bob and Charlie, who evenly distributes all triplets
among herself, Bob, and Charlie using two corresponding pairwise quantum channels.
This results in each player having precisely one qubit in every triplet. Alice’s role is crucial
not only to the successful completion of the protocol but also as a possible witness to the
fact that the information exchange really took place. It is very important to point out that,
despite being an integral part of the exchange, Alice does not end up knowing anything.

To give a simplified overview of the ESR protocol, we first present the block diagram in
Figure 3 that depicts the specific operations that are performed during the execution of the
protocol. The protocol can be conceptually divided into two parts: a quantum and a classical
part, taking place through the quantum and public classical channels, respectively. In each
of the two parts, the specified actions are executed, as analyzed in the current section.
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Figure 3. This figure gives the block diagram of the ESR protocol divided in a quantum and a classical part.
The abbreviations for the operations taking place in each part are explained in Table 1.

200

Table 1 below contains the notations and abbreviations that appear in Figure 3. 201

Table 1. This table contains the notations and abbreviations shown in the block diagram of Figure 3.

Notations and Abbreviations

Symbolism Operation

ACQ Alice creates n triplets of qubits in the |GHZ3⟩ state

AB Alice sends to Bob one qubit from each triplet through the quantum channel

AC Alice sends to Charlie one qubit from each triplet via the quantum channel

BQC Bob applies his quantum circuit and measures his input register

AQC Alice applies her quantum circuit and measures her input register

CQC Charlie applies his quantum circuit and measures his input register

bB Bob sends to Charlie the bit vector bB

aC Alice sends to Bob the bit vector aC

aB Alice sends to Charlie the bit vector aB

cC Charlie sends to Bob the bit vector cC
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Figure 3. This figure gives the block diagram of the ESR protocol divided in a quantum and a classical
part. The abbreviations for the operations taking place in each part are explained in Table 1.

Table 1 below contains the notations and abbreviations that appear in Figure 3.

Table 1. This table contains the notations and abbreviations shown in the block diagram of Figure 3.

Notations and Abbreviations

Symbolism Operation

ACQ Alice creates n triplets of qubits in the |GHZ3〉 state

AB Alice sends to Bob one qubit from each triplet through the quantum channel

AC Alice sends to Charlie one qubit from each triplet via the quantum channel

BQC Bob applies his quantum circuit and measures his input register

AQC Alice applies her quantum circuit and measures her input register

CQC Charlie applies his quantum circuit and measures his input register

bB Bob sends to Charlie the bit vector bB

aC Alice sends to Bob the bit vector aC

aB Alice sends to Charlie the bit vector aB

cC Charlie sends to Bob the bit vector cC

3.1. The Quantum Part of the Protocol

The game effectively begins after Alice, Bob and Charlie have populated their input
registers, denoted by AIR, BIR, and CIR, respectively, with their n qubits. The whole setting
is depicted in Figure 4. The protocol itself can be implemented with the distributed quantum
circuit of Figure 5. Although this circuit is distributed, since the players’ local circuits are
spatially separated, it is in fact one composite system because their input registers are
strongly correlated due to the presence of entanglement. The notation employed in the
circuit of Figure 5 is explained in Table 2.
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produces n triplets of photons entangled in the |GHZ3⟩ state. From each triplet Alice keeps
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quantum channels.
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triplets of photons entangled in the |GHZ3〉 state. From each triplet Alice keeps one for herself, sends
the second to Bob, and the third to Charlie through the corresponding quantum channels.
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Figure 5. This figure is an abstract visualization of the quantum circuits employed by Alice, Bob and Charlie.
Although they are spatially separated, they are correlated, due to the phenomenon of entanglement. Thus, they form
a composite system, whose temporal evolution is given by the state vectors |ψ0⟩, |ψ1⟩, |ψ2⟩, |ψ3⟩ and |ψ4⟩.
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Table 2. This table contains the notations and abbreviations that are used in Figure 5.

Notations and Abbreviations

Symbolism Explanation

n The number of qubits in each input register

AIR Alice’s n-qubit Input Register

BIR Bob’s n-qubit Input Register

BOR Bob’s single qubit Output Register

CIR Charlie’s n-qubit Input Register

COR Charlie’s single qubit Output Register

213
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[46] and [47]): 216
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2
(|0⟩ − |1⟩) = |−⟩ , and (3)

H⊗n|x⟩ = 1√
2n ∑

z∈{0,1}n
(−1)z·x|z⟩ . (4)

Figure 5. This figure is an abstract visualization of the quantum circuits employed by Alice, Bob
and Charlie. Although they are spatially separated, they are correlated, due to the phenomenon of
entanglement. Thus, they form a composite system, whose temporal evolution is given by the state
vectors |ψ0〉, |ψ1〉, |ψ2〉, |ψ3〉 and |ψ4〉.
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Table 2. This table contains the notations and abbreviations that are used in Figure 5.

Notations and Abbreviations

Symbolism Explanation

n The number of qubits in each input register

AIR Alice’s n-qubit Input Register

BIR Bob’s n-qubit Input Register

BOR Bob’s single qubit Output Register

CIR Charlie’s n-qubit Input Register

COR Charlie’s single qubit Output Register

The rigorous mathematical analysis of the ESR information exchange protocol invokes
a couple of standard relations from the literature, typically found in most textbooks, such
as refs. [46,47]):

H|1〉 = 1√
2
(|0〉 − |1〉) = |−〉 , and (3)

H⊗n|x〉 = 1√
2n ∑

z∈{0,1}n
(−1)z·x|z〉 . (4)

In Equation (4), we have adhered to the typical convention of writing the contents
of quantum registers in boldface, e.g., |x〉 = |xn−1〉 . . . |x0〉, for some n ≥ 1. Moreover,
the notation z · x stands for the inner product modulo 2, which, assuming that |z〉 =
|zn−1〉 . . . |z0〉, is defined as

z · x = zn−1xn−1 ⊕ · · · ⊕ z0x0 . (5)

Let us assume that iB is the bit vector that represents the information that Bob pos-
sesses and intends to exchange with Charlie and, symmetrically, that iC is the bit vector
corresponding to the information that Charlie possesses and intends to exchange with Bob.
We define the auxiliary information bit vectors ĩB and ĩC as follows, where the notation | · |
denotes the length, i.e., number of bits, of the enclosed bit vector:

ĩB = iB 0 · · · 0︸ ︷︷ ︸
|iC | times

, and (6)

ĩC = 0 · · · 0︸ ︷︷ ︸
|iB | times

iC . (7)

We define the aggregated information bit vector i as the concatenation of iB and iC:

i = iB iC , (8)

and we set

n = |i| = |ĩB| = |ĩC| = |iB|+ |iC| . (9)

We use the boldface 0 to abbreviate the zero-bit vector of length n. Of course, we
assume that n is common knowledge among all three players. In effect, this can be easily
achieved if Bob and Charlie share though the public channel the lengths |iB| and |iC| of
their respective information bit vectors. This poses no danger whatsoever, as sharing the
length does not reveal the contents of the secret information. The preceding discussion also
implies that
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i = ĩB ⊕ ĩC . (10)

The next Figure 6 is intended to clarify pictorially the formation of the aggregated
information bit vector i from Bob and Charlie’s information bit vectors iB and iC, via the
use of the auxiliary information bit vectors ĩB and ĩC.

Version May 29, 2023 submitted to Electronics 10 of 20

Bob

|iB | − 1 |iB | − 2 . . . 1 0 |iC | − 1 |iC | − 2 . . . 1 0

b|iB |−1 b|iB |−2 . . . b1 b0iB :

b|iB |−1 b|iB |−2 . . . b1 b0 0 0 . . . 0 0ĩB :
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Figure 6. This figure gives a pictorial representation of Bob and Charlie’s information bit vectors iB

and iC, the resulting auxiliary information bit vectors ĩB and ĩC, and the aggregated information bit
vector i.

The initial state of the circuit of Figure 5 is denoted by |ψ0〉. In view of (2), |ψ0〉 is
given by

|ψ0〉 =
1√
2n ∑

x∈{0,1}n
|x〉A|1〉B|x〉B|1〉C|x〉C . (11)

As is the trend nowadays, we stick to the Qiskit [48] way of ordering the qubits, in
which the most significant is the bottom qubit and the least significant is the top. Further-
more, we rely on the subscripts A, B, and C in order to designate Alice, Bob, and Charlie’s
registers, respectively.
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At the end of the first phase, Bob and Charlie have applied the Hadamard transform
to their output registers, and the resulting state has become |ψ1〉:

|ψ1〉
(3)
=

1√
2n ∑

x∈{0,1}n
|x〉A|−〉B|x〉B|−〉C|x〉C . (12)

It is during the second phase that Bob and Charlie simultaneously encode the infor-
mation they intend to exchange within the state of the quantum circuit. They do so by
acting with their unitary transforms U fB and U fC on both their output and input registers.
The unitary transforms U fA and U fB are constructed using the functions fB(x) and fC(x),
respectively, according to the usual scheme

U fB : |y〉B|x〉B → |y⊕ fB(x)〉B|x〉B , and (13)

U fC : |y〉C|x〉C → |y⊕ fC(x)〉C|x〉C . (14)

The functions fB(x) and fC(x) are quite straightforward, relying on Bob and Charlie’s
auxiliary information bit vectors ĩB and ĩC, respectively, according to the formulas (15) and (16)
presented below.

fB(x) = ĩB · x , and (15)

fC(x) = ĩC · x . (16)

Therefore, (13) and (14) can be explicitly written as

U fB : |−〉B|x〉B → (−1)ĩB ·x|−〉B|x〉B , and (17)

U fC : |−〉C|x〉C → (−1)ĩC ·x|−〉C|x〉C . (18)

In view of the above calculations, at the end of the second phase the state of the
quantum circuit has become |ψ2〉:

|ψ2〉 = 1√
2n ∑x∈{0,1}n |x〉A(−1)ĩB ·x|−〉B|x〉B(−1)ĩC ·x|−〉C|x〉C

= 1√
2n ∑x∈{0,1}n(−1)(ĩB⊕ĩC)·x|x〉A|−〉B|x〉B|−〉C|x〉C

(10)
= 1√

2n ∑x∈{0,1}n(−1)i·x|x〉A|−〉B|x〉B|−〉C|x〉C .

(19)

As the third phase unfolds, Alice, Bob and Charlie apply their n-fold Hadamard
transform to their input registers, driving the quantum circuit to the next state |ψ3〉.

|ψ3〉 = 1√
2n ∑x∈{0,1}n(−1)i·x H⊗n|x〉A|−〉BH⊗n|x〉B|−〉C H⊗n|x〉C

(4)
= 1√

2n ∑x∈{0,1}n(−1)i·x
(

1√
2n ∑a∈{0,1}n(−1)a·x|a〉A

)

|−〉B
(

1√
2n ∑b∈{0,1}n(−1)b·x|b〉B

)

|−〉C
(

1√
2n ∑c∈{0,1}n(−1)c·x|c〉C

)

= 1
22n ∑x∈{0,1}n ∑a∈{0,1}n ∑b∈{0,1}n ∑c∈{0,1}n(−1)(i⊕a⊕b⊕c)·x|a〉A|−〉B|b〉B|−〉C|b〉C

= 1
22n ∑a∈{0,1}n ∑b∈{0,1}n ∑c∈{0,1}n ∑x∈{0,1}n(−1)(i⊕a⊕b⊕c)·x|a〉A|−〉B|b〉B|−〉C|b〉C .

(20)

We can express (20) in a more intelligible form by invoking a useful property of the
inner product modulo 2. Whenever c is a fixed element of {0, 1}n, but different from 0,
then for half of the elements x ∈ {0, 1}n, c · x is 0 and for the other half, c · x is 1. However,
when c = 0, then for all x ∈ {0, 1}n, c · x = 0. For a more detailed analysis of this point,
refer to ref. [45]. Therefore, if
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a⊕ b⊕ c = i , (21)

the sum ∑x∈{0,1}n(−1)(i⊕a⊕b⊕c)·x|a〉A|−〉B|b〉B|−〉C|b〉C is equal to 2n |a〉A |−〉B|b〉B |−〉C
|b〉C, whereas if a⊕ b⊕ c 6= i, the sum reduces to 0. Ergo, |ψ3〉 can be written simpler as

|ψ3〉 =
1
2n ∑

a∈{0,1}n
∑

b∈{0,1}n
∑

c∈{0,1}n
|a〉A|−〉B|b〉B|−〉C|b〉C , where a⊕ b⊕ c = i . (22)

We call relation (21) the Fundamental Correlation Property that intertwines the con-
tents of Alice, Bob, and Charlie’s input registers. The intuition behind this property is that
the entanglement between their input registers in the initialization of the quantum circuit,
has caused this specific dependency that disallows the contents of the input registers from
varying independently of its other.

The final measurement of their input registers by Alice, Bob, and Charlie drives the
quantum circuit into its final state |ψ4〉.

|ψ4〉 = |a〉A|−〉B|b〉B|−〉C|b〉C , for some a, b, c ∈ {0, 1}n , (23)

where a, b, and c are correlated via (21). One may regard the final contents a and b of Alice
and Bob’s input registers as random, but in that case, the final contents c of Charlie’s input
register are completely determined. Symmetrically, one may regard the final contents b
and c of Bob and Charlie’s input register as random, in which case the final contents a of
Alice’s input register are completely determined, and so on.

3.2. The Classical Part of the Protocol

To complete the ESR information exchange protocol, one final step remains, and this
step takes place in the classical public channels. We may write the contents of the players’
input registers as follows:

a = aB aC, where |aB| = |iB| and |aC| = |iC| (24)

b = bB bC, where |bB| = |iB| and |bC| = |iC| , and (25)

c = cB cC, where |cB| = |iB| and |cC| = |iC| . (26)

The previous formulas allow us to refine Equation (21) into two independent parts:
the first regarding the information bit vector iB that Bob intends to communicate to Charlie,
and the second regarding the information bit vector iC, that Charlie intends to communicate
to Bob.

aB ⊕ bB ⊕ cB = iB , and (27)

aC ⊕ bC ⊕ cC = iC . (28)

The following Figure 7 visualizes the situation regarding the contents of Alice, Bob,
and Charlie’s input registers.
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Alice

|iB | − 1 |iB | − 2 . . . 1 0 |iC | − 1 |iC | − 2 . . . 1 0

aB|iB |−1
aB|iB |−2 . . . aB1 aB0

aC|iC |−1
aC|iC |−2 . . . aC1 aC0a :

Bob bB|iB |−1
bB|iB |−2

. . . bB1 bB0
bC|iC |−1

bC|iC |−2
. . . bC1 bC0b :

Charlie cB|iB |−1
cB|iB |−2 . . . cB1 cB0

cC|iC |−1
cC|iC |−2 . . . cC1 cC0c :

Figure 7. This figure gives a pictorial representation of Bob and Charlie’s information bit vectors iB and iC, the
resulting auxiliary information bit vectors ĩB and ĩC, and the aggregated information bit vector i.
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in the implementation of the protocol, lacks the necessary information, namely bC and cB, 310

which has not been made public. Thus, she is no position to uncover either iB, or iC. 311

Figure 7. This figure gives indicates the contents of Alice, of Bob and Charlie’s input registers after
the measurement. The information bit vector iB is revealed by adding (modulo 2) aB ⊕ bB ⊕ cB,
according to (27). Symmetrically, iC is constructed as aC ⊕ bC ⊕ cC, according to (28).

The above relations (27) and (28) dictate what remains to be completed in the final
classical part of the ESR information exchange protocol so that Bob and Charlie receive the
intended information.

• Alice must use two classical public channels to communicate with Bob and Charlie.
Specifically, she must send through these channels the information bit vectors aC and
aB to Bob and Charlie, respectively.

• Bob and Charlie must use a third classical channel to communicate with each other.
This communication must take place with caution. They must not reveal the entire
contents of their input registers because then Alice, and any other adversary for that
matter, will be able to piece together the secret information in iB and iC. They must
transmit only the absolutely necessary information for the successful completion of the
exchange. This means that Bob must send to Charlie only the information vector bB
and not the whole contents b of his input register. Reciprocally, Charlie must send to
Bob only the information vector cC and not the whole contents c of his input register.

Figure 8 depicts graphically the classical communications between the players that
must take place through the public classical channel in order to successfully complete the
protocol. After these communications have taken place, the ESR protocol is concluded. Bob
knows aC, cC, and, of course, the contents of his input register, and can discover the secret
information iC, according to Equation (28). Symmetrically, Charlie, being in possession of
aB, bB, can reconstruct iB, as Equation (27) asserts. Alice, despite her critical contribution
to the implementation of the protocol, lacks the necessary information, namely bC and cB,
which has not been made public. Thus, she is in no position to uncover either iB, or iC.
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a C
a
B

bB

cC

THE CLASSICAL CHANNELS
Alice uses two classical channels, the first between herself
and Bob, and the second between herself and Charlie, to

send them the contents of her input register. Bob and
Charlie use a third classical channel to exchange information.

Charlie

Alice
(Source of the |GHZ3⟩ triples)

Bob

Figure 8. This figure shows Alice, Bob and Charlie, who are spatially separated, and their
three classical channels, the first between Alice and Bob, the second between Alice and Charlie,
and the third between Bob and Charlie.

312

4. Security and efficiency considerations 313

The current section is devoted to the security and efficiency analysis of the ESR 314

protocol. We begin by first considering security. For a recent comprehensive text analyzing 315

security issues of quantum protocols we refer to [49] and the more recent [50]. 316

4.1. Security 317

The setting of the subsequent security analysis involves, in addition to our three 318

protagonists Alice, Bob and Charlie, a forth notorious entity, traditionally named Eve, 319

whose sole purpose is to devise and implement attacks against our protocol, aiming to 320

acquire a piece of the secret information, or even, the complete secret information. 321

Ultimately the security analysis of any quantum protocol, including, of course, our ESR 322

protocol, depends on certain well-understood assumptions. For the sake of completeness, 323

we briefly mention them at this point. First, we assume that quantum theory is correct, 324

which in turn means that it allows accurate predictions regarding measurement outcomes 325

and hallmark features such as the no-cloning theorem [42], the monogamy of entanglement 326

[51], and nonlocality [52] are valid. Clearly, if quantum protocols did not exhibit these 327

properties, they would be useless. Secondly, we assume that quantum theory is complete, 328

which implies that Eve is constrained by the laws of physics, and she cannot derive more 329

information beyond what is predicted by quantum mechanics. 330

We begin now our formal analysis against the most well-known attacks that Eve can 331

employ, in order to compromise the ESR protocol and gain secret information. 332

(Attack1) Measure and Resend. In this type of attack, Eve’s strategy is to intercept 333

the |GHZ3⟩ triplets during their transmission from Alice to Bob and Charlie, 334

measure them and then resend them back to Bob and Charlie. By doing so, 335

Eve will fail to discover any information because at this phase the |GHZ3⟩ 336

Figure 8. This figure shows Alice, Bob and Charlie, who are spatially separated, and their three
classical channels, the first between Alice and Bob, the second between Alice and Charlie, and the
third between Bob and Charlie.

4. Security and Efficiency Considerations

The current section is devoted to the security and efficiency analysis of the ESR
protocol. We begin by first considering security. For a recent comprehensive text analyzing
the security issues of quantum protocols, we refer to ref. [49] and the more recent ref. [50].

4.1. Security

The setting of the subsequent security analysis involves, in addition to our three
protagonists, Alice, Bob, and Charlie, a forth notorious entity, traditionally named Eve,
whose sole purpose is to devise and implement attacks against our protocol, aiming to
acquire a piece of the secret information or even, the complete secret information.

Ultimately, the security analysis of any quantum protocol, including, of course, our
ESR protocol, depends on certain well-understood assumptions. For the sake of complete-
ness, we briefly mention them at this point. First, we assume that quantum theory is
correct, which in turn means that it allows accurate predictions regarding measurement
outcomes and that hallmark features such as the no-cloning theorem [42], the monogamy
of entanglement [51], and nonlocality [52] are valid. Clearly, if quantum protocols did not
exhibit these properties, they would be useless. Secondly, we assume that quantum theory
is complete, which implies that Eve is constrained by the laws of physics and cannot derive
more information beyond what is predicted by quantum mechanics.

We now begin our formal analysis of the most well-known attacks that Eve can employ,
in order to compromise the ESR protocol and gain secret information.

(Attack1) Measure and Resend. In this type of attack, Eve’s strategy is to intercept
the |GHZ3〉 triplets during their transmission from Alice to Bob and Charlie,
measure them, and then resend them back to Bob and Charlie. By doing so,
Eve will fail to discover any information because, at this phase, the |GHZ3〉
triplets do not carry any information. Consequently, the ESR protocol is
completely impervious to this strategy.



Electronics 2023, 12, 2506 14 of 18

(Attack2) Intercept and Resend. In such an attack, Eve’s strategy is to intercept |GHZ3〉
triplets during their transmission from Alice to Bob and Charlie. Then, since
cloning is prohibited by the no-cloning theorem, in her effort to get informa-
tion, Eve measures them on a predefined basis. Afterwards, Eve prepares
new qubits and sends them to the intended recipient. As we have pointed
out above, during the transmission phase of the ESR protocol, the |GHZ3〉
triplets carry no information whatsoever. Thus, Eve fails again to discover any
information.

(Attack3) Entangle and Measure. In this type of attack, Eve’s strategy is to intercept
the |GHZ3〉 triplets during their transmission from Alice to Bob and Charlie.
However, now Eve does not measure them, but entangles them with her an-
cilla state and then sends the corresponding GHZ qubits to Bob and Charlie.
Furthermore, Eve waits until the protocol is complete before measuring her
qubits, hoping to gain useful information. However, the result of Eve’s actions
is that instead of having n |GHZ3〉 triplets evenly distributed among Alice,
Bob, and Charlie, we end up with n |GHZ4〉 quadruples evenly distributed
among Alice, Bob, Charlie, and Eve. Accordingly, during the classical part of
the ESR protocol, when Alice, Bob, and Charlie send their (partial) measure-
ments through the public channel, hoping to unlock the secret information,
they will realize that they are not able to reveal the secret information vectors
iB and iC because they will require Eve’s measurement. Eve will also fail to
compute iB and iC because, in order to achieve this, she needs the bit vec-
tors bC and cB that Bob and Charlie possess, respectively, but never transmit
through the public channel. Therefore, in this case, Eve will also fail, whereas
Bob and Charlie will be able to infer that Eve tempered with the protocol.

(Attack4) PNS. The photon number splitting attack (PNS), first introduced in [53] and
later analyzed in [54,55], is currently regarded as one of the most effective
attack strategies that Eve can employ against any quantum protocol. As it
happens with our current technology, photon sources occasionally do not
emit single-photon signals, which practically means that a photon source
may produce multiple identical photons instead of just one. This opens up
for Eve the possibility of intercepting pulses emanating from Alice for the
distribution of the |GHZ3〉 triplets, keeping one photon from the multi-photon
pulse for herself, and sending the remaining photons to Bob and Charlie
without being detected during the transmission phase. Nonetheless, as the
execution of the ESR protocol shows, the situation in this case resembles
the Entangle and Measure attack analyzed above. Again, instead of |GHZ3〉
triplets evenly distributed among Alice, Bob, and Charlie, there are |GHZ4〉
quadruples evenly distributed among Alice, Bob, Charlie, and Eve. Eve
becomes effectively the fourth player and is unable to gain any information
about the other players’ measurements.

The above succinct security analysis demonstrates that the ESR is information-
theoretically secure.

4.2. Efficiency

A typical measure of the qubit efficiency of quantum protocols (see, for instance,
ref. [56,57]) is the ratio η of the total number of transmitted “useful” classical bits to
the total number of utilized qubits. In the case of the ESR protocol, the former refers to
the length of the aggregated information bit vector i that contains the total information
exchanged by Bob and Charlie, and which, according to (9), is n. The latter refers to the
total number of qubits employed by the local quantum circuits of Alice, Bob, and Charlie,
which is 3n, since n maximally entangled |GHZ3〉 triplets are used. To be very precise and
account for every detail in the quantum protocol, we may take into account the single qubit
output registers used by Bob and Charlie and say that the total number of qubits is 3n + 2,
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but for large n the difference would be negligible. Therefore, the η qubit efficiency of the
ESR protocol is

η =
n

3n + 2
≈ n

3n
=

1
3
= 33.33% (29)

Another, stricter measure of the qubit efficiency was introduced in ref. [58], as the
ratio η′ of the total number of classical bits of information to the sum of the total number of
utilized qubits plus the total number of classical bits necessary to reveal the information. In
the final classical phase of the ESR protocol, Alice sends the bit vectors aC and aB through
the public channels to Bob and Charlie, respectively. Their combined length, given by (24),
is n. Additionally, Bob sends to Charlie the bit vector bB and Charlie sends to Bob the bit
vector cC. Their combined length, according to (25) and (26), is also n. Hence, the η′ qubit
efficiency of the ESR protocol is

η′ =
n

3n + 2 + 2n
≈ n

5n
=

1
5
= 20% (30)

These efficiency results are the norm in quantum protocols that utilize GHZ states.
For an extensive and detailed comparative analysis of the efficiency of many quantum
protocols, where this fact can be immediately corroborated, we refer to [59,60].

5. Discussion and Conclusions

This paper introduced a novel quantum protocol, called ESR, for the simultaneous
reciprocal exchange of secret information between Bob and Charlie. The whole process is
mediated by Alice, who is assumed to be a trusted intermediary.

The proposed protocol, being quantum, was shown in Section 4 to be information-
theoretically secure against the attacks of the malicious eavesdropper Eve. The underlying
reason for its security rests with the laws of quantum mechanics, as currently understood.
In contrast, an analogous classical protocol can only offer security based on conjectured
computationally hard problems, with the potential risks that it may entail. Moreover,
the efficiency analysis of the ESR protocol conducted in Section 4 demonstrated that its
efficiency is comparable to that of most other entanglement-based protocols.

The protocol is based on the uniquely quantum phenomenon of entanglement, which
offers multiple advantages. It enables the two players to embed their secret information
simultaneously and stealthily in the state of the composite system. Upon completion of
the quantum part of the protocol, the combined secret information will be encoded in
the correlated contents of the quantum registers, but it will only be revealed after the
proper classical information is exchanged. Moreover, entanglement guarantees the security
of the protocol, as shown in Section 4, and, at the same time, provides for the spatially
distributed execution of the protocol. Despite the fact that the three players are situated in
different locations and utilize localized quantum circuits, the correlations present due to
entanglement ensure that we are still dealing with one composite system.

The inclusion of a third party to supervise and facilitate the exchange process can be
beneficial. There are a plethora of situations, as briefly sketched in Example 1, where the
presence of an intermediary would be necessary. The most important observation here is
that a trusted intermediary does not compromise the security of the protocol in any way.
Particularly so, after taking into account that upon the completion of the protocol, the third
party remains oblivious to the actual information that was exchanged between the two
players, i.e., there is no information leak whatsoever. Alice is essential for the completion of
the ESR protocol because, without the contents of her input register, the information can’t
be reconstructed. Although her contribution is crucial, proper execution of the last classical
part of the protocol ensures that she gains no insight whatsoever about the information that
was exchanged. Moreover, since Alice is assumed to be a player who is mutually trusted by
both Bob and Charlie, her involvement does not compromise the security of the protocol.
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Of course, one can easily envision a protocol for information exchange between Bob
and Charlie that does not involve Alice at all. The ESR protocol can be easily simplified
to function without the presence of Alice, using, for instance, the quantum circuit shown
in Figure 9. In such a case, instead of entangled triplets, it would be necessary to employ
entangled pairs, e.g., EPR pairs in the Bell |Φ+〉 state:

∣∣Φ+
〉
=
|0〉B|0〉C + |1〉B|1〉C√

2
. (31)

Such an approach would certainly require a somewhat simpler quantum circuit for
the production of the EPR pairs. Furthermore, the whole mathematical description of
the protocol would be considerably easier. Nonetheless, one would still have to address
the requirement for a trusted source to produce and distribute those n |Φ+〉 pairs to Bob
and Charlie. However, it is our belief that, as we have advocated in the Introduction,
there are many real-life situations where having a third party witness and verify that
such a transaction has indeed occurred can be beneficial or even necessary. Ergo, it seems
prudent to be able to account for this eventuality, particularly in view of the fact that the
third party is not only trusted but does not gain knowledge of the secret information that
was exchanged.
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In closing, we clarify that although the ESR protocol was shown in Section 4 to
be information-theoretically secure against the attacks of the external adversary Eve, it
assumes that the three protagonists, Alice, Bob, and Charlie, are honest. Its security is
based on the assumption that Alice is a trusted intermediary and that both Bob and Charlie,
the internal parties to this game, are honest and do not attempt to compromise the protocol.
It would be an interesting and challenging direction for future work to extend the ESR
protocol so as to take into account the possibility that one, but not both, of Bob or Charlie
are dishonest.
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