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Abstract: This work proposes a method for the intelligent deployment of distributed flexible AC
transmission system (D-FACTS) devices. In recent years, in the field of moving target defense (MTD)
strategies to detect coordinated cyber—physical attacks (CCPAs), establishing how to deploy D-FACTS
devices has become an important research point. Although some research results have been proposed,
the obtained deployment solutions are unintelligent due to not carefully considering smart attackers’
behaviors. A method for achieving the intelligent deployment of D-FACTS devices is proposed in
this paper. First, the basic concept of corrupting CCPAs is summarized; second, based on considering
practical constraints and the basic concept, a protected transmission line set is confirmed; and third,
a zero-sum game model is formulated, and a robust Nash equilibrium solution is computed. Due
to the game’s characteristics, this solution reflects the smart attackers” sense of action. Relying on
the solution, those lines that are most likely to be tripped form a new protected transmission line
set. Finally, a comprehensive algorithm using a metric proposed in previous studies is proposed for
finding an intelligent solution for the deployment of D-FACTS devices. We validated our results
through extensive simulations using IEEE 14-bus, 30-bus, and 118-bus power systems provided
by MATPOWER and the real-world load profiles from New York State. Our work, in tracking the
targets that attackers are most likely to attack, opens up new ideas for the intelligent deployment of
D-FACTS devices.

Keywords: moving target defense; coordinated cyber-physical attacks; intelligent deployment;
game theory

1. Introduction

In recent years, rapid research and development in cyber—physical systems (CPS) have
fueled the transformation of physical infrastructures into smarter and more intelligent
ones [1]. Due to the enormous and advanced devices used in CPS, the safety of CPS is
gradually gaining attention [2]. A smart grid (SG) is a typical CPS. In a modern power
system, the deep integration of information and communication transforms a power system
into a SG, which facilitates the operation and maintenance of the power system. However,
due to the introduction of new computing and communication devices, there are various
vulnerabilities in these devices. These vulnerabilities cause SGs to be prone to cyber-attacks.

In the last decade, false data injection attacks [3] (FDIAs) have become a significant
form of covert cyber-attack on SGs. To detect FDIAs, various methods have been proposed.
Due to the integration and mutual cooperation of highly synthetic cyber—physical attacks
(CPAs), the harm caused to the power grid is even greater than that caused by FDIAs
alone (e.g., Black Energy [4]). This new type of so-called coordinated CPA denoted as
CCPA, is gradually becoming a major focus due to its dangerously covert performance.
When a CCPA is launched, a transmission line, generator, or transformer is cut off by
the physical attack, and a simultaneous cyber-attack may mask the physical attack by
manipulating sensor measurements conveyed to the control center. CCPAs can cause a
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dangerous situation in the SG due to undiscovered line/generator outages potentially
triggering cascading faults, thus attracting significant concern.

To protect SGs against CCPAs, diverse defense methods have been proposed. To
guarantee the validity of sensor measurements from field devices, recent studies [5,6] have
presented various strategies. The former was based on securing a set of measurements
by encryption, while the latter was based on measurements from known-secure phasor
measurement units (PMUs) distributed in the SG. Nevertheless, there is a great deal of
devices whose life cycles could last for a very long time in an SG, which makes security
upgrades troublesome due to their expensive cost. Moreover, extensive research has
indicated that FDIAs can steal measurements from PMUs due to their vulnerabilities [7].
Machine learning (ML)-based approaches have been proposed to detect FDIAs in the
literature [8,9]. However, in adversarial scenarios, ML-based algorithms seem vulnerable,
which was verified by a recent study, and so can significantly reduce their efficacy [10].

In recent years, many studies related to the moving target defense (MTD) detec-
tion of CCPAs have been carried out. Deng et al. [6] first derived the production mech-
anism of CCPAs and proposed some countermeasures for defending against CCPAs.
Lakshminarayana et al. [11] proposed sufficient conditions for destroying the construc-
tion of CCPAs and first applied a zero-sum game-theoretic framework to defend against
CCPAs in the context of MTD. Zhenyong et al. [12] proposed more comprehensive suffi-
cient conditions for destroying the construction of CCPAs and presented an algorithm for
acquiring an optimal distributed flexible AC transmission system (D-FACTS) deployment,
which minimized the number of used D-FACTS devices without sacrificing the protection
performance of MTD.

In summary, in terms of detecting cyber-attacks via the MTD strategy, there are
basically only two research points: one is the detection capability against FDIAs or CCPAs,
and the other is how to deploy D-FACTS devices in a way that ensures minimal operational
cost and maximum detection effectiveness. Refs. [11,12] performed research on this issue
and achieved some meaningful results. However, they acquired their deployment solutions
without considering the attackers” point of view and without knowing the targeted lines
that are most likely to be attacked by the attackers; therefore, their deployments are
unintelligent. Therefore, their suggested deployments could be further optimized.

In our works, based on fully considering the targeted lines that are most likely attacked
by the smart attacker, the result of deploying D-FACTS devices is intelligent, which is
the most important innovation in this paper, as shown in Figure 1. When analyzing
unintelligent deployments of D-FACTS devices, the deployments are essentially based on
the knowledge of system topology and mathematical statistics. Despite valuable results
being acquired, these results are unintelligent when they do not consider the human factor.
When considering the intelligent deployment of D-FACTS devices, subject to practical
constraints and real load profiles, there are differences in the flow of power on each
line; eventually, the smart attacker will only attack critical lines. Therefore, intelligent
deployment can only be achieved by taking into account the aggressive behavior of the
smart attacker and confirming the target lines most likely to be attacked.

In addition to the above innovation, there are also two other innovations. Refs. [11,12]
both proposed sufficient conditions for disrupting the construction of CCPAs, which did
not relate to the essence of the MTD defense against CCPAs. In the paper, the essence is
presented, representing the second innovation. In Ref. [11], a novel metric formulated as a
derivative of the optimal power flow (OPF) cost to each transmission line’s reactance was
presented, enduring a weight to each line, such that when the MTD’s efficient detection
capability against CCPAs was guaranteed, the optimal operational cost was implemented.
In addition, taking into account the practical constraints, Zhenyong et al. [12] presented a
heuristic algorithm to achieve the deployment of D-FACTS devices; however, the algorithm
was not comprehensive and most likely powerless for a large-scale power system. We
design a new heuristic algorithm fused with the metric mentioned above, which can acquire
more optimal deployment for a large-scale power system.



smart attacker

devices

% Disregard attack characteristics of the
* Unintelligent deployment of D-FACTS

A standard power grid

% Deeply analyze attack charactenstlcs to
lock the target lines
« Intelligent deployment of D-FACTS
devices
\A standard power grid )

Electronics 2023, 12, 2484 3 of 25
|
Attacking side : Attackmg 51de Del'enswe side

|

Lo ! |

A FDIA or C‘CPAi : A MTD strategy : A FDIA or CCPAl : Game moKel A MTD strategy
to be launched | | To be utilized | tobe launched I | To be utilized
< I :

7 i

= |
| Y

—F - —:}— : L - =
|
|
|
|
|
|
|
|

|:| A set of D-FACTS device

A transmission line " No need to deploy a set of D-FACTS device

Figure 1. Comparative diagram of unintelligent and intelligent deployments of D-FACTS devices.

In brief, the contributions of our works are three-fold.

1.  We summarize the essence of MTD against CCPAs. When abiding by the essence
and considering the practical constraints, an initial protected transmission line set
is obtained;

2.  Based on a game model presented in Ref. [11], we compute a Nash equilibrium (NE)
Minimax robust solution. To acquire the true solution, some real load profiles from
New York State are used. This is the first time that the NE robust solution has been
analyzed from the perspective of the attacker. Relying on the solution, those lines
that are most likely to be tripped form a new protected transmission line set. Due to
the game’s characteristics, the new protected transmission line set reflects the smart
attacker’s sense of action;

3. Onthe basis of the new protected transmission lines, we design a more comprehensive
algorithm fueled by a metric developed in Ref. [11] for achieving the ultimately
intelligent deployment of D-FACTS devices.

The rest of this paper is organized as follows. Section 2 provides the related works.
Section 3 reviews the theory analysis. The proposed Methodology is introduced in Section 4.
Case studies are implemented in Section 5. The discussion is presented in Section 6.
Section 7 provides the conclusions and suggestions for future work.

2. Related Works

When talking about cyber-attacks, there are multiple countermeasures considering
FDIAs [13,14]. An FDIA is a significant covert attack on a SG. To detect FDIAs, various
methods have been proposed, e.g., game theory [15,16] and ML-based approaches [17].
Since MTD is a dynamic strategy that has the potential to increase the cost and complexity
for potential attackers, MTD is a primary method for detecting FDIAs. To enhance state
security, deploying D-FACTS devices in power grids was first proposed in Refs. [13,14].
Ref. [18] first proposed an MTD mechanism to secure state estimation (SE) and presented
a formal MTD design to ensure its effectiveness in detecting FDIAs. Qingyu et al. [19]
investigated data integrity attacks against OPF requiring the least effort from the adver-
sary’s perspective and proposed effective defense schemes to combat data integrity attacks.
Refs. [20,21] proposed a design criterion in terms of reactance perturbations to detect
FDIAs. Effective MTD perturbations actually sacrifice operational costs. Tian Jue et al. [22]
proposed a hidden MTD approach to prevent detection from smart attackers. Ref. [23]
presented sufficient system topology conditions ensuring MTD’s capability for detecting
all FDIAs. Ref. [24] designed a D-FACTS device placement algorithm, which guarantees
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MTD’s detection capability against FDIAs by utilizing the minimum number of D-FACTS
devices. Zhenyong et al. [25] first pointed out the relationship between the construction of
MTD and the detection of FDIAs and presented a sufficient condition to design a specific
MTD to detect FDIAs.

As time goes on, attack forms are also upgraded, gradually moving toward synthesis.
In recent years, the attacks on SGs have tended to be CCPAs. Many recent studies have
been carried out to obstruct and address the imminent threats caused by CPAs. In Ref. [26],
when choking the information flow transmitted from the attacked zone to the control center,
a CPA was launched. Deng et al. [6] first proposed a new coordinated CPA, denoted as
CCPA, which is a synchronous/concurrent attack. When such a CCPA is launched, the
physical attack comprises cutting off a transmission line, generator, or transformer, and
the simultaneous cyber-attack can mask the physical attack by falsifying the sensor mea-
surements. Therefore, after a CCPA is launched, cascading failures may be triggered due
to undetected line/generator outages. In Ref. [11], a zero-sum game-theoretic framework
designed to defend against CCPAs via the MTD method was formulated. In Ref. [12], an
algorithm for acquiring optimal D-FACTS devices deployment was presented.

Based on the reviewed studies, the key findings on the subject investigated, the
suggested techniques, and the advantages and limitations of each study are presented in
Table 1.

Table 1. Summary of related works.

Publication

Subject

Author Year Investigated Main Contributions Limitations
A "probing’ approach for detecting FDIAs
Kate L. Morrow 2012 FDIA based on perturbing the power system by How to deploy the D-FACTS
etal. [13] changing the impedance on a set of chosen was not mentioned.
lines was proposed.

. . There was not enough discussion about
Katherine R. A proactive defense strategy that was p .
Davis et al. [14] 2012 FDIA ca}};able of detecting FDIA;:ywas introduced. the proposed approach’s detection

capability against FDIAs.

A two-person zero-sum strategic game . . .
Mobmad L el amdneney o st g wasorly
etal. [15] equilibrium and maximize the attacker’s which was slightly less convinein /

and defender’s profits. ghtly &

1. A Stackelberg game was proposed in

which the defender acted as a leader that

could anticipate the actions of the

adversaries. Simultaneously, a distributed The simulation experiment was
Anibal Sanjab - FDIA ﬁ:lalrmng alg?n?hrr? was presented for solving only conducted on the IEEE 30-bus

game solution; . R

etal. [16] 2. A hybrid game was considered in which test system, Whlc.h was slightly

the defender could not anticipate the action less convincing.

of the adversaries. Simultaneously, a

search-based algorithm was presented for

finding the equilibrium of this hybrid game.

The training data should be large enough
to support the neural network

An effective and proper strategy based on an performance. In this paper, the amount

Mohammad Reza 2021 EDIA artificial-neural-network-based reference of data used for the neural networks was

Habibi et al. [17]

tracking application was introduced to
remove the FDIAs in the DC microgrid.

unclear. In addition, the DC microgrids
were constructed by parallel DC/DC
converters in this paper; other types of
microgrids were not considered.
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Table 1. Cont.

Publication

Subject

Author Year Investigated Main Contributions Limitations
Moh d An MTD mechanism to secure state
As%iartﬂ*nlliaahman 2014 FDIA estimation was proposed, and a formal MTD How to deploy the D-FACTS was
1 MTD design to ensure its effectiveness in detecting not mentioned.
etal. [18] FDIAs was presented
1. The equality constraints and the physical
property of the transmission line in t.he OPF The attacker needed comprehensive
process were investigated to determine the . . .
. information on the power grid, such as
Qingyu Yan lowest number of target nodes attacked; the svstem topoloev. all nodal load active
5y 8 2017 FDIA 2. The problem of finding the critical attack Y POo8Y, .
etal. [19] . .. powers, and power flow limits on each
vector to increase the minimum fuel cost as t ission li h FDIA
an objective of OPF was formalized; Tansmussion une, when an was
successfully launched.
3. Two types of defense schemes were
proposed to defend against the FDIA.
1. The FDIA detection conditions under a
noiseless setting that were practical to apply
and that relate the probability of FDIA The scientific research achievements
. detection to the rank of a composite matrix were limited to the premise of the system
Cthelnsgl(e)zng Liu 2018 1;%8 were derived; full column rank. If the system was a
etal. [20] 2. A secure reactance perturbation non-full column rank, the relevant issues
optimization problem was formulated, and were not addressed.
an associated algorithm for solving the
perturbation settings was proposed.
1. Formal design criteria to select MTD A metric, denoted as the smallest
Subhash reactance perturbations that were truly principal angle (SPA), was proposed for
Lakshminarayana 2021 MID 2 Tneimporot nadecofs betweenthe  FDIAS. However here was not enough
etal. [21] MTD’s detection capability and its associated ~ discussion about the SPA. In particular,
required cost were characterized. the SPA’s calculation was fuzzy.
. FDIA A hidden MTD approach that could not be S
Jue Tian et al. [22] 2019 MTD detected by the attackers was proposed. No limitations were found.
Zhenyong Zhang FDIA The conditions for thwarting all FDIAs via an o
etal. [23] 2020 MTD MTD strategy were proposed. No limitations were found.
1. The D-FACTS placement algorithms by
gsmg the mlrﬁl.mumhnumbe.:r of D-FACTS The presented algorithm to acquire the
Bo Liu et al. FDIA evices to achieve the maximum MTD D-FACTS placement for the incomplete
[24] 2020 MTD effectiveness were designed; MTD seems too complicated. When
2. A novel MTD-based ACOPF model was lied i tice, it P b imolif d
proposed to find a trade-off between the applied In practice, 1t can be stmpuied.
system loss and the MTD effectiveness.
The correlation between MTD design and
Zhenyong Zhang FDIA FDI detection was revealed, and the MTD'’s s
etal. [26] 2022 MTD performance was optimized in terms of No limitations were found.
detecting FDIAs.
. Two potential CCPAs, namely replay and The method of detecting optimized
Ruilong Deng 2017 CCPA optimized CCPAs, were presented, and CCPA. . .
s was slightly complicated
etal. [6] countermeasures were proposed to detect and confusin
them based on the analytical results. &
1. Sufficient conditions for disrupting the
construction of CCPAs were presented;
2. A novel metric was developed, which was  The presented sufficient conditions were
Subhash CCPA devoted to finding the optimal deployment not comprehensive. When formulating
Lakshminarayana 2021 MTD of D-FACTS devices; the game model, the practical constraints
etal. [11] 3. To minimize the defense cost, a zero-sum were not considered, which affected the
game was formulated to identify the best game solution’s efficiency.
subset of links to perturb against a strategic
attacker.
1. More comprehensive sufficient conditions
for disrupting the construction of CCPAs
were presented; The presented conditions could also be
Zth;n}ﬁ) Zrig Zhang 2022 (li/[CTPDA 2. On the basis of considering the practical further summarized. The proposed

constraints, an algorithm for minimizing the
number of used D-FACTS devices was
designed.

algorithm was not comprehensive.




Electronics 2023, 12, 2484

6 of 25

To date, in the field of MTD defense against malicious attacks, the deployment of
D-FACTS devices has been a crucial area of research. Many previous research results have
been obtained, and various methods have been proposed, as shown in Table 2.

Table 2. Summary of related works associated with deployment methods of D-FACTS devices.

t;g‘giﬁ:&f re Thg;lggi of Specific Deployment Method of D-FACTS Devices Calt\gggies
The devices can be incrementally deployed as needed, o
Ref. [27] ) providing a precedented level of scalability [27]. Economy-oriented scheme
The best k lines were chosen corresponding to the k sensitivities
Ref. [28] - in power loss to impedance (PLI), which are the furthest from Economy-oriented scheme
p p y
zero [28].
) Relying with line impedance sensitivities, the result of placing o
Ref. [29] D-FACTS devices for line flow control was achieved. Economy-oriented scheme
Ref. [13] FDIAs The placement was primarily based on sensitivity analysis [13]. Economy-oriented scheme
Originally, in an arbitrary set of D-FACTS deployed lines, L
was selected. Then, based on the judgment results of whether .
Ref. [18] FDIAs L can satisfy the system security and MTD criteria, L was Economy-oriented scheme
finally confirmed.
Due to the MTD detection efficiency against FDIAs being
Ref. [20] FDIAs closely correlated with the composite matrix rank, following Security-oriented scheme
this principle, the deployment was properly implemented.
To defend against a class of highly structured FDIAs, all
Ref. [22] FDIAs critical sets were covered by MTD, which means enhanced Security-oriented scheme
y y
MTD was accomplished.
With the aim of minimizing the dimension of the stealthy attack
space and maximizing the number of covered buses, two b
Ref. [23] FDIAs algorithms were adopted. Based on the obtained results, Security-oriented scheme
eventually, deployment was acquired.
D-FACTS placement algorithms for both complete and
incomplete MTDs were designed, which achieved the Combinati ¢
Ref. [24] FDIAs maximum rank of the composite matrix with the minimum econon?}rr{lo;?ei’:gg ;)cheme
’ number of D-FACTS devices; Additionally, the concept of and security-oriented scheme
power loss sensitivity was leveraged into the proposed
algorithms to account for the economic benefits.
D-FACTS devices deployed on a branch were able to detect the
existence of effective FDIAs targeted on either end bus(es) (with Combination of
Ref. [30] FDIAs degrees both larger than 1) of this branch if and only if the economy-oriented scheme
injected phase angle difference between the two end buses is and security-oriented scheme
larger than a tolerance threshold [30].
In the paper, the trade-off between the MTD’s detection Combination of
Ref. [21] FDIAs capability and its cost was mainly concerned. But no specific economy-oriented scheme
p y y P
deployment method was depicted. and security-oriented scheme
A depth-first-search-based D-FACTS placement algorithm was
Ref. [31] FDIAs proposed to guarantee the hiddenness of MTD while Security-oriented scheme
maximizing the rank of its composite matrix [31].
Imtlal.ly, the power loss to impedance sensmv'lty (PLIS) to Combination of
Ref. [32] FDIAs each line as its weight was calculated and assigned. After economv-oriented scheme
’ two algorithms were simulated, the deployment solution and secur}iIt —oriented scheme
was obtained. Y
To balance the trade-off between effectiveness and hiddenness, Combination of
Ref. [33] FDIAs the design of explicit residual-based MTD was accomplished. economy-oriented scheme
Howeverno specific deployment approach was proviede. and security-oriented scheme
Ref. [26] FDIAs A heuristic algorithm to compute a near-optimal solution for Security-oriented scheme

the deployment of D-FACTS devices was developed.
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Table 2. Cont.

t}}erlgiet)éﬁ&f re Thzt]zgﬁ of Specific Deployment Method of D-FACTS Devices Ca?gggies

In an MTD perturbation cycle, during the initial time, a Combination of

Ref. [34] FDIAs security-oriented MTD scheme was implemented, and an econon?n-lorl?eil‘zgg socheme

’ economy-oriented MTD scheme was followed at the reset of and secur)iIt —oriented scheme

time, so a multi-stage MTD was conducted. y
A new D-FACTS devices placement algorithm, which could

Ref. [35] FDIAs reach all necessary buses with the smallest number of D-FACTS Security-oriented scheme
devices, was proposed.
An efficient algorithm to minimize the number of Combination of

Ref. [36] FDIAs required D-FACTS devices for protecting a specific economy-oriented scheme
set of buses was proposed. and security-oriented scheme
A sufficient condition for destroying the construction of
undetectable was presented. Based on the condition, a random Combinati ¢
assignment of D-FACTS devices was given. When adjusting the ombination o

Ref. [11] CCPAs load profiles in the power grid and applying a zero-sum game economy-oriented scheme
model, a specific deployment of D-FACTS devices was acquired and security-oriented scheme
through computing the NE robust solution of the game.
Due to the practical constraints, the protected transmission lines Combinati ¢

Ref. [12] CCPAs were specific, and the number of deployed D-FACTS devices econon?;{loéia;ligg :cheme

was limited. In this context, an algorithm seeking optimal
deployment was proposed.

and security-oriented scheme

Limitations of Existing Works

According to the summary provided in Table 2, the evolution of deployment methods
of D-FACTS devices can be further summarized, as shown in Figure 2.

Evolution of the Deployment Methods

( of D-FACTS Devices

———  Initial Phase ——_

No cyber attack as a defense object; i
Conducting sensitivities analysis via }
MTD strategy; |
Appropriate locations to install D- }
FACTS devices for line flow control !

Growth Phase
FDIAs were the defense object: /777 Main Track ~ "\
Shallow MTD scheme, economy-
oriented scheme, was transformed into
either security-oriented scheme or
composite schemes involving the above
two shemes.

Undetectable CCPAs were the defense
object;

There are few studies similar to Ref.
I1and 12.

Figure 2. The evolution of the deployment methods of D-FACTS devices. In initial phase,
three references refer to Refs. [27-29]. In growth phase (Main Track), fifteen references refer to
Refs. [13,18,20-24,26,30-36]. In extension phase, two references refer to Refs. [11,12].
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As the above analysis shows, there are many literatures that focus on the deployment
of D-FACTS devices, and these have provided several valuable results. In the field of
detecting FDIAs, the economy-oriented MTD scheme is gradually being transformed into
either a security-oriented scheme or a composite scheme. The MTD approach is also
used for defending against undetectable CCPAs. However, despite the existence of the
above two MTD schemes, two schemes completely depend on the knowledge of power
system topology, mathematical statistics, and simulation technology without considering
the human factor. The deployment solutions of D-FACTS devices are not intelligent
without considering the initiative of the smart attacker. So-called “optimal deployment” is
superficial, meaning that these deployment solutions should be further modified.

Main Innovations in our Work:

(1) Intelligent deployment of D-FACTS devices

Through formulating a zero-sum game model and computing a robust NE solution,
the set of transmission lines that are most likely to be attacked by the smart attacker is
locked. The lines that are less likely to be attacked can be completely ignored. Eventually,
acquired deployment becomes intelligent. The least effort can successfully defend against
undetectable CCPAs.

(2) More comprehensive algorithm

After discovering the set of lines that are most likely to be attacked, based on the
sufficient condition associated with destroying the construction of undetectable CCPAs
and applying a new metric, a more comprehensive algorithm for seeking the intelligent
deployment of D-FACTS devices is proposed in the paper. The larger the size of the power
system is, the smarter the deployment solution is. In addition, the new metric, which is the
OPF cost to the impedance (OCI) sensitivity factor, is used in the algorithm, which makes
intelligent deployment more economically effective.

(3) Efficient localization of CCPAs

After undetected CCPAs, the location of tripping lines is the most cutting-edge research
point. So far, only one study in the literature [37] has examined this issue. In Ref. [37], a
convolution neural network (CNN) was applied to localize the line outage position from
the compromised measurements. The results of this paper are very beneficial to localize
the line outage position. Although CNN can be used as a classifier for localizing tripped
lines, the hardware and software requirements are very high. For example, although the
14-bus power system is relatively small, there are 20 transmission lines in it. Suppose no
more than two lines were simultaneously cut off. There are a total of 210 combinations,
meaning that the output layer in a CNN requires 210 neurons. The training and testing of
this network are very hardware-demanding and take a lot of time. If the system is larger,
locking the faulty lines will be even more difficult. The research results of this paper will
be very beneficial to localize the tripped lines. Considering only the lines that are most
likely to attack for the smart attacker, this must significantly reduce the number of fault
combinations and the number of neurons in the output layer of a CNN, which makes it
possible to solve via a CNN.

3. Theory Analysis
3.1. State Estimation and Bad Data Detection

In general, a power grid can be characterized by a graph G = (N, L), where

N ={1,...,n} is aset of buses, L = {1,...,1} represents the set of transmission lines.

The total number of transmission lines is L. A bus is used as the slack bus. For one line

k = {i,j}, let b;; be its susceptance. Under the DC power flow model, the power flowing
on line k is denoted as

Fij = —b;; (6; — 0)) @

where 6; and ; are the voltage phase angles at bus i and j, respectively. Sensor measure-
ments are denoted as
z=HO0+e 2)
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where z € RM H ¢ RMxn—1 and 9 € R"1 represent the sensor measurements, the
measurement matrix, and the vector of voltage phase angles, respectively. e represents the
independent measurement noises that are usually assumed to be sampled from a Gaussian
distribution [i.e., ¢; ~ N (0, (Tiz) ]. Assume that the system is a full measurement system.
According to the composition rule of the measurement matrix elements in the DC power
flow model, the k' row of H i
0 0=b;; 0. 0b;; 0.0, i # i, j# il

H = {[0 w0 0 0.0 by 0..0], i=ir, j#ir ®)

where i’ is the reference bus and b;; is the susceptance of the transmission line k = {i, j}.

Based on the weighted least squares (WLS) technique, the estimate of a system’s state is
denoted as

é::(HTM&O_JHTM& @)

where W is a diagonal matrix whose elements are reciprocals of the variances of measure-
ment errors. 7, usually represents the measurement residual, is formulated as

r=z—HO 5)

In bad data detection (BDD), the 2-norm of the measurement residual is compared
with a predetermined threshold . If ||7||, >7, a bad data alarm is triggered.

3.2. Coordinated Cyber—Physical Attacks
3.2.1. Undetectable FDIAs

After the attack vector a € RM is injected into the sensor measurements, the corrosive
sensor measurement is expressed as

2% =z+a (6)

If a is randomly set, z% seldom passes the BDD. However, if the attack vector is
expressed as
a=Hc )

where ¢ € R"~1, 2% can bypass the BDD [3]. Such a situation is called an undetectable FDIA.

3.2.2. CCPA

A CPA is a symbiotic attack. In a CPA, the physical attack and the cyber-attack are
launched simultaneously. The physical attack disconnects a subset of the transmission
lines. The system topology and power flow may be changed. Similar to an undetectable
FDIA, the destruction of the power grid caused by a physical attack cannot pass the BDD
if the cyber-attack is randomly set. However, if the cyber-attack is carefully designed,
the negative effect of the physical attack on the measurement residual can be perfectly
eliminated, which can bypass the BDD. In the end, the undesirable destruction in the
power grid can be perfectly masked [6]. Therefore, this CPA is undetectable and termed
as a CCPA.

The system parameters, denoted by the subscript “p”, are different from the original
state. After a physical attack is launched, the sensor measurements are expressed as
zp = z +ap, where a, is a physical attack vector given by

ay = HAO + AHO, 8)
where AH is the difference in the measurement matrix between post-attack and pre-attack,

given by
AH=H, - H )
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and A0 is the difference in the nodal voltage state variable between post-attack and pre-
attack, denoted by
AB=6,—0 (10)

For constructing a CCPA [6], the impact of the a;, on the measurement residual must
be erased, which must be realized by a well-designed FDIA denoted as

a= —AH9, (11)

3.2.3. Knowledge Required to Launch a CCPA

Assume that a single branch | = {i, j} is disconnected due to a physical attack. Relying
on the composition mechanism of the elements in the measurement difference matrix
AH [6], the tripped branch reactance x; only needs to be known for constructing AH.
Moreover, due to Equation (11), the knowledge required to launch a CCPA includes the
branch reactance x; and the difference in phase angles of buses i and j, i.e., 6; , — 0; ,. In
Ref. [11], the equation of the difference phase angles between buses i and j is given as:

9i,p - 9]',;7 = - Z xlmFlm,p (12)

mepk

When zj, is added with Equation (11), eventually, the sensor measurement may evolve
as follows.

zcpa = zp — AHO, = H,0, — AHO, +e = (H+ AH)0, — AHO, +e = HO, +e  (13)
At this point, the measurement residual is denoted by

|lrcpall = llzcpa — Zcpall = |I7] (14)
So, the measurement residual must bypass the BDD.

3.3. Preliminary Moving Target Defense and Accurate Limitation of the Protected Lines
3.3.1. Preliminary of MTD

In Ref. [3], the D-FACTS devices were first introduced. These devices can change
the transmission lines” impedances, protect the branch power flows from overflow, and
eliminate transmission bottlenecks. They are light and small and can easily be hung on
power lines. Moreover, they do not affect the communication of the power grid. At present,
the research on their performance and application in different power systems has become a
research hotspot.

The method of detecting FDIAs via MTD technology has been a major research point
in the last decade years. This method was first named MTD by Rahman et al. [18], and the
uncertainty caused by MTD distorts the information obtained by potential attackers, which
leads to a less successful attack on the targeted power system.

The essence of the MTD is to invalidate the knowledge obtained by the potential
attackers, which involves the network topology and system parameters, by actively per-
turbing the reactances of the transmission lines on which D-FACTS devices are deployed.
Consequently, the attackers cannot acquire accurate knowledge again during an MTD’s
activity cycle.

Recently, Lakshminarayana et al. [11] were the first researchers to propose using the
MTD approach to defend against CCPAs. Following this, Zhenyong et al. [12] further
studied this research point.

3.3.2. Practical Constraints

Any research should be limited by practical constraints. Not all transmission lines
in power grids can be tripped by attackers. For example, a cut line [38] will not be cut
off by a strategic and smart attacker since the power flow’s fluctuations will be easily
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discovered by the system operator due to system connectivity disruption. As a result,
different transmission lines have different probabilities of being cut off by smart attackers.
Naturally, the lines most likely to be tripped lines must be considered most. In addition,
the number of D-FACTS devices is limited to reduce operational costs. Above all, evaluated
according to the practical constraints, the set of protected transmission lines, denoted as L,
is specific.

3.3.3. Protected Transmission Lines” Accurate Reconstruction via Game Theory [39]

Assume that the whole system works at an optimal level pre-MTD activation, making
generation costs cost-effective. However, due to MTD’s activation, the workstation of the
power grid experiences a deviation from the initial optimally operating station, and then an
increasing operational cost is incurred. Additionally, to destroy the construction of CCPAs,
the deployment of D-FACTS devices is critical to the operational cost, in addition to the
efficiency of MTD against CCPAs. A different attack target can affect the deployment of
D-FACTS devices, and different deployments of D-FACTS devices can also change the
operational cost. So, the interconnection between the attacker and the defender is worthy of
being studied. The interconnection between both sides may be formulated as a game model,
as presented in Ref. [11]. Once several of the most likely attack targets are probed, the
deployment of D-FACTS devices will obtain an optimal scheme, which leads to a positive
effect on the operational cost in addition to the effectiveness of MTD against CCPAs.

Zero-Sum Game Formulation [40]

A two-player zero-sum game is described in the above interconnection and defined
asatripletT = ({A,D},{Sa,Sp}, {ua, up}) where the elements are: (i) the set of players
{A,D}; (ii) S4 and Sp represent the set of actions used by the attacker and the defender,
respectively; and (iii) the payoffs of two players u; : S4 X Sp — R fork € {A, D}, where
ug(Sa, Sp) is the benefit acquired by player k when the action profile that has been played
iss = (sa,5p). In a zero-sum game, the attacker’s payoff is opposite to that of the defender.

Sq = {ao, a,...anN A*l} is depicted as the attacker’s action set and N, is the cardi-
nality of the set S4. Sp = {do,d1,...dn,—1} is depicted as the defender’s action set and
Np is the cardinality of the set Sp. Every action used by the attacker represents the subset
of lines tripped physically, and the number of tripped lines is no more than two due to
the power flow fluctuations being easily discovered with a larger number of tripped lines.
If the action ag is taken, this means that no line is tripped. Each action applied by the
defender indicates which lines are to be mounted with D-FACTS devices. Each line is only
installed with one D-FACTS device. If the action d is taken, this means that no line has its
reactance perturbed.

Copr(am,dn) denotes the OPF cost when a,, and d,, are used by the attacker and
defender, respectively. The OPF cost problem is formulated as Equation (4), which was
provided in Ref. [11]. Note that 4 is the sequence number provided in Ref. [11]. Meanwhile,
the payoff computation is completely depicted as Algorithm 3 that was also provided in
Ref. [11].

According to the above, the attacker’s payoff is computed by

Copr(a0.40)—Copr(a0,Sp), if Ts=1
| (15)

S4,Sp) =
MD( A D) { Copr(a0,d9)—Copr(Sa,Sp), if Ts=0

The indicator variable, g, denotes the success (T5 = 1) or failure (T5 = 0) of a defense.
To maximize their own interests, both players select the appropriate action. Obviously,
their objectives are conflicting. The specific implications of Equation (15) may be inferred
from the literature [11].

NE Solution and Machine Learning to Solve the Game

The reason for using the NE is shown in Ref. [11]. In our works, the selected machine
learning (ML) approach is the exponential weights for exploration and exploitation (EXP3)
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algorithm. An algorithm (4), together with Equations (6)—(8), is used in this paper. Note
that 4, 6, 7, and 8 are sequence numbers provided by [11].

First, based on the practical constraints, the set of protected lines is specific and
denoted as L. Then, from the attacker’s point of view, the robust NE solution is analyzed.
It is expected that L, can be ultimately reconstructed by selecting the maximal actions of
the attacker.

4. Proposed Methodology
4.1. MTD against CCPAs

As described in the literature [11,12], the concept of using MTD against CCPAs is to
wreck the construction of CCPAs. That is, if Equations (12) and (14) are disrupted in the
attack-preparation stage, there are no CCPAs. To achieve this objective, both [11,12] give
concretely sufficient conditions which are equivalent to each other. Note that we make use
of a graph to depict a power grid. In nature, the essence of the sufficient conditions for
using MTD against CCPAs is as follows:

Proposition 1. In any simple graph, there is no loop whose information is transparent for attackers
via the MTD strategy, thus enabling no CCPAs, regardless of the tripped transmission lines.

Proof of Proposition 1. First, the information in the proposition includes the specific
topology and parameters of one loop. The specific topology and parameters indicate the
connection sequences and all reactances of the transmission lines which form the loop.
Second, in any simple graph, assume that there exists a transmission line Ty = {i,j} ina
loop. When other loops are excluded, obviously, there are only two paths from busitojin
the loop. No matter which line is attacked, if the information of any path among the above
two paths is not transparent for attackers via the MTD strategy, Equation (12) is corrupted.
If this is true for any other loop, for the whole graph, Equation (12) is still corrupted, and
thus there are no CCPAs. [J

4.2. Deployment of D-FACTS Devices

Considering the practical constraints, Zhenyong et al. [12] provided an algorithm
(called the old algorithm in the rest of this paper) for obtaining the optimal deployment of
D-FACTS devices. Although this algorithm provides an optimal deployment of D-FACTS
devices which implements a trade-off between the defending performance and the invested
infrastructure cost, there are two deficiencies. One is primary. In line 6 of the old algorithm,
a concept of the so-called “border bus” is presented, but there likely are several cases where
the number of “border buses” is no less than two. In these cases, it is not clear to which
node “the border bus” refers, so the next step of the algorithm is indistinct; the other is
less important.

If the metric provided in Ref. [11] is integrated, the above question can easily be solved.
So we present a more comprehensive algorithm (Algorithm 1), as follows for seeking the
optimal deployment of D-FACTS devices.
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Algorithm 1: Minimizing the number of used D-FACTS devices

Input: Power grid graph G = (N, L), L,

Output: £°

1 Set the weight of link | € £ as dCopr/dx;;

2 Based on the specific set Ly, through injecting the real-world load profiles from
New York State, compute the robust NE solution;

3 From the attacker’s angle, implement to reconstruct the set
Ly through selecting several maximal actions used by the

attacker;
4 Based on the new set Ly, construct the subgraph Gp according to Np and G;

5 Use the breath-first search (BFS) to find the connected subgraph 9113, gl%, ...,g It, of Gp,
and find the spanning tree 7;, the remaining transmission lines R;, the cut lines
C;, and the protected transmission lines L1, for each subgraph g;’, ;

6 for each g;; do

7 Compute E;k = min(7\C;, R;);

8 Find the set /j: of outside transmission lines incident to g;', and the set Cl’- of cut

lines in EN: ; Sum up the number of the border buses of G}, which has the greatest
number of transmission lines incident to the outside buses;

9 if the number of border buses is equal to one
10 the set of transmission lines that connect the outside

buses to the border bus are denoted as L7 ;
11 else
12 for each of the border buses do
13 Sum up the weight of every transmission line

which connects the outside buses to a border bus;

14 end for
15 Select the appropriate border bus corresponding to the least sum

of weights, and the set of transmission lines that connect the border bus to
the outside buses are denoted as L;;

16 end if ~ L N

17 Compute L] = (E:‘ U E;) \ <C,’ u EY);

18 if the two cardinalities of Ef and [,ﬂ, are different

19 Calculate the minimum set Ef = min (/31*, qj);

20 else _ )

21 Select a set with the bigger sum of weights between £} and L}, and
the selected set is 210 ;

22 end if

23 end for

24 Compute L',Nf = E‘l’ UENE U--- UZ‘;;

The Algorithm 1 can be fundamentally divided into two steps. The first step is the
reconstruction of the protected, denoted as the set L,. Note that the lines in the L, are the
most likely to be attacked by smart attackers. Due to the real-world load profiles injected,
from the perspective of sophisticated and smart attackers, the lines to be tripped are only
selected from the L,. The second step is the process of finding the optimal solution for
the deployment of D-FACTS devices. The main implication of the more comprehensive
Algorithm 1 may be understood by combining the correlative context of [12]. In addition,
the flow chart of the Algorithm 1 is shown in Figure 3.
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Figure 3. The flow chart of the comprehensive Algorithm 1 for the deployment of D-FACTS devices.
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5. Simulation

Below, our simulation results performed with the MATPOWER toolbox are presented
to show the effectiveness and comprehensiveness of the proposed reconstruction method
and algorithm. To be more convincing, we performed extensive simulations for IEEE 14-,
30-, and 118-bus power systems. In the simulations, the real-world load profiles from
New York State on 7 June 2020 [41] were added to the IEEE 14-bus, IEEE 30-bus, and IEEE
118-bus power systems, respectively.

5.1. Reconstruction of the Specific Protected Transmission Lines

First, based on the practical constraints, assume that the original sets of protected
transmission lines, named Lp, are {10, 11, 16, 17, 19, 20}, {7, 17, 18, 21, 22, 24}, and {1, 2, 3,
6,10,12,16, 17,21, 22, 24, 30, 36, 38, 41, 54, 93, 147, 151, 161, 171, 172} for the IEEE 14-bus
power system, IEEE 30-bus power system, and IEEE 118-bus power system, respectively.

Second, set the weight of every line as dCopr/dx; for the abovementioned power
systems. Applying the method from [11], the different numbers of MTD perturbation
strategies and attack strategies are considered for the defender and attacker, respectively,
in the above power systems. Relying on the Lp, we set the appropriate attack strategies
for every power system. By avoiding huge fluctuations in the power flow, we limit the
number of tripped lines, which is no more than two in each attack strategy. Moreover, the
transmission lines are selected from the Lp. Then, after constructing a game model for
every power system, the robust NE solutions for each system are obtained by injecting the
real-world load profiles from New York State on 7 June 2020 into the three systems. We
make use of the EXP3 algorithm [11] for computing robust NE solutions.

Lastly, after analyzing the NE solutions, the lines most likely to be cut off are iden-
tified for every power system. This causes the number of lines in Lp to be small, which
implements the reconstruction of the specific protected transmission lines. We indicate
the defender’s and the attacker’s action sets by Sp = {do, di,...,d ND—l} and
Sa= {ao, a1, AN, -1 }, respectively, where Np and N4 are the cardinality of the above
sets, respectively. dy denotes that no defenders take action to defend the power systems; ag
denotes that no attackers take action to disrupt the power systems.

5.1.1. New Lp Reconstructed for the IEEE 14-Bus System

In the IEEE 14-bus power system, five MTD perturbation strategies are consid-
ered for the defender, ie., di = [1], dy = [1,3], d3 = [1,3,5], d4 = [1,3,5,8], and
ds = [1,3,8,9,18,19]. Twenty-one attacker’s strategies are considered, i.e., 1 = [10],
ay = [11], a3 = [16], ay = [17], a5 = [19], a¢ = [20], ay = [10,11], ag = [10, 16}, a9 = [10,17],
ajp = [10,19], a;p = [10,20], aljp = [11,16], a1z = [11,17], aly = [11,19], als = [11,20],
a1 = [16, 17], a7 = [16, 19], a1g = [16, 20], a19 = [17, 19], any = [17, 20], and a1 = [19, 20]

The used parameters in the game model are mainly referred to in Ref. [11], i.e., the
generation cost model is denoted as C;(G; ;) = ¢;Gj;, and all of the generators’ capacities
are Gpax = 300, 2000, 1500, 1000, 20 MW and ¢; = 20, 30, 40, 50, and 35 USD/MW,
respectively. The maximal power flow, f;;y, is 160 MW for link 1 and 60 MW for all
other links. The operator factors used in the EXP3 algorithm are selected as follows.
Yt = ﬁt = 0, Nt = 0.01.

In the first simulation, the real-world load data injected came from time zero in New
York State on 7 June 2020. The specific load data are shown in Ref. [30]. Specifically, the
corresponding relationship between load buses with system buses is referred to in Ref. [12].
The real-world load data are injected at 2 h intervals. When injecting the real-world load
data, the convergence rate of EXP3 is also reasonably fast, and the number of iterations is
173. In the end, all of the NE robust solutions are acquired, which are depicted in Figure 4.
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Probability attacked

Figure 4. The robust NE solution to restructure the transmission lines in Lp for the IEEE 14-bus
power system.

In Figure 4, the numbers on the time axis represent the time, i.e., number 1 represents
time zero; number 2 represents two o’clock; number 3 represents four o’clock, and so
on. The numbers on the other axis in the horizontal plane denote the indexes of links
affiliated with the Lp, i.e., every number between 1 and 6 corresponds to one link index,
denoting 10, 11, 16, 17, 19, and 20 in sequence. The vertical axis indicates the situation in
which the line is being attacked, i.e., the number 1 denotes that the corresponding line has
been attacked; the number 0 indicates that the corresponding line has not been attacked.
Clearly, from Figure 4, we can see that the most likely lines to be attacked are lines 11,
17,19, and 20. Compared with the original Lp, The 10th and 16th lines are removed. Lp
is reconstructed, which accurately locks the target of the resourceful and sophisticated
attacker. The reconstructed set of protected transmission lines is Lp = {11, 17, 19, 20}.

5.1.2. New Lp Reconstructed for the IEEE 30-Bus System

For the IEEE 30-bus power system, the approach and process of computing the ro-
bust NE solutions are similar to those for the IEEE 14-bus power system. We consider
Np and Ny as 8 and 22, respectively. Specifically, besides dj, the detailed information
regarding the remaining MTD strategies considered is as follows: d; = [4], d» = [4,7],
dz; =[4,7,9],ds = [4,7,9,10], d5s = [4,7,9,10,14,18], de = [4,7,9,10, 14,18, 24,26,28|, and
d; =1[4,7,9, 10, 14, 18, 24, 26, 28, 29, 37, 41]. In addition to ay, based on Lp, we assign
the attacker’s strategies as follows: a1 = [7], a, = [17], a3 = [18], a4 = [21], a5 = [22],
ag = [24], ay = [7,17], ag = [7,18], a9 = [7,21], a19 = [7,22], a11 = [7,24], a;p = [17,18],
a3 = [17,21], a4 = [17,22], a5 = [17,24], e = [18,21], ayy = [18,22], ag = [18,24],
a9 = [21,22], ayo = [21,24), a1 = [22,24]. There are six generators in the IEEE 30-bus
system. All of the generators’ capacities are G;;ax = 300,1600, 300,400, and 350 MW and
c; = 20,30,40,50,35, and 30 USD/MWh, respectively.

The maximal power flow, f,x, is 160 MW for link 1 and 60 MW for all other links.
The operational factors in the EXP3 algorithm are invariant, v+ = f; = 0, 1 = 0.01. As
in the case above, the real-world load data at different times are injected into the game
model to compute every robust NE solution in sequence. All of the solutions are presented
in Figure 5. In Figure 5, the meaning of the numbers on the three axes remains basically
unchanged. One difference is that the numbers on the axis marked as “transmission lines
index” indicate different lines, i.e., numbers 1, 2, 3, 4, 5, and 6 refer to the 7th, 17th, 18th,
21st, 22nd, and 24th lines in the IEEE 30-bus system.
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Figure 5. The robust NE solution to restructure the transmission lines in Lp for the IEEE 30-bus
power system.

Figure 5 shows that the reconstructed set of protected transmission lines should be
{17,18, 21, 22}. Similarly, the target of the resourceful and sophisticated attacker is accurately
locked, which reduces the expenditure of the defender in the context of the deployment of
D-FACTS devices.

5.1.3. New Lp Reconstructed for the IEEE 118-Bus System

For the IEEE 118-bus power system, according to the successful results of the
above two cases, we consider the number of transmission lines tripped in every attack
strategy to be only one. We consider Np and N4 as 14 and 23, respectively. Specifi-
cally, besides dj the detailed information regarding the remaining MTD strategies consid-
ered is as follows: di = [2,3,6], d» = [2,3,6,8,11,12], d3 = [2,3,6,8,11,12,17,21,24],
dy = [2,3,6,8,11,12,17,21,24,26,30,32], ds = (2,3,6,8,11,12,17,21,24,26,30,32,40,43,46],
de = [2,3,6,811,12,17,21,24,26,30,32,40,43,46,50,51,55], d; = [2,3,6,8,11,12,17,21,24,
26,30, 32,40,43,46,50,51,55,56,63,65|, ds = [2,3,6,8,11,12,17,21,24, 26,30, 32,40, 43, 46,

2,3,6,8,11,12,17,21,24,26,30,32,40,43,46,50,51,
50,51,55,56, 63, 65, 68,69, 71,75, 76], do = 55,56,63,65,68,69,71,75,76,77,81,87,88,89,91 } ’
2,3,6,8,11,12,17,21,24,26,30,32,40,43,46,50,51,55,56,63,
65,68,69,71,75,76,77,81,87,88,89,91,92,98,99, 100, 106 } ’
2,3,6,8,11,12,17,21,24,26,30,32,40,43,46,50,51,55,]
di = 56,63,65,68,69,71,75,76,77,81,87,88,89,91,92,98, |,
99,100,106,112,113,115,117,119,121,124,127 |
2,3,6,8,11,12,17,21,24,26,30,32,40,43,46,50,
51,55,56,63,65,68,69,71,75,76,77,81,87,88,89,
91,92,98,99,100,106,112,113,115,117,119,121,
124,127,132,135,139,140,143,148,150,152,154 |
2,3,6,8,11,12,17,21, 24, 26, 30, 32,40, 43, 46,50, 51,
55,56, 63, 65,68,69,71,75,76,77,81,87,88,89,91,
diz = 92,98,99,100,106,112,113,115,117,119,121,
124,127,132,135,139, 140, 143, 148,150, 152, 154,
156,158, 161,162,166,171,175,178

In addition to ap, based on Lp, we assign the attacker’s strategies as follows:
ap = [1], ap = [2}, as — [3],614 = [6],ﬂ5 = [10],616 = [12},&7 = [16], ag — [17], ag — [21],
alp — [22], aln = [24], aipp = [30], a3 = [36], a1y = [38], a5 — [41], ie — [54],
a1y = [93], a18 = [14:7], a9 = [151], azy) = [161], az) = [171], and ar = [172]

dio =

dip =

~




Electronics 2023, 12, 2484

18 of 25

In the IEEE 118-bus power system, there are fifty-four generators. The first six
generators’ capacities are Gy = 2000, 1000, 1000, 1500, 500, and 1000 MW and
c; = 20, 30, 40, 50, 35, and 30 USD/MWHh. The rest of the generators’ capacities are
the same, Gy, = 500 MW and ¢; = 36 USD/MWh.

The maximal power flow, f;x, is 500 MW for all links. The operational factors and
the injection method with regard to the real-world load data are completely unchanged.
All of the robust NE solutions are presented in Figure 6. Homoplastically, in Figure 6, the
numbers on the axis marked as “transmission lines index” indicate different lines, i.e., the
numbers 1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, and 22 refer to
the 1st, 2nd, 3rd, 6th, 10th, 12th, 16th, 17th, 21st, 22nd, 24th, 30th, 36th, 38th, 41st, 54th,
93rd, 147th, 151st, 161st, 171st, and 172nd lines in the IEEE 118-bus power system. Figure 6
indicates that the reconstructed set of protected transmission lines should be {30, 36, 38, 41,
54,93,147,151, 161, 171, and 172}. The number of original protected transmission lines is
22; however, through the results of the robust NE solutions, the number of authentically
protected transmission lines is greatly reduced to only 11 links, which evidently reduces
the expenditure of the defender in the context of the deployment of D-FACTS devices.
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Figure 6. The robust NE solution to restructure the transmission lines in Lp for the IEEE 118-bus
power system.

Note that we mainly use the fmincon package during the process of computing the
robust NE solutions. For a large-scale power system, i.e., the IEEE 118 system, it is non-
trivial to make sure that a feasible solution can be invariably acquired in every iteration
with the fmincon package and the convergence of the EXP3 algorithm. Therefore, for the
IEEE 118-bus power system, we consider using the relaxed constraints during the process
of computing the NE solutions.

5.1.4. Analysis of the Results of the New Lp Reconstructed

The detailed results of the reconstruction of the protected transmission lines are shown
in Table 3 as follows. In Table 3, after reconstruction, the number of protected transmission
lines is small. Moreover, the larger the system size, the more significant the effect is. In the
IEEE 118-bus power system, the number of original required transmission lines is 22, and
the number of required lines in the new system is only 11. Although the number of required
lines is small, all remaining lines are the main targets for resourceful and sophisticated
attackers who do not randomly select their targets. So, on the basis of defense effectiveness,
the number of required lines is small, which facilitates the better deployment of D-FACTS
devices and will improve operational costs.
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Table 3. The two sets of protected transmission lines before reconstruction and after reconstruction.

Original Lp New Lp Standard Power System
{10, 11, 16, 17, 19, 20} {11,17, 19, 20} IEEE 14-bus power system
{7,17,18, 21, 22, 24} {17, 18, 21, 22} IEEE 30-bus power system

{1,2,3,6,10,12,16,17,21,22,24,30,36, {30, 36, 38, 41, 54, 93,

38, 41,54, 93,147, 151, 161,171,172} 147,151,161,171,172)  [EEE 118-bus power system

5.2. Optimal Deployment of D-FACTS Devices and Analysis of the Results

For the IEEE 14-bus system, the new set of the protected lines, Lp, is {11, 17, 19, 20},
as depicted in Figure 7. In Figure 7, the new protected transmission lines are represented by
red circles. The covered buses, shown as NVp, are Np = {6, 9, 11, 12, 13, 14}. According to
the old algorithm, the buses in MNp and the transmission lines in
Ly = {{6,11},{6,12},{6,13},{12,13},{13,14},{9,14} } form a subgraph Gp. In Gp, a
spanning tree 7 = {{6,11},{6,12},{6,13},{9,14},{13,14}} may be obtained,
then R = {{12,13}}. So, £* = {{12,13}} is acquired, and the output set is
L' = {{5,6},{10,11},{9,10},{4,9},{7,9} }. The border bus denoted in the old algorithm
isbus 9 and £" = {{9,10},{4,9},{7,9}}. In the end, £* = {{12,13},{5,6},{10,11}} is
computed, then L0 = E*, in which the transmission lines are deployed with D-FACTS
devices. The minimum number of required D-FACTS devices is three. In Figure 7, based
on the original set of protected lines, the transmission lines requiring D-FACTS devices are
{4, 9},{7, 9},{9, 10}}. The minimum number of required D-FACTS devices is also three. Due
to the IEEE 14-bus power system being small, the new approach does not seem to have
any advantage, and the process seeking the results of the deployment of D-FACTS devices
relies on the old algorithm. However, once the power system is large-scale, the situation
will be completely different.

e Protected transmission line
Transmission line with

D-FACTS device
—e— New protected transmission line

New transmission line
with D-FACTS device

——

Figure 7. The two optimal deployments of D-FACTS devices with the IEEE 14-bus power system.

For the IEEE 30-bus power system, the new set of protected transmission lines, Lp,
is {17,18,21,22}, as depicted in Figure 8. The covered buses, shown as Np, are
Np = {12,14,15,16,17,18}. A subgraph Gp is formed with the buses in Np and trans-
mission lines in £} = {{12,14},{12,15},{14,15},{15,18},{12,16},{16,17}}. In Gp, a
spanning tree 7 = {{12,14},{12,15},{12,16},{16,17},{15,18}} may be selected,
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then R = {{14,15}}. So, L* is confirmed, depicted as {{14,15}}. The output set is
L' = {{4,12},{12,13},{15,23},{18,19},{10,17}} and the set of cut lines in L' is
C' = {{12,13}}. Then, there is a question to be considered. From Figure 8, based on
the old algorithm, the border bus is bus 12. However, the line {{12, 13}} is a cut line, and a
D-FACTS device does not need to be deployed on it, so this line should not be considered.
Therefore, there are four schemes for confirming the border bus. Buses 12, 15, 17, and
18 are all likely to be the border bus. The old algorithm is powerless to confirm the bus.
Meanwhile, the border bus is easily determined based on the proposed algorithm in this
paper. Through separately examining the weights of the four lines, which are {{4, 12}},
{{15, 23}}, {{18, 19}} and {{17, 10}}, respectively, we can finally confirm that bus 15 is selected
as the border bus due to the minimum weight in {{15, 23}}. Next, it is easy to determine
L = {{15,23}} and L£* = {{14,15},{4,12},{18,19},{10,17}}. According to the old
algorithm, there is also an intractable question since the numbers for both the set £* and
Lp is four. How do we achieve the suitable deployment of D-FACTS devices? Similarly,
after computing the sum of the line weights in the above two sets, we confirm that the
suitable set of transmission lines requiring D-FACTS devices is £* due to the sum of the
weights corresponding to £* being bigger, and thus £° = L*. Clearly, the new algorithm
proposed in this paper is more comprehensive than the old algorithm. In particular, we can
also guarantee both defense effectiveness and operational costs.

e

—_e— Protected transmission line
Transmission line with
D-FACTS device
— o New protected transmission line
New transmission line

with D-FACTS device

——

Figure 8. The two optimal deployments of D-FACTS devices with the IEEE 30-bus power system.

For the more large-scale IEEE 118-bus power system, the approach toward the recon-
struction of the specific protected transmission lines and the proposed algorithm in our
work is more powerful. In Figure 9, the new set of protected transmission
lines is {30, 36, 38, 41, 54, 93, 147, 151, 161, 171, 172}. The covered buses are
Np = {17, 23, 24, 26, 30, 32, 38, 65, 92, 98, 100, 104, 105, 113}. The two subgraphs
Qllj and Ql% are formed by Np and transmission lines Ly = {{17,113},{113,32},{17,30},
{26,30},{23,32}, {23,24}, {30,38}, {38,65}, {92,100}, {98,100}, {100,104},{104,105}}.
The following steps are carried out according to the new algorithm. In G}, G is just a span-
ning tree and R is a null set. So, /ji‘ is also a null set. E’l = {{31,32},{32,114},{27,32},
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{15,17},{16,17},{17,18},{17,31}, {23,25},{25,26},{24,70}, {24,72}, {37,38},{64,65},
{65,66},{65,68},{22,23}} and the set Cj={} are known. In G}, the border bus is

bus 17, and the set EN’{ = {{15,17},{16,17},{17,18},{17,31}} is obtained. The set

L7 = {{31,32}, {32,114}, {27,32},{23,25},{25,26},{24,70},{24,72},{37,38}, {64,65} ,
{65,66},{65,68}, {22,23}}, and it cardinality is 12; nevertheless, the number for the set

L} is 8, so the set Eﬁ = L} is confirmed. In another subgraph, G is also a spanning tree and

R, is a null set. So, £} is also null. £, = {{89,92},{91,92},{92,93},{92,94}, {92,102},
{80,98}, {94,100}, {99,100}, {100,106}, {101,100}, {100,103}, {103,104}, {103,105},

{105,106}, {105,107} }. Although the number of transmission lines incident to buses 92

and 100 is 5, by computing the sum of the weights of the selected transmission lines, we can

confirm that the border bus is bus 92, and then Zg = {{89,92}, {91,92}, {92,93}, {92,94},

{92,102} } due to the first sum is more smaller. Then, £5 = {{80,98}, {94,100}, {99,100},
{100,106}, {101,100}, {100,103}, {103,104}, {103,105}, {105,106}, {105,107}} is

obtained. In the end, Zg = [,% ={{92, 100},{98, 100},{104, 105}} is acquired. So, the suitable

set of transmission lines for the deployment of D-FACTS devices is just the new set of
protected transmission lines reconstructed. The required number of D-FACTS devices is

only 11, in contrast to the required number of D-FACTS devices being 22 based on the

original set of protected transmission lines. Obviously, this provides a quite competitive
cost-benefit on the basis of guaranteeing defensive effectiveness.

— e Protected transmission line ——e—— New protected transmission line

Transmission line with —mm— New transmission line with
D-FACTS device D-FACTS device

Figure 9. The two optimal deployments of D-FACTS devices with the IEEE 118-bus power system.

Overall, although the topologies of the three abovementioned power systems are
completely different, the new algorithm presented in this study can be easily used for
acquiring the optimal deployment of D-FACTS devices in all three cases.
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6. Discussion
6.1. Research Motivation

Section 2 presents the achievements of using the MTD method to defend against mali-
cious attacks on SGs in detail and fully analyzes previous methods to solve the deployment
of D-FACTS devices, and this graphically shows the evolution in the field of deploying
D-FACTS devices. Some findings have been revealed. (1) As the MTD method has become
mainstream in the field of defense against multiple covert cyber-attacks, how to deploy
D-FACTS devices has become a research hotspot. (2) Although several valuable approaches
have been presented on how to deploy D-FACTS devices, they are essentially based on
the knowledge of system topology and mathematical statistics knowledge. However, from
the macro level of defending against malicious attacks, attack, and defense are opposite
and unified, which is an organic whole. Without considering the attack characteristics of
a smart attacker, the followed defense is certainly not the most effective and intelligent.
In fact, for one specific medium and large-scale power system, due to different system
topologies and load profiles, the power flow distribution must be distinct. The aggressive
behavior of a smart attacker is intelligent, e.g., a line constituting a “cut” set is not attacked,
nor are lines with small power flows. As long as it is deciphered, which lines are most
likely to be attacked, the defender can afford the targeted deployment of D-FACTS devices.
This is certainly better than the deployments merely based on mathematical knowledge,
which ensures not only MTD's effectiveness against cyber-attacks but also achieves optimal
cost and operational loss. In our works, a zero-sum game is formulated. After acquiring
a robust NE solution utilizing the EXP3 algorithm, from the point of view of the sophisti-
cated attacker, the lines of the most likely to be attacked may be identified, and then the
deployment of D-FACTS devices can be intelligent. This is the first time that the game
result was analyzed from the perspective of an attacker.

6.2. Research Value

By analyzing a game solver from the perspective of the attacker and confirming the
lines that the attacker is most likely to attack, the defender can intelligently deploy D-
FACTS devices. This may represent the research value of our work. Moreover, in the field
of MTD defense against CCPAs, the accurate location associated with tripped lines should
be the next research point. At present, the research results are very rare, and only one study
in the literature [37] has provided a method. The authors in Ref. [37] proposed finding
the location of tripped lines by applying a CNN. We believe that this approach is feasible.
However, locating faulty lines is a multi-classification problem. As the system becomes
larger, the number of categories becomes larger and larger. For example, when supposing
that the maximum number of tripped lines is two, there are 210 categories for the IEEE
14-bus power system, and for the IEEE 118-bus system, the number is 15931. The larger
the number of categories, the more complex the composition of CNN. In addition to these
conditions, the data to train and test the CNN will also be huge, which puts forward higher
requirements for computer hardware and software. Thus, this is likely to be unsolved. If
the concept of this paper is adopted, the actual number of classifications will significantly
decrease. For example, the number of classifications is 10 for the IEEE 14-bus power system;
the number is only 66 for the IEEE 118-bus power system. From 15,931 to only 66 on the
IEEE 118-bus power system, when applying a CNN to locate tripped lines, it undoubtedly
greatly reduces the requirements of computer hardware and software. At present, we are
conducting this work. Considering the attackers” attack behaviors, this method can also be
applied to intelligent detection and operational maintenance.

7. Conclusions and Future Work

In the MTD strategies against CCPAs, defensive effectiveness and operational cost
are two of the main research points. The relationship between the two points is often
opposite, and so an important question as to what the optimal deployment strategy for D-
FACTS devices is has evolved to effectively eliminate this antagonism. For any resourceful
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and sophisticated attacker, when completely dividing their aggressive behaviors, the
deployment solutions must not be intelligent.

In this paper, we propose a new method for finding intelligent deployment solutions
for D-FACTS devices. Specifically, first, the basic concept of corrupting CCPAs is sum-
marized; second, based on the practical constraints and the basic concept, a protected
transmission line set is confirmed; and third, a zero-sum game model is formulated, and a
robust NE solution is computed. Due to the game’s characteristics, this solution reflects the
smart attackers’ sense of action. Relying on the solution, those lines that are most likely to
be tripped form a new protected transmission line set. Finally, a comprehensive algorithm
using a metric proposed in predecessors is proposed for finding an intelligent solution for
the deployment of D-FACTS devices. We validated the results through extensive simula-
tions using IEEE 14-bus, 30-bus, and 118-bus power systems provided by MATPOWER
and real-world load profiles from New York State. Our study, in tracking the targets that
attackers are most likely to attack, opens up new ideas for the intelligent deployment of
D-FACTS devices.

In addition, tracking the target most likely to be attacked will achieve efficient defense.
The work in this paper is a meaningful attempt to improve defense efficiency. In the future,
on the basis of making use of the concepts presented in this study, we can explore several
meaningful questions, such as establishing the location of tripped transmission line [37]
and better MTD strategies.
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Nomenclature

CPS Cyber-physical system

SG Smart grid

FDIAs False data injection attacks

CCPAs Coordinated cyber—physical attacks
PMUs Phasor measurement units

ML Machine learning

MTD Moving target defense

D-FACTS Distributed flexible AC transmission system
NE Nash equilibrium

SE State estimation

OPF Optimal power flow

SPA Smallest principal angle

WLS Weighted least squares

BDD Bad data detection

EXP3 Exploration and exploitation

BFS Breath-first search
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