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Abstract: In this paper, we propose an improved K_shell algorithm for identifying the key nodes of a
power grid. This method is improved on the basis of the original Ks value calculation with the degree
as the index. The electrical characteristics in the power grid are weighted to the network measure
and then added as the new Ks value. The new key nodes are selected by iteratively refreshing the
network. Additionally, combined with an entropy weight method, the comprehensive weights of the
above indicators are reported from objective viewpoints to obtain key nodes of the power grid. Then,
an IEEE 39-bus system is used for simulation. The results show that the key nodes can be identified
more accurately by comprehensively considering the structural and electrical characteristics of the
power grid by establishing multidimensional indicators and comparing the results with those of other
studies. Finally, taking full account of the electrical information of the grid node and its neighboring
nodes, a reasonable load redistribution strategy for faulty nodes is formulated, which more effectively
reflects the grid performance by comparing it with the Thiel entropy method and the maximum flow
method in the literature. The results show that the proposed method improves the influences of key
nodes on the grid load by 5.6%, and improves the network efficiency by 15.7%.

Keywords: complex network; grid; key nodes; K_shell

1. Introduction

Due to its access to new energy, the stability and reliability of the power grid are greatly
challenged [1,2]. At the same time, the super-scale expansion of the network means that
the power grid system shows the characteristics of a complex network. The safe and stable
operation of the power system is closely related to the national economy, human lives, and
the development of the national energy, science and technology industries [3–5]. Therefore,
ensuring the security of the power system and enhancing its robustness [6–11] are two key
issues that must be studied comprehensively. Identifying and protecting the key nodes of
the power grid are the most effective protection methods for the existing power grid [12–15].
A key node is a node that has a greater impact on the whole system than other nodes
throughout the network system if it fails or is removed [16–19]. According to the existing
research, when a key node in the power system fails, it usually causes a series of cascading
system failures, leading to the occurrence of large-scale power outages [19–23]. To date,
the methods used to identify the key nodes of the power grid have been divided into two
categories: identifying the key nodes based on the structure and operation characteristics
of the power system, and establishing a number of evaluation indicators based on complex
network theory by combining the electrical and operation characteristics of the power
system to identify the key nodes in the power system with higher accuracy. The method
for identifying the key nodes of the power grid mentioned in [24] involves an alternating
current (AC) power flow model based on the power grid’s operation; this method proposes
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an indicator of node electrical centrality to measure the critical degrees of the nodes.
However, because the single measurement method only reflects the importance of the grid
nodes in terms of a certain characteristic in a one-sided manner, it cannot explain the key
nodes in the overall evaluation of the power grid. A new idea was proposed in [25]. Fully
considering the node’s own attributes and its local neighbor node’s information, combined
with the entropy method, improved the traditional K_shell algorithm, and finally, the set of
key nodes of the power grid was obtained. Because it does not combine the indicators that
involve electrical characteristics, the algorithm only verifies the key roles of the nodes in
the network in terms of the spatial structure.

This paper improves the K_shell algorithm. The kernel value index, which can only
be calculated discretely, is continuous, a new meaning of the Ks value is proposed, and
the electrical characteristics are weighted to obtain an index with electrical characteristics,
which includes the degrees, intermediate numbers, and aggregation coefficients with
electrical characteristics. By objectively weighting the above three indicators, we can
finally obtain the Ks value ranking, which is the ranking of the key nodes. By comparing
the network performance indicators calculated after the implementation and failure, we
can find the impact of the key nodes found by different methods on the network. The
comparative experiments can reflect the advantages of this method.

2. Application of Complex Network Theory in Power Grids
2.1. Establishment of a Complex Network Topology

A complex network is usually composed of nodes and edges, in which the basic
elements of the networks are connected with each other; complex networks describe the
relationships between elements, and the weight of an edge reflects its importance.

According to complex network theory, the power grid is divided into a directed
weighted graph G(V, E, ω). Suppose that grid G is composed of n nodes and m lines,
where V represents the set of nodes in the grid topology (V(G) = [v1, v2, . . . , vn]) and E
represents the set of edges in the grid topology (E(G) =

[
e1j, e2j, . . . , enj

]
). If two points, i

and j, in the grid are connected, eij=1; if there is no connection between two points, eij=0,
where W = [ω1, ω2, . . . , ωn]. The current in the power grid is taken as the weight value of
the node.

2.2. Measurement of a Complex Network in a Power Grid

In a directed weighted network, the degree of a node refers to the sum of the weights
of all other nodes connected to the node in the network multiplied by the weights of their
edges. It can also be recorded as the sum of the weights of all edges connected to the node.
In the power network, the weight of an edge is the current value.

Therefore, the node degree in the power network is:

Si =
N

∑
j=1

aij Iij (1)

where Si is the weight of admission and aij is the adjacency matrix element (if nodes Vi and
Vj are not connected, then aij = 0; if there is a connection, then aij = 1). Iij is nodes Vi and
Vj. The weight of side j is the current value between power stations.

The aggregation coefficient is a comprehensive reflection of the node degree center and
tightness and reflects the importance of nodes to the overall connectivity of the network
and the centrality of the node location in the network topology. Its expression is given by
Equation (2):

Aggregation coefficient:

Ci =
1

ki(ki − 1) ∑
j,k

(
In
ij ·In

jk·I
n
ki

) 1
3 (2)
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Ci is the aggregation coefficient, ki represents node vi with a degree of i, and In
ij = Iij/max

(
Iij
)

represents the normalized weight. The calculation method of In
jk and In

ki is similar to that
of In

ij .
We set node v before calculating the aggregation coefficient. The adjacent nodes of i are

divided into inbound and outbound groups, and then the weighted aggregation coefficient
formula is used to calculate the inbound and outbound aggregation coefficients.

The aggregation coefficient defined by Onnela is used for calculation because the
size of the aggregation coefficient defined by Barrt is only the same as that of the triangle
connection node v. The two side weights of i are related, and the size of the latter’s
agglomeration coefficient is related to the three side weights, so the calculation result of the
latter is better than that of the former.

In complex network theory, the node medium is used to represent the degree of the
influence of a node in the network on the overall network connectivity. The medium of a
single node mainly depends on the number of times that all the shortest paths or the most
effective paths in the network system pass through the node. Therefore, in the electrical
network, the path between points is reflected by the current. Therefore, the node medium
with electrical characteristics is defined as follows:

Number of nodes:

Bi = ∑∀ijl ∈ V(G)
i 6= j 6= l

Njl(i)

Njl
. (3)

Njl represents the slave node vj to vi. For i shortest paths, Njl(i) represents the slave
node vj to vl . The number of shortest paths through node vi is i.

The intermediate nodes are used to measure the number of shortest paths through a
node or an edge in the network. The meaning of the shortest path in a weighted network is
different from that in an unauthorized network. It refers to one or several paths where the
sum of different weights (the sum of the reciprocal values of similar weights) is the smallest
among all the connected paths between two points. According to their meaning, border
weights can be divided into dissimilarity weights and similarity weights. For a dissimilarity
weight, the greater the weight is, the greater the distance between the two points is, and
the more distant the relationship is. For the similarity weight, the greater the weight is, the
smaller the distance between the two points is, and the closer the relationship is. If we use
the current as the edge weight, this edge weight is a similarity weight. Therefore, when
calculating the shortest path, we need to use the reciprocal of the current.

3. Improved Ks Algorithm
3.1. K_shell Method

The K_shell node is at the core of the network; even if the degree is small, it has a high
influence on the network. The K_shell peels the outer nodes in a layer-by-layer manner
and determines the nodes with high influences in the inner layers, which can be sorted in a
coarse-grained manner based on the node degree. In Step 1, the nodes with a degree of
1 from the outer layer are found, and then the adjacent edges are removed. A new node
with a degree of 1 is generated in the graph. The removal steps are repeated until there is
no node with a degree of 1. Step 2 removes the nodes with a degree of 2 from the graph
obtained in the above steps until there are no remaining nodes, and Ks = 2. The process of
filtering core nodes is shown in Figure 1.
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3.2. Improved Ks Method

The traditional K_shell algorithm is a graph theory algorithm based on the degree
of the nodes, which reflects the core degree of nodes in the whole network. Compared
with many other key node sorting algorithms, such as the PageRank algorithm and TOPSIS
algorithm, the advantage of the K_shell algorithm is that it fully considers the connection
between nodes and can reflect the impact of removing nodes on the whole network in
the process of gradual layering. However, in the practical application scenario of a power
system, the traditional K_shell algorithm has some limitations. The greatest limitation
of the algorithm is that most nodes may obtain the same core value. The algorithm also
only considers the topology characteristics of the network, and there is no way to take into
account the electrical operation characteristics of the grid. Therefore, on the basis of the
above multidimensional indicators, this section defines a new node core value calculation
method and proposes an interval division method. The shell algorithm is improved. The
main steps are as follows:

Step 1: In Section 3, based on the entropy weight method, the comprehensive weight
vector ϕ = [ϕ1, ϕ2, ϕ3] of each index is obtained, from which a new formula for calculating
the node core value can be defined:

Ks(i) = ϕ1Si + ϕ2Ci + ϕ3Bi (4)

where Si is the degree of node i, Ci is the aggregation coefficient of the node, and Bi is the
electrical permittivity of the node.

The defined Ks value is calculated as follows:
Step 2: The core value of each node is calculated, all the core values are divided ac-

cording to the reasonable difference zone l1 ((Π1, Π2, . . . , Πn)), the core values that belong
to the minimum interval Π1

min = min(Π1, Π2, . . . , Πn) are removed, and the topology and
electrical information of the whole network are updated. The remaining subgraph recalcu-
lates the core value of each node. If the subgraph retains the nodes belonging to Π1

min in the
interval, these nodes are continuously deleted, the topology and electrical information of
the network are updated simultaneously, and the last subgraph G1 is determined. The core
values of all nodes in 1 are not in the interval Π1

min; the deleted nodes belong to the set S(1).
Step 3: Similar to Step 1, we delete the core values of all nodes in the interval Π2

min and
synchronously update the network information, where Π2

min = min{{Π1, Π2, . . . , Πi} −{
{Π1, Π2, . . . , Πi} ∩Π1

min
}

. Finally, we obtain the subgraph G2. The kernel values of all
nodes in the subgraph are greater than the interval value within Π2

min.
Step 4: The above steps are repeated until all the nodes’ core values are at a maximum

interval. The nodes with core values belonging to the interval are the set of key nodes in
the network system.

An algorithm flow chart is shown below in Figure 2:
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4. An Improved K_shell Algorithm for the Identification of Key Nodes in a
Power Grid
4.1. Entropy Weight Method

The entropy weight method is a classic objective weighting method. Based on entropy
theory, this method calculates the weight value of each index according to the actual value.
The specific steps are as follows. The original evaluation data matrix is established, as
shown below:

X =

 x11 · · · x1n
...

. . .
...

xm1 · · · xmn

 (5)

where ij is the value of the jth index of the ith evaluation object, m is the total number of
evaluation objects, and n is the total number of evaluation indicators.

The indicators are normalized. The heterogeneous indicators are dimensionalized to
obtain standard indicators ω with the following formula:

ωij =
xij−min(xj)

max
(

xj
)
−min

(
xj
) (6)

where max and min represent the maximum and minimum values of the jth index of all
evaluation objects, respectively, and they satisfy 0 < ω < 1. The weight of each indicator is
calculated. The weights are calculated by simultaneous equations.

Pij =
vij

∑m
i=1 vij

eij =
∑m

i=1 Pij ln(Pij)
ln(m)

dj = 1− ej

ϕj =
dj

∑n
j=1 dj

(7)

Since this paper involves three measures, we calculate the weight of the degree,
intermediate number, and aggregation coefficient. The weights are on the order of ϕ1, ϕ2
and ϕ3.
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4.2. Evaluation of Key Indicators

First, the Ks values are calculated according to the method of Section 3.2, and the
calculated Ks values are sorted to obtain the node sequence ranking at the top. Various indi-
cators of the grid are obtained after node failure by deleting nodes to study the importance
of the nodes in the grid. Among the indicators, the connectivity indicators are described
as follows:

G =
N′

N
(8)

where N′ is the number of nodes in the most connected subgraph after node i is removed
from the grid and N is the number of nodes in the most connected subgraph before
grid failure.

The network efficiency is as follows:

E =
1

N(N − 1) ∗∑ 1
dij

(9)

where dij is the shortest distance from i to j.
The formula of the network loss load is as follows:

P = ∑n
i=1 Pi. (10)

where P is the loss load value and Pi is the node load value.

5. Example Description
5.1. IEEE 39-Node System

In this paper, the IEEE 39-bus system is used to verify the importance of nodes. The
system contains 39 nodes, including 10 generators (nodes 30–39, of which node 39 is the
only slack node in the system) and 12 transformers. It will also be compared with the
methods in [26,27] to demonstrate the feasibility of the methods proposed in this paper. The
IEEE-39 system node diagram and topology diagram are shown in Figure 3. The specific
experimental environment includes MATLAB 2020a and Gephi.
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topological graph.

According to the definition of each indicator in Section 3.2, the values of each indicator
are calculated and normalized. The results are shown in Figure 4.
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characteristics. (b) Distribution diagram of node aggregation coefficients with electrical characteristics.
(c) Dielectric diagram with electrical characteristics.

It can be seen Figure 4a,b that, from the perspective of the topology of the power
grid, the node degree and node centrality index value of node 16 are the largest in the
whole network, indicating that node 16 is the connecting hub node of the whole network.
The index of the node electrical dielectric center is defined by combining the topological
characteristics and electrical operation characteristics of the power grid. Figure 4c shows
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that nodes 16, 22, 35, and 33 have large values in this index. Nodes 35 and 33 are power
generation nodes, which provide part of the power for the operation of the power grid.
Therefore, the electrical dielectric center values of nodes 35 and 33 are large, and node 16 is
very important for maintaining the connectivity of the network. It takes on more power
transmission functions, so the central value of the electrical permittivity of the node is the
largest. In addition, node 22 plays an important role in both network connectivity and
power transmission. It can be seen Figure 4b that, from the electrical operation level of the
grid, the comprehensive contribution of nodes is defined based on the transmission power
and line impedance of the grid, and nodes 32 to 39 are power generation nodes themselves,
so the indicator value of the comprehensive contribution of the nodes will be large. Table 1
lists three methods for conducting comparative experiments.

Table 1. Method Comparison.

This Paper Reference [26] Reference [27]

Improved K_shell Thiel entropy method Maximum flow method

Hereinafter, the method of reference [26] is called Method 1, and the method of
reference [27] is called Method 2.

5.2. Measure Computation

The three measures of the complex network defined in Section 3.2 form an improved
K_shell method. The following are the normalized values of the IEEE-39 measures.

The degree, dielectric number, and aggregation coefficient with electrical charac-
teristics are calculated according to the entropy weight method. The K_shell weights
of ϕ1, ϕ2, and ϕ3 are 0.46374, 0.32169, and 0.21457, respectively; therefore,
Ks(i) = 0.46374Si + 0.32169Ci + 0.21457Bi.

5.3. Key Node Sorting Based on the K_shell Algorithm

The method in Section 2.2 is used to iterate through the Ks values. The number of
iterations is 4. The iteration results are shown in Table 2.

Table 2. Node Ks Value Sorting.

Node No. Station No. Ks Value

1 35 0.7449
2 33 0.7302
3 38 0.5315
4 30 0.4776
5 31 0.4628
6 16 0.4468
7 34 0.4201
8 37 0.4094
9 32 0.3875
10 22 0.3653
11 6 0.3579
12 19 0.3485
13 21 0.3120
14 20 0.3024
15 36 0.2946
16 11 0.2928
17 5 0.2874
18 4 0.2758
19 12 0.2757
20 14 0.2585
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According to the ranking results of the node Ks values obtained in Table 2, most of
the top 10 nodes with large node Ks values are power generation nodes, indicating the
importance of power generation nodes to the overall operation of the grid. Furthermore,
several nodes directly connected to the above generation nodes, such as nodes No. 22, No.
19, and No. 29, also have large Ks values in the network, indicating that the transmission
lines and nodes connected to the generation nodes are also critical.

In Table 3, it can be seen from the above network decomposition results that there
is a large degree of coincidence between the node set with a large number of layers and
the node set with the highest Ks value. There is little difference because, in the process of
gradually decomposing the network, removing the outer-layer nodes will have a certain
impact on the inner-layer nodes.

Table 3. Network-specific decomposition process.

Number of Network Layers Node No.

Level 1 7, 9, 27, 39, 8, 17
Level 2 1, 3, 10, 13, 18, 23, 28, 29, 26
Level 3 2, 4, 5, 11, 12, 14, 15, 24, 25, 36, 6
Level 4 19, 20, 21, 22, 32, 16
Level 5 30, 31, 34, 37
Level 6 38, 33, 35

The Table 4 shows that node 35 ranks first in the criticality of this method in the IEEE
39-node system. Node 35 is the generation node in the system, with a power of 687 MW and
the highest output current. Node 35 plays an important role in maintaining the operation
and connectivity of the whole power grid; thus, it is the most critical node. Node 16 is
the intermediate connection hub node, which plays a large role in the connection of the
whole network. Nodes 19 and 20 are the only way for power generation nodes 33 and 34 to
transmit power. If these two points fail, the system experiences a large power outage risk.

Table 4. Sorting of core nodes selected by three methods.

Number This Paper Method 1 Method 2

1 35 39 16
2 33 6 20
3 38 35 19
4 30 20 34
5 16 19 33
6 34 38 15
7 37 33 35
8 31 10 37
9 20 4 17
10 19 27 26

5.4. Calculation of Power Grid Indicators under the Fault Mode

In this paper, we remove the top ten key nodes obtained by each of the three methods,
calculate the network benefit index and load loss after node removal to measure the
robustness of the power grid in the node removal state, and then determine which of the
three methods finds the key nodes that best reflect the vulnerability of the power grid.

The network benefits and grid load losses when removing the top ten nodes individu-
ally are shown in Figure 5:
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Figure 5a shows that if the top 10 key nodes fail, the overall load loss to the entire
network is higher than that for the sets of key nodes in Method 1 and Method 2. Figure 5b
shows that, in terms of network efficiency, only some of the key node sets determined by
the method of this paper will cause higher losses than those of the other two methods. The
reason is that, compared with the transport lines connected to the key node sets in the other
two methods, the lines on which the key nodes are located using the method of this paper
carry a smaller power flow. It can be seen Figure 5a,b that when the No. 4 node in this
paper fails, the loss of network efficiency caused by the No. 30 node is slightly less than
that of the No. 20 node in Method 1 and the No. 34 node in Method 2, but the load loss
caused to the network is much higher than that of the No. 20 node in Method 1 and the
No. 34 node in Method 2. Similarly, if the last node, 19, in this paper fails, the load loss
rate to the entire power network is slightly lower than that of node 27 in Method 1 and
node 26 in Method 2, but the loss in network efficiency is far greater than that of node
26 and node 27. The above two examples also show that, although the key nodes of the
three methods are ranked differently, the accuracy of the method proposed here is slightly
higher than that of the other two methods. Figure 5c shows the connectivity of the network
after the cumulative deletion of the top 10 nodes. The connectivity of the network after the
removal of the top 10 nodes determined by the method of this paper is lower than that after
removing the nodes determined by methods 1 and 2. This indicator also shows that the
nodes found by this method are more important.

After deleting the top ten key nodes, the comparison chart of the overall loss of load
and network benefits of the power grid is as shown below in Figure 6.
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Figure 6. Comparison chart of network load loss and network efficiency loss after failure for each of
the three methods.

It can be seen from Figure 6 above that, if the key node set identified according to
the method in this paper is removed, the total load loss rate of the whole network will
be higher than that in Method 1 and Method 2, indicating that the total criticality of the
key node set in this paper is higher than that of Method 1 and Method 2. However, in
terms of the network efficiency loss rate, if the set of key nodes given in this paper fails,
the total efficiency loss rate of the network is higher than that for the nodes determined by
Method 1 and slightly lower than that for the nodes of Method 2. Considering the overall
impact of removing the set of key nodes on the network load and efficiency, the top ten key
nodes identified by the method in this paper have a greater impact on the entire network,
that is, higher accuracy. In conclusion, the experimental results show that, for the IEEE-39
network node system, the improved key node set obtained by the shell algorithm’s key
node identification method not only has a high coincidence with the results of other studies,
but also has a greater overall impact on system operation after removing the key node set,
which fully verifies the rationality of the method in the paper; the results obtained by the
method in the paper are more accurate than those of other studies.

6. Discussion

This paper presents research on key node queries for power grid updates and improves
the K_shell algorithm by changing the original core value of degree, which serves as the
basic measure, to a weighted degree, weighted intermediate, and weighted aggregation
coefficient. All weights are related to the current. The core value is calculated as a range of
values. After layer-by-layer filtering, the points with the highest core values can be selected.
These points are regarded as key nodes, and the indicators of the power grid can then be
verified by removing these nodes.

The method of this paper is compared with Method 1 [26] and Method 2 [27]. Method
1 uses Thiel entropy theory, and Method 2 uses the maximum flow method to find the key
nodes of the power grid. Among the compared methods, the method proposed in this
paper is shown to have clear advantages in terms of the lost load after a node’s removal
and the average network efficiency. To facilitate the analysis of broken lines, the average
value of the lost load and the average value of the network efficiency are determined here.

Table 5 shows the average values of the load loss index and the network efficiency
index after a node is removed under each of the three methods. The load loss and network
efficiency of the key nodes found with the method proposed in this paper are higher than
those of the important nodes found by the other two methods, which shows that the
proposed method is more accurate than the other methods.
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Table 5. Comparison of the average values of the two indicators.

This Paper Method 1 [26] Method 2 [27]

Average value of lost load 0.0384 0.0324 0.0316
Average value of performance 0.0475 0.0369 0.0298

Nevertheless, there are still some aspects to be improved in the proposed method,
such as whether key nodes found by adding further measures to the Ks value will be more
important. Detecting the importance of edges in the network is also of interest. When
removing nodes to verify the network’s performance, other indicators can also be selected
to more comprehensively reflect the importance of the nodes.

One important future direction for power grid research is to use additional measures
as Ks values for power grid screening. Thus, future variants of key node identification
methods may demonstrate even greater potency. The hope is that the present experimental
research results will serve as useful feedback to guide further improvements in power
grid operations.

7. Conclusions

This paper proposes a new method based on the improved K_shell algorithm to
identify the key nodes of a power grid. This method first establishes multidimensional
indicators such as node degree, node centrality, node electrical intermediate number center,
and node comprehensive contribution degree, gives the comprehensive weight of the above
indicators from two objective perspectives combined with the entropy method, and uses
the interval division method to improve the K_shell decomposition algorithm to obtain the
set of key nodes of the power grid through network decomposition. Finally, the IEEE-39
node system is used as a simulation example to verify the validity and accuracy of this
method by comparing it with other literature and analyzing the impact of key node failures
on network load loss and network efficiency. In this paper, the K_shell method has been
modified so that it considers electrical characteristics, and the improved K_shell method is
more suitable for finding the key nodes in the power grid. Using the IEEE-39 system as
an example, this paper compares the method of Tyle entropy in Method 1 to the method
of maximum flow in Method 2 to find the key nodes, and shows that the accuracy of this
method is improved by 5.6% and 15.7%, respectively, compared with that of Method 1 and
Method 2.
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