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Abstract: The Artificial Potential Field (APF) method is a classical path planning method for un-
manned ships, relying on Global Positioning System (GPS) positioning information for path planning.
Unfortunately, once the path planning algorithm uses inaccurate or even fake data, it will lead to
ship collision, grounding, or deviation from the course, causing severe economic losses and causing
significant security risks to other sailing ships. This paper aims to study the impacts of GPS spoofing
on the path planning of unmanned ships. We propose a GPS attack and study GPS spoofing of path
planning based on the APF method for an unmanned ship by a low-cost software-defined radio,
which causes the unmanned ship to deviate from the course. Our simulation tests show that this
method has significant impacts on the path planning results of the APF method.

Keywords: unmanned surface ships; artificial potential field; GPS; attack; spoofing; jamming;
path planning

1. Introduction

Unmanned Surface Vehicles (USVs) are ships that operate on the water surface without
a crew [1,2]. USVs have great advantages, including efficiency, cost-effectiveness, environ-
mental friendliness, work safety, and family friendliness [3]. USVs navigate in complex
water areas, including islands, shoals, reefs, and other obstacles [4]. Path planning for USVs
is an important guarantee for safe navigation of USVs [5]. There are some path planning
algorithms for USVs, including Artificial Potential Field (APF), A* algorithm, Ant Colony
Algorithm (ACA), etc. [6,7]. The APF method is a classical path planning algorithm, which
can plan a smooth and safe path for vehicle travel on the sea where both static and dynamic
obstacles exist. We believe that this paper’s studies can also be applied to other methods
in the field. Its core idea is to assume that an unmanned ship moves and is controlled by
a resultant force under two virtual forces: a target point has “gravity” on the unmanned
ship, and some obstacles have “repulsive force” on the unmanned ship [8,9]. Since this
method has the problem of local optimum, many researchers have improved it [10-14].
The traditional APF method usually needs to calculate the resultant force of gravitational
and repulsive forces on the ship according to the speed of its own ship, real-time position,
and goal position. The improved APF method calculates the steering angle and heading
based on its own ship’s position, target ship’s position, ship’s speed, target ships’ speed,
ship’s heading, and target ships” heading to avoid collision with dynamic ships. These data
are obtained by Automatic Identification System (AIS), Global Positioning System (GPS),
speed log, compass, and radar. After data fusion and calculation, paths are finally planned
for unmanned ships. The papers [15,16] have introduced these data collection and path
planning algorithms in detail.
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The path planning results of unmanned ships based on the APF method are affected
by GPS position data [17]. Unfortunately, the structure of civil GPS signals is public, which
brings hidden trouble to the application of the APF method in path planning for unmanned
ships. If the signals’ strength is weak, the attackers do not need to produce strong false
signals to cover the authentic signals [18]. At present, the frequencies of GPS signals can be
generated by existing commercial equipment. If the GPS receiver receives these fictitious
GPS signals instead of the real GPS signals, it will harm the path planning and collision
avoidance algorithm of unmanned ships, resulting in yaw, grounding, and even collision.
Once hackers or attackers attack the GPS and AIS data received by unmanned ships, the
use of inaccurate or even wrong data in the APF path planning algorithm will lead to ship
collision, grounding, or deviation from the course, causing severe economic losses and
significant security risks to other sailing ships.

In a GPS spoofing attack system, an attacker induces a GPS receiver to lock and capture
false GPS signals so that the GPS receiver calculates a wrong position. There are two main
approaches to GPS spoofing attacks. The first one is that attackers interfere with GPS
receivers to track authentic signals by transmitting jamming signals so that GPS receivers
can track and capture false GPS signals. If the power of the spoofing signals is 4 dB stronger
than the authentic signals, the normal tracking of the authentic signals can be interrupted
within 50 min [19]. Meanwhile, GPS receivers are induced to recapture and track the
spoofing signals. The second approach is that the signals generated by GPS spoofers are
initially almost wholly aligned with the authentic signals and are kept below the noise with
low power. Then the attackers gradually make the power of the spoofing signals slightly
stronger than the power of the authentic signals, and finally, they make the GPS receivers
track the false GPS signals.

There are many papers in the literature studying the APF methods. The authors in [20]
present a structure of repulsion potential for APF, adding a rotational avoidance force,
which can effectively reduce oscillations and avoid conflict when the target is near obstacles.
The authors in [21] propose a modified APF method, which introduces virtual target points
and changes the repulsion field function to solve the problem of unreachable target points
and local extreme points to avoid obstacles in real-time. To make the target reach the goal,
avoid obstacles, and avoid the target getting stuck in the local minimum, the authors in [22]
propose an improved APF method by looking for an appropriate cost function.

There are many papers studying GPS spoofing. The authors in [23] describe a series of
attack methods based on GPS spoofing in detail. The authors in [24] study attackers using
civil or military GPS receivers to spoof victims and determine the GPS spoofing parameters,
such as position and signal accuracy. There are also some examples of GPS attacks. For
instance, in June 2021, GPS attacks made a warship of the U.K. near a Russian naval base
by mistake [25]. This incident fully shows that GPS attacks have significant impacts on ship
navigation safety.

Attacks are almost in every cyber or physical related field [26]. Our research interests
focus on attacks on ships and the functions of ships. The motivation of this paper is to
systematically study the path planning of unmanned ships impacted by the security of GPS,
implement the practical applications, and promote the research of the network security
of unmanned ships. The research on the influence of GPS spoofing on path planning of
artificial potential fields is beneficial for unmanned shipbuilders, researchers, and students.
The contributions of this paper are listed as follows:

e To the best of our knowledge, this is the first time the influence of GPS spoofing
on the path planning of unmanned ships is researched using the artificial potential
field method;

*  We study the security of GPS and propose a GPS attack using a low-cost software-
defined radio, which can cause deviations to the result of path planning based on the
artificial potential field method, leading to path yaw. Our simulation results show
that this method can influence the path planning results of the artificial potential
field method;
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*  We study the feasibility of using low-cost and portable GPS spoofers to implement
GPS spoofing and conduct a practical test.

The rest of this paper is organized as follows. Section 2 introduces the traditional
and modified artificial potential field methods. Section 3 first describes the principle of
GPS positioning and GPS spoofing attacks based on the APF method, and then proposes a
feasible GPS spoofing attack scheme and analyzes the influence of GPS spoofing on the
path planning results of unmanned ships based on the APF method. Section 4 presents
experiments/simulations of a GPS spoofing attacker for the APF model of unmanned ships.
Finally, we conclude this paper in Section 5.

2. Artificial Potential Field
2.1. Traditional Artificial Potential Field

The artificial Potential Field (APF) method is a virtual force method proposed by
Khatib in 1986 [27]. In ship domain [28], let own ship (OS) denote the ship, which needs to
use the APF method for path planning, and let TSs (target ships) denote the ships which
are dynamic ships around the OS to be avoided. In the virtual potential field for ship path
planning, obstacles are surrounded by repulsive potential fields to force the ship away, and
attractive potential fields surround the goal to attract the ship, shown in Figure 1. Obstacles
include dynamic TSs and static obstacles (i.e., island, rocky outcroppings, and shoals). The
combined force on the ship is equal to the negative gradient of the total potential field.
Under the combined force, the ship sails from a high potential field to a low potential field
along the negative gradient direction, shown in Figure 2. Fyt, Frep, and F is an attractive
force from the goal, a repulsive force function from the obstacle, and the combined force of
attraction and repulsion, respectively. Therefore, the traditional APF method can effectively
implement obstacle avoidance and path planning of ships. The core idea of the APF method
is to find the potential functions under the combined potential of attraction and repulsion.
These functions can be represented by the following Equations (1)-(10), based on [27]:
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Figure 1. Diagram of traditional artificial potential field method [27].
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/
L

Figure 2. The force diagram of the OS In traditional artificial potential field [27].

U(X) = uatt(X) + urep(X)/ (1)
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where U(X), Uat(X), and Uyep(X) represent the artificial potential field, the attractive
potential field, and the repulsive potential field, respectively; and X is the position of the
OS. In addition, the attractive potential field Uy (X) is written as

Ut (X) = 2807 (X, Xy), @)

where ¢ is a positive scaling factor for the attractive potential and Xj is the position of
the goal; p(X, X,) is the distance of the two locations where p(X, X;) = [|X — X|| =
\/(x — %)%+ (¥ —yg)% X = (x,y), and Xy = (xg,y,). We assume that there are N(N > )
obstacles around the OS. Furthermore, the repulsive potential field of the jth obstacle (o))
can be written as:

2
1 1

S ——— )<

(X, Xo,) Po] P X)) < po,

0 p(X, X)) > po

1
2" (3)

urepj(X) =

where 7 is a positive scaling factor for repulsive potential, pg is the distance threshold
for an obstacle to create a repulsion effect on the OS. The selection of the distance pg >
Vinax /2D pax will depend on the maximum speed (V) and the maximum deceleration
ability of the OS (Dj4x). In a two-dimensional space, X = (x,y) is the coordinate of the
oS, Xo]. = (Xo]-,yo]-) is the coordinate of the jth obstacle, and p(X, Xo/.) = HXo]- - X|| =

\/ (x — xgj)2 +(y— yaj)z is the Euclidean distance between the OS and the jth obstacle.

The total repulsive potential field of obstacles is the sum of the repulsive potential fields
produced by all obstacles to OS, written as:

N
urep = Z urepj(X)/ (4)
=1

where N is the total number of all obstacles. The goal puts an attraction on the OS, attracts
OS to approach gradually, and finally arrives. The obstacles repulse OS to avoid collisions.
The derivatives of the attractive potential function and the repulsive potential functions are
an attractive force function and the repulsive force functions, respectively, written as

Fat(X) = = VU (X), (5)
Vlan (X) = §(X = Xy), (6)
FrEPj(X) = _vurt?pj(x)/ (7)
1 111
vurep/-(X) _ n o(X, Xoj) - P‘| % P(X,XOj) < pO, (8)

0 p(X,X5) > po

N
Frep(X) = ZFrepi(X)r 9)
j=1
where VU, (X) and vu,e,,j (X) are the attractive gradient and the jth repulsive gradient
function, respectively. Foyt(X) and Frep, (X) are the attractive force and the jth repulsive
force function, respectively. The sum of attraction and repulsion forces on the OS can be
expressed simply as the sum of vectors:

F(X) = FEat(X) + Frep(X). (10)
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Uep(d,0) =

2.2. Modified Artificial Potential Field (APF)

The traditional APF method has the advantages of simple calculation and effectivity.
However, the traditional APF method has the problem of local minimum [29]. Meanwhile,
APF for path planning of USV also needs to consider collision avoidance with dynamic TSs,
static obstacles, and emergency. The authors [12] proposed a modified APF including the
modified repulsion potential field function and the corresponding virtual force to solve the
dynamic target collision avoidance. They subdivided the repulsive potential field function
according to the requirements of International Regulations for Preventing Collisions at Sea
(COLREGS), including dynamic TSs, static obstacles, emergencies, and others, which are
shown in the equations based on [12]. This paper focuses on the introduction of APF for
dynamic TSs, shown in Figure 3. We have

dm - Ros + dsafe + Rts/ (11)

where R;s and R,s are the ship domain radiuses of the OS and TS, respectively; dy; is the
sum of Rys, Rys, and the safe distance between OS and TS (d,, fe)- We have

0, = arctan o , (12)
02 (Pos, pts) — d3,

where 0,, is the angle between the tangent line of the radius circle of d;;; and the vector of
the OS to the TS. pys, pos, and pg are the position of the OS, the Ts, and the goal. p(pos, Pts)
is the Euclidean distance between the OS and the TS. According to the above equations, the
modified attractive and repulsive potential function are shown in Equations (13) and (14).

1
Uatt(p) = ECPZ(Pos/Pg)/ (13)
mﬂ%(ﬁ = pl)z(eeme —1)d2, vis #0,dw <d < CRand 6 < 6y,
—Um 0

1 1 1.,

L 1 _ <

Znths(d_T po) d3, vis=0,dy <d < CRand 6 < 6y , (14)

1 1

HeRis (d—T - po)2+(||Vto|COSG)2:|d§, d <dy

not defined, others

where py is the preset influence range of the TS and 7 is the radius of an artificial safety
margin of the OS. vy and v, are the speeds of TS and OS, respectively. 8 is the angle between

the vector pot (pts — Pos) and the relative speed vector v;0 (vos — vs), and || Vi, || = 1/ 02, — v%s

is the relative speed vector from the OS to the TS. dg = p(pos, pg), CR is the sum of d,, and po.
14, s, and 77, are the positive scaling factors for the dynamic the TSs, static obstacles, and
emergency action, respectively. F(p) is the attractive force in term of the position, shown
in Equation (15). F,ep(d, 6) is repulsive force of the position and the velocities, shown in
Equation (19).
Faii(p) = =V {Uart(p)] = Eo(pos, pg). (
Fra = Frn + Frx + Fras, (
Frs = Frs1 + Frs3, (17
(

Fe = Frel +F762+F}’63/
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F4, v #0,dy <d<CRand6 < 0y

Fs, vi=0,dy <d<CRandf < 0,

FT‘L’/ d S dﬂ’l ’
not defined, others

Frop(d, 0) = (19)

where F,;; and F,43 are the repulsive force from the TS and the attractive force from the goal,
respectively, when the obstacles are dynamic TSs. F,, is the repulsive force to make the
OS alter course to starboard for TS to meet COLREGS requirements. F,s; and Fy3 are the
repulsive force from the obstacle and the attractive force from the goal when the obstacles
are static obstacles, respectively. For an emergency action, F,,; and F3 are the repulsive
force from the obstacles and the attractive force from the goal, respectively. F,,» makes the
OS avoid collisions from the right or the left side of p,t according to which side of the p,¢
line the vector vy, is on. This modified APF calculates the steering angle (Vp,s), desired
heading (10s), and dynamic position (pos) by inputting pts, pos, Pg, Vos, Uts, Ros, Ris, dsafe,
00, 1a, 1js, and 7le.

Frar+Fra

Figure 3. Modified APF for a dynamic TS [12].

3. GPS Attack Designs and Spoofing Analysis

In this section, we first introduce GPS and attacks on GPS. Then we design a GPS
spoofing attack and analyze how the GPS spoofing influences the result of the path planning
of unmanned ships based on the APF method in Section 2.

3.1. GPS Introduction

Global Positioning System (GPS) is a satellite navigation system, which provides
position, navigation, and timing for land, sea, and air in the world [30]. Furthermore,
a GPS is an important navigation device for an unmanned ship [31]. A GPS consists of
three parts, including space, control, and a user device. The space part of aGPS consists of
27 GPS satellites (24 active and three standby). The GPS control part consists of one main
control station, five detection stations, and three injection stations. The GPS user device part
includes a GPS receiver and other devices. The basic principle of a GPS navigation system
is to measure the distance between the satellite and the user’s receiver and calculate the
receiver’s position by integrating the data of multiple satellites. The GPS signals include
a carrier at L1 and L2, Pseudo Random Number (PRN) code at civil code (C/A) and
military code (P-code), and navigation data. The GPS signals include raning codes and
the navigation message, shown in Figure 4. The GPS system must modulate the ranging
code and navigation information onto a carrier frequency before it can be transmitted to
the receiver. The frequencies are utilized, including the L1 frequency at 1575.42 MHz and
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the L2 frequency at 1227.60 MHz. Coarse/Acquisition code (C/A code) is transmitted on
the L1 frequency as 1.23 MHz signal. Precision code (P-code) is transmitted on both L1 and
L2 frequencies as 10.23 MHz signal.

GPS signals

‘ ranging code ‘ ‘ navigation message ‘
C/A code GPS date and time
satellite stauts and health

GPS signals
GPS signals

Figure 4. GPS signal structure.

First of all, before we introduce a GPS attack, we need to understand the GPS working
principle. Figure 5 shows how a GPS works. Based on [24], let D;, L, and L; denote the
distance between the i-th satellite and the receiver, the location of the receiver, and the
location of the i-th satellite, respectively. D; is expressed by Euclidean distance as follows:

D; = |L; — L], (20)

where L; = (x;,y,z;) is the coordinate of satellite in Cartesian three-dimensional coordinate
system. Similarly, L = (x,y,z) is the coordinate of the receiver. Equation (20) can be
transformed into the following Equation (21):

Di=/(x—x)+ (y— i + (2 — 20)2. (21)

/
/ )[transm\sswon time (Ts )

/

/sa\e\\‘\e A location of Satellite 1 (L1 )
/

K
I ‘9’@/%
2

Figure 5. GPS working principle [32].

The receiver can separate transmission time (T}) and location of the i-th satellite (L;)
from the received GPS signals. Meanwhile, the receiver can acquire arrival time (T;) when
receiving the GPS signal. GPS signal transmission speed (V) is close to the speed of light.
D; can be expressed by T;, T, and V as follows:

D; = (T, —T})V, (22)
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where T?, T;, and V are known scalars. Combining Equations (21) and (22), we can know
that the receiver location (L) can be calculated when at least three satellite signals are
received. In geometric space, a satellite defines a transmission circle with radius D;. At
least three of these circles intersect with the earth’s surface, where the receiver is located

In practice, the time between different satellites is synchronous, but the time of differ-
ent types of receivers is not exact. We assume that ¢ is a clock offset between the receiver
and exact GPS time system and Ty, is the arrival time of GPS signal measured under a
common standard. We can get the following equation:

T, =T, +35, (23)

D; = (T, — T})V + 6V. (24)

Based on the above, there are four unknown scalars, including J, x, y, and z. Therefore,
the receiver must receive more than four satellites” signals to calculate the receiver’s
exact location.

3.2. GPS Attacks

As we know, the signal structure, spread spectrum code, and modulation method of
civilian GPS signals are public. Military GPS signals are encrypted. Therefore, civilian GPS
signals are insecure and may be exploited by some attackers. We focus on GPS C/A code
in this paper. GPS attacks are classified into jamming attacks and spoofing attacks.

* A jamming attack happens when a GPS jammer transmits strong jamming signals
at the same frequency, which suppress the front-end signal of the GPS receiver so
that the GPS receiver loses the ability to work or receive attenuated satellite signals.
Jamming attacks have the advantages of simple operation and easy implementation.
However, the power required for a jamming signal is large;

* A spoofing attack happens when a GPS spoofer transmits the same or similar signal as
a GPS signal to guide the GPS receiver to deviate from the original correct navigation
and positioning. Spoofing attacks have the advantages of strong concealment.

Next, we introduce GPS jamming and GPS spoofing in detail.

3.2.1. GPS Jamming

The GPS signals of satellites, measured at the surface of the earth, are very weak.
According to IDC-GPS-200 [33], the transmitting power of the L1 signal only guarantees the
minimum signal power level of —160 dBW on the earth surface and the minimum signal
level of —166 dBW when the L2 signal strength reaches the earth surface. The experiment
result of Lincoln Laboratory [34] shows that a jammer with a power of 1 W can make the
receiver of C/A code within 85 km out of work. If the jamming power is increased by 6 dB,
the jamming distance is doubled. Therefore, the GPS is vulnerable to jamming, resulting in
difficulties in acquiring navigation data. GSP jamming technologies based on bandwidth
(Bj) is classified into three types, including Continuous Wave (Bc,), Narrowband (B,;),
and Wideband (B,,;), where By, < 100 kHz, 1 < B,;, < 1.023 kHz, B,; =~ 10.23 MHz.
The GPS signal acquisition is a search process to determine whether the satellite signals
exist or not. Based on [35], the detection probability of GPS signal P; is proportional to
the carrier to noise ratio C/Ny. A jammer broadcasts on the same frequency to reduce
C/ Ny, i.e., increasing noise (Np). Therefore, the victim receiver cannot acquire GPS signals
normally. A simple GPS jamming system, including a power amplifier, an antenna of a
GPS simulator, and an RF signal transmitter, can jam GPS receivers. Many papers have
detailed introduction, such as [36-38].

3.2.2. GPS Spoofing

Compared with GPS jamming, GPS spoofing is more dangerous to ship navigation
because it is surreptitious [32]. An attacker makes the receiver believe that it is at the wrong
location. It is a very dangerous situation for the path planning of USV based on APE. GPS



Electronics 2022, 11, 801

9 of 21

spoofing is classified into production spoofing and repeater. GPS production spoofing
refers to the receiver-spoofer generating spoofing signal, Pseudo Random Number (PRN),
and navigation message, which the victim GPS receiver can receive. GPS repeater spoofing
refers to the spoofer modifying, modulating, and amplifying the received GPS signal or
sending it out after a delay. The production spoofing for C/A is possible because C/A
signals are public and not authenticated, but it is difficult for P-code. Based on [39], we can
know the composite signal received at the antenna of a GPS receiver is Synr = S; + S5 + Sy,
where S, S5, and S, are the authentic signal, spoofing signal, and noise signal, respectively.
When S; > S, the signal received at the antenna of GPS receiver can be approximated by
Sant = Ss + Sy. The spoofing signals generated by the GPS spoofer successfully override
the authentic GPS signals. The attacker can transmit its GPS signals using the publicly
known GPS parameters by a simple GPS generator. Although this approach can spoof the
receiver, the spoof signals look like noise to the receiver [40].

Next, we focus on GPS repeater spoofing. The attacker can delay and modify the
content of received GPS signals to spoof the victim GPS receiver into calculating a false lo-
cation, such as a receiver-spoofer designed by Humphries [41], as shown in Figures 6 and 7.
Based on Equation (28) in Section 3.1, if the attacker changes the arrival time of GPS signals
(Ty) by delaying the transmission of received signals, it will eventually lead to an inaccurate
receiver position. On the other hand, if the attacker changes the content of GPS (i.e., trans-
mission time or location of the satellite) according to its intention, the ship which depends
on GPS for path planning navigates to the position set by the attacker, causing a greater
danger. The paper [40] introduces that the Cornell GRID receiver can simultaneously track
12 C/A channels and generate 8 C/A spoofing channels. Such equipment coupled with the
simple RF hardware can implement GPS spoofing. In case of GPS spoofing or signal loss,
the speed information obtained by the Inertial Navigation System (INS) is used to assist the
GPS receiver tracking loop in implementing navigation and positioning functions. The INS
is a technology used to obtain instantaneous velocity and instantaneous position data by
measuring acceleration and automatic integration operation, one of the key equipment for
ships. When the GPS is combined with the INS, it can still complete the output of position
and speed in the face of GPS jamming. However, in the face of GPS spoofing, it will lead
to the divergence of the GPS/INS navigation system and destroy the overall performance
of the integrated navigation system. The integrated navigation system supervises the
GPS during unmanned ships’ navigation. When there is a difference between the position
information calculated from the GPS and the position information estimated from INS
according to the previous time, the integrated system will suspect that the GPS signal has
been spoofed. Therefore, in GPS spoofing, it is necessary to gradually induce the unmanned
ships to deviate from the course step by step. Lidar and navigation radar are the main
means of ship obstacle avoidance detection. Similarly, GPS spoofing will affect the path
planning after multi-source data fusion from lidar, radar, and sensors.

Received
Signal

Y,

T.J))) Y

Spoofing Signal —*

GPS Receiver /

Victim GPS
Spoofer Receiver

Figure 6. A Spoofing attack via a portable receiver-spoofer [41].
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Figure 7. The architecture of a receiver-spoofer [41].

Observables Calculations

3.2.3. Designing a GPS Attack

We design a GPS spoofing attack on a single GPS receiver, which can be seen in
Figure 8. We assume that the attacker uses a GPS spoofer to attack a victim’s GPS receiver.
P = (x,y,z), P4, and 54 are the physical location of the receiver, the physical location of the
attacker, and the transmission time offset of the attacker, respectively. From the attackers’
perspective, the expected pseudo-range (R?) that the receiver in location P calculates based
on the attacker’s signals is as follows.

Figure 8. Perspective of attackers and receivers.

RA = |P — PA| +64V. (25)

In the perspective of the receivers, the pseudo-range (R’) is calculated according to
the signals of impersonated satellite location (L), the time offset (¢’), and receivers location
determined by an attacker (L) as follows.

R'=|L'—L|+6V. (26)

At the same time, the pseudo-range (R’) can be calculated by transmission (Ts) and
the receiving time (T,) of GPS spoofing signals as follows.

R=(T,-T)V+V=|L'—L|+8V. (27)

If the attacker (A) wants to spoof the GPS receiver (G) successfully, this requires
RA=R.

P — P4+ 64V = |L-L'|+0'V. (28)

In the term of the attack on GPS C/A, the attacker can set the location of satellite

Ls = (xs, s, z5) and the physical location of the attacker Py = (x, Yo, z0) in advance. The
attacker brings L' = Ls and P4 = P into Equation (32) to solve for ¢, and ¢ = ¢'.

3.3. Spoofing Analysis
Next, we analyze how the above GPS spoofing influences the result of the path plan-

ning of unmanned ships based on the APF method in Section 2. As we see in the above
subsections, GPS signals received by the GPS receiver of an unmanned ship is determined
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by the attacker, conducting a GPS spoofing attack on the unmanned ship. We take an obsta-
cle as an example to explain the influence of GPS deception on the path planning results
of the APF method. Let X = (x,y) denote the physical position of the unmanned ship,
X1 = (x1,y1) denote the obstacle coordinates, X; = (x¢,y¢) denote the goal coordinate, &
denote the positive scaling factor for attractive potential, and 7 denote the positive scaling
factor for repulsive potential. The GPS receiver of the unmanned ship receives the GPS
data of the ship, i.e., X'= X + § = (x + &y, y + 6;). Additionally, J is the position offset added
by attackers during GPS spoofing. In conclusion, the Equations (2)-(10) of the artificial
potential field method in Section 2 is changed into the following Equations (29)—(34). In the
case of GPS spoofing, the attractive potential field U, (X') is rewritten as:

U (X)) = %g(x +6— Xg)?, (29)

Uas(X') = 28 [+ 6 — xg)% + 5+, — y)?]. (30)

Next, we analyze the change of the repulsive potential field in the case of GPS spoofing.
When the distance between the OS and the obstacle is less than or equal to the influence
radius (pg) of the repulsion force generated by the obstacle, the repulsive potential field of
the obstacle can be written as:

2
1 1 1

Urep, X == - — . 31

) 217(\/(x+5x—x1)2+(y+5y—y1)2 Po) oy

When the distance between the OS and the obstacle exceeds the radius of influence
(o) of the repulsion force generated by the obstacle, we think that the repulsive potential
field of the obstacle is 0. We superimpose attractive potential field and repulsive potential
field to form artificial potential field U(X"), and the equation is shown as follows.

U(X') = Uapt(X") + Urep, (X). (32)

As we know, the path planning of the artificial potential field method is to move
forward along the negative gradient direction from the current position until the gradient
is 0. The derivatives of the attractive potential function and repulsive potential function are
attractive force function and repulsive force function, which can be written as:

Eu(X') = =VUu (X)), (33)

Fropy (X') = = VUyep, (X). (34)

According to Equation (34), assuming that x and y are from 0 to 10, the step is 0.1, J is
from 0 to 10, the step is 0.1, the coordinate of goal X, = (10,10), the coordinate of obstacle
X,1 = (4,8), the attraction gain ¢ = 50, the repulsive gain # = 15, and the influence distance of
obstacles pg = 0.4, we can get the curve of the influence of J change rate on Uy, as shown
in Figure 9. Similarly, according to Equation (35), the curve of delta change rate on Uy,
can be obtained, as shown in Figure 10. The influence of 6 change rate on the resultant force
of attraction and repulsion is shown in Figure 11.
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Figure 9. The influence of ¢ change rate on Uy;.
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Figure 10. The influence of § change rate on Uyep, .

Figure 11. The influence of § change rate on the resultant force of attraction and repulsion.

4. Experiments

To verify the feasibility and practical effect of GPS spoofing on the APF method in the
previous section, we first use HackRF ONE as a GPS spoofer to simulate GPS spoofing,
as shown in Figure 12. Then we use GPS spoofing data to simulate the path planning of
the APF method. The hardware system of the GPS spoofing test includes HackRF ONE,
GPS external clock, and a 700-2700 Mhz antenna, as shown in Figure 13. The software
platform is Ubuntu 64 bit (18.04), and the GPS receiving terminal is Xiaomi 6 mobile phone,
as shown in Table 1. We use Matlab to simulate the path planning of the APF method to
test the influence of GPS spoofing on path planning.
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Figure 13. The test system of the hardware.

Table 1. Experimental environment of GPS spoofing.

Item Value

Hardware HackRF ONE

Operation System Ubantu 64 bit

Network China Mobile LTE, China Unicom LTE
Antenna 700-2700 MHZ

Clock GPS external clock

GPS Receiver Xiaomi 6 mobile phone

Test App GPS Test Plus 1.5.3

4.1. GPS Spoofing Simulation

We use GPS-SDR-SIM as a GPS signal generator code, which can produce spoofing
GPS signals. GPS-SDR-SIM is an open-source GPS generator project. To make it easier for
readers to understand GPS spoofing, we introduce the process of GPS spoofing step by step.
We download and compile the GPS simulator code from GitHub, as shown in Figure 14.
Then, we can generate GPS longitude and latitude information that we want to spoof
through online tools and generate GPS simulation data through GPS simulator according to
this longitude and latitude information, as shown in Figure 15. Among them, 31.60321167
and 120.4666667 are the GPS longitude and latitude of spoofing to be transmitted to the
GPS receiver. After the execution of the above command, the gpssim.bin file is generated,
which saves the GPS spoofing data generated by the simulation code, as shown in Figure 16.
The GPS test app for mobile phones is GPS Test Plus. Before starting the GPS spoofing
attack, open the app of GPS Test Plus and check the physical position of the mobile phone,
as shown in Figure 17.
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lopensourcesdr@opensourcesdr:~$ git clone https://github.com/osqzss/gps-sdr-sim.git
[Cloning into 'gps-sdr-sim

Enumerating objects: 15, done.

Counting objects: 100% (15/15), done.

Compressing objects: 100% (14/14), done.
Receiving objects: 100% (585/585), 4.50 MiB | 137.00 KiB/s, done.

remote: Total 585 (delta 4), reused 5 (delta 1), pack-reused 570

Resolving deltas: 100% (307/307), done.

jopensourcesdr@opensourcesdr:~$ cd gps-sdr-sim

jopensourcesdr@opensourcesdr:~/ m$ gcc gpssim.c -1m -03 -o gps-sdr-sim
lopensourcesdr@opensourcesdr:

Figure 14. GPS-SDR-SIM download and compile.

[£] Chagqiao

Terduot Commercial Plaza
umphal Bk )
Xintuanjie Bridge )
longitude 1204666667
&|EgoulShopping Plaza &
latitude 31.60321167
rang Motorway 2 9 B
werchange | | Wuxi East Station =
Chnnuancur z
Gaolang Road XihetoL
Elevated Bridge
ity =
Fanggia Meicun Motorway
vernment IFIQV'("‘HI‘SQ
on
GeheKing ¢ Jinxiba

Figure 15. GPS spoofing location.

Jopensourcesdr@opensourcesdr-virtual-nachine:~$ cd gp: n/
Jopensourcesdr@opensourcesdr-virtual-machi $ ./gps-sdr-sim -e brdc3540.14n
-1 31.60321167,120.466667,160 -b 8
using static Location mod
start ti E , 00 (1823:518400)

1 o

3.7

Process time = 63.4 [sec]

Jopensourcesdr@opensourcesdr-virtual-nac
bladerf.script getopt.c

brdc3546.14n  getopt.h
circle gps-s J
E uhd.py LICENSE
lopensourcesdr@opensourcesdr-virtual-machine:

Position : Lat/Lon (WGS84)

N 38°57'28.898"
ERlZaaSralZ43 558

World Map

Figure 17. Physical position of test mobile phone.

We connect HackRF ONE to the computer with USB and test whether the host installa-
tion is successful in the shell terminal of Ubuntu, as shown in Figure 18, which proves that
the hardware system of HackRF ONE has been successfully connected to the computer.
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HackRF ONE is a full open-source hardware and software project that can provide Software
Defined Radio (SDR) solutions. The wireless communication protocol based on software
definition can replace the hardware connection so that the frequency band, air interface
protocol, and function can be upgraded through software download and update without
replacing the hardware. We use HackRF ONE to transmit the fake GPS data we simulated
above, as shown in Figure 19. After waiting for 3—4 min, we open the app of GPS Test Plus
and find that the mobile phone position has been changed to a fake GPS spoofing position,
as shown in Figure 20.

opensourcesdr@opensourcesdr-virtual-machine:~$ hackrf_info
hackrf_info version: unknown

libhackrf version: unknown (0.5)

Found HackRF

Index: 0

Serial number: 000000000000000017c467dc2d3d84c3
Board ID Number: 2 (HackRF One)

Firmware Version: 2018.01.1 (API:1.02)

Part ID Number: 0xa0@0cb3c 0x005d435c
opensourcesdr@opensourcesdr-virtual-machine:~$

Figure 18. Test whether the host is installed successfully.

lopensourcesdr@opensourcesdr-virtual-machine:~/gps-sdr-sim$ hackrf_transfer -t gpssim.bin -f
1575420000 -s 2600000 -a 1 -x @

call hackrf_set_sample_rate(2600000 Hz/2.600 MHz)

call hackrf_set_freq(1575420000 Hz/1575.420 MHz)

call hackrf_set_amp_enable(1)

Stop with Ctrl-C

5.0 MiB / 1.000 sec = 5.0 MiB/second

5.2 MiB / 1.001 sec 5.2 MiB/second

2 MiB/second

2 MiB/second
2 MiB/second
2 MiB/second
2 MiB/second
0 MiB/second
2 MiB/second
2 MiB/second
2 MiB/second
2

5
5.
5.
5
58
5.
5.
So
58
5.2 MiB/second

Position : Lat/Lon (WGS84)

N 31°36'11.562"
E 120°28'00.000"

World Map

Figure 20. Spoofing position of test mobile phone.

4.2. APF Simulation

We use Matlab to simulate the path planning of the unmanned ship using the APF
method, as shown in Figure 21. The algorithm needs to set the start position, goal position,
obstacle position, gravity and repulsion gain coefficient, obstacle influence distance, step,
and iteration times.
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The purpose of a GPS spoofing attack based on the APF method is to cause lateral
deviation in the position of the ship’s navigation trajectory so that the ship deviates from
the original path planning, as shown in Figure 22.

1

91 o obstacle
sl + ship position

] 1 2 3 4 8 B 7 g 9 10

r o obstacle
al + spoofing track
+ phisical track

Figure 22. Comparison of path planning simulation before and after GPS spoofing attack based
on APE.

We take a practical example to illustrate the harm of GPS spoofing to unmanned ships
using the APF method for path planning. Without the repulsive force of obstacles, we
assume that the physical location of OS x = (0, 0), the false location of OS x” = (2,0), the
goal location x; = (5,5), and the step is 1, shown as in Figure 23. Without GPS spoofing,
the next position of OS based on APF is x; = (%, %) Under GPS spoofing, the next

position of OS based on APF is x1" = (ﬁ, ﬁ) In conclusion, GPS spoofing can cause
the yaw of unmanned ships using the APF method for path planning.

In the environment of both attraction of goal and repulsion of an obstacle, the attacker
can influence the result of path planning based on the APF method through GPS spoofing.
We use a practical example to illustrate the influence of GPS spoofing on path planning

results by the APF method. In the Cartesian coordinates, we assume that x, = (10,10) is

position of the goal, x = (0,0) is the initial position of OS, x,, = (4,8) and x,, = (%, - %) are
the positions of the first obstacle and the second obstacle, respectively. k = 50 and m = 15
are the attraction gain and the repulsive gain, respectively, | = 0.2 is the step length of OS.
po = 0.5 is the influence distance of obstacles. When the distance between the obstacles
and OS is greater than this distance py, the repulsion force is 0. 6y is the angle between the
line from the position of OS (x) to the goal (x¢) and the x-axis, 01 is the angle between the
line from the position of OS to the first obstacle (x,,) and the x-axis, 65 is the angle between
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the line from the position of OS to the second obstacle (x,,) and the x-axis. First of all, we

calculate the values of 6, 81, and 6, according to the following formulas.

10-0
V(10-0)2+ (10—0)

V2
6y = arccos =) = arccos(T),

= 4-0 = arccos é
91—arccos<\/(4_0)2+(8_0)2> = ( 5 )
1

Z -0

2
6, = arccos < 5 ) = arccos(%).

VR

Figure 23. An APF example.

We assume that Fy, and Fayt, are the components of the attraction of the goal on the
OS in the x and y directions. We calculate the x and y-axis components of the attraction of

goal on the OS as follows.

Fott, = k\/(lO —0)2+ (10 — 0)2 cos(6y) = 500

Fatt, = ky/ (10— 0)2 + (10 — 0)2 sin(6p) = 500

Frep, and Fyp, are the repulsive forces of the first and second obstacles for the OS,
respectively. Frp,,, Frepy1 s Frep,, and Frepy2 are the components of the repulsive force on the
x and y axes, respectively. Fsyyx and Fsymy are the resultant forces in the x and y directions,
respectively. 6, is the angle between the resultant force and the x-axis. Since the distance
between OS and the first obstacle is greater than py, the repulsive force of the obstacle on
the OS is 0. We calculate the repulsive forces of the second obstacle on the OS as follows.

Frem =0,
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We calculate the components of the repulsive force of the obstacles on the OS in the x
and y directions as follows.

7

Frepy =0
= 0,

Frepy, = Frep, cos(62) = 32,
Frep,, = Frep, sin(6,) = 32.

The resultant forces in the x and y directions are as follows.

Foumx = Fattx + Frepxl + Frepxz = 532,

Fsumy == Futty + Frepyl + Frepyz = 532,

Fsumy

Osym = arctan < > = (0.785.

sumx

We calculate the next position ppext (Pnextx, Prexty) in the path planning of OS as follows.

pnextx - 0 + l COS(Gsum) - 014,
Prexty = 0+1 sin(@sum) =0.14.

According to the above formulas, if the position of OS is X = (0,0), the next position
of OS calculated by the APF algorithm is ppext = (0.14,0.14). If the attackers change the
position of OS by the GPS spoofing, we find that the next position of path planning results
of OS will be changed, shown in Table 2. By analyzing these data, we can see that the
farther the false position is from the physical position, the greater the coordinate change
of the next position of OS. To prevent GPS spoofing from being found, the false position
needs to be as close to the physical location of OS as possible and changes continuously
with time.

Table 2. Data relationship between false positions and next positions of OS.

False Position x

0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8

cocococococo~g

False Position y Next Position x Next Position y x Offset y Offset
0 0.1385 0.1443 0.0015 0.0043
0 0.1337 0.1487 0.0063 0.0087
0 0.1320 0.1503 0.0080 0.0103
0 0.1336 0.1488 0.0064 0.0088
0 0.1353 0.1473 0.0047 0.0073
0 0.1363 0.1464 0.0037 0.0064
0 0.1366 0.1461 0.0034 0.0061
0 0.1366 0.1460 0.0034 0.0060
0 0.1364 0.1462 0.0036 0.0062
0 0.1361 0.1466 0.0039 0.0066

0.1 0.1417 0.1412 0.0017 0.0012
0.2 0.1426 0.1402 0.0026 0.0002
0.3 0.1437 0.1391 0.0037 0.0009
0.4 0.1449 0.1379 0.0049 0.0021
0.5 0.1460 0.1367 0.0060 0.0033
0.6 0.1470 0.1356 0.0070 0.0044
0.7 0.1480 0.1345 0.0080 0.0055
0.8 0.1490 0.1334 0.0090 0.0066
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Table 2. Cont.
False Position x False Position y Next Position x Next Position y x Offset y Offset
0 0.9 0.1499 0.1323 0.0099 0.0077
1 0 0.1361 0.1466 0.0039 0.0066
2 0 0.1293 0.1526 0.0107 0.0126
3 0 0.1202 0.1599 0.0198 0.0199
4 0 0.1094 0.1674 0.0306 0.0274
5 0 0.0970 0.1749 0.0430 0.0349
6 0 0.0829 0.1820 0.0571 0.0420
7 0 0.0671 0.1884 0.0729 0.0484
8 0 0.0497 0.1937 0.0903 0.0537
9 0 0.0310 0.1976 0.1090 0.0576
10 0 0.0114 0.1997 0.1286 0.0597

5. Conclusions

At present, the research on path planning of unmanned ships assumes that the data
from GPS receivers are reliable. However, the security and authenticity of the data collected
by the front end of the unmanned ship are very important. Once the path planning
algorithm uses inaccurate or even false data, it will lead to ship collision, grounding, or
deviation from the course, causing serious economic losses and causing great security
risks to other sailing ships. This paper designs a method where attackers transmit the
fake position of ships through GPS spoofing to influence path planning based on APF.
Experiments have studied and verified the feasibility of using a simple and economical
GPS spoofing device to implement GPS spoofing. The experiments in this paper show
that GPS spoofing for path planning of unmanned ships based on the artificial potential
field algorithms is feasible without the interference of other factors. Finally, attackers make
unmanned ships deviate from the target point through GPS spoofing.

This paper mainly focuses on the impacts of GPS spoofing on the path planning of
unmanned ships. At present, there are few papers on the impacts of GPS spoofing on the
path planning of unmanned ships. Moreover, there are no large-scale practical application
examples of unmanned ships. Limited by the experimental environment and conditions,
we cannot test the impacts of GPS spoofing on real unmanned ships since modifying the
GPS signal for such ships is very dangerous. We could not get permission to conduct such
an experiment even through our organization’s own ships. According to the GPS spoofing
steps proposed in this paper, we test the GPS transmitting and receiving devices through
experiments. It can be verified that the GPS spoofing method in this paper can also be
implemented on real unmanned ships.

Unmanned ships have great advantages in economy, safety, and society, including
reducing the operation cost of the ship owner, reducing the cost of personnel on board,
reducing the loss caused by human error risk, and reducing the threat of pirates to the
personal safety of the crew. In the future, unmanned ships will play an important role in
maritime cargo transportation and the military field. There are many sensors and electronic
devices on the unmanned ship to collect the dynamic data of navigation and environment,
which need to be transmitted to the shore-based control center through communication
networks. There may be data delay and packet loss in network transmission, which
will affect the real-time monitoring and remote control of the shore-based control center.
Moreover, many sensors and electronic devices with open communication protocols, unified
standards, and a lack of effective security protection are deployed on unmanned ships,
which will bring more potential network attacks and increase the possibility of network
attacks on unmanned ship systems. Once an unmanned ship is attacked by the network or
the network security management is improper, the shipowners, port operators, and their
insurance companies will face a great risk of loss, such as ship collision, grounding, or
deviation from the course, which will not only cause serious economic losses but also cause
security risks to other ships. Therefore, the network security of unmanned ships is very
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important for the development of unmanned ships. Finding these security vulnerabilities
and problems can be targeted to study the corresponding detection and defense strategies
to minimize the loss. Additionally, we will consider inertial navigation systems and means
of monitoring and measuring the distance to obstacles as our future work.
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