
Citation: Vinya, V.L.; Anuradha, Y.;

Karimi, H.R.; Divakarachari, P.B.;

Sunkari, V. A Novel Blockchain

Approach for Improving the Security

and Reliability of Wireless Sensor

Networks Using Jellyfish Search

Optimizer. Electronics 2022, 11, 3449.

https://doi.org/10.3390/

electronics11213449

Academic Editor: HungYu Chien

Received: 3 October 2022

Accepted: 22 October 2022

Published: 25 October 2022

Publisher’s Note: MDPI stays neutral

with regard to jurisdictional claims in

published maps and institutional affil-

iations.

Copyright: © 2022 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

electronics

Article

A Novel Blockchain Approach for Improving the Security
and Reliability of Wireless Sensor Networks Using Jellyfish
Search Optimizer
Viyyapu Lokeshwari Vinya 1, Yarlagadda Anuradha 2 , Hamid Reza Karimi 3,* ,
Parameshachari Bidare Divakarachari 4 and Venkatramulu Sunkari 5

1 Department of Computer Science and Engineering, Vardhaman College of Engineering, Shamshabad,
Hyderabad 501218, India

2 Department of Computer Science and Engineering, Gayatri Vidhya Parishad College of
Engineering (Autonomous), Madhurawada, Visakhapatnam 530048, India

3 Department of Mechanical Engineering, Politecnico di Milano, 20156 Milan, Italy
4 Department of Electronics and Communication Engineering, Nitte Meenakshi Institute of Technology,

Bengaluru 560064, India
5 Department of Computer Science and Engineering, Kakatiya Institute of Technology and Science,

Warangal 506015, India
* Correspondence: hamidreza.karimi@polimi.it

Abstract: For the past few years, centralized decision-making is being used for malicious node
identification in wireless sensor networks (WSNs). Generally, WSN is the primary technology used
to support operations, and security issues are becoming progressively worse. In order to detect
malicious nodes in WSN, a blockchain-routing- and trust-model-based jellyfish search optimizer
(BCR-TM-JSO) is created. Additionally, it provides the complete trust-model architecture before
creating the blockchain data structure that is used to identify malicious nodes. For further analysis,
sensor nodes in a WSN collect environmental data and communicate them to the cluster heads (CHs).
JSO is created to address this issue by replacing CHs with regular nodes based on the maximum
remaining energy, degree, and closeness to base station. Moreover, the Rivest–Shamir–Adleman
(RSA) mechanism provides an asymmetric key, which is exploited for securing data transmission. The
simulation outcomes show that the proposed BCR-TM-JSO model is capable of identifying malicious
nodes in WSNs. Furthermore, the proposed BCR-TM-JSO method outperformed the conventional
blockchain-based secure routing and trust management (BSRTM) and distance degree residual-
energy-based low-energy adaptive clustering hierarchy (DDR-LEACH), in terms of throughput
(5.89 Mbps), residual energy (0.079 J), and packet-delivery ratio (89.29%).

Keywords: block chain; jellyfish search optimizer; routing; security; trust management; wireless
sensor network

1. Introduction

Recent developments have shown that WSNs are crucial for expansion of many
applications, including those in the military, the healthcare industry, and industrial mon-
itoring [1]. Randomly dispersed sensor nodes (SNs) with limited energy, storage, and
computational resources make up this self-organized network [2]. The SNs track several
variables, including pressure, moisture, and heating rate, and subsequently transmit the
information to base stations (BSs) [3]. Threats to security are the main problems with
WSNs. The cause of this is that SNs have limited resources and are vulnerable to attack [4].
There are typically two sorts of attacks carried out in WSNs: internal attacks and external
attacks. In internal attacks, SNs act selfishly to protect their energy and storage, in contrast
to external attacks, when the attackers seize control of the SNs to carry out destructive
operations [5]. Therefore, it is essential to locate and eliminate the malicious nodes from the
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system [6]. By establishing smart contracts, which are written agreements that govern the
entire system, the blockchain technology offers a potential solution to the aforementioned
problems. It was first established and made up of nodes that monitor a distributed ledger’s
status. Public, private, and consortium networks are the three main forms of blockchain
networks [7,8]. Any node can join the fully decentralized network by joining the public
blockchain, which is completely decentralized. Only the chosen nodes may participate
in the private blockchain’s permission-based system [9]. The consortium blockchain is a
partially decentralized system that is overseen by numerous companies. Consensus is used
by blockchain miners to ensure data integrity [10].

The system employs a variety of consensus techniques, including proof of authority
(PoA), proof of work (PoW), proof of stake (PoS), and others [11,12]. In a PoW network, the
nodes choose the miner nodes by solving a mathematical puzzle; the first node that obtains
the answer to the puzzle will add a new block to the blockchain [13]. Implementing the
PoW involves a lot of calculation. Blocks and transactions in PoA are verified by validators,
which are nodes that have been chosen earlier [14]. High computational resources are thus
not necessary for the selection of miners. The miners that have the most coins confirm
the blocks in a PoS system. A blockchain is a useful tool for maintaining a distributed
ledger of transactions across multiple groups [15,16]. Since the blockchain is unchangeable,
the data cannot be altered. As the units in a blockchain are connected by hashes, the
transaction data in a blockchain are secure [17]. The block body contains the transactions,
while the block header contains the hashes of the Merkle tree and preceding blocks [18].
Without validation, the attackers use the network’s resources to fake the addresses and
positions of the trustworthy nodes [19,20]. The routing method suffers when there are
intrusions in the system. The attackers corrupt the data and transmit false sensed data
that reduces the performance of the system [20]. Nodes could act selfishly and decline the
data packets after being authenticated. As a result, the trust value is used to determine the
nodes’ level of trust. A safe routing technique using blockchain-based encryption and trust
assessment is suggested to address the existing challenges. The points mentioned below
are the contributions of this article

• The suggested BCR-TM-JSO method designates CH selection and routing from com-
mon nodes. The transport of data from SNs to BS in real time and with minimal energy
consumption is guaranteed by the suggested routing method. The aggregator nodes
(ANs) serve as data-delivery relay nodes.

• The Rivest–Shamir–Adleman (RSA) mechanism ensures secure and trustworthy data
transfer. Without the need for authentication, any node can simply access the network’s
resources and information. To protect the network from outsiders, node authentication
is crucial.

• As a result of the victim nodes dropping data packets, there are more retransmis-
sions and delays. Consequently, reliable nodes are used to accomplish secure and
effective routing.

The remainder of this paper is structured as follows. Section 2 presents a literature
review of blockchain-based routing in WSN. Section 3 defines the preliminaries of the
system model and attacker model, respectively. Section 4 explains the process of the
proposed method along with mathematical equations. Section 5 elaborates the simulation
results and the comparative analysis of the proposed method. Finally, the conclusion is
stated in Section 6.

2. Literature Review

Blockchain-based secure routing and trust management (BSRTM) has been demon-
strated in WSNs by Saba Awan et al. [21]. In this article, a concept for encryption and trust
assessment was put out using a blockchain to hold the identities of ANs and SNs. ANs
and SNs were authenticated in private and public blockchains, correspondingly. To remove
malicious nodes from the system, the trust levels of SNs were determined. Consideration
was given to the SNs’ trust values and residual energy when performing secure routing
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within the system. Additionally, RSA, an asymmetric key encryption algorithm, was em-
ployed to secure the communication protocol. This suggested paradigm used BSs, which
have powerful computational capabilities, to identify and validate ANs.

A blockchain technology method has been demonstrated by Sung-Jung Hsiao and
Wen-Tsai Sung [22] to improve the data security of WSNs. This study builds a secure WSN
framework using data transfer and blockchain-based technology. The current wireless
technology uses a blockchain-based approach to strengthen transmission dependability and
is built on IoT architecture. This research methodology transforms the blockchain-based
transaction ledger into a database of sensor data. As a result, the suggested system collects
and evaluates sensor data to increase the dependability of the wireless sensing network.
Additionally, this cutting-edge blockchain-based system has the ability to handle a private
cloud end. However, as the amount of data grows, the amount of time required for the
computation process grows, decreasing the quality of the data transfer.

A trusted distributed routing strategy for ESN combining blockchain and the Deep
Convolutional Neural Network (DCNN) algorithm has been presented by M Revanesh
and Venugopalachar Sridhar [23]. The distributed routing information in the WSN is
managed using a blockchain technique, and the Salp Swarm Optimization algorithm is
used to achieve the best routing. Using DCNN, the best routing choices were made while
taking into account the variances in routing information between the nodes. In order to
create a reliable routing method for WSN, this article intercorrelates the blockchain notion
with DCNN. In the PoA blockchain, every routing node was represented as a minion with
limited privileges and rights but a distinct address.

In order to improve the security and effectiveness of WSNs’ routing, Ibrahim A. et al. [24]
have developed a trusted routing system that integrates deep blockchain and Markov decision
processes (MDPs). The suggested method makes use of a PoA technique within the blockchain
network to authenticate the transmission of the node. The correct next hop was then selected
using MDPs as a forwarding node capable of swiftly and securely delivering messages. The
MDPs’ design was adopted to help routing nodes choose the most trustworthy and effective
route connections and to make more informed routing decisions. Backward error propagation
requires an additional layer to accomplish the operation.

In the system, Sana Amjad et al. [25] showed how to use DDR-LEACH, a low-energy
adaptive clustering hierarchy for blockchain-based authentication and CH selection. Based
on maximum residual energy, degree, and minimum distance from BS, the DDR-LEACH
protocol was utilized to replace CHs with regular nodes. Additionally, using the blockchain
to store a significant amount of data is highly expensive. The inter-planetary file system
(IPFS), which operates in a superior fashion to the current encryption systems, was em-
ployed to ensure data security. Furthermore, employing a consensus protocol approach to
validate transactions required a significant computing investment. The suggested manner
in this case was using the PoA consensus technique. However, PoA has a high processing
cost and blockchain data storage is quite expensive.

The blockchain method has been used by Rekha Goyat et al. [26] to demonstrate a
secure localization strategy for WSNs based on trust evaluation. This study focuses on the
development of blockchain technology and the trust-evaluation algorithm. Each beacon
node’s trust value was calculated during the localization system based on several trust
measures, and the relevant weights were then continuously changed. Higher trustworthy
beacon nodes were then solely chosen for the mining process. Beacon nodes with the
greatest blockchain trust levels carry out the mining operation. Proof of work (PoW)
consensus is primarily utilized as a mathematical problem for certifying newly created
blocks, although PoW demands intensive processing and substantial resources to carry out
the activity of mining, with high energy consumption.

A routing technique that offers a shared memory across the network’s nodes by uti-
lizing blockchain technology has been demonstrated by Hilmi Lazrag et al. [27]. The
technology is quite young; it originally gained popularity in the world of cryptocurrencies,
and recently, it has been used in numerous industries where it has demonstrated its effec-
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tiveness. Presented is a methodology that takes advantage of the potential of Blockchains
in order to obtain a better resolution to the imbalanced traffic load, the high levels of distur-
bance, and the security problems. The strategy entails using blockchain to store all network
activity as a shared memory across nodes. Despite the positive outcomes, using a cost
function to decide on a route and make decisions is only presented as a proof of concept.

Utilizing a red deer algorithm (RDA)-based clustering technique with blockchain-
enabled safe data transmission, known as RDAC-BC, Gia Nhu Nguyen et al. [28] have
proven energy-efficient and secure clustering-based network connectivity in pervasive
wireless devices. Their suggested RDAC-BC method conducts node setup and clustering
utilizing the RDAC methodology. Following the selection of the CHs, secure data trans-
fer using a blockchain is carried out between the cluster members (CMs) and the CHs.
The use of blockchain and RDAC platform contributes to increased security and energy
efficiency. Consequently, the suggested RDAC-BC uses significantly less energy than the
traditional algorithms.

3. Preliminaries

The encrypted routing and trust values are transmitted from BSs to other network
nodes using the suggested BCR-TM-JSO protocol. Additionally, the blockchain’s consensus
processes verify each and every communication between nodes. The ANs authenticate
and authorize the SNs whenever they communicate with them, allowing the SNs to send
packets to ANs. Additionally, the BSs authenticate the ANs before allowing them to
communicate with other ANs or BSs. The connections are recorded on the blockchain when
the identities of the nodes have been verified. The blockchain cannot be used to remove
transaction data. Utilizing these structural qualities, malevolent nodes manipulating
the routing information or trust value can be quickly identified [29]. Because of the
blockchain’s traceability and accessibility characteristics, BCR-TM-JSO can identify rogue
nodes. Thus, the blockchain offers secure routing as well as a reliable trust-evaluation
system for malicious node detection.

3.1. Attacker Model

The WSN is susceptible to a wide range of assaults, wherein the malicious nodes
acquire the identities of an intermediate node or inappropriately construct several identities
before joining the network. The rogue nodes listen in on node-to-node communication
before broadcasting false information throughout the network. There are several ways
to carry out the attack. Direct communication between malicious and authorized nodes
is one of them [30]. Another technique is when a rogue node assumes a genuine node’s
identity and broadcasts false information on their behalf. Another threat is denial of service
(DoS) [31], in which hostile nodes launch an attack to drain the resources of trustworthy
nodes. The network’s connectivity and efficiency are impacted by this attack.

3.2. System Model

This study suggests a trust assessment model and blockchain-based encryption for a
secure routing method in WSNs. The following are some of the model’s assumptions.

• A unique Ethereum address is shared by all ANs, SNs, and BSs.
• All of the BSs and ANs are valid.
• The objective metrics are not susceptible to severe system parameters or external variables.

In this study, data transmission over the network is secured and made reliable using
the Rivest–Shamir–Adleman (RSA) mechanism. In the suggested approach, the data are
initially sensed by the SNs and transmitted to the related ANs. The data are then received
by the ANs and sent to the nearby BSs. In our architecture, various network nodes are
registered and authenticated using two blockchains. The public blockchain stores the ANs’
identities, and they are permitted access to and membership in the private blockchain.
Additionally, as illustrated in Figure 1, ANs that are a member of the private blockchain
carry out the registration and authentication of the SNs.
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3.3. RSA Cryptography

The RSA public key cryptosystem was established by Rivest, Shamir, and Adleman,
and is extensively exploited for secure data transmission [32]. This research assesses the
development of a number of symmetric and asymmetric encryption methods known as
RSA in order to determine whether the encryption ratio is high when both encryption
techniques are used. As per various criteria, every method has its own benefit. Because
the key length in an asymmetric encryption technique is long, breaking the code in RSA is
difficult. When it comes to throughput, more throughput means less power usage. The RSA
algorithm is the better option in symmetric key encryption approaches and more secure in
the asymmetric encryption technique because it generates keys by factoring high prime
numbers. As a result, RSA is determined to be the superior answer in this manner. The
comprehensive description of RSA is specified as follows.

1. Key Generation

Step 1: Initially, select two dissimilar and large primes p and q and calculate n = p× q
and Euler’s totient function is represented as ϕ(n) = (p− 1)× (q− 1).

Step 2: Select a public key parameter e (i.e., 1 < e < ϕ(n) and gcd(ϕ(n), e) = 1).
Step 3: Calculate the private key parameter d (i.e., (e× d)− 1 = 0 mod ϕ(n)) by means

of the extended Euclidean procedure.
(

e, n ∈ Z× Z∗ϕ(n)

)
and

(
d, n ∈ Z× Z∗ϕ(n)

)
are

stated as public/private key pairs.

2. Encryption

The function of encryption eh : Zn → Zn is stated as

eh(M) : b = Memod n

3. Decryption

The function of decryption dh : Zn → Zn is stated as

dh(M) : M = bdmod n

The steps included in the proposed model are initialization, registration, and authenti-
cation of the nodes

3.3.1. Initialization

In this phase, the network’s established nodes are all initialized, and RSA is utilized
to transmit data securely. The public and private keys are generated separately for each
node. Whereas the private key of every node is deliberately private and only known
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by authorized nodes, the public key of every node is saved on the BS, where the public
blockchain is implemented. Additionally, it is assumed in the proposed work that ANs
aggregate forwarding data and that BSs and ANs are both trusted nodes. The acquired data
is encrypted by the SNs using the ANs’ public keys before being sent to the ANs. Using
their private keys, the ANs decrypt the data packets. While transmitting network packets
from ANs to BSs, the same procedure is used.

3.3.2. Registration

The public blockchain and private blockchain are used to register the ANs. When the
aforementioned procedures are successfully completed, the public blockchain retains a
track of the names of ANs during the registration process. Nobody else can maliciously
alter the identities of ANs when they are stored in the blockchain. In a similar manner,
the blockchain offers a trustworthy authentication method in the WSN. In contrast, ANs
are removed from the network if their identities cannot be verified. SNs may join the
blockchain after finishing the registration process. SNs are connected to the appropriate
ANs following their placement. Registering the nodes reduces external attacks.

3.3.3. Authentication

Whenever SNs and ANs interact, the ANs use a private blockchain to verify the SNs’
identities. Additionally, BSs use a public blockchain to leverage AN authentication while
communicating with ANs. Mutual authentication is carried out between Ans, since they
make requests to the BSs whenever they connect with one another [33].

4. Proposed Method
4.1. Jellyfish Search Optimizer (JSO)

Around a world, jellyfish can be found in water that is different depths and degrees.
They have a bell-like shape; many of them have a diameter of less than a centimeter, while
others are rather enormous. Each of the numerous species demonstrates a unique adaption
to the maritime habitat. These organisms are able to appear practically anywhere in the
water due to this phenomenon, which works in conjunction with each jellyfish’s individual
movements within the swarm and the ensuing tidal currents to generate jellyfish blooms.
The ideal place would be determined by comparing food quantities, because the amount
of food at each spot a jellyfish visits fluctuates. As a result, a novel method is created that
is motivated by the searching and swimming of jellyfish in the ocean [34]. This is called a
jellyfish search optimizer (JSO). The behavior and motion of jellyfish in sea are theoretically
modelled in the following sections, and an optimization method based on the numerical
model is then created [35].

The jellyfish are drawn to the tidal currents because they are rich in nutrients. By
combining all the trajectories from every jellyfish in the sea to the jellyfish that really is
right now in the optimal position, the trend of the ocean current is identified. Equation (1)
reproduces the ocean current,

−−−→
trend =

1
npop

∑
−−−→
trendi =

1
npop

∑(X∗ − ecXi) = X∗ − ec
∑ Xi
npop

= X∗ − ecµ (1)

The number of jellyfish is stated as npop; ec is the variable that controls the attraction,
and X∗ represents the jellyfish presently in the best position in the swarms. The mean
location of all jellyfish is µ, and the distance among a jellyfish’s present ideal position
and the average position is represented as d f . Fix the d f as ecµ, because, based on this
statement, mean location comprises the probability of all jellyfish, therefore Equation (2) is
represented as

d f = ecµ (2)
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Thus, (
−−−→
trend ) is defined and updated as Equation (3),

−−−→
trend = X∗ − d f (3)

The variance of the jellyfish has a uniform spatial pattern in all coordinates. Thus
Equation (4) is written as

d f = β× σ× rand f (0, 1) (4)

Fix σ = randα(0, 1)× µ (5)

Later, d f = β× rand f (0, 1)× randα(0, 1)× µ (6)

For further updating, Equation (6) is modified as

d f = β× rand(0, 1)× µ (7)

Here, ec = β× rand(0, 1) (8)

Therefore,
−−−→
trend = X∗ − β× rand(0, 1)× µ (9)

Currently, the new position of every jellyfish is specified through Equation (10)

Xi(t + 1) = Xi(t) + rand(0, 1)×
−−−→
trend (10)

Equation (10) is updated as Equation (11),

Xi(t + 1) = Xi(t) + rand(0, 1)×
−−−→
trend × X∗ − β× rand(0, 1)× µ (11)

where β > 0 is stated as distribution coefficient, which is connected to measurement of
−−−→
trend . β is fixed to 3.

Jellyfish move in swarms in both passive (type A) and active (type B) ways. Many
jellyfish originally display type A movement whenever the swarm has just been established.
They gradually start to move more in a type B manner. The movement of jellyfish within
their own places is known as type A movement, and the most recent position of every
jellyfish is provided by Equation (12),

Xi(t + 1) = Xi(t) + γ× rand(0, 1)× (Ub − Lb) (12)

The upper and lower bound are stated as Ub and Lb; γ > 0 is declared the motion
coefficient, γ = 0.1 is attained from the Equation (12). This effort is deliberated as an
operative manipulation of local exploration, which is expressed in Equation (13)

−−→
Step = Xi(t + 1)− Xi(t) (13)

Here,
−−→
Step = rand(0, 1)×

−−−−−−→
Direction (14)

−−−−−−→
Direction =

{
Xj(t)− Xi(t) i f f (Xi) ≥ f

(
Xj
)

Xi(t)− Xj(t) i f f (Xi) < f
(
Xj
)} (15)

where f is a function of position X. Therefore,

Xi(t + 1) = Xi(t) +
−−→
Step (16)

Using a temporal control system, the type of motion over time is determined. The
time control mechanism consists of constant Co and a time-control function c(t) to control
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the jellyfish’s ability to travel either inside the jellyfish swarm or in accordance with the
ocean current. The random value of the time-control function varies over time from 0 to 1.
The jellyfish float together with the current of the ocean when its value reaches Co. They go
inside the swarm when its value is less than Co. The time control varies at random between
zero and one, and the precise value of C o is unknown. Co is therefore set to 0.5, the average
of zero and one, which is stated as Equation (17)

C(t) =
∣∣∣∣(1− t

Maxiter

)
× (2× rand(0, 1)− 1)

∣∣∣∣ (17)

Jellyfish populations are typically started at random and have drawbacks, such as
slow divergence and a propensity to get stuck at a local optimum due to poor variability.
One of the simplest chaotic maps, the logistic map, is created to increase the diversity of
the initial population. This map offers less chance of nonlinear equations and more varied
initial populations than random selection. As a result, this map is written as Equation (18),

Xi+1 = ηXi(1− Xi), 0 ≤ X0 ≤ 1 (18)

The position’s chaotic value for the ith jellyfish is stated as Xi; the initial population is
stated as X0, which is held in the range of 0 to 1; η is fixed as 4.0.

Oceans can be found all over the earth. Since the earth is spherically symmetric, a
jellyfish would eventually get back to the contrary bound whenever it leaves the search
region, which is expressed as Equation (19),{

X′ i,d = (Xi,d −Ub,d) + Lb(d) i f Xi,d > Ub,d
Xi,d = (Xi,d − Lb,d) + Ub(d) i f Xi,d < Lb,d

(19)

Position of ith jellyfish in dth dimension is stated as Xi,d; Ub and Lb are represented as
upper and lower bounds. The updated position is specified as X′ i,d.

4.2. CH Selection

The BCR-TM-JSO is employed for CH routing and selection. The proposed BCR-
TM-JSO is selected because it comes with collision avoidance as standard, making it very
helpful for creating congestion-aware routing in unforeseen circumstances.

4.2.1. Fitness Function

The BCR-TM-JSO technique makes use of the trust measure, QUN (queue utilization
between nodes), network quality, and distance. As a consequence, the provided cost metrics
are used throughout the routing process to stop rogue nodes by placing a large emphasis
on the trust value for the trust metric. Subcategories of the cost indicators such as QUN,
link quality, and distance are provided to increase the overall efficiency in terms of energy
usage and overhead.

a Trust metric

Trust has been utilized to improve security against malicious nodes and is a significant
cost value for routing through an IoT-based WSN. An IoT-based WSN’s mobile nodes
communicate with one another by depending on the mutual trust those nodes have built
up over time. Direct trust is a packet-forwarding method depending on the number and
percentage of data packets received

(
RPij

)
and delivered

(
TPij

)
. Equation (20) is used to

calculate the direct trust degree.

Trust =
TPij

RPij
(20)

b QUN and link quality
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QUN is demarcated as the ratio amongst the number of packets engaged in the queue
of jth node

(
QUNj

)
and quantity of obtainable packets in the particular node’s queue

(QUNtotal). Equation (21) is utilized to calculate the QUN.

QUN =
QUNj

QUNtotal
(21)

The fraction of transmissions and retransmissions requirements for successful data
transfer between nodes i and j is referred to as link quality.

Link quality =
1

f × r
(22)

f and r state the forward and reverse information delivery.

c Distance

To identify the direct route over the IoT-WSN, the Euclidean distance between the
nodes is decided by Equation (23).

Distance =
√(

xj − xi
)2

+
(
yj − yi

)2 (23)

xi, xj and yi, yj are the coordinates of the nodes i and j, respectively.
In BCR-TM-JSO, a weight value (δ) is considered for each cost value to convert into a

single cost value as shown in the Equation (24).

ck = δ1 × Trust + δ2 ×QUN + δ3 × Link quality + δ4 × Distance (24)

Thus, 0.35, 0.25, 0.25 and 0.15 are the weighted mean for δ1, δ2, δ3 and δ4, respectively.
While creating the data transmission, the malicious nodes that cause packet drops are
avoided by employing the trust metric. The QUN and link quality are then considered
in the cost measure to create a route with less traffic. This increases packet delivery and
lowers the possibility of a network collision. Additionally, to lower the nodes’ energy
consumption, the shortest distance is found.

4.2.2. Route Selection

In WSN, a client that receives data registers its ID in the routing table. Once all the
information has been collected, the client starts sending it to the intended location. In
the event that the source consumer obtains several detection warnings from its neighbors,
BCR-TM-JSO assesses the route with the highest pheromone rate. Clients with a one-hop
connectivity to the router send data directly, whereas clients more distant from the router
use the BCR-TM-JSO for modular connection. Data packets are therefore sent along the
route with the strongest signal. After the routing path has been constructed using BCR-TM-
JSO, the transmission of data packets begins. Data are transported via a network with less
congestion when the queue length used in routing is used to provide a collision-free path.
The route’s mean is then calculated based on the packets transmitted and received and the
link quality. As a result, the optimum data-transmission path is determined by utilizing the
aforementioned fitness characteristics.

4.3. Blockchain Data Structure for Malicious Node Detection

This study suggests a block data structure centered on a malicious node identification
blockchain to best understand the blockchain. It is distinct from conventional WSNs in
which it cannot consistently be discovered. The data structure in this case is mostly split
into two sections. On the one side, the block header primarily carries the earlier block’s
hash value, which is used to link the current block to it and maintain the blockchain’s
integrity. The major data for the wireless sensor node in the block, including its position,
ID, and condition, is instead contained in the block body. The block’s hash value is created
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using this data, the preceding block’s hash value, and a random number. Here, Hash1 is the
hash pointer of the D1 sensor data, Hash12 is the hash pointer of Hash1 + Hash2, the layer
stack is then added, and lastly, the distinct Merkle tree is produced. In addition to using a
“block + chain” chain-data structure, it also employs a hash pointer to create a Merkle tree
to store the data gathered by each block. When using such a data structure, it is feasible to
modify the block’s hash pointer after any block’s contents are modified, ensuring that the
data cannot be altered. In order to further limit the likelihood of malicious exploitation,
assure security and integrity, and enhance the simplicity of the detection phase, the data are
also collected by numerous sensors utilizing this data format whenever the entire network
is deployed. The blockchain’s data format for identifying nodes is shown in Figure 2.
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Figure 2. Data structure of blockchain for node detection.

The blockchain is a decentralized public ledger that has a rigorously encrypted method
for member interoperability. A blockchain is really merely a data structure comprised of a
singly linked list of network nodes, each of which contains a number of blocks that each
include the cryptographic information from the block before it. The structure of block
header and Merkle root function is shown in Figure 3. In Figure 3, when block header is
created, a new block is created, and a hash is generated using pairs of keys and a digital
signature. A hashing technique is then used to continuously construct new blocks using
the hash of the previous block. A hash is generated using the private, public keys and the
hash guarantees the integrity of the blocks.
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4.4. SHA256 Algorithm

The SHA256 hash algorithm creates a message digest, which is a hash value with a
length of 256 bits, for messages that are no longer than 264 bits in length. A 64-character
hexadecimal string is able to describe the 32-byte array known as the (e digest. Five stages
make up the SHA256 algorithm’s computation:

1. Increase the input data’s number of 0 bits till it reaches 448 bits. (After that, increase
the input data’s length by 64 bits to 512 bits.

2. Separate the 512-bit data into 16 classes: M0 −M15.
3. Reset the vectors K0 − K63 and h0 − h7, and its initial values of A, B, C, D, E, F, G,

and H are set as h0 − h7.
4. Fix the variable t to loop from 0 to 63; then mentioned as Equation (25)

Bt+1 =AtCt+1 = Bt, Dt+1 = Ct, Ft+1 = Et, Gt+1 = Ft, Ht+1 = Gt,

At+1 =Ht + ∑
1
(Et) + Ch(Et, Ft, Gt) + Kt + Wt + ∑

0
(At) + Maj(At, Bt, Ct)

Et+1 =Ht + ∑
1
(Et) + Ch(Et, Ft, Gt) + Kt, Wt, Dt

(25)

5. Consider h0 = h0 + A63, h1 = h1 + B63, h2 = h2 + C63, h3 = h3 + D63, h4 = h4 +
E63, h5 = h5 + F63, h6 = h6 + G63, h7 = h7 + H63. Output h0 − h7.

From the above-stated process, ∑1(Et), ∑0(At), Maj(At, Bt, Ct), Ch(Et, Ft, Gt) are
logical functions, and Wt is updated as Equation (26)

Wt =

{
Mt, 0 ≤ t ≤ 15

σ1(Wt−2) + Wt−7 + σ0(Wt−15) + (Wt−16), 16 ≤ t ≤ 63
(26)

It is clear that the SHA256 execution provides a solution that involves updating the
variables of A and E, which calls for a number of addition processes and 64 iterations.
Therefore, a key factor in lowering the algorithm’s running time will be the optimization of
these two variables.

4.5. Blockchain-Integrated WSNs

Data transfer on the blockchain is extremely safe when the features cannot record data.
This security technique is one of the WSN’s advantages. As shown in Figure 4, a block in
the chain is linked to a sensor device including such sensors as 1, 2, 3, 4, or 5. Additionally,
these blocks gather information gathered from the sensors of many other blocks in addition
to gathering and storing data from their own sensor devices. As a result, each block stores
both its own sensor information and the sensor information of neighboring blocks with the
non-existence of a central block.
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Figure 4. WSN blockchain technology.

The links between the chain’s building blocks are depicted in Figure 4. A block has
fields such as previous hash and current hash. In order to keep things simple, consider that
the codes produced by hash functions take the form of a short code snippet made up of
numbers and symbols, as illustrated in Figure 5.
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5. Simulation Results

This section briefly discusses the simulation-based evaluation of the suggested model
(BCR-TM-JSO). A trust-evaluation mechanism is used in our suggested model to find the
network’s malicious SNs. Additionally, a technique for authentication is offered to protect
our network from intrusion. A routing system is also suggested to provide real-time, energy-
efficient data delivery from SNs to BSs. On the provision of authentication, the proposed
model is contrasted with the current paradigm. Since the impact of authentication cannot
be clearly seen, it is assessed based on network lifespan, energy usage, and throughput.
With the use of both PoW and PoA consensus methods, the network as a whole is verified.

5.1. Simulation Setup

A 64-bit operating system, an Intel(R) Core (TM) i5-5200U CPU running at 2.20 GHz,
and 8 GB of RAM are the system requirements for the simulation scenario. SNs are
immobile during the simulations. Table 1 provides the system configuration for the
model assessment.
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Table 1. Simulation parameters.

Parameters Values

Initial energy of SNs 0.05 J 5.2
Sensing area 100 × 100 m2

BSs 2
Deployment Random

SNs 100
ANs 4

Network Interface Wireless
CH 4

5.2. Quantitative Analysis of Proposed BCR-TM-JSO with Existing Methods

The proposed BCR-TM-JSO method’s effectiveness is authenticated by utilizing dif-
ferent optimization methods including the reptile search algorithm (RSA) and artificial
gorilla troops optimizer (AGTO) by means of the packet-delivery ratio (PDR). In this study,
a performance analysis is performed for various node counts, and is shown in Table 2.
Table 2 clearly shows that the proposed BCR-TM-JSO achieved better PDR when compared
with existing RSA and AGTO methods.

Table 2. Analysis of PDR with various optimization techniques.

Number of Nodes
Packet-Delivery Ratio (%)

Existing RSA Existing AGTO Proposed BCR-TM-JSO

10 82.34 85.46 95.44
20 80.25 83.29 93.48
30 78.81 81.49 91.18
40 75.77 80.47 89.40
50 72.03 79.58 86.11
60 70.29 78.17 83.31
70 69.47 76.74 81.98
80 68.63 74.41 80.45
90 67.11 72.28 78.88
100 66.82 71.89 77.13

5.3. Performance Analysis

For the developed system assessment, various performance measures are taken into
account, and they are listed below.

5.3.1. Throughput

The network performance for authenticated and unauthenticated nodes is shown
in Figure 6. Table 3 displays the throughput results using the current BSRTM [21] and
DDR-LEACH [25] techniques.
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Figure 6. Performance of throughput with existing methods [21,25].

Table 3. Performances of throughput.

Number of Rounds
Throughput (Mbps)

Existing BSRTM [21] Existing
DDR-LEACH [25] Proposed BCR-TM-JSO

1000 0.56 0.31 1.02
2000 1.02 0.84 2.48
3000 1.99 1.36 3.22
4000 2.76 1.99 3.69
5000 3.18 2.57 4.15
6000 3.49 3.10 4.75
7000 3.91 3.38 5.09
8000 4.17 3.71 5.89

A network without authentication allows any hostile node to join and carry out
nefarious operations, while a system with authentication only allows authenticated and
registered nodes to join. Figure 6 demonstrates the network’s throughput eventually rises
as the number of rounds rises.

5.3.2. FPR and FNR

Figure 7 displays how various malicious nodes affect the FPR (False Positive Rate)
and FNR (False Negative Rate). FPR and FNR rise together with the number of malicious
nodes. The cause is that a lot of rogue nodes spread a lot of false information throughout
the network. The network’s detection performance declines as the number of rogue nodes
rises. Additionally, the detection accuracy decreases as the number of malicious nodes
exceeds 20, resulting in higher FPR and FNR. Table 4 displays the results for FPR and FNR.
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Table 4. Performances of FPR and FNR.

Number of Malicious Nodes
Proposed BCR-TM-JSO

FPR FNR

20 0.81 0.43
40 0.87 0.51
60 0.92 0.59
80 0.97 0.67

5.3.3. Network Lifetime

This is the window of time wherein the network is active. The number of active
nodes affects the network longevity. Table 5 displays the network lifetime performances in
terms of dead nodes. Figure 8 compares the suggested model’s network lifetime to that
of RSA [21].

Table 5. Performances of network lifetime in terms of dead nodes.

Number of Rounds
Dead Nodes

Existing BSRTM [21] Proposed BCR-TM-JSO

1000 12 7
2000 29 16
3000 45 24
4000 62 31
5000 71 38
6000 79 49
7000 88 56
8000 97 67
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Figure 8. Performance of lifetime in terms of dead nodes with existing BSRTM [21].

Additionally, this illustrates the period of network stability and demonstrates how
the distance among SNs and BSs prevents direct communication amongst them. The
BSRTM [21] lacks an authentication system, which allows malevolent nodes to join the
network, assume the identities of genuine nodes, and transmit false information, which
degrades the efficiency of the network. The suggested model involves performing node
validation. As a result, no external malicious nodes are permitted to join the network.
Following authentication, self-centered nodes are identified based on their trust values,
and they are subsequently removed from the network. As a result, the suggested model’s
network lifetime outperforms BSRTM’s [21]. Table 6 displays the network lifetime perfor-
mances in terms of remaining energy. The lifespan of a network that is dependent on the
SNs’ remaining energy is shown in Figure 9.

Table 6. Performances of network lifetime in terms of residual energy.

Number of Rounds
Residual Energy (J)

Existing BSRTM [21] Proposed BCR-TM-JSO

1000 0.052 0.071
2000 0.037 0.054
3000 0.023 0.039
4000 0.010 0.021
5000 0.008 0.010
6000 0.007 0.009
7000 0.007 0.008
8000 0.007 0.008

These numbers merely show how easily our suggested model can be used; the stability
period and remaining energy are unaffected by the blockchain technology. The blockchain
makes the network’s interactions between nodes transparent, which further assists in
preventing outside nodes from intercepting them. Additionally, only the nodes that have
already been authenticated can participate in network communication. While the suggested
model uses less energy, the BSRTM [21] with no authentication allows rogue nodes to join
in the network and transmit enormous amounts of incorrect information to the forwarder
nodes, which use more energy to move packets.



Electronics 2022, 11, 3449 17 of 23Electronics 2022, 11, x FOR PEER REVIEW 17 of 23 
 

 

 

Figure 9. Performance of lifetime in terms of residual energy with existing BSRTM [21]. 

These numbers merely show how easily our suggested model can be used; the sta-

bility period and remaining energy are unaffected by the blockchain technology. The 

blockchain makes the network’s interactions between nodes transparent, which further 

assists in preventing outside nodes from intercepting them. Additionally, only the nodes 

that have already been authenticated can participate in network communication. While 

the suggested model uses less energy, the BSRTM [21] with no authentication allows 

rogue nodes to join in the network and transmit enormous amounts of incorrect infor-

mation to the forwarder nodes, which use more energy to move packets. 

5.3.4. Consumed Time 

Figure 10 displays the time required to evaluate trust across various node counts. As 

can be seen from the graph, it takes 0.22 milliseconds to calculate the consumed time for 

a trust evaluation of 10 nodes, whereas it takes 14.46 milliseconds for a trust evaluation of 

100 nodes. The DT, FR, and RT values, all of which depend entirely on a node’s behavior, 

are taken into account by the trust-evaluation method. Furthermore, it is evident from the 

image that as the number of nodes increases and the trust evaluation does as well, the 

computing cost of the network rises. Table 7 displays the results of time consumed during 

the transmission. 

Table 7. Performances of consumed time. 

Number of Nodes 
Consumed Time (s) 

Existing BSRTM [21] Proposed BCR-TM-JSO 

10 0.39 0.22 

20 3.18 1.03 

30 4.37 2.33 

40 6.97 4.01 

50 8.10 6.33 

60 10.88 7.99 

70 12.99 9.28 

80 14.59 10.59 

90 16.38 12.22 

100 17.37 14.46 

0

0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

1000 2000 3000 4000 5000 6000 7000 8000

R
es

id
u

a
l 

E
n

er
g

y
 [

J
]

Number of Rounds

Existing BSRTM Proposed BCR-TM-JSO

Figure 9. Performance of lifetime in terms of residual energy with existing BSRTM [21].

5.3.4. Consumed Time

Figure 10 displays the time required to evaluate trust across various node counts. As
can be seen from the graph, it takes 0.22 milliseconds to calculate the consumed time for a
trust evaluation of 10 nodes, whereas it takes 14.46 milliseconds for a trust evaluation of
100 nodes. The DT, FR, and RT values, all of which depend entirely on a node’s behavior,
are taken into account by the trust-evaluation method. Furthermore, it is evident from
the image that as the number of nodes increases and the trust evaluation does as well, the
computing cost of the network rises. Table 7 displays the results of time consumed during
the transmission.
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Table 7. Performances of consumed time.

Number of Nodes
Consumed Time (s)

Existing BSRTM [21] Proposed BCR-TM-JSO

10 0.39 0.22
20 3.18 1.03
30 4.37 2.33
40 6.97 4.01
50 8.10 6.33
60 10.88 7.99
70 12.99 9.28
80 14.59 10.59
90 16.38 12.22

100 17.37 14.46

5.3.5. Energy Consumption

Depending on function in the network, various nodes have varying levels of trust.
Every node’s trust value is compared to a predetermined threshold; nodes with high trust
values are regarded as legitimate nodes, whereas nodes with low trust values are regarded
as malevolent nodes. In addition, the graphic shows how much energy was expended when
determining the trust values of various network nodes. Figure 11 displays the computed
trust values for several nodes, taking into account performance data. Table 8 displays the
energy-consumption effectiveness.
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Additionally, as the number of nodes rises, so does the overall energy used by the
network. After some time, the network’s overall energy use starts to gradually rise until
it nearly stabilizes. The PoW consensus technique is used by the blockchain-based trust-
evaluation model to validate communications and add blocks to the network.
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Table 8. Performances of energy consumption.

Number of Nodes
Energy Consumption (J)

Existing BSRTM [21] Proposed BCR-TM-JSO

0 0 0
10 0.011 0.010
20 0.019 0.012
30 0.027 0.019
40 0.035 0.024
50 0.040 0.028
60 0.043 0.034
70 0.044 0.038
80 0.046 0.039
90 0.047 0.040

100 0.047 0.040

5.3.6. Residual Energy

The residual energy is taken into account in each cycle of the analysis of SN energy
usage. The residual energy of the SNs decreases as the number of rounds rises. An SN
is propagated as a dead node in a network if its energy falls below a predetermined
threshold. Table 9 compares the results of residual energy using the existing BSRTM [21]
and DDR-LEACH [25] technologies.

Table 9. Performances of residual energy.

Number of Rounds
Residual Energy (J)

Existing BSRTM [21] Existing
DDR-LEACH [25]

Proposed
BCR-TM-JSO

1000 0.052 0.031 0.079
2000 0.037 0.026 0.071
3000 0.023 0.013 0.058
4000 0.010 0.009 0.042
5000 0.008 0.005 0.020
6000 0.007 0.002 0.010
7000 0.007 0.002 0.009
8000 0.007 0.002 0.009

The measurement of residual energy is shown in Figure 12. Unnecessary data are
discarded using a large quantity of AN energy, which reduces the network lifetime. Fur-
thermore, data loss occurs as a consequence of interactions with the malicious nodes. As a
result, this model proposes an authentication and trust-evaluation technique. The nodes
are initially verified by their MAC addresses. Thereafter, every SN’s value is calculated,
and nodes whose trust values fall below certain levels are eliminated from the system.

In malicious attacks, the attackers fabricate data and transmit undesirable data, which
uses a large quantity of the ANs’ energy. The suggested model performs better than a
model with bad nodes. Every SN in the suggested model sends the sensed data to the AN
that it is connected to. On the basis of DT, FR, and RT, the ANs calculate trust values for
SNs. The number of significant and failure communications is calculated based on trust
value. The SNs with trust values below the cutoff are then eliminated from the network
after the trust value has been calculated. As a result, the suggested framework uses less
energy and predicts the longest possible network lifetime.
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5.3.7. Packet-Delivery Ratio

This is the proportion of data packets sent through the SNs to data packets successfully
established at the BSs. Table 10 displays the results of PDR using the existing BSRTM [21]
and DDR-LEACH [25] technologies. The PDR is depicted in Figure 13 in relation to the
quantity of rounds. As the number of rounds rises, the quantity of data packets falls.

Table 10. Performances of PDR with hierarchical routing protocols.

Number of Rounds
Packet-Delivery Ratio (%)

Existing BSRTM [21] Existing
DDR-LEACH [25]

Proposed
BCR-TM-JSO

1000 82.82 85.14 89.29
2000 78.25 81.29 86.02
3000 73.84 77.99 82.48
4000 71.77 73.77 80.40
5000 68.03 70.58 76.18
6000 66.29 68.82 73.37
7000 64.47 66.19 71.30
8000 62.63 64.47 69.93

The distribution of packets involves a large number of SNs, which lowers the compu-
tational burden placed on a single SN. The suggested framework improves the chance that
data packets will be successfully received. As a result, PDR has a high value in the first
round. They continue sending packets to the BSs as long as all SNs are still functional. The
figure also shows the PDR in relation to a round number. The SNs’ limited battery capacity
prevents them from being supplied with energy. As a result, as the number of rounds rises,
they become more likely to die, which causes PDR to fall. There are few packets that reach
the BS when there are malicious nodes present. Attackers manipulate or randomly forward
the packets. The ANs in the suggested paradigm calculate the SNs’ trust values. The data
packets are then forwarded only via trusted SNs. Therefore, in the suggested model, high
PDR suggests minimal packet loss.
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6. Conclusions

With changing environments, wireless sensor networks (WSNs) are vulnerable to a
variety of malicious attacks, and they rely primarily on the authentication and encryption
mechanism to overcome this difficulty. Due to the real-time modification of routing informa-
tion, the most common routing techniques in studies are fallbacks describing the malicious
nodes on networks. Consequently, an inter-correlated routing method that is trustworthy
and reliable is needed. This study introduces a jellyfish search optimizer (BCR-TM-JSO)
for malicious node detection in WSN based on the blockchain routing and trust model.
The WSN’s distributed routing information is managed using a blockchain method, and
jellyfish search optimizer is used to ensure the best routing possible. Whereas the public
blockchain is implemented on BSs, the private blockchain is implemented on ANs. Only
a small number of SNs remain active in the network as SNs gradually lose energy and
begin to die. Additionally, RSA is utilized for data-packet encryption and decryption for
secure routing. Comparing the simulation results of the proposed BCR-TM-JSO to those
of the established blockchain based secure routing and trust management (BSRTM) and
the distance, degree, and residual energy-based low-energy adaptive clustering hierarchy
(DDR-LEACH), the proposed BCR-TM-JSO produced a better performance in comparison
of throughput (5.89 Mbps), residual energy (0.079 J), and packet-delivery ratio (89.29%). In
future, the suggested work will be tested with many networks in real-world applications.
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