

  electronics-11-03265




electronics-11-03265







Electronics 2022, 11(20), 3265; doi:10.3390/electronics11203265




Article



An Energy-Efficient Distributed Congestion Control Protocol for Wireless Multimedia Sensor Networks



Uzma Majeed 1,*, Aqdas Naveed Malik 1, Nasim Abbas 2 and Waseem Abbass 3[image: Orcid]





1



Department of Electrical and Computer Engineering, International Islamic University Islamabad, Islamabad 44000, Pakistan






2



Department of Cyber Security, Air University Islamabad, Islamabad 44000, Pakistan






3



Department of Electrical and Computer Engineering, COMSATS University Islamabad, Islamabad 44000, Pakistan









*



Correspondence: uzma.phdee107@iiu.edu.pk







Academic Editors: Alvaro Araujo Pinto and Hacene Fouchal



Received: 7 September 2022 / Accepted: 6 October 2022 / Published: 11 October 2022



Abstract

:

Wireless multimedia sensor networks (WMSNs) generate a huge amount of multimedia data. Congestion is one of the most challenging open issues in WMSNs. Congestion causes low throughput, high packet loss and low energy efficiency. Congestion happens when the data carried by the network surpasses the available capacity. This article presents an energy-efficient distributed congestion control protocol (DCCP) to mitigate congestion and improve end-to-end delay. Compared to the other protocols, the DCCP protocol proposed in this article can alleviate congestion by intelligently selecting the best path. First, congestion is detected by using two congestion indicators. Second, each node aggregates the received data and builds a traffic congestion map. The traffic congestion map is used to calculate the best path. Therefore, the traffic is balanced on different routes, which reduces the end-to-end delay. Finally, a rate controller is designed to prevent congestion in the network by sending a congestion notification message to a source node. After receiving a congestion notification message, the source node immediately adjusts its transmission rate. Experimental results based on raspberry pi sensor nodes show that the proposed DCCP protocol significantly improves network performance and is superior to existing modern congestion control protocols.
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1. Introduction


Wireless Multimedia Sensor Networks (WMSNs) are one of the promising paradigms for the Internet of Things (IoT) [1]. WMSNs consist of wirelessly connected devices that can capture video data from the environment. Sensor nodes are equipped with inexpensive video cameras and microphones [2]. These camera nodes capture this visual information, process it and transmit it to the base station through multi-hop or single-hop communication. WMSNs are used in various applications. The scope of WMSN applications includes monitoring of indoor and outdoor environments [3], IoT-based smart agriculture [4] and object tracking [5]. The transport layer [6,7], the network layer [8], the physical layer [9] and the media access control layer [10,11] have been extensively researched in WMSNs.



Due to many practical and theoretical challenges, WMSNs have attracted the attention of many researchers. There are many challenges that need to be addressed, such as harsh environmental conditions [12], node failures [13], mobility of nodes [14], mobility of detected events [15], dynamic network topology [16], heterogeneity of nodes [17], large scale deployments [18] and unattended operations [19]. In addition, there is tremendous progress in internet traffic applications that requires bandwidth. Industrial forecasts predict that large-scale video traffic will dominate global internet traffic in the future [20].



Network congestion in WMSN networks is one of the most challenging open issues [21]. Video data in WMSN networks always consumes a lot of bandwidth. The sensor node generates new video data and transmits the traffic of other sensor nodes. Several nodes simultaneously send data to the sink node. Therefore, the sink node is unable to process more data from the incoming stream. This causes network congestion. Congestion decreases efficiency and reliability in WMSN networks. In WMSN networks, congestion occurs when the data transmitted over the network goes beyond what is allowed or stipulated as the available capacity. There are many factors that cause congestion in WMSNs, such as buffer overflow, the dynamic nature of the channel, and the man-to-one end-to-end connectivity. Congestion leads to node energy exhaustion, network performance degradation, high packet losses, and high transmission delays. Therefore, it is of prime importance to design congestion control protocols to efficiently detect, notify and control congestion [22].



Congestion notification can be either implicit or explicit in nature as shown in Figure 1. In the explicit congestion notification process, the congested node reports the congestion status to other nodes using additional control packets. This technique is used in several congestion control mechanisms. However, these additional control packets need to carry a heavy traffic load that is not suitable for WMSN networks. In Implicit Congestion Notification, this mechanism is used in the majority of congestion control algorithms. This mechanism provides less traffic load compared to the explicit congestion notification of the mechanism. This mechanism does not introduce any additional overhead. Therefore, it is more suitable for WMSN networks [23].



This article focuses on two main challenges. The first challenge is to control congestion in WMSNs. Another challenge is to improve the end-to-end delay of the wireless video transmission. In order to resolve these two challenges, an energy-efficient distributed congestion control protocol (DCCP) for WMSNs is developed. DCCP is a lightweight protocol that depends on UDP. As UDP is not reliable, DPCC uses its own congestion control algorithm to mitigate congestion in an efficient way. One of the limitations of the existing research is that the majority of congestion control algorithms are not applicable to WMSNs. The traditional Transmission Control Protocol (TCP) uses the Additive Increase and Multiplicative Decrease (AIMD) algorithmic technique. TCP continuously generates sawtooth behavior during congestion. The protocols that continuously represent sawtooth behavior are not suitable for video communication [24]. Because of these challenges, traditional protocols cannot be used for WMSNs. Therefore, designing a new congestion control system for WMSNs is a challenging task. Although traditional traffic control techniques that throttle the incoming traffic can effectively reduce congestion, these schemes do not increase end-to-end productivity. In addition, restricting important data packets during this period can nullify the purpose of WMSNs. Therefore, a robust congestion control algorithm for WMSN is urgently required [25].



Moreover, this article also focuses on the application of a robust congestion control algorithm in WMSN networks to achieve reliable transmission source nodes to a base station through multi-hop communication. Although some work on congestion control has been performed in WMSNs, it is not focused on real-time solutions. We address these issues with the following contributions:




	
The proposed DCCP algorithm improves the performance of various videos transmitted over the network by intelligently selecting the best path from source to destination.



	
A mechanism built on a dual buffer is proposed for congestion detection. This mechanism can detect congestion in an effective manner.



	
Each node aggregates the received data and builds a traffic congestion map. The traffic congestion map is used to calculate the best path. Therefore, the traffic is balanced on different routes, which reduces the end-to-end delay.



	
DCCP prevents congestion in the network by sending a congestion notification message to the source node. After receiving a congestion notification message, the source node immediately adjusts its transmission rate.



	
This research article demonstrates actual experiments using the Raspberry Pi Sensor Node. Each Raspberry Pi source node contains a unique IP address and establishes a route to the parent node.



	
Therefore, our research is more feasible than other algorithms that simply use computer simulations.








The remainder of the paper is organized as follows: Section 2 represents the related work. The proposed algorithm is described in Section 3. The experimental details are provided in Section 4, and Section 5 concludes our work.




2. Related Work


The congestion control algorithms can be divided into three approaches: (1) traffic-based, (2) resource-based, and (3) hybrid-based congestion control approaches as shown in Figure 2.



Traffic-based congestion control protocols: These protocols are more widely distributed in end-to-end and hop-by-hop-based traffic control approaches.



The buffer occupancy-based transport layer protocol uses the buffer occupancy-based mechanism for congestion detection [26]. Two different thresholds are used to compute buffer occupancy at each node. If the buffer occupancy surpasses the upper limit, congestion is detected immediately, and child nodes slow down the traffic rate to reduce congestion. However, it cannot choose the optimal path. The Adaptive Weight Firefly (AWF) algorithm reduces network congestion by clustering two different algorithms [27]. The rate control mechanism is only used in the case of negative acknowledgment (NACK). Moreover, an Ant Colony Routing-based mechanism is used to enhance the throughput in the network. However, acknowledgment in this algorithm increases the delay in the network. The Traffic-Aware Congestion Control Protocol (TACC) solves the rate adaptation problem in the transport layer of WMSNs [28]. TACC detects congestion by using burst loss information and the presence of burst loss at the sink node. If congestion occurs for the first time, the sending rate is conservatively reduced. TACC adjusts the sending rate aggressively if the network is continuously congested. However, TACC needs to be enhanced further to facilitate the conveyance of prioritized events to different flows.



Resource-based congestion control protocols: This method is particularly used in high-reliability applications that require lower time delays. It reduces congestion by balancing the traffic load either by utilizing idle network resources or by using uncongested paths. Therefore, data packets have a higher probability of error-free communication. However, the resource control approach needs additional overhead in the form of end-to-end topology information, loop avoidance, and packet travel time for sensor nodes. Opt-ACM mitigates congestion by using different routes for data routing with different quality of services (QoS) [29]. The Mixed-Integer Linear Programming mechanism is used to verify the proposed algorithm. However, the proposed algorithm does not focus on energy efficiency in the network. A routing technique based on Deep Reinforcement Learning (DRL) minimizes the end-to-end delay by using the unequal clustering scheme [30]. The proposed algorithm prevents the network by splitting the entire network into unequal clusters. However, the complex methodology is adapted to use unequal clustering. The Time Delay-based Multipath Routing (TMR) algorithm substantially enhances the network capacity by choosing an alternative path [31]. TMR maintains a unique ID and mitigates congestion by using a reactive technique. TMR assigns higher priority to alert messages to send traffic to different routes that are not congested. The SLEB protocol combines load balancing and security verification mechanisms based on clustered WSNs [32]. This protocol is effective in balancing the energy of the network. Moreover, it also enhances the security overhead. Therefore, SLEB can prolong the network lifetime. SLEB has a much lower overhead. However, in SLEB, multiple sensor nodes can send the same data to the receiver node. DHSSRP prioritizes significant data to mitigate congestion in the network. In DHSSRP, the authors assign weights to high-priority packets. They assume that traffic in different sensor nodes varies considerably due to differences in packet priorities. DHSSRP is a lightweight protocol that increases the lifespan of the deployed sensor nodes by diverting the data traffic to alternative routes.



Hybrid congestion control protocols: These protocols use a combination of both resource-based and traffic-dependent congestion control protocols. HOCA uses active queue management to control congestion. Sensitive traffic needs a high data rate, whereas non-sensitive traffic needs a low data rate. Their protocol comprises four phases. In the first phase, the sink performs data transmission to all source nodes. This stage determines the node type, timing, and data priority. In the second phase, the sink receives data from each node. In the third phase, the sink node determines the path by using hop-by-hop communication. In the fourth phase, the data rate is adjusted to reduce congestion. HOCA achieves better energy efficiency and ensures suitable allocation of resources [33].



Traffic-based Congestion Management (TCM) controls congestion by using a hybrid congestion control approach [34]. When congestion occurs, the congested sensor nodes report to the source to reduce the data rate by using multi-hop communication. When a congested downstream node receives the back-pressure information, the TCM tries to use the resource control technique by changing the path. If an alternative route path is not available, it uses traffic-based congestion control protocols by reducing the data rate of the source node.



ECA-HA controls congestion by using a hybrid congestion control approach [35]. ECA-HA reduces congestion by using three phases. In the first phase, the ant colony optimization method is used to select an optimal route. In the second step, the backward ant makes sure that paths are constructed successfully and the forward ant creates congestion-free paths via multi-hop communication. Finally, congestion is controlled by defining an alternative route if rate modification is not feasible. However, the ECA-HA is only suitable for small search space



The above-mentioned techniques have various flaws, loopholes and deficiencies; therefore, those strategies cannot be regarded and considered as prodigious. To overcome that vacuum and weaknesses, the proposed technique can fill up the gap to mitigate the congestion and enhance the performance of the network.




3. Distributed Congestion Control Protocol for Wireless Multimedia Sensor Networks


3.1. Description of WMSN System


Figure 3 presents the WMSNs the architecture of the node, and that each node has a sensing unit, a processing unit and a transmission unit. The video camera represents a sensing unit, Raspberry Pi is a mini-computer with a powerful processing unit and Wi-Fi is a communication unit. The topology used in our network is a tree topology with a single sink node and twelve (12) source nodes. These sensor nodes are used to generate and relay traffic. The sink node receives the recorded video data through multi-hop communication.




3.2. System Model


In our proposed algorithm, each node contains two types of data packets:



Generated packets: The node senses the environment and generates the data packets. These packets are called generated packets.



Relay Packets: In multi-hop communication, the sensor node also receives packets from its neighboring sensor nodes. These packets received from neighboring nodes are called relay packets. Table 1 shows a description of the parameters.


   λ i  =  λ  i i   +  λ  i , r e l a y   =  λ  i i   +   ∑   j ϵ  N i  i n      λ  j i    



(1)






     B i    t + 1   =  B i   t  +  λ i  −  σ i   



(2)







Equation (3) shows the threshold value of i


    α i    t + 1     =          σ i   t     λ i   t    *    B  m a x   −  B i   t           λ i   t  > 0 ,    σ i   t  > 0     a n d   u i  t  > v i  t          



(3)







The following mechanism is used to detect congestion:




	
Congestion occurs if    B i   t    reaches the maximum value of      B  m a x      and    λ i   t    >    σ i   t   .



	
The node is not congested if    B i   t    <    α i   t   .



	
Our proposed algorithm detects congestion when    α i   t    <    B i   t    <    B  m a x    .








Let   G  t     be the probability of arrival of one packet. Then,


  G   t + 1   = g   t + 1    



(4)






  G   t + 2   = g   t + 2   + g ( t + 1 | t + 1 )  



(5)







Similarly,


  G   t + k   = g   t + k   + g   t + 1 | t +   k − 1     … + g ( t +   k − 1   | t + 1 )  



(6)







In general,


  G   t + k   =   ∑   n = 1   k − 1   g   t + n | t +   k − n     + g   t + k    



(7)




where    k = 2 , 3 … .    B  m a x      



Let    p  i j      is the probability of receiving a packet from another node and is given by


   p  i j   =  1 µ   p i   



(8)







The probability of neighborhood ‘ µ ’ is defined by


   G i µ  = g      N i    = µ   =       n − 1       η − 1           1 −  Q i      n − µ    Q i  µ − 1    



(9)







The expected packet receiving probability of node i which is based on [36] is denoted by Equation (6)


  E   P  i    =   ∑   µ = 1  n   p  i j      P i µ  =    p i    n  Q i      1 −     1 −  Q i     n     



(10)







The level of congestion in a node is computed using    α i   t     and Equation (3).




3.3. Congestion Detection


In DPCC, the buffer occupancy change rate and buffer occupancy are used to handle congestion at each node in a proficient way. Let B be the total buffer occupancy and  δ  be the buffer occupancy change rate. The total occupancy of buffer B is categorized into two different levels of congestion. Let B1 and B2 be the two congestion levels, then the buffer occupancy change rate is given by Equation (11)


  δ =   B   t + Δ t   − B  t    Δ t    



(11)




where buffer occupancy in the last round is given by   B   t + Δ t      and in the current round is given by   B  t   . Greater  δ  represents the higher buffer occupancy.



Furthermore, the sensor nodes are further classified into three different states.



Normal state: Buffer occupancy varies between [0,    B  1      ] and the buffer occupancy change rate is less than    ρ  .  Ρ  is the pre-defined threshold level of  δ . In the normal state, all packets are transmitted successfully.



Slow state: Buffer occupancy varies between [   B  1      ,    B 2   ]. The buffer occupancy grows sharply until the value of  δ  goes beyond the level of    ρ  . The slow state shows that sensor nodes will shortly face congestion.



Urgent State: In an urgent state, buffer occupancy varies between      B 2  ,  B  m a x       irrespective of  δ . A source node faces congestion during an urgent state. Therefore, sensor nodes face heavy packet loss. Source nodes should straightaway decrease their transmission rates.




3.4. Traffic Congestion Level Dissemination


Nodes send their congestion estimation to other nodes because it is important to obtain data from other nodes that are out of communication to calculate the best path. Therefore, our proposed DCCP has two methods for data sharing. The first method tends to disseminate congestion information to nodes that are in one-hop range. The nodes include a dataset in their periodical beacon named local congestion estimation. The local congestion estimation has the congestion estimations of the last 𝜂 paths covered by the node. We consider the congestion record of only the current path and the previous path.



The second method disseminates the congestion notification to two or more than two hops. Each node has a fixed path section of maximum distance equal to the communication range of the node. Moreover, the node monitors its nearest hop location through the received beacons. First, the node finds its parent from a list of nodes. If a node has to choose its parent node among other nodes, then the nearest neighbor in its range can be chosen as its parent. Whenever a new entry is added into the database of the node, the information is aggregated into the database. To compute the aggregated data, all congestion level estimations are used for given paths. Moreover, higher weights are assigned to the most recent estimation




3.5. Distributed Rate Control


Let 𝛾 represent the congestion level. The congestion reduction module is used when the 𝛾 is modified. The nodes use the modified 𝛾 to calculate the optimum paths independently. Every node has an initial point and a final point.



The DCCP mainly avoids the formation of bottleneck routes for two reasons. First, each node has a different 𝛾, so different weights are allocated to different nodes. Second, the nodes are always finding their best routes. When the congestion level in a path increases, other nodes will not choose that path. Therefore, the traffic on different routes is balanced.



Each node establishes a route to its parent node and adjusts its transmission rate according to the congestion degree of neighbor nodes. DCCP examines the buffer occupancy at each node separately. Later on, DCCP transmits the buffer occupancy information to its children nodes through a feedback mechanism. Furthermore, if congestion still occurs, source nodes receive feedback information, evaluate it, and handle adjustments accordingly.



Let  β  show the dropping ratio,    S n    represents the reduced transmission rate,    S N    shows the normal transmission rate of the respective nodes during congestion. Then, the transmission rate at node  n  is given by     S n  = β  S N   . The reduced transmission rate, the normal transmission rate and 𝛽 can be calculated from experiments. Algorithm 1 shows the pseudocode of the proposed algorithm.



	Algorithm 1: Pseudo-code of proposed DPCC algorithm for tree topology.



	Definition of Parameters:

Total Buffer Size: Bmax

Current Buffer Occupancy: BC

B1: first threshold of buffer: (1/3) * Bmax

B2: Second threshold of buffer: (2/3) * Bmax

Buffer Occupancy in current round: B(t + Δt)

Buffer Occupancy in last round: B(t)

Buffer Occupancy Change rate: δ =     B   t +  Δ t    –    B   t    Δ t    

Topology: Tree Topology

Pseudocode:

Input: Buffer Occupancy B, Buffer occupancy change rate δ, tree topology.

Result: Compute congestion level

1: Set node information

2: Calculate BC and δ

3: if BC > B2 && δ>ρ

4:                    A node is in congestion state

5:                    Adjust local data transmission rate accordingly

6: end if

7: if BC < B2 && δ > ρ

8:                    A sensor node is near to congestion

9: end if

10: If BC < B1 && δ < ρ

11:                    A node is not congested

12: end if










4. Experimental Section


This section shows the performance of DCCP. Thirteen raspberry pi sensor nodes are used in experiments. The sink node receives recorded video data from each source node through multi-hop communication. Figure 4 presents the practical implementation at the sink node. Figure 5 illustrates the network topology used in our experiments. Table 2 shows a description of the parameters.



Five parameters are used to find the efficiency of DCCP. These five parameters are buffer occupancy, packet delivery ratio, average end-to-end delay, energy consumption and throughput. The following algorithms are compared in this section:




	(1)

	
DCCP: This algorithm is executed in this article.




	(2)

	
IVSP: This algorithm is given in [22].




	(3)

	
PPI: This algorithm is given in [23].




	(4)

	
NoDCCP: No congestion control mechanism is used in NoDCCP.









4.1. Buffer Occupancy Analysis


Figure 6, Figure 7, Figure 8 and Figure 9 show the buffer occupancy for NoDCCP. The buffer occupancy plays a pivotal role in the performance of the network. Figure 6 shows that only node 1 is congested and the rest of the nodes are not congested at 0.1 Mbps. Figure 6 shows that the buffer occupancy at node 1 in NoDCCP immediately begins to overflow because the incoming rate exceeds the outgoing capacity of the buffer. For other nodes, the incoming rate is less than the outgoing capacity of the buffer. Therefore, other nodes are not congested in Figure 6. Similarly, Figure 7 shows that node 1 and node 2 get congested but the remaining nodes do not experience any congestion at 0.2 Mbps. Figure 8 shows that node 1 to node 3 gets congested by increasing the data rate to 0.5 Mbps. Figure 9 shows that congestion occurs at each node except node 6. Node 6 does not experience any congestion because data is generated only at node 6 and it does not relay any traffic. So, the chances of congestion are minimal at node 6.



Figure 10 and Figure 11 show the improvement made with DCCP. DCCP adjusts the buffer occupancy according to the network condition. The buffer occupancy over-shoots first and then falls down. DCCP adjusts its transmission rate according to the congestion degree of neighbor nodes. Therefore, DCCP achieves a superior congestion-free rate. Figure 6, Figure 7, Figure 8 and Figure 9 show that the buffer occupancy in NoDCCP immediately begins to overflow because of no congestion control mechanism.



Figure 10 and Figure 11 show the variation of β. A lower beta results in a lower data injection rate, which indicates that congestion is unlikely to occur. Higher beta results in a higher data injection rate, which indicates that congestion will occur soon. Figure 10 shows that for a small value of β, buffer occupancy first comes to the normal state and then goes back to the urgent state. Figure 11 shows that for high values of β, buffer occupancy does not go to the normal state and always varies between the urgent and the slow state. Therefore, beta should be chosen intelligently.




4.2. Packet Delivery Ratio


Figure 12 represents the relationship between the packet delivery ratio and data rate. The packet delivery ratio decreases with the increase in data rate. Our proposed DCCP algorithm has the best packet delivery ratio. Figure 12 shows that DCCP receives an 83% packet delivery ratio. Whereas, PPI, IVSP and NoDCCP achieve 79%, 77%, and 52% packet delivery ratio, respectively, at a data rate of 30 packets per second. IVSP only protects high-priority packets and eliminates low-priority packets in a congestion situation. Therefore, IVSP has less packet delivery ratio as compared to DCCP. IVSP and PPI protocols show better performance than NoDCCP. NoDCCP has no congestion control mechanism therefore it shows insignificant performance than the other algorithms.




4.3. Average End-to-End Delay


Figure 13 represents the relationship between the average end-to-end delay and data rate. It is observed that a smaller data rate causes negligible delay. Figure 13 shows that the average end-to-end delay increases with an increase in data rate. Higher average end-to-end delay causes network saturation. Compared to other protocols, DCCP has the smallest average end-to-end delay. Figure 13 also illustrates that NoDCCP has the highest average end-to-end delay. DCCP shows superior performance than all the other algorithms. DCCP obtains 200 ms end-to-end delay. While PPI, IVSP and NODCCP have end-to-end delays of 220 ms, 250 ms, and 330 ms, respectively, at 30 packets per second.




4.4. Energy Consumption


Energy consumption is one of the most challenging open issues in WMSNs. The purpose of DPCC is to balance the traffic by reducing the energy consumed by packets traveling from the source node to the sink node. Figure 14 shows the energy consumption at the sink node. The energy consumption of the proposed DPCC is lesser than the other compared algorithms. The incoming rate is not reduced in the case of our proposed DPCC. The number of reception and transmission is more in NoDPCC, IVSP and PPI. Therefore, DPCC consumes less energy than other protocols. It is observed that the DPCC algorithm saves 9.09%, 14.28%, and 33.33% of energy when compared with PPI, IVSP, and NoDPCC at a data rate of 15 Kbps. NoDPCC consumes maximum energy because the buffer was not able to utilize all the packets.



Figure 15 shows the energy consumption at the node level. Four intermediate nodes from Figure 5 are chosen for this purpose. Node 4 receives the data from just one node therefore it has minimum energy consumption. Node 3 receives the data from four other nodes. Therefore, node 3 has more energy consumption than node 4. Node 2 receives the data from six different nodes. Therefore, node 2 has more energy consumption than node 3 and node 4. Similarly, node 1 receives data from all other nodes. Therefore, energy consumption at node 1 is maximum.




4.5. Throughput


Figure 16 represents the relationship between the throughput and data rate. Throughput is also of prime importance in WMSNs. Sensor nodes that are close to the sink receive a heavy traffic load. Initially, throughput increases with data rate but at a certain point, it stabilizes due to congestion or latency. Therefore, the throughput value has to be improved for better WMSN performance. NoDCCP has no congestion control mechanism. DCCP has more throughput than other protocols because DCCP buffers the data in a congestion situation and covers the whole network segment. Therefore, DCCP makes more efficient use of the available bandwidth. On the other hand, NoDCCP throws packets simultaneously without knowing the buffer condition which results in congestion in the network. DCCP shows better results compared to PPI, IVSP and NoDPCC. DCCP achieves 310 Kbps throughput. While PPI, IVSP and NoDCCP has throughput of 270 Kbps, 230 Kbps, and 180 Kbps, respectively, at 30 packets per second.





5. Conclusions


This article presents an energy-efficient distributed congestion control protocol for wireless multimedia sensor networks (DCCP). The proposed DCCP protocol improves the performance of numerous videos sent over a network. In DCCP, buffer occupancy change rate and buffer occupancy are used to deal with congestion at each node. The traffic congestion map is used to calculate the best path. Therefore, the traffic is balanced on different routes, which reduces the end-to-end delay. Furthermore, each node establishes a route to its parent node, retains its transmission rate and adjusts its transmission rate according to the congestion degree of neighbor nodes. The experiment results show that our proposed DCCP performs better in terms of buffer occupancy, packet delivery ratio, end-to-end delay and throughput when compared with other well-known algorithms. Regarding future work, the experiment results implemented in this article will be used as a base to achieve further improvements in our proposed DCCP by using more complex topologies.







Author Contributions


The main idea of the paper was prepared by U.M., A.N.M.; U.M. and N.A. executed the experiments; U.M. and W.A. analyzed the data; the paper was written by U.M., N.A. and W.A. All authors have read and agreed to the published version of the manuscript.




Funding


This research received no funding.




Data Availability Statement


The data of this research are available upon reasonable request.




Conflicts of Interest


The authors declare that they have no conflicts of interest.




References


	



Gazi, F.; Ahmed, N.; Misra, S.; Tiwari, M.K. ProStream: Programmable Underwater IoT Network for Multimedia Streaming. IEEE Internet Things J. 2022, 9, 17417–17424. [Google Scholar] [CrossRef]

	



Fourie, C.M.; Myburgh, H.C. An Intra-Vehicular Wireless Multimedia Sensor Network for Smartphone-Based Low-Cost Advanced Driver-Assistance Systems. Sensors 2022, 22, 3026. [Google Scholar] [CrossRef] [PubMed]

	



Brar, P.S.; Shah, B.; Singh, J.; Ali, F.; Kwak, D. Using Modified Technology Acceptance Model to Evaluate the Adoption of a Proposed IoT-Based Indoor Disaster Management Software Tool by Rescue Workers. Sensors 2022, 22, 1866. [Google Scholar] [CrossRef] [PubMed]

	



Alghazzawi, D.; Bamasaq, O.; Bhatia, S.; Kumar, A.; Dadheech, P.; Albeshri, A. Congestion Control in Cognitive IoT-Based WSN Network for Smart Agriculture. IEEE Access 2021, 9, 151401–151420. [Google Scholar] [CrossRef]

	



Alqaralleh, B.A.Y.; Mohanty, S.N.; Gupta, D.; Khanna, A.; Shankar, K.; Vaiyapuri, T. Reliable Multi-Object Tracking Model Using Deep Learning and Energy Efficient Wireless Multimedia Sensor Networks. IEEE Access 2020, 8, 213426–213436. [Google Scholar] [CrossRef]

	



Arya, G.; Bagwari, A.; Chauhan, D.S. Performance Analysis of Deep Learning-Based Routing Protocol for an Efficient Data Transmission in 5G WSN Communication. IEEE Access 2022, 10, 9340–9356. [Google Scholar] [CrossRef]

	



Feng, W.; Wang, F.; Xu, D.; Yao, Y.; Xu, X.; Jiang, X.; Zhao, M. Joint Energy-Saving Scheduling and Secure Routing for Critical Event Reporting in Wireless Sensor Networks. IEEE Access 2020, 8, 53281–53292. [Google Scholar] [CrossRef]

	



Ghawy, M.Z.; Amran, G.A.; Al Salman, H.; Ghaleb, E.; Khan, J.; AL-Bakhrani, A.A.; Alziadi, A.M.; Ali, A.; Ullah, S.S. An Effective Wireless Sensor Network Routing Protocol Based on Particle Swarm Optimization Algorithm. Wirel. Commun. Mob. Comput. 2022, 2022, 8455065. [Google Scholar] [CrossRef]

	



Sharma, R.; Upadhyay, R. Physical layer secure key generation with nonlinear preprocessing of RSS for power constraint wireless networks. Int. J. Commun. Syst. 2021, 34, e4985. [Google Scholar] [CrossRef]

	



Sakib, A.N.; Drieberg, M.; Sarang, S.; Aziz, A.A.; Hang, N.T.T.; Stojanović, G.M. Energy-Aware QoS MAC Protocol Based on Prioritized-Data and Multi-Hop Routing for Wireless Sensor Networks. Sensors 2022, 22, 2598. [Google Scholar] [CrossRef]

	



Makarem, N.; Diab, W.B.; Mougharbel, I.; Malouch, N. On the design of efficient congestion control for the Constrained Application Protocol in IoT. Comput. Netw. 2022, 207, 108824. [Google Scholar] [CrossRef]

	



Priyadarshi, R.; Gupta, B.; Anurag, A. Deployment techniques in wireless sensor networks: A survey, classification, challenges, and future research issues. J. Supercomput. 2020, 76, 7333–7373. [Google Scholar] [CrossRef]

	



Nurlan, Z.; Zhukabayeva, T.; Othman, M.; Adamova, A.; Zhakiyev, N. Wireless Sensor Network as a Mesh: Vision and Challenges. IEEE Access 2021, 10, 46–67. [Google Scholar] [CrossRef]

	



Riaz, A.; Sarker, M.; Saad, M.; Mohamed, R. Review on Comparison of Different Energy Storage Technologies Used in Micro-Energy Harvesting, WSNs, Low-Cost Microelectronic Devices: Challenges and Recommendations. Sensors 2021, 21, 5041. [Google Scholar] [CrossRef]

	



Belgaum, M.R.; Musa, S.; Alam, M.; Mazliham, M.S. Integration challenges of Artificial Intelligence in Cloud Computing, Internet of Things and Software-defined networking. In Proceedings of the 2019 13th International Conference on Mathematics, Actuarial Science, Computer Science and Statistics (MACS), Karachi, Pakistan, 14–15 December 2019; pp. 1–5. [Google Scholar] [CrossRef]

	



Lee, C.-C. Security and Privacy in Wireless Sensor Networks: Advances and Challenges. Sensors 2020, 20, 744. [Google Scholar] [CrossRef]

	



Shah, S.A.; Nazir, B.; Khan, I.A. Congestion control algorithms in wireless sensor networks: Trends and opportunities. J. King Saud Univ.—Comput. Inf. Sci. 2017, 29, 236–245. [Google Scholar] [CrossRef]

	



Elfouly, F.H.; Ramadan, R.A.; Khedr, A.Y.; Yadav, K.; Azar, A.T.; Abdelhamed, M.A. Efficient Node Deployment of Large-Scale Heterogeneous Wireless Sensor Networks. Appl. Sci. 2021, 11, 10924. [Google Scholar] [CrossRef]

	



Khalifa, B.; Khedr, A.M.; Al Aghbari, Z. A Coverage Maintenance Algorithm for Mobile WSNs with Ad-justable Sensing Range. IEEE Sens. J. 2020, 20, 1582–1591. [Google Scholar] [CrossRef]

	



El-Fouly, F.H.; Ramadan, R.A. Real-Time Energy-Efficient Reliable Traffic Aware Routing for Industrial Wireless Sensor Networks. IEEE Access 2020, 8, 58130–58145. [Google Scholar] [CrossRef]

	



Abbas, N.; Yu, F. A traffic congestion control algorithm for wireless multimedia sensor networks. In Proceedings of the 2018 IEEE Sensors, New Delhi, India, 28 October 2018; pp. 1–4. [Google Scholar]

	



Abbas, N.; Yu, F.; Fan, Y. Intelligent Video Surveillance Platform for Wireless Multimedia Sensor Networks. Appl. Sci. 2018, 8, 348. [Google Scholar] [CrossRef]

	



Shelke, M.P.; Malhotra, A.; Mahalle, P. A packet priority intimation-based data transmission for con-gestion free traffic management in wireless sensor networks. Comput. Electr. Eng. 2017, 64, 248–261. [Google Scholar] [CrossRef]

	



Ahmed, A.M.; Paulus, R. Congestion detection technique for multipath routing and load balancing in WSN. Wirel. Netw. 2016, 23, 881–888. [Google Scholar] [CrossRef]

	



Khan, A.N.; Tariq, M.A.; Asim, M.; Maamar, Z.; Baker, T. Congestion avoidance in wireless sensor network using software defined network. Computing 2021, 103, 2573–2596. [Google Scholar] [CrossRef]

	



Ahmed, H.; Arshad, M.J. Buffer Occupancy-Based Transport to Reduce Flow Completion Time of Short Flows in Data Center Networks. Symmetry 2019, 11, 646. [Google Scholar] [CrossRef]

	



Srivastava, V.; Tripathi, S.; Singh, K.; Son, L.H. Energy efficient optimized rate based congestion control routing in wireless sensor network. J. Ambient Intell. Humaniz. Comput. 2019, 11, 1325–1338. [Google Scholar] [CrossRef]

	



Javaid, S.; Fahim, H.; Hamid, Z.; Hussain, F.B. Traffic-aware congestion control (TACC) for wireless multimedia sensor networks. Multimed. Tools Appl. 2018, 77, 4433–44522. [Google Scholar] [CrossRef]

	



Kumar, R.; U, V.; Tiwari, V. Opt-ACM: An Optimized load balancing based Admission Control Mechanism for Software Defined Hybrid Wireless based IoT (SDHW-IoT) network. Comput. Netw. 2021, 188, 107888. [Google Scholar] [CrossRef]

	



Liu, W.-X.; Cai, J.; Chen, Q.C.; Wang, Y. DRL-R: Deep reinforcement learning approach for intelligent rout-ing in software-defined data-center networks. J. Netw. Comput. Appl. 2021, 177, 102865. [Google Scholar] [CrossRef]

	



Ghaemi, Y.; El-Ocla, H.; Yadav, N.R.; Madana, M.R.; Raju, D.K.; Dhanabal, V.; Sheshadri, V. Intelligent Transport System Using Time Delay-Based Multipath Routing Protocol for Vehicular Ad Hoc Networks. Sensors 2021, 21, 7706. [Google Scholar] [CrossRef] [PubMed]

	



Zhou, J.; Lin, Z.; Jiang, X. Secure load-balanced scheme for cluster-based WSNs. In Proceedings of the 2019 6th International Conference on Systems and Informatics (ICSAI), Shanghai, China, 2–4 November 2019; pp. 804–809. [Google Scholar]

	



Rezaee, A.A.; Yaghmaee, M.H.; Rahmani, A.M.; Mohajerzadeh, A.H. HOCA: Healthcare Aware Optimized Congestion Avoidance and control protocol for wireless sensor networks. J. Netw. Comput. Appl. 2014, 37, 216–228. [Google Scholar] [CrossRef]

	



Tshilongamulenzhe, T.M.; Mathonsi, T.E.; Mphahlele, M.I.; Plessis, D.D. Traffic-based Congestion Management algorithm for Wireless Sensor networks. In Proceedings of the 2020 International Conference on Computational Science and Computational Intelligence (CSCI), Las Vegas, NV, USA, 16–18 December 2020; pp. 202–207. [Google Scholar]

	



Yadav, S.L.; Ujjwal, R.; Kumar, S.; Kaiwartya, O.; Kumar, M.; Kashyap, P.K. Traffic and energy aware optimization for congestion control in next generation wireless sensor networks. J. Sens. 2021, 2021, 5575802. [Google Scholar] [CrossRef]

	



Uthra Rajan, A.; Raja SV, K.; Jeyasekar, A.; Lattanze, A.J. Energy-efficient predictive congestion control for wireless sensor networks. IET Wirel. Sens. Syst. 2015, 5, 115–123. [Google Scholar] [CrossRef]








[image: Electronics 11 03265 g001 550] 





Figure 1. Congestion notification methods. 
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Figure 2. Congestion control protocols. 
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Figure 3. Sensor node architecture. 
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Figure 4. Practical implementation at sink node. 
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Figure 5. Routing topology used in DCCP. 
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Figure 6. Buffer occupancy with NoDCCP at 0.1 Mbps. 
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Figure 7. Buffer occupancy with NoDCCP at 0.2 Mbps. 
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Figure 8. Buffer occupancy with NoDCCP at 0.3 Mbps. 
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Figure 9. Buffer occupancy with NoDCCP at 0.5 Mbps. 






Figure 9. Buffer occupancy with NoDCCP at 0.5 Mbps.



[image: Electronics 11 03265 g009]







[image: Electronics 11 03265 g010 550] 





Figure 10. Buffer occupancy with DCCP at 0.2 Mbps. 
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Figure 11. Buffer occupancy with DCCP at 0.5 Mbps. 
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Figure 12. Packet delivery ratio vs. data rate. 






Figure 12. Packet delivery ratio vs. data rate.



[image: Electronics 11 03265 g012]







[image: Electronics 11 03265 g013 550] 





Figure 13. Average end-to-end delay vs. data rate. 
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Figure 14. Energy consumption vs. data rate. 
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Figure 15. Energy consumption at each node. 
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Figure 16. Throughput vs. data rate. 
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Table 1. Description of parameters.
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	Parameter
	Description





	    λ i    
	input rate of a node



	    σ i    
	output rate of a node



	    λ  i i     
	generated packets



	    λ  j i     
	relay packets



	    B i   t    
	buffer occupancy at time (t).



	    B i    t + 1     
	buffer occupancy at time (t + 1).



	    α i    t + 1     
	   preferred   queue   level   at     t + 1     



	    B  m a x     
	Maximum buffer size



	    P i    
	probability of node    i  



	    p  i j     
	probability of receiving a packet from another node



	    N i    
	neighborhood nodes of node    i  



	    Q i    
	probability that a node is adjacent to node    i  
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Table 2. Simulation parameters.






Table 2. Simulation parameters.





	Parameter
	Value





	Number of nodes
	13



	Simulation time
	1800 s



	Routing protocol
	AODV



	Antenna
	Omni-directional



	Data packet size
	1048 bytes



	MAC Protocol
	IEEE 802.11



	Topology
	Tree based topology



	Frequency
	2.4 GHz
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