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Abstract: A mobile ad hoc network (MANET) is a group of nodes constituting a network of mobile
nodes without predefined and pre-established architecture where mobile nodes can communicate
without any dedicated access points or base stations. In MANETs, a node may act as a host as well as
a router. Nodes in the network can send and receive packets through intermediate nodes. However,
the existence of malicious and selfish nodes in MANETs severely degrades network performance.
The identification of such nodes in the network and their isolation from the network is a challenging
problem. Therefore, in this paper, a simple reputation-based scheme is proposed which uses the
consumption and contribution information for selfish node detection and cooperation enforcement.
Nodes failing to cooperate are detached from the network to save resources of other nodes with
good reputation. The simulation results show that our proposed scheme outperforms the benchmark
scheme in terms of NRL (normalized routing load), PDF (packet delivery fraction), and packet drop
in the presence of malicious and selfish attacks. Furthermore, our scheme identifies the selfish nodes
quickly and accurately as compared to the benchmark scheme.

Keywords: mobile ad hoc networks; dynamic topology; multipath routing; secure routing; reputation
ratio; trust management; selfish node; malicious node

1. Introduction

A mobile ad hoc network (MANET) can be formed without the existence of centralized
controlling authority or access points, every node acting in an autonomous mode, i.e.,
nodes are free to join or leave the network. Nodes can communicate to distant nodes
via the intermediate nodes and can freely change location, but with the characteristic
that mobility network topology changes regularly. Because of hardware malfunctions,
malicious attacks, and environmental interference, the sensing nodes and wireless links
in the network are prone to failure [1,2]. Thus, MANETs require adaptive protocols that
link mobile nodes after the changes induced by random topology. Such networks are
robust and scalable because of their distributed nature and can be set up anywhere at
any time [3]. Because of these features, a MANET is an effective key and can therefore be
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used in various applications, such as emergencies (e.g., natural disaster relief scenarios),
military operations, vehicular networks, disaster management, underwater network, robot
network [4,5], personal area network, etc. [6,7]. These networks play an integral role
in the internet of things (IoT) paradigm [8]. Therefore, a MANET is the best option for
social internet of things (SIoT) applications, which are characterized by mutual trust and
interests [9]. Routing in MANETs depends on intermediary nodes because every node in
the network performs the role of host and router [10,11]. More specifically, they can function
as sources, destinations, or intermediate routers to transmit and receive data or forward
other node packets based on their movements in the network. This cooperative event of
forwarding of packets is used to ensure the reliability of time-dependent tasks. If a node is
within another node’s transmission range, they can directly communicate; otherwise, they
will communicate through intermediate nodes, thereby constituting multi-hop routing.
This multi-hop communication makes it possible to solve the low range communication of
nodes, but it may not be viable without node collaboration or cooperation [12,13].

One of the most important challenges in MANETs is the lack of cooperation in some
nodes in multi-hop communications owing to limited resources (e.g., battery power) and
mobility [14]. The noncooperative nodes, known as selfish nodes, selfishly drop packets
from other nodes to save their resources and utilize network resources for personal gain.
On the other hand, malicious nodes intend to harm the network and exploit its resources.
As the number of such nodes increases, it severely disrupts network operations [15]. In
order to counteract the effects of such nodes, they must be detected and isolated from the
network. Different approaches have been proposed for detecting selfish and malicious
nodes. Reputation-based schemes are one of the most popular methods to encourage nodes
to cooperate for packet forwarding, in which each node earn a reputation value based on
feedback from other nodes [16–19]. Selfish nodes are discouraged by penalizing them with
low reputation and ultimately isolating them from the network.

1.1. Motivation

To deal with selfishness (or packet dropping misbehavior), cooperation enforcement
schemes have been proposed in [20,21]. Among those schemes, reputation-based schemes
are considered more promising and scalable due to their distributed nature and suitability
for ad hoc networks. However, there are three key problems in the existing reputation-based
schemes that motivate us to contribute to this work:

• How to detect malicious nodes that evade the detection process? Nodes that do not
participate in route discovery (i.e., dropping route request packets) cannot be included
in the path construction process; therefore, they are not recorded in any routing path;
as a result, they are not acting as forwarders or contributors, rather always acting as
the traffic sources, i.e., the network service consumers. Reputation-based systems
monitor the packet forwarding behavior only while these nodes maliciously excluded
themselves from the routing paths; hence, they go undetected [14,20].

• How to capture nodes that intentionally select bad locations? Some malicious nodes
strategically position themselves in the network, such as at corners or network bound-
aries, so that they always act as source nodes; in other words, they are never chosen as
forwarders [20,22].

• How to prevent nodes from exploiting reputation thresholds? As soon as a node gains
substantial reputation value, it starts dropping packets again for a specific time, i.e.,
nodes can contribute less and consume more without being detected. These sorts of
attackers are partial droppers.

Unlike the existing works, where the reputation of a node was only monitored by its
neighbors, involving the source node and forwarding nodes in the reputation calculation
process and keeping track of the node’s consumption can mitigate these problems. The
specific contributions of this work are listed below.
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1.2. Contributions

This paper aims to exploit the consumption to contribution (C2C) information to detect
and isolate selfish nodes in MANETs. Three main contributions of this work follow:

• Novel Reputation-based Framework: a simple reputation-based framework is de-
signed, which uses the C2C ratio of each node in the network for selfish node detection
and cooperation enforcement. Nodes failing to cooperate are detached from the
network to save resources of other nodes with a good reputation.

• Performance against Attacker Types: the proposed scheme is investigated against two
types of attacks, namely, malicious attacks and partial droppers or selfish attacks.

• Performance Evaluation: it is demonstrated that the proposed scheme outperforms the
benchmark scheme in terms of NRL (normalized routing load), PDF (packet delivery
fraction), and packet drop in the presence of malicious and selfish attacks. Furthermore,
the scheme identifies the selfish nodes quickly and accurately as compared to the
benchmark scheme. Moreover, it is also shown that the proposed scheme is scalable to
large scale networks.

1.3. Paper Organization

The remainder of the paper is organized the following way: Section 2 presents the
background and literature review. Section 3 states the proposed reputation-based scheme.
The simulation results are presented in Section 4. Finally, the conclusion and future work
are illustrated in Section 5.

2. Background and Literature Review

For the isolation of selfish nodes in mobile ad hoc networks, different cooperation
enforcement schemes have been presented in the literature. These schemes can be classified
as credit-based or reputation-based schemes, functions of both types of schemes are the
same i.e., to enforce a node for packet forwarding activity or to isolate noncooperative
nodes from the network, but these schemes use different mechanisms to evaluate node
behavior in MANETs. A comparison of existing works is given in Table 1 and further
explained in the next section.

Table 1. Existing works with pros and cons.

Scheme Reputation Based Credit Based Features Limitations

Marti et al. [23]
√

Encourage good nodes No punishing mechanism for
selfish nodes

Buchegger et al. [24]
√

Punish selfish nodes False alarm messages
Michiardi et al. [25]

√
Punish selfish nodes Second chance mechanism

Jiangyi Hu et al. [26]
√

Local reputation information False accusation problem
Bansal et al. [27]

√
Direct reputation mechanism Second chance mechanism

Buttyan et al. [28]
√

Trading among nodes Wastage of nuglets

Zhong et al. [29]
√ Centralized credit

management
Temper proof hardware,

fairness problems

2.1. Reputation-Based Schemes

In reputation-based schemes, every node in the network monitors other nodes’ packet
forwarding activities; if a node forwards packets for other nodes it will be considered
as a good node. On the other hand, if a node drops other nodes’ packets, it will be
considered a selfish or misbehaving node. Thus, a node’s reputation will be increased
upon the forwarding of packets for other nodes and decreased, otherwise. In such schemes,
every node in the network evaluates and shares previous information of communications
(experiences) with neighboring nodes and decides in collaboration regarding the behavior
of a node, i.e., to establish whether a node is supportive or uncooperative. Reputation-based
schemes define three objectives [30,31].
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• To provide evidence to distinguish between supportive and uncooperative events;
• To inspire the helpful performance of a node in a network;
• If a node is uncooperative, it must be stopped from consuming services of other nodes,

or enforce it for assistance or cooperation.

In these schemes, a node assesses the behavior of another node through local observations
by using first-hand experience (i.e., through its direct interactions) or globally (using reports
shared by other trustworthy nodes). Following are some of the reputation-based schemes.

Marti et al. [23] proposed a solution that consists of two methods, “watchdog and
pathrater”, to prevent selfishness and to increase good throughput of nodes. Watchdog
is used to identify selfish nodes by overhearing in promiscuous mode, if the next node
forwards a packet, then it will be considered as a good behaving node and vice versa;
hence, a node rating can be increased or decreased accordingly. The pathrater is then used,
which is responsible to constitute or select paths that do not include selfish nodes. There
is no mechanism to punish selfish or misbehaving nodes; which is later addressed by the
reputation scheme proposed in [24]. Buchegger et al. [24] provide an extension to the DSR
protocol named CONFIDANT (cooperation of nodes, fairness in dynamic ad hoc networks),
which is a reputation-based scheme. The CONFIDANT uses four components to detect
selfish nodes: monitor, reputation system, trust, and path manager. Monitor overhears its
neighbor’s activities using the watchdog mechanism, discussed above, and informs the
trust manager accordingly. For the detection of untrustworthy nodes, trust manager keeps
the record of the reputation rating of the nodes in the network. Whenever a misbehaving
event occurs, the trust manager broadcasts alarm messages in the network. Moreover, trust
manager uses the trust level of the sender nodes to confirm the trustworthiness of alarm
messages. The reputation system maintains two lists, one is a rating list and the second
is a black list; the rating list contains ratings of each node which is based on first-hand or
second-hand information (information received from other nodes). The reputation system
then recognizes selfish or malicious nodes based on reputation ratings. If a node rating
falls below a predefined threshold, the reputation system then informs the path manager.
The path manager decides to include or exclude a node from the path depending on the
reputation rating of that node. Thus path manager selects a route with no selfish nodes
and also rejects traffic from misbehaving nodes. In this scheme, the alarm messages has the
disadvantage of rumors spreading, due to which the attacker node can spread false alarm
messages indicating certain node(s) as being selfish. In this scheme, the alarm messages
have the disadvantage of rumor spreading [32], due to which the attacker node can spread
false alarm messages indicating certain node(s) as being selfish. The authors provided
a solution to this problem in their work given in [32]. CORE (collaborative reputation
mechanism to enforce node cooperation in mobile ad hoc networks) [25] is a reputation-
based scheme that works on top of DSR protocol. This considers the MANET as a society
to remain trusted and where nodes must be cooperative. CORE uses the following three
types of reputation information:

• Reputation considered through direct observations;
• Reputation information is received from one node concerning others;
• Functional reputations related to a certain function and the weight of the function

depends on the priority or status of the function.

At last, collective reputation is calculated based on these three sources of reputation
information. Hence, a node with poor reputation value will be secluded from the network.
However, if a node increases its contribution to the network, then the node may rejoin
the network.

Jiangyi Hu et al. [26] proposed LARS (locally aware reputation system for mobile
ad hoc networks). LARS uses local reputation information in which every node in the
network monitors its one-hop neighbors for packet forwarding activities and calculates
node reputation accordingly. Hence, a node having a low reputation value will be declared
as selfish and its neighbors are notified through a warning message. To overcome the false
accusation problem, the warning message must be received from multiple nodes to verify
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the warning message. OCEAN (observation-based cooperation enforcement in ad hoc
networks) [27] considers only direct observations to decide a node’s behavior. OCEAN
uses five components to detect a selfish node, which are given below.

• NeighborWatch: is used to observe neighboring nodes using the watchdog mechanism
to determine whether or not a node forwards packets for others;

• RouteRanker: maintains a rating record of adjacent nodes. Initially, a neutral rating is
assigned to all the nodes and then increases or decreases according to the receipt of
positive or negative events, respectively, received from the NeighborWatch component;

• Rank-Based Routing: this component is responsible for selecting a path having no self-
ish nodes according to the information generated by the NeighborWatch component;

• Malicious Traffic Rejection: rejects all packets from selfish nodes to stop service provi-
sion to selfish nodes from other nodes;

• Second Chance Mechanism: this component periodically gives a second chance to
nodes previously declared as selfish. The second chance mechanism is based on the
assumption that the node forwards packets, but due to some technical problems or a
bad environment the node was unable to maintain its reputation ratings, for example,
accidental link errors.

In [15], a central intelligent technique called SDA (separation of detection authority)
is presented to consider network reliability. By utilizing three watchdogs, a payment
punishment scheme (PPS) was proposed to send messages to the neighbor nodes, monitor
them, and report on their behavior [33]. The method clusters nodes, and the cluster head
uses a modified extended Dempster–Shafer model, watching out for selfish nodes with the
use of watchdogs. Based on the Dempster–Shafer evidence theory, a trust model approach
is proposed in [13], which is based on direct trust between nodes and indirect trust between
neighboring nodes.

2.2. Credit Based Schemes

Cooperative nodes in credit-based schemes are rewarded in terms of virtual cur-
rency [34]. For packet forwarding activity, the source or destination node must pay virtual
currency to intermediate nodes. Following are examples of credit-based schemes. Nu-
glets [28] was the leading perception used to prevent the selfish behavior of nodes in
MANETs. The source or destination nodes pay in terms of virtual currency, called nuglets,
to the intermediate nodes for their packet forwarding services. For charging the nodes
for packet forwarding services, two models are used: packet purse model (PPM) and
packet trade model (PTM). In PPM, the source node must pay the number of nuglets to
the intermediate nodes for their packet forwarding services. The sender must provide a
sufficient number of nuglets with the packets to the intermediate nodes as service charges
for their forwarding activity. The issue with this model is that, if more or fewer nuglets
are loaded than required, extra nuglets will be lost and if less, then the packet may not
reach the destination. Another problem with this model is that if link failures or technical
faults occur in the middle of the transaction, then the nuglets charged by some nodes will
be wasted [18]. On the other hand, in the packet trade model, every forwarding node in
the route purchases the packets from the preceding one and sells the packet to the next
node along the path; finally, the destination node purchases the packet. The author in [19]
provides the credit-counter concept to enhance PTM. A node counter will be decreased
upon sending their own packets while it will increase on forwarding packets for other
nodes in the network. To persist in the network, a node must balance its sending and
forwarding activities. In Sprite [29], the credit administration relies on a central author-
ity known as credit clearance service (CCS). For charging packet forwarding activity, a
node submits a receipt for credit to the CCS. The CCS provides credit to the node after
confirmation of the receipt from the next node. The CCS defines the rate for sending and
forwarding the packets; thus, the sender loses the credit while intermediate nodes receive
credit if CCS obtains satisfactory verification from the next node. Some other credit-based
schemes are presented in [35–38]. Credit-based schemes provide a flexible way for nodes to
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manage credit, but these schemes did not receive wide acceptance because of the following
shortcomings [39].

• Increased Cost: to secure credit management, these schemes require tamper-proof
hardware for every node in the network, which may increase cost;

• Lack of Fairness: there is an unequal chance available to nodes for earning credit.
Nodes at the middle of the network have a high chance of earning credit while nodes
located at the boundaries have less or no chance to obtain credit;

• High Overhead: payment give-and-take may increase overhead.

In the existing schemes, reputation is a measure of cooperation computed by each
node for others. This does not indicate anything about the services consumed by nodes.
Therefore, such schemes have limited performance against selfish and malicious nodes.
In particular, nodes that do not participate in the route establishment process (i.e., nodes
drop route request and route reply messages) make use of network resources to their own
advantage [40]. Moreover, nodes that locate at positions where they are always treated as
source nodes freely enjoy the benefits of other nodes, but without contributing the same
back to the network [41,42]. Similarly, detecting and isolating partial droppers is also
challenging since these nodes take advantage of the reputation threshold [43]. The selfish
and malicious nodes discussed in the cases above act as free riders, where they usually
consume network services without providing any services back to the network.

3. Proposed Reputation-Based Scheme

In this section, the proposed reputation-based scheme is presented while focusing on
its different components along with their functionalities for selfish node detection.

3.1. Schemes Description

Unlike the existing methods, where reputation is a measure of cooperation without
considering the resources being utilized by nodes, the C2C ratio, on the other hand, provides
the overall behavioral history of nodes, for example, how many resources a node exploited
for its own benefits and how much it has contributed to the network. Based on our
mechanism, each node in an ad hoc network implements an autonomous reputation
evaluation scheme that aims to identify and isolate selfish neighbors.

MANET is a set of mobile nodes N = {n1, n2, · · · , N} communicating in an ad hoc
manner. All the nodes act as a host to send their own packets and a router to forward other
node packets. Packets are assumed to be forwarded hop-by-hop. The communication links
are considered bidirectional, and the wireless channels are assumed to be error-free. Each
node has an omnidirectional antenna for bidirectional communication [44]. To compute
the reputation of nodes, every node in the network maintains a C2C table to record the
consumption and contribution of other nodes. The consumption (sent packets) of a node n is
the number of packets it sent through other nodes in the network, whereas the contribution
is the number of packets node n forwarded for other nodes. Based on C2C information, a
node n reputation can be calculated as

Rn
1 =

∑P
pkt=1 Fpkts

∑P
pkt=1 Fpkts + Dpkts

(1)

Rn
2 =

∑P
pkt=1 Fpkts

∑P
pkt=1 Fpkts + Spkts

(2)

where the Fpkts (forward packets) represents contribution, Spkts (sent packets) is the con-
sumption, and Dpkts (drop packets) denote the dropped packets. The Rn

1 is the reputation
value used to detect the type-I attack (malicious attack) and Rn

2 is for the type-II attack
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(partial droppers or selfish attack). A node can use network services if the following
condition holds

Rn
1 and Rn

2 ≥ τ (3)

where τ is the tolerable reputation threshold and a node satisfying the above condition is
considered as a good node. If a node reputation falls below the threshold, such nodes will
be declared as selfish or malicious nodes and secluded from the network.

3.2. Design and Modules

Because of the broadcast medium of MANETs, when a node sends or forwards a packet,
it is overheard by all its neighbors [22]. All neighbors in our proposed approach moni-
tor packet sending and forwarding operations and calculate the sender’s or forwarder’s
reputation—based on send and forward events. Our scheme will run on the top of DSR.
The monitor observes the packet sending and forwarding activity to compute the C2C. The
monitor forwards C2C to the reputation module and path manger ensures avoiding the
route through selfish nodes. Finally, selfish node isolation is used to isolate nodes that are
below the reputation threshold.

3.2.1. DSR Agent (Route Discovery)

The DSR [28] served as the foundation for our strategy. On the routing level, the DSR
protocol’s primary function is route-finding and packet transmission. In NS-2, the DSR
agent is the fundamental module responsible for routing-related events in the network, as
well as packet overhearing capability.

3.2.2. The Monitor (C2C Based Detection Mechanism)

The monitor is the basic component of the proposed scheme, which is responsible
for identifying the consumption (send packets), contribution (forward packets for others),
and drops packets of each node in the network. Unlike prior methods, in our proposed
scheme, the sender, neighbor, and forwarder nodes monitor other nodes in their commu-
nication range and calculate the C2C for those nodes in the network. In the following
text, three different perspectives from three different nodes viewpoints are discussed while
calculating C2C.

• Monitoring by the Data Source:

After a route request (RREQ) and route reply (RREP) process, source node S (as shown
in Figure 1 sends a packet to destination D via the intermediated node F. It is worth noting
that the difference between S and F is that S is the data owner whereas F is not. Reaching
data from S to D will benefit both S and D; for example, suppose S is the file uploader
and D is the file downloader. However, for F it is just a community service consuming its
battery for the general good. Before delivering the packet to the next-hop F, the sender
node S copies it into a buffer and sets the timer. Due to the broadcast nature of the wireless
networks, if the intermediate node F forwards the packet before the timer expires, the
sender node will also receive a copy of it (also called passive acknowledgment). The sender
updates the contribution of the forwarder node F in the C2C table. If the timer expires
without a matching packet being received, the sender S records a packet drop event for F.
The monitor then communicates this information to the reputation system for reputation
calculation. The process is given in Algorithm 1.

• Monitoring by Forwarders:

After responding to the RREQ of the source node S, the intermediate node F receives a
packet from the sender node. If the sender is a new node, its details are added to the C2C
table; otherwise, it is checked in its selfish list. If this node is available in the selfish list,
then F discards the packet. If the sender is not in the selfish list, it updates the consumption
node S (because S is the data source) and passes it to the reputation module for reputation
calculation and threshold checking. Details are given in Algorithm 2.
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Algorithm 1. Reputation calculation for intermediate node (F) by source node (S)

1. Initiate route discovery process
2. Create the RREQ packet
3. Broadcast the RREQ
4. If receive the RREP from the neighbors then
5. Send packet to the next hope, start the timer, and listen to it
6. If overhear the same copy from the next hope then
7. Update the contribution in the C2C table
8. Else
9. Update drop packets
10. End if
11. Else
12. Go to step 2
13. End if
14. Calculate reputation-based on C2C
15. If reputation < threshold then
16. Add next hope to selfish list and go to step 1
17. End if
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Algorithm 2. Reputation calculation for sender node (S) by intermediate node (F)

1. Receive packet
2. If packet type == RREQ then
3. If current node == destination then
4. Send RREP
5. else
6. Add itself in the path and broadcast the packet
7. End if
8. Else packet type == data
9. If source == new node then
10. add its details to the C2C table
11. Else check it in the selfish nodes list
12. If available in the selfish list then
13. Discard the packet
14. Else update the consumption
15. End if
16. End if
17. End if
18. Calculate reputation-based on C2C
19. If reputation < threshold then
20. Add sender to the selfish list and discard the packet
21. End if

• Monitoring by Neighbors:

The neighbor node M can overhear the communication between the sender S and the
forwarder node F. It is notable that M is a neighbor which only overhears the communi-
cation and not acting in the routing path. As the sender node S sends the packet to the
forwarder F, the neighbor node M saves the overheard copy of the packet in a cache. In
the next step, within a certain time threshold, if M overhears a packet from the forwarder
node F, then M compares this overheard packet with the cached one. If both packets are
the same, then M updates the consumption of the sender node S and contribution of the F
node in its C2C table. If both packets are not the same, M updates the consumption of the F
node. If no packet is overheard from F, then M assumes that F dropped the packet received
from S and updates the dropped record of the F node. Finally, M sends C2C information to
the reputation module for reputation calculation. The details are given in Algorithm 3.

Algorithm 3. Reputation calculation for sender node (S) and intermediate node (F) by
neighbor node (M)

1. If Overhear a packet from the sender then
2. Cache a copy of this packet and listen to the forwarder
3. If overhear a packet from the forwarder then
4. compare this packet with the cached one
5. If both are the same then
6. Update consumption of the sender
7. Contribution of the forwarder
8. End if
9. Else
10. Update the dropped record of the forwarder
11. End if
12. End if
13. Calculate reputation-based on C2C for both sender and forwarder

Using this framework where the sender, forwarder and neighbor nodes take part in
the reputation calculation, the false accusation problem can be avoided. In false accusation,
nodes spread false reputation values about other nodes. Our scheme can efficiently handle
this problem. For example, in Figure 1, when a sender node S transmits a packet to a
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forwarder node F, both the sender S and the neighbor node M update the contribution of
the F as the forwarder node F forwards the message. As a result, both the sender and the
neighbor nodes have the same value of contribution for node F. Similarly, for sender S, the
F and M have the same consumption value.

3.2.3. The Reputation Module

After receiving the C2C information from the monitor, the reputation system calculates
the value of Rn

1 and Rn
2 for each node n and compares it with the reputation threshold. If

the reputation value is less than the threshold, the node is then added to the selfish list
which contains all selfish nodes. The reputation module finally passes the selfish list to the
path manager.

3.2.4. The Path Manager

This unit is responsible for finding a route without passing through a selfish node(s) to
the destination. After receiving the selfish list from the reputation module, it checks if the
selfish node exists along the path, then the path manager avoids the path over that node(s).

3.2.5. Selfish Node Isolation Unit

Each node within the network will check the address of the source node of the packets
into its selfish list; if the address of the sender node exists in the selfish list, then the packets
from that node will be discarded, otherwise the packets will be forwarded to the next node.

3.3. Computational Complexity of the Proposed Scheme

The proposed reputation-based scheme has a computational complexity of O(N ×M),
where N is the number of nodes in the network and M is the number of packets to be checked
(consumption or contribution) for each node. Therefore, the computational complexity is
linear with N. It is worth noting that the proposed scheme is fully distributed, and the nodes
do not share C2C information with neighbors; hence, there is no communication overhead.

4. Results and Discussion

In this section, the proposed reputation-based scheme is evaluated through simulation
to determine its efficiency. The results are presented in the next section.

4.1. Simulation Setup

The proposed scheme is simulated using network simulator NS-2 and compared with
OCEAN to check the efficiency of our scheme using the simulation parameters given in
Table 2. The AWK scripts are developed for the collection of data from NS-2 simulator
trace files. To automate the process to run extensive scenarios without user interference,
we developed a bash script. The random waypoint model is used as a mobility model and
CBR is used for UDP traffic generation. The simulation is conducted for different area sizes
and pause times. The simulation time, speed of nodes, and number of selfish nodes are
varied in order to perform an in-depth evaluation of the scheme. The simulation results are
averaged over 30 randomly generated scenarios.

4.2. Performance Metrics

To evaluate and compare the proposed scheme with OCEAN, the following perfor-
mance metrics are used.

• Good throughput—indicates the throughput available to good or regular nodes. It
determines the ratio between the numbers of the packets received at the destination to
the number of packets sent by the sender node, as denoted in Equation (4):

Good Throughput = ∑ (Received pkts)
∑ (Sent pkts by good nodes)

(4)
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Table 2. Different simulation parameters.

Parameter Value

Area 500, 1000, 1500, 2000 m2

Pause Time 10, 20, 30, 40, 50, 60 s
Maximum Speed 5, 10, 15, 20, 25, 30 m/s
Number of Nodes 50

Number of Connections 30
Application CBR
Packet Size 64 B

Simulation Time 100, 200, 300, 400, 500, 600 s
Mobility Model Random Waypoint Model

Selfish Population 0% to 100%

• Evil throughput—determines the throughput offered to misbehaving nodes:

Evil Throughput = ∑ (Received pkts)
∑ (Sent pkts by misbehaving)

(5)

• Packet delivery fraction—the percentage between the number of packets originated
by CBR sources and the number of packets received by CBR sinks at the destination;

• NRL—normalized routing load (NRL) is the fraction of packets communicated at the
network layer to the CBR packets at the application layer by the receiver node;

• End-to-end delay—represents retransmission delay, queuing delay, buffering during
route discovery, and propagation delay.

4.3. Attacker Types

Two types of attackers are created during our simulation-based experimentations, i.e.,
type-I and type-II attackers. Type-I attackers are those malicious nodes that take part in
the route discovery process; once included in the routes, they start to act selfishly and
drop packets. Type-II attackers, on the other hand, are malicious nodes that do not take
part in the route discovery process at all, i.e., they drop the RREQ (route request) control
packets; hence, they never act as intermediate nodes. These attackers are more crucial to be
detected. In the following sections, the proposed scheme evaluation is presented where it
is compared with OCEAN.

4.4. Simulation Results
4.4.1. Effect of Area

The impact of different terrain sizes on the performance of our proposed scheme is
evaluated in the presence of 20% of type-I and type-II attackers with mobility of 10 m/s
and a pause time of 60 s.

• Performance in the presence of type-I attackers: The performance in terms of packet
drops is given in Figure 2a. It can be seen that OCEAN reported small packet drops
against small areas, however, as the area increases our scheme outperforms OCEAN
because the benchmark scheme provides a second chance to selfish nodes to join the
network. The end-to-end delay of both schemes is shown in Figure 2b. OCEAN
reported less delay as compared to our scheme for all terrain sizes because OCEAN
uses a rank-based routing mechanism. Figure 2c shows the evil throughput, in which
our scheme outperforms the benchmark scheme and recoded low evil throughput.
Figure 2d represents good throughput, almost a similar performance can be seen in
terms of good throughput. NRL is depicted in Figure 2e; NRL of our scheme is less
as compared to OCEAN. Figure 2f represents packet delivery fraction; our scheme
produces a higher PDF than OCEAN.
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• Performance in the presence of type-II attackers: Figure 3a shows the end-to-end delay,
in the small area both schemes produce the same delay, but with an increase in area.
OCEAN’s delay is going to decrease, because of previously stored routing information.
Packet drop is shown in Figure 3b; it can be witnessed that OCEAN has a small packet
drop because our scheme suffers from a hard/bad location problem, i.e., our scheme
uses consumption to contribution ratio for reputation calculation, thus if a node is
located at the boundary, then every time that node will appear as a source node and
consequently that node consumption will be increasing, which will decrease a node’s
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reputation. Figure 3c represents evil throughput. With all area sizes, evil throughput is
zero for both schemes because, during the route establishment phase, type-II attackers
do not participate in RREQ. Good throughput is shown in Figure 3d; according to the
results with large terrain size our scheme performs well in terms of good throughput
as compared to OCEAN. Normalized routing load is presented in Figure 3e; it can be
seen that up to 1000 m2 areas produce the same results; however, with large size area,
OCEAN offered high NRL. PDF is depicted in Figure 3f; our scheme delivered more
packets as compared to OCEAN.
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4.4.2. Effect of Mobility

The effect of speed or node mobility on the performance of both schemes within a
terrain size of 100 m2 is explained as follows.

• Performance in the presence of type-I attackers: Figure 4a represents end-to-end
delay; it can be seen that our scheme produces greater delay than OCEAN because
OCEAN uses former information for route selection, i.e., OCEAN avoids paths through
misbehavior nodes; however, our scheme assesses new neighbors from the start. This
problem will be further investigated in our future work. The packet drop of both
schemes is shown in Figure 4b; it can be observed that OCEAN drops fewer packets
with low speed, but as mobility increases, OCEAN drops more packets as compared to
our scheme. The reason behind the scene is the second-chance mechanism of OCEAN,
as a malicious node joins the network, it again initiates packet dropping attack. Evil
throughput is presented in Figure 4c; it can be seen that with low mobility, evil
throughput of OCEAN is small, but with medium speed, both schemes are the same;
however, with high-speed, evil throughput of our scheme decreases. Good throughput
is shown in Figure 4d, which shows that our scheme provides high throughput to
good nodes. Normalized routing load is shown in Figure 4e; it can be concluded that
NRL of our scheme is less than OCEAN from low to high mobility. PDF is shown in
Figure 4f; our scheme delivered more packets than OCEAN.

• Performance in the presence of type-II attackers: Effect of mobility in the presence
of type-II attackers against different mobility on the performance of both schemes in
terms of delay, packet drop, evil throughput, good throughput, normalized routing
load and packet delivery fraction is presented in Figure 5a–f. Delay is given in
Figure 5a; our scheme results in higher delay as compared to OCEAN. Figure 5b
represents drop packets; it can be found that our scheme leads to a slightly greater
packet drop because of a bad/hard location problem. The throughput available to
evil nodes is presented in Figure 5c; a zero evil throughput of both schemes can be
observed, because selfish attackers discard RREQ packets. Good throughput is shown
in Figure 5d; our scheme provides more throughput to good nodes as compared
to OCEAN. Figure 5e represents NRL; it can be observed that our scheme’s NRL is
small compared to OCEAN. PDF is depicted in Figure 5f; our scheme performs well
compared to OCEAN.

4.4.3. Effect of Malicious Attack

Both schemes are investigated under various percentages of malicious nodes. The
behavior of both schemes in terms of delay, packet drop, evil throughput, good throughput,
NRL, and PDF is shown in Figure 6a–f. End-to-end delay is presented in Figure 6a; small
delay of our scheme can be observed in the presence of 50% malicious nodes, however,
with an increase in malicious percentage same behavior of both schemes can be observed.
Packet drop is presented in Figure 6b; OCEAN leads to high packet drop in comparison
with our scheme, as malicious node(s) once again join the network using the second-chance
mechanism. Figure 6c shows the throughput available to evil nodes; however, our scheme
performs well as the malicious percentage increases. The throughput provided to good
nodes by both schemes is given in Figure 6d; our scheme is better than OCEAN, particularly
with a 60% malicious percentage. NRL is presented in Figure 6e; as the malicious percentage
is above 50%, our scheme NRL decreases; however, the same behavior of both schemes can
be observed when the malicious percentage is below 50%. Packet delivery fraction is given
in Figure 6f; both schemes delivered the same overall malicious packets percentage.
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4.4.4. Effect of Selfish Attack

Results of both schemes in terms of delay, packet drop, evil throughput, good through-
put, NRL, and PDF against the different percentages of selfish attackers are shown in
Figure 7a–f. End-to-end delay is presented in Figure 7a; our scheme produces a minimal
delay as compared to OCEAN. Packet drop is given in Figure 7b; a small amount of packet
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drop can be observed in our scheme throughout all selfish percentages, as our scheme
does not allow a selfish node again once detected, while OCEAN gives a second chance
to selfish nodes to participate in the network. Figure 7c represents evil throughput; both
schemes show a zero evil throughput, as nodes do not take part in the REEQ and RREP
phase. Figure 7d represents good throughput; it can be observed that our scheme performs
better than OCEAN in the presence of selfish percentage ranging from 0% to 100%. NRL
is presented in Figure 7e; NRL produced by our scheme is less than OCEAN along with
all selfish percentages. PDF is shown in Figure 7f; it can be witnessed that our scheme
outperforms OCEAN in terms of PDF.
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4.4.5. Detection Accuracy (Type-I Attack)

The detection accuracy of our scheme and OCEAN for different simulation times is
shown in Figure 8. As compared to OCEAN, our scheme detects all malicious nodes within
less time because OCEAN cannot detect such nodes that partially drop some packets to
sustain its reputation threshold. In detection accuracy, our scheme outperforms OCEAN
and isolates malicious nodes from the network within the shortest time.
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4.4.6. Detection Accuracy (Type-II Attack)

Results in terms of detection accuracy in the presence of type-II attackers of both
schemes are given in Figure 9. It can be seen that OCEAN detection accuracy is more stable
than our scheme, because our scheme uses the idea of consumption to contribution ratio
that suffers from the hard/bad location problem. For example, if a node is located at a
position or area where there is no chance or less chance to forward packets for other nodes,
then every time that node will appear as a source node. This position will increase node-
sending packets (consumption) and eventually that node reputation will be condensed,
and as the reputation falls below the given predefined threshold, it will be considered as a
selfish node. Hence, OCEAN outperforms our scheme in terms of detection accuracy in the
presence of selfish attackers.
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4.4.7. Scalability of the Proposed Scheme (Type-II Attack)

To assess the scalability of the proposed scheme, different numbers of nodes are used.
The selfish population is fixed at 20% and the speed is kept at 15 m/s. Figure 10 shows the
end-to-end delay versus the number of nodes. It is evident that our proposed algorithm
performs similarly regardless of the number of nodes and reports less delay as compared
to the benchmark scheme. It is worth noting that the selfish nodes continuously change
their position (location), but our scheme can effectively locate these nodes and isolate
them from the network quickly. As a result, the nodes can quickly reconstruct the route
and communicate within a controlled delay. In contrast, when nodes in OCEAN change
location, every time they appear as new nodes they will utilize network resources until
they are detected. As a result, it can be concluded that the proposed scheme can scale to
networks with a large number of users.
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and varying number of mobile nodes.

5. Conclusions and Future Work

In this research, a novel and simple reputation-based scheme was proposed that
utilized the consumption-to-contribution ratio of each node in the network to detect and
isolate the selfish nodes in MANETs. The proposed scheme was compared with the
benchmark scheme, namely, OCEAN. The simulation results showed that the proposed
reputation-based scheme outperformed the benchmark scheme in terms of packet delivery
fraction, normalized routing load, and good throughput in the presence of malicious and
selfish nodes. However, OCEAN performed well in terms of delay as compared to the
proposed scheme. Furthermore, it was found that the proposed algorithm enhanced the
detection accuracy of selfish nodes as compared to OCEAN. The proposed scheme suffered
from a bad or hard location problem, which degraded the detection accuracy in the presence
of selfish nodes.

Future research directions include comparing the proposed scheme with some of the
most recent reputation-based schemes, and incorporating machine learning, including
deep reinforcement learning, to solve hard or bad location problems and enhance detection
accuracy. In addition, investigating the congestion effects on the proposed scheme and
reputation rebuilding mechanisms will be explored, which can lead to a node that was
perceived as selfish and isolated from the network being reevaluated and reintegrated
into it.
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