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G W N e

Abstract: The emerging concept of drone swarms creates new opportunities with major societal
implications. However, future drone swarm applications and services pose new communications and
sensing challenges, particularly for collaborative tasks. To address these challenges, in this paper, we
integrate sensor arrays and communication to propose a mathematical model to route a collection of
autonomous unmanned aerial systems (AUAS), a so-called drone swarm or AUAS swarm, without
having a base station of communication but communicating with each other using multiple spatio-
temporal data. The theories of structured matrices, concepts in multi-beam beamforming, and
sensor arrays are utilized to propose a swarm routing algorithm. We address the routing algorithm’s
computational and arithmetic complexities, precision, and reliability. We measure bit-error-rate (BER)
based on the number of elements in sensor arrays and beamformed output of the members of the
swarm to authenticate and secure the routing for the decentralized AUAS networking. The proposed
model has the potential to enable future drone swarm applications and services. Finally, we discuss
future work on obtaining a machine-learning-based low-cost drone swarm routing algorithm.

Keywords: communications; sensor arrays; unmanned autonomous systems; swarm; MIMO models;
computational and arithmetic complexities; routing algorithms; muti-beam beamforming; performance
of algorithms

1. Introduction

The positive use of drones or unmanned aerial systems (UAS) has the potential to
save lives, increase safety and efficiency, and enhance science and engineering research.
Drone swarms could act independently or autonomously; for example, drone swarms
could be utilized to map and predict dangerous areas and assist first responders during
civil emergencies [1,2]. Drone swarms are scalable, adaptive, and resilient. However, future
drone swarm applications and services pose new communications and sensing challenges;
for example, many collaborative tasks require communications and networking to enable
intra-agent collaboration in dynamic environments, which existing networking protocols
are unable to achieve, as pointed out by Air Force Research Laboratory—Information
Directorate (AFRL/RI) in its BAA entitled “Elastic Tactical Networking for Autonomous
Swarms” [3].

Multiple, autonomous, unmanned aerial systems (AUAS) can exhibit swarm behavior
in airborne robots. Although AUAS consists of thousands of drones flying in formation
based on artificial intelligence (AI), sometimes, it exhibits chaotic patterns due to swarm
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dynamics. The centrally controlled collections of drones are popular and used for enter-
tainment, e.g., in stadiums to emulate firework displays. However, AUAS swarm robotics
have a fully distributed control architecture through independent and secure agents. The
secure multi-agent approach to flight control and navigation allows the distribution of trust
via consensus mechanisms and smart contracts—making them robust against cyberattacks
and agent failures. Navigation and swarm control dictate multi-hop data networking
between nodes of the AUAS swarm. The AUAS network requires network capacity for
control functions between the agents and requires low latency for precision, navigation, and
maneuvering—not to mention negotiating challenging flight paths in dense environments
without collision. Thus, in this paper, we propose an integration of communication and
sensor arrays to route a collection of AUAS while facilitating high-performance aerial
multi-agent systems in the most challenging of air spaces.

The development of 5G cellular networking enables the improvement of the capacity
of beamforming on AUAS networking [4-13]. Different from the majority of the literature
on UAS based on a single flying antenna system (as a hub) [14-19], we propose an AUAS
swarm routing algorithm that is compatible with wideband multi-beam beamforming and
based on multiple steering angles and multiple variations to optimize the routing with a
decentralized communication system to increase efficiency, accuracy, and reliability. We
obtain an AUAS swarm routing algorithm in which drones can communicate with each
other efficiently and understand routing through decentralized multiple antenna array
systems. Frankly, the quicker and more synchronized the decisions of each drone, the easier
the swarm will navigate efficiently. A model based on AUAS swarm routing becomes more
reliable when the decision-making processes are transparent and explainable. In general, it
is difficult to define an accurate and reliable mathematical model to optimize drone swarm
routing, but it is easy to draw a definition to model swarm routing having each drone
understand each other and making a decision to determine optimal routing.

Deep neural network-based (DNN) machine learning (ML) algorithms provide so-
lutions for human dynamics, channel state information (CSI), optimum detection, and
array beamforming [20-24]. However, these are trained on simplified scenarios that either
assume a single-user scenario without interface [25,26], or require exact CSI available to the
users for CSI reconstruction at the base stations [25,27,28], or need an end-to-end network
training to design a frequency division duplex multiple input-output system [29] for swarm
routing. The drone swarm can route using ML-based spatial and temporal data. However,
given the conventional digital signal processing (DSP) algorithms, such as the Multiple
Signal Classification (MUSIC) and the Estimation of Signal Parameters via Rotational Invari-
ance Techniques (ESPRIT), as well as sparse estimation methods of array manifold matrix
[30-39] to determine spatio-temporal data are mostly based on a priori information and
may not be suitable in beamforming-based AUAS routing algorithms. Thus, techniques
have to be explored (i) to understand and simplify the mathematical interpretation of
models described by Al, (ii) to reduce the computational and time burden in computing
spatio-temporal data, and (iii) to design accurate and low-cost ML algorithms. As of the
preliminary work, we propose a mathematical model, algorithm, and error threshold of the
proposed model to route a drone swarm utilizing spatio-temporal data and multi-beam
beamforming communication having decentralized flying antenna array systems.

Although beamforming is implemented to improve UAS networking, the conven-
tional routing algorithms for UAS networking are based on ad hoc on-demand distance
vector (AODV) and optimized link state routing (OLSR). AODV is decentralized, reac-
tive, and has less overhead for management, which is robust to the dynamic topology.
Nevertheless, the main drawbacks of AODV are the consumption of path discovery and
the local optimization for routing generation [40,41]. In contrast, OLSR is a centralized
algorithm that could achieve global optimization of routing generation with the sacrifice
of overhead [42]. Compatible with beamforming, a swarm-oriented routing algorithm,
implemented with decentralization and efficiency, is an urgent need for AUAS networking.
Thus, challenges still remain to efficiently navigate drone swarms without centralized
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communications, obtain efficient algorithms to capture real-time spatio-temporal data in a
massive and complex multiple-input multiple-output (MIMO) model, and address limita-
tions in beamformed antenna arrays for AUAS routing. Here, we propose a mathematical
model and address complexity, precision, and reliability to route an AUAS swarm while
communicating with each other (without having a base station communication) through
multiple spatio-temporal data based on theories of multi-beam beamforming, sensor arrays,
and structured matrices.
The organization along with the contribution of the paper is as follows.

* In Section 2, we propose a mathematical model followed by an algorithm and flow
chart to navigate a drone swarm using multi-beam beamforming decentralized an-
tenna array systems.

* In Section 3, we present

- the array received beamformed signals of drones in the drone swarm at time
stamps and compare these received signals with output signals corresponding to
a ground-truth action function having the same time stamps.

- the analytical arithmetic complexity and numerical computational complexity of
the proposed routing algorithm.

-  BERresults based on the proposed AUAS swarm routing algorithm.

* InSection 4, we discuss an ML algorithm for the completion of spatial and temporal
data to obtain the AUAS swarm routing algorithm followed by a low-cost algorithm.
* InSection 5, we conclude the paper.

2. MIMO Beamforming-Based Mathematical Model and Routing Algorithm to
Navigate a Collection of AUAS

In this section, we propose a novel mathematical model to route an AUAS swarm
based on MIMO beamforming. After the model is proposed, an algorithm is stated to
route an AUAS swarm consisting of a massive number of drones. Thus, we will be able to
deploy over 100 drones without using base station communication. The proposed method
is different from the conventional AODV and is suitable for the 5G NR, B5G, and 6G cellular
networking on the AUAS networking on a large scale. The difference between the scenarios
is that the existing AODV can be deployed in a group and the members of the group can
not exceed 100 [43,44].

We assume a drone swarm consists of M number of drones, and each drone—say u—
has a uniform array with N elements and d element spacing. We also assume that there are
M uncorrelated signals impinging on the array from M drones (to establish communication
among drones) with unique directions {6;},, amplitudes {a;}, and temporal variables
{wiIM, st. —27f; < w; < 27tf;, where f; is the unique temporal frequency in each drone.
Thus, the assumptions are made so that each drone could communicate using a unique RF
beacon modulated at a low-rate digital waveform that carries a unique binary identification
code. If x(t) = [x(0,t),x(1,t),--- ,x(M—1, t)]T—say x(") denotes the source signal
of drone u at time ¢, then the array received N-beamformed signal of drone u at time ¢,

N-1,M
ie, y " (wi,a;,0,t) = Y ajel(@it=kwipi)x () 45 where ; = 2714 sin(6;), A denotes
k=0,i=1
the wavelength of the incident signal, and ) (t) = [ng(t), ny(t),- - -, nN,l(t)]T—say 3 ()
as the additive white Gaussian noise (AWGN), takes the vector form y(“) (wj, a;,0;,t) =
[y(0,1),y(1,1),- - ,y(N —1,t)] " —referred to as y(*). Now, for all u’s we can rewrite y(*)’s
as a collection of matrix—vector products describing a MIMO beamforming model, and for
each drone, 1, described via:

y(u) — VI((I:) . Sz(u) . x(u) _|_ ](u)’ (1)
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N-1,M
is an N x M matrix determined by spatial and temporal

=0,i=

where V,(;) = [e’fk‘*’ilpi }
frequencies of each drone 1, which we call a frequency Vandermonde matrix, j> = —1, and

Sgu) = [a;e/i M isan M x M matrix consisting of temporal frequencies and amplitudes

(Recall that V,(;‘) . Sgu) is called the array manifold matrix). Thus, we will have a set of M
systems of equations, and for each drone u we have a system of N equations as given in (1).

The simplest example case of the Equation (1) can be described as having three drones
with each consisting of four elements in the antenna array. Thus, we could see the overall
system as a collection of three systems with each consisting of four sets of equations. Thus,
if each drone received signals from other drones (while communicating with itself and the
other two), the collection of 12-beamformed signals (4-beamformed signals per drone) can
be put into a collection of matrix—vector form as follows

1733
Si( )}k:O i=1 0 0 XD (1)
' @) @13 o LB
0 [Vki 'S }k:m:l 0 X1 | T [Jaxa |- 2)
0 e L
ki i 4
k=0,i=1] 12x9

where 0 denotes zero matrices.

Following the proposed model (1), we state a simple algorithm (Algorithm 1) to
present N-beamformed received signals for each drone u at time ¢, i.e., y(”) (wj, a;,0;,t),
where x(#) (t) denotes the source signal of drone u at time .

Algorithm 1 Multi-beam beamforming-based AUAS swarm routing algorithm
Input: M, N, f;, and t.
Output: y(l),y(z), ce ,y(M)

1. fori=1toM
compute 0;, a;, w;, and P;

2. foru=1toM
compute x(*) at ¢

3. foru=1toM
fork=1toN
fori=1to M
construct SE”) and V,g?)
end for i
end for k
2 55”) - x(®)
g V5
end for u

4. returny),y@ ... y(M)

For further clarification, we present a flowchart corresponding to the AUAS swarm
model followed by the algorithm as shown in Figure 1.
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Figure 1. This flowchart depicts the execution of the proposed AUAS swarm routing algorithm
followed by the model (1).

3. Results

In this section, we first present the received N-beamformed array of signals in each
drone at different time stamps to assess the performance of the proposed mathematical
model. Next, we show numerical results based on the computational complexity of the
proposed AUAS swarm routing algorithm and show that it is compatible with the analytical
arithmetic complexity. Finally, we show the BER results of the proposed routing algorithm
to understand the communication among drones in the swarm.

3.1. Beamfomed Output of the AUAS Swarm Routing Model

In order to understand the error threshold of the proposed AUAS swarm rout-
ing model, we compare the N-beamformed signals in antenna arrays of each drone at

M
time t with a ground-truth activation function 7, ;(t) = Z sin(27t(By ik +t)), where
i=1

Buik is the distance from drone u’s k™" antenna element to each antenna element of
drone i at time t. As we have taken the activation function in terms of sine, and beam-
formed outputs are complex-valued vectors, for the generation of Figure 2, we com-
pare the activation function with the magnitude of the beamformed output vector times
the sine value of the phase of the beamformed output of all drones in spatial arrange-
ments of drones at a given time experienced by each element of the antenna array;, i.e.,
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M
Y ly™] - sin (arctan(lmag(V,((?) st x(”)),Real(V](;) . Sgu) : x(”)))). For the generation

1
i=1
of Figure 2, we have assumed that each drone is spatially arranged equidistantly along the

circumference of a circle whose radius is one spatial unit such that the angle « from the

center of the circular formation to drone u is al(u) = zmﬂi, where the center of the formation

is the origin so that each drone u’s spatial coordinates are (x(”), y(”)) = <cos a(), sin oc(”)>.
Moreover, we assume that the amplitude of the received signal of drone i from drone u is
al(”) = 1 and each drone’s linear N-element antenna array is oriented horizontally, such that
an antenna k’s spatial coordinates of drone u are (x(”) +d(k—1), y(”)), where d = 0.01 is
the inter-element distance of the antenna arrays. Thus, Figure 2 depicts the N-beamformed
signals (color codes to show the strength of the signals) in antenna arrays of M number of
drones (without having base station communication) at time steps ¢t = 0,0.1,0.2,...0.9, i.e.,
y(”) (wj, a;,0;,t) when u and i runs from 1,2,--- ,Mand M = N = 8.

~

o o

ntenna Element Index (k)

—-0.02

—0.04

ntenna Element Index (k)
O F N W s !

OCF N WA GO g
A

Al
|
-
wn

(a) (b)

Figure 2. (a) depicts the beamformed signals of the AUAS swarm routing algorithm y(*) (w;, a;, 6;, t)
over 10 time steps with 0.1 per time step, where each drone u in the circular spatial arrangement is
represented along the Drone Index axis, and its N-element antenna array is represented along the
Antenna Element Index axis. Note that this figure is not a direct representation of physical space; but
rather summarizes results from the perspective of many drones in a single figure, with each drone’s
data stacked along the Drone Index axis, and (b) illustrates signals corresponding to the output of the
ground-truth activation function vy, ; (t) over 10 time steps with 0.1 per time step.

Next in Figure 3; (a)-(1), we show the 2D projections of 3D views of the N-beamformed
signals in antenna arrays of M number of drones at time f and the ground-truth signals
of the activation function at a time t extending the illustration in Figure 2 with different
M and N values. As shown in Figure 3; (a)-(h), the beamformed output of the proposed
AUAS swarm algorithm shows similar results as the ground-truth signals of the activation
function except for a few beamformed signals, and the effect becomes minor when the
number of drones increases. When we fix the number of drones and increase the number
of elements in the antenna arrays at t = 0, say M = 128 or 256 as in Figure 3; (g)—(l), the
beamformed output of the proposed AUAS swarm algorithm does not show favorable
results with the ground-truth signals of the activation function as in the N = 8 case, but
not significantly. Thus, we will explore the deviations of the beamformed output of the
proposed model and activation function as in Section 4.
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Figure 3. A comparison between the beamformed output of the proposed AUAS swarm model and
ground-truth bluevalues having a different number of drones and different numbers of elements in
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the antenna array in the spatial arrangement specified in the results section at ¢ = 0. blue Subfigures
(a—h) show the 2D projections of 3D views of the 8-beamformed signals of 8-element antenna arrays in
8,32, 128, or 256 drones vs. the ground-truth signals at time ¢. Subfigures (i-1) show the 2D projections
of 3D views of the 16-beamformed signals of 16-element antenna arrays in 128, or 256 drones vs. the
ground-truth signals at time ¢.

3.2. Complexity of the AUAS Swarm Routing Algorithm

In this section, we will discuss the arithmetic and computational complexity of the
proposed AUAS swarm routing algorithm. Let us start with the arithmetic complexity of
the proposed algorithm.

Proposition 1. The arithmetic complexity of the algorithm corresponding to the AUAS swarm
model (1) having M number of drones, and each drone consisting of a uniform linear array with
N-elements is O(NM?).

Proof. We have M-sets of N-beamformed signals of M-drones, i.e., [y("),y?), ..., y(M)]as
the columns of a throughput matrix to navigate the AUAS swarm. As each N-beamformed
signal y(*) correspondences to each drone described via (1), the computation of the through-
put matrix cost O(NM?). O

Figures 4 and 5 show the proportionality between the arithmetic and computational
complexities of the proposed AUAS swarm routing algorithm. Figure 4 depicts the execution
time, algorithmic additions, and algorithmic multiplications of the proposed algorithm based
on the code written in Python. The x-axis and y-axis show the number of drones and the
complexity of the graph, respectively. Each line in the graphs shows the number of elements
in the antenna arrays which are 64, 32, 16, 8, and 4 from top to bottom. Thus, it is evident that
the execution time is directly proportional to the arithmetic complexity as in Proposition 1. For
a better visual purpose in showing the algorithmic complexity variation based on the elements
of the antenna array, we present Figure 5 on a logarithmic scale. Based on this figure, the
computational complexity, algorithmic additions, and algorithmic multiplications increase
as the number of drones and/or elements of the antenna arrays increases, and hence the
computational complexity is proportional to the arithmetic complexity in Proposition 1.

lel0 1lel0
1.0 1.0
0.8 0.8
n
2
S @
® 0.6 506
< =
o k=]
Zo04 204
=
0.2 0.2
0.0 0.0
816 32 128 256 816 32 128 256
Number of Drones Number of Drones
(a) (b)

1010 1010
10° // 100 //
108 /// 108 ///
107 /// 207 ///
- 106 T

10°

105 /// 10° ///-

Multiplications
Additions

816 32 128 256 816 32 128 256
Number of Drones Number of Drones
() (d)

Figure 4. Using the code written in Python: (a) shows the number of algorithmic multiplications
involved in computing the non-optmized AUAS algorithm; (b) shows the number of algorithmic
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additions; (c) shows the number of algorithmic multiplications on a log-scaled graph; and (d) shows
the number of algorithmic additions on a log-scaled graph of the proposed AUAS swarm routing
algorithm. Each line in the subfigures (a-d) shows the number of elements in the antenna arrays
which are 64, 32, 16, 8, and 4, and varies from top to bottom, respectively.

40+

P —

35
1014

w
o o

1094

1 / 10714

-
- —

Execution Time
[ N N
w o
Execution Time

-
u o

o

816 32 128 256 816 32 128 256
Number of Drones Number of Drones
(a) (b)

Figure 5. Using the code written in Python: (a) shows the execution time; and (b) shows the execution
time on a log-scaled graph. Each line in the subfigures (a) and (b) shows the number of elements in
the antenna arrays which are 64, 32, 16, 8, and 4, and varies from top to bottom, respectively.

Remark 1. Although particle swarm optimization is a popular stochastic optimization method,
it may not always provide low-complexity routing algorithms [45,46]. Authors in [47] compared
the performance of the particle swarm optimization and differential evolution techniques to find
delivery routings with minimum travel distances with quadratic complexity in time and space. This
complexity is calculated based on a spatial distance matrix from the deployment to the landing. Thus,
once the AUAS swarm is deployed based on the proposed model, the proposed algorithm also has
quadratic complexity in time as in Proposition 1 because N remains a constant after deployment.

3.3. Bit-Error-Rate Based on the AUAS Swarm Routing Model

We use the BER to understand the mutual communication among drones as it gives
a measurement of bits that have errors relative to the total number of bits received in a
transmission (usually denoted by ten to a negative power). Following [48], we have shown
the BER of the proposed AUAS swarm routing algorithm over a collection of signal-to-
noise ratios (SNR). As shown in Figure 6, when SNR increases, the BER displays constant
behavior, and hence implies that there is a communication loss or delay among drones.
The simulated BER is calculated using the beamformed output signals y*) and source
signals x(*) multiplied by an offset factor 1.022 for 20 drones, each having an antenna array
with 32 elements. If the magnitude of the beamformed output vector y®) is greater than the
magnitude of the source signal vector x(), then we set the bit value to zero and otherwise
the bit value to one (this is undertaken to convert the vector quantities into bits). Next, the
AWGN is added to y(“) in order to introduce noise to the beamformed output signal. The
AWGN is calculated as %n, where 7 is a randomly generated complex number. Following

this, the positive real part of the beamformed output signal y(*) is compared with the bit
value conversions. The BER is encountered when these quantities are different. These
bit-errors are summed and divided by the number of bits in the transmit signal and show
the resulted BER over SNR as in Figure 6.
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Figure 6. This shows the BER of the proposed AUAS swarm routing algorithm over a collection
of signal-to-noise ratios (expressed as Eb/NO, where Eb is the energy in one bit (Joules) and NO is
the noise power spectral density (Watts per Hertz)). The x-axis and y-axis represent a collection of
signal-to-noise ratios measured in decibels and BER on a logarithmic scale, respectively.

4. Discussion

In this section, we discuss the variation of the graphs for the beamformed output of
the proposed AUAS swarm model with the ground-truth activation function as shown
in Section 3. We sum up the discussion to obtain a low-cost AUAS swarm routing algo-
rithm exploring the structures of the matrices and ML algorithms. For the purposes of
understanding the variation of beamformed output of the proposed AUAS swarm model
with the ground-truth activation function in Figure 3, we utilize min—-max normalization
following the formula y’ = %, where y is a scalar value in y(*) or Yu,ik(t), Ymin is
the minimum scalar element of the tensor that contains each drone u’s beamformed signal
y® for each time ¢ or ground-truth signal Yu,ik(t) for each time, yyqy is the maximum
scalar value from this tensor, and v’ is the input value normalized to fall between the range
[0,1] [49].

Figure 7 shows the consistency between the beamformed output of the proposed
model and the ground activation function. The magnitude of error depicted for higher
values of k (i.e., number of elements in the antenna array) will not occur in practice because
dk represents the positive horizontal offset of any antenna array element k from the center
of the drone’s spatial coordinate. We measure the difference between the imaginary part
of the beamformed output and the activation function and the magnitude of it as shown
in Figure 7c,d, respectively. The robust accuracy of the proposed algorithm shows small
k values, which we mostly see in practice. Thus, the proposed AUAS swarm routing
algorithm is useful as a heuristic, e.g., as a metric to sort a collection of neighboring drones
according to their connection strength with any particular drone. The difference between a
collection of ground-truth signals and the output beamformed signals of the AUAS swarm
model would increase as the number of elements in the antenna arrays, i.e., N increases
and/or the offset size dk increases but remains consistent even for large spatial drone
arrangements. Thus, we will seek artificial-neural-network-based ML algorithms for the
completion of the frequency Vandermonde matrices defined via spatial and temporal data
to obtain a closed-form algorithm (while reducing the error as best as possible) and hence
to navigate a massive collection of AUAS in real-time, in future.
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Figure 7. We show how the beamformed output of the AUAS swarm routing model diverges from
the ground-truth signal, especially based on a large number of elements in the antenna arrays, i.e.,
N = 256 (to show the worst possible case): (a) shows the expected ground-truth signal; (b) shows the
imaginary component of the beamformed output signal; (c) shows the differences in (a) and (b); and
(d) shows the magnitude of the difference between (a) and (b).

Extending the future work, we have observed that in the AUAS swarm model (1),
the most expensive calculation occurs in the brute-force computation of the matrix—vector
(1) ()

products. Although Sl(u) is a diagonal matrix, V;;” is a dense matrix. Fortunately, V.’ is a
Vandermonde structured matrix having nodes {e=/«i¥i }f\i 1- Thus, in future, we will use the

M-set of N-beamformed signal of M drones at time £, i.e., {y(l) y@ ... y(M)} as the columns

of a throughput matrix and optimize the routing of AUAS swarm using low-complexity
multi-beam beamforming algorithms described in [50-52]. For fast missing data inference,

we will propose to explore the inherent data relation between vectors in consecutive time
frames to quickly fill in the missing data in the new time slot using a vector autoregression
method followed by a product of highly sparse and low-rank matrices to estimate the

(1)
1

transition matrices Vk characterizing the interaction among different components.

5. Conclusions

We have integrated communication and sensor arrays to propose a mathematical
model to route a collection of AUAS, without having a base station of communication
but by communicating with each other using multiple spatio-temporal data. The theories
of structured matrices, concepts in multi-beam beamforming, and sensor arrays were
utilized to propose a swarm routing algorithm. We have addressed the routing algorithm'’s
computational and arithmetic complexities, precision, and reliability. We have measured
BER based on the number of elements in sensor arrays and beamformed output of the
members of the swarm to authenticate and secure the routing for the decentralized AUAS
networking. Finally, we have discussed future work on obtaining an ML-based low-cost
AUAS swarm routing algorithm.
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Abbreviations

The following abbreviations are used in this manuscript:

AUAS  Autonomous Unmanned Aerial Systems

BER Bit-error-rate

DNN Deep neural network

ML Machine learning

CSI Channel state information
DspP Digital signal processing

MUSIC  Multiple Signal Classification

ESPRIT  Estimation of Signal Parameters via Rotational Invariance Technique
Al Artificial Intelligence

MIMO  Multiple-input multiple-output

AODV  ad-hoc on-demand distance vector
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