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S TN

Abstract: In metro cities, the effective and efficient management of traffic is one of the most de-
manding and time taking tasks. Vehicular ad hoc networks (VANET) provide unfailing, low-cost
solutions for transportation systems with intelligence. VANET, a subclass of mobile ad hoc networks
(MANET), allows exchange of information among vehicles and/or roadside devices. VANET can
be implemented in numerous application areas such as effective traffic management, safety, and
user comfort for drivers as well as passengers. It provides phenomenal growth to both in industries
and research communities. Secure mobility and handoff management are the most promising and
challenging research issues in VANET. In this paper, we have introduced the security in intra domain
mobility handoff in PMIPv6 for VANET. Existing intra handover schemes does not include the
authentication cost while evaluating the total packet delivery cost for intra domain handoff. Our
proposed scheme includes the authentication cost of an intra-domain handover for evaluating the
total packet delivery cost of handover for next-generation mobility management protocols, which is
PMIPv6 for the vehicular network. We have considered the vital parameters such as the number of
MAG:s, setup cost, binding update cost, unit transmission cost for analyzing the total packet delivery
cost. Furthermore, a comparative study with authentication and without authentication cost for the
considered parameters shows that our proposed scheme secures the handover process with slight
variation in cost.

Keywords: VANET; PMIPv6; mobility management; host mobility; network mobility

1. Introduction

Vehicular ad hoc networks [1], consisting of high-speed vehicles along with stationary
objects, are infrastructure-neutral, distributed heterogenous wireless networks. Communi-
cation in VANET may be either vehicle-to-vehicle (V2V) in which two vehicles can com-
municate directly or using multi-hop communication, whereas in vehicle-to-infrastructure
(V2I) [2], vehicles and fixed infrastructure known as roadside unit (RSU) [2], such as base
station, mobile router (MR) and access point (AP) communicate with each other. A typ-
ical VANET communication scenario is shown in Figure 1. Pure ad hoc communication
(V2V), pure cellular/WLAN (V2I) and hybrid communication (V2I) architectures are three
possible types of communication architectures in VANET. Pure ad hoc communication
permits communication via a single hop or multiple hops and stands to vehicle-to-vehicle
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(V2V) communication. In pure cellular/WLAN, communication between vehicles and fixed
roadside unit takes place, which is referred as vehicle-to-infrastructure communication
(V2I). On the other hand, the hybrid architecture, consisting of a vehicle with moving router
(MR), permits the hybrid vehicle (HV) communication mode in which multi-hop routing
may be used to connect the vehicles to RSU, with other vehicles acting as gateways.
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Figure 1. VANET Communication Architecture.

Mobility management [3,4] is one of the most significant and difficult concerns for
VANET. Serving networks can use mobility management to detect a vehicle’s point of
attachment (location management [5]) and maintain a vehicle’s connection while it travels
around (handover management [6]). Because of the distinctions in the above three com-
munication architectures, the mobility management solutions for each can be developed
differently to achieve the better results. The Internet engineering task force (IETF) has spec-
ified numerous standards which were used for developing various protocols for mobility
management. These protocols are categorized either into host-based mobility management
protocol where host is involved in mobility signaling to provide global mobility or into
network-based mobility protocols in which network handles the localized mobility, as
shown in Figure 2.

Mobile IP, which comes in two versions, MIPv4 [7] and MIPv6 [8,9], well-known IP
mobility protocol. It’s been standardized to allow host-based mobility. These facilitate IP
host mobility by letting to use two different IP addresses: a fixed home address known as
(HoA), and an address, known as a care of-address (CoA), which varies as the IP subnet
of vehicle changes. Furthermore, in global mobility also known as host-based mobility,
the host take part in the mobility related activities. The serving network, on the other
hand, is responsible for mobility-related activities in a network-based management strategy.
The network manages the entire IP mobility signaling. Several protocols such as MIPv®6,
Hierarchical Mobile IPv6 (HMIPv6) [9], and Fast mobile IPv6 (FMIPv6) [9] come under
the host-based mobility management category. Similarly, for Network-based proxy mobile
IPv6 (PMIPv6) [9,10], Fast handover Proxy Mobile IPv6 (FPMIPv6) [11] are the well-known
mobility protocols providing localized mobility.
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Figure 2. Mobility Classification in Host-based and Network Based.

The remainder of the work is organized in the following manner: Section 2 provides a
comprehensive overview of mobility management protocols, and in Section 3 we propose
the system model that discusses insight of communication sequence diagram among vari-
ous network entities for VANET in PMIPv6 domain and the model for evaluating the total
cost during intra-domain handover management. Section 4 focuses on the mathematical
analysis of cost for intra-domain handover management, whereas Section 5 provides the
qualitative result analysis based on various parameters along with comparative study
with authentication and without authentication cost has presented and at last, Section 6
summarizes the work with future work in VANET.

2. Related Work

The IETF introduced PMIPv6, the localized network-based mobility management
standard, in which the mobile nodes such as vehicles do not participate in mobility-related
signaling. PMIPv6 reuses characteristics of MIPv6. In PMIPv6, when a vehicle joins the
PMIPv6 mobility domain, the network entity gives the vehicle a unique home network
prefix (HNP) [12]. Within the same mobility domain, the vehicle will always be identified
by this unique prefix. As a result, the vehicle considers the PMIPv6 domain to be its
home network. Figure 3 shows the basic PMIPv6 [12] architecture which encompasses
two functional units namely, the mobile access gateway (MAG) [9,13] and an anchor point,
known as a local mobility anchor (LMA) [9,13].

The MAG, which work as an access router (AR), has a responsibility to detect the
movement of vehicle. On detecting the movement, MAG starts the necessary actions
required for handover with the vehicle’s LMA. It does so by sending a proxy binding
update message (PBU) to LMA, the gateway of the PMIPv6 domain. Furthermore, LMA
and MAG are connected by a tunnel to utilize the vehicle’s address from its HNP. All traffic
meant for a vehicle passes via the LMA, which serves as an anchor point in topology. It
is responsible for maintaining the routing and vehicle accessibility within the PMIPv6
domain. LMA additionally maintains the binding state of each registered vehicle via
binding cache entry (BCE) [13,14]. The BCE includes the vehicle’s identification, its HNP,
a proxy registration flag, and also the tunnel’s established interface identification. LMA
also verifies the authorization status for each MAG. In PMIPv6 domain, when point of
attachment of a vehicle changes, the handover may be either a Layer 2 handover, an
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Intra-domain handover, or it may be an Inter-domain handover. When a vehicle switches
access points within the same MAG, this is known as a Layer 2 handover. The LMA is
unaffected by this change because the MAG modifies the vehicle’s binding locally. When a
vehicle switches its point of attachment between two MAGs attached to the same LMA, an
inter-domain handover occurs. By switching PMIPv6's handoff signaling, the MAGs keep
the vehicle bound to LMA, whereas in inter-domain handover, the vehicle’s attachment
points shift between two MAGs connected to distinctive LM As. Only intra-domain mobility
roaming is managed by the PMIPv6 protocol. In PMIPv6, several strategies for handling
handover have been presented. In 2012, a Clustered SPMIPv6 [15] was offered as an
improved architecture. They used the method of grouping the MAGs into clusters, each
with its own cluster Head MAG (HMAG). By executing intra-cluster handoff signaling
and providing an efficient path for data connections, the HMAG minimized the strain on
LMA. In terms of LMA load, local handoff latency, and transmission cost performance
measures, they compared the analytical and numerical results of CSPMIPv6, SPMIPv6,
and PMIPv6 protocols. In 2014, for PMIPv6 networks [16], the authors have developed a
mobility-aware Dual Pointer Forwarding system. According to them, their mobility-aware
binding improvements can reduce packet delivery overhead. They also calculated the cost
of binding updates and packet delivery for route optimization and discovered that their
system outperformed PMIPv6 and other pointer forwarding techniques in terms of total
signaling costs. The effect of optimal pointer chain length and SMR was also looked at.
Finally, when compared to PMIPv6 and PF, the proposed PF technique outperformed both
in terms of performance and total cost. Another work proposed the constrained application
protocol that was based on group mobility [17] and was supposed to support mobility
in a web based IoT scenario. One sensor that is responsible for communicating the body
sensors’ control signals to the web-of-things mobility management system Two sorts of IP
addresses, one permanent address used for the sensor IP address, and a temporary address
used for the Access Router address. According to the results of their numerical analysis,
their proposed protocol outperforms the existing constrained application protocol without
group. In 2019, the authors proposed the AE-PMIPv6 scheme [18], which used the BCE at
the LMA, as part of the PMIPv6 protocol. They’ve consolidated the MNs’ BCEs, resulted
in a reduction in signaling overhead. During the MN'’s enrolment phase, the planned
AE-PMIPv6 system contained the idea of leveraging virtual addressing and addressing
pool methods, allowing the MAG to combine the MNs’ binding information and issue
HNPs ahead of time. Furthermore, the proposed approach allowed the MAG to combine
the data of such MNs into a separate BUL, as well as the LMA to combine the required
HNPs into a single BCE, resulting in better resource utilization and decreased buffering
costs. They devised a mechanism for delivering a seamless changeover for MNs in the
urban traffic network. The new approach’s potential to reduce network signaling costs
and buffering latency has been proved through simulation. Finally, the proposed system
was able to obtain HNPs prior to MN handoff/registration by exploiting the addressing
pool technique, reducing both signaling costs and handoff latency. The simulation results
demonstrated that AE-PMIPv6 outperforms the E-PMIPv6 scheme in respect of buffering
cost, signaling cost, and handoff latency. The authors, in 2019, proposed a mobile node
group-based handoff technique [19] that minimized handover during travelling. Enhanced
Cluster Sensor Proxy Mobile IPv6 combined two strategies to provide a quick handover
solution. The first strategy, cluster mobile nodes moving in a group will be allowed in
advance before their actual handoff and second method allowed to modify the mobile
node’s mobility-related signaling during their handover signaling. In comparison to current
mobility management processes, they claim that the efficiency of their scheme has been
verified by comprehensive simulation tests and numerical analyses.
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Figure 3. PMIPv6 Architecture in VANET.

However, none of the aforementioned solutions consider authentication costs when
calculating total packet delivery costs in PMIPv6 for VANET intra domain handoff. Thus,
ignoring this scenario leads to insecure handover, insufficient signaling. To address these
problems, we propose a scheme that include the authentication cost in intra-domain han-
dover for evaluating the total cost of packet delivery in next-generation mobility manage-
ment protocols, PMIPv6 for Vehicular network.

3. Proposed Work

The proposed scheme introduces the security in mobility during hands over. Existing
intra handover schemes does not include the authentication cost while evaluating the
total packet delivery cost for intra domain handoff in PMIPv6 for VANET. Our proposed
scheme includes the authentication cost in intra-domain handover for evaluating the total
cost of packet delivery for next-generation mobility management protocols, PMIPv6 for
vehicular network.

3.1. Communication Sequence Diagram among PMIPv6 Entities for VANET

Figure 4 depicts the sequence of messages that are exchanged when a vehicle attaches
itself to PMIPv6 domain. In steps 1 and 2, when a vehicle connects to an access point
connected to one of the MAGs for the first time, a trusted third-party server performs
access authentication [20] using the vehicle’s identity (TTP) [21]. TTP is responsible for
authentication and authorization of network entities such as vehicles, MAGs and LMAs.
Upon successful authentication in step 3, the MAG will have Vehicle ID, and the LMA
address that will be used in step 4 to send a PBU message. On behalf of the vehicle, the
MAG then sends the PBU message along with the Vehicle ID to LMA. The authentication
and authorization of MAG is then checked by LMA by sending authentication request to
TTP in step 5. After step 6, the MAG is declared as the authorized to send PBU message. In
step 7, LMA then sends a proxy binding acknowledgment (PBA) message with vehicle’s
HNP. It also facilitates access for the vehicle by constructing a bi-directional tunnel to
the MAG. After that LMA then creates the binding cache entry (BCE) in step 8. Unlike
MIPv6, instead of a tunnel between the LMA and the vehicle, the PMIPv6 generates a
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tunnel between the LMA and the MAG. The PBA message received from the LMA allows
MAG to replicate the vehicle’s home network on the entire access network, and then MAG
send a router advertisement (RA) to the vehicle. Following receipt of the RA notification,
the vehicle builds its home address by merging the RA message’s HNP with its interface
address. In PMIPv6, which has the per-vehicle prefix approach only, each vehicle is issued a
unique home network prefix. Unlike MIPv6, when travelling within a PMIPv6 domain, the
vehicle is issued a unique home address. The bidirectional tunnel [22] allows all messages
sent from the vehicle becomes routed through the tunnel to LMA. Any communication
intended for the vehicle is received by the LMA, the domain’s topological anchor points.
The received message is then forwarded to the MAG via the tunnel by the LMA. After
eliminating the outer header, the message is passed to the vehicle by the MAG present on
the opposite end of the tunnel. The following section looks at how the PMIPv6 protocol
handles handovers of vehicles in VANET.

Vehicle

.6.‘ MAG LMA CN

1. Vehicle Attachement

P

2. Authentication Request with Vehicle ID

3. Authentication Response

4. PBU with Vehicle ID

5. Authentication Request

6. Authentication Response
<

7. PBA with HNP

8. BCE|Updation

Bi-Directional Tunnel

| &: Router Advertisement | Message
Tunneled Message | 7Tttt TTTTTToTo >
Message [T 7°°
S >
Abbrevation Discription ]

PBU Proxy Binding Update

PBA Proxy Binding Acknowledgment

TTP Trusted Third Party for Authentication and Autherization

HNP Home Network Prefix

BCE Binding Cash Entry

Figure 4. Communication Sequence Diagram in PMIPv6 for VANET.

3.2. Intra-Domain Handover Management in PMIPv6 for VANET

In Figure 5, the sequence diagram of message exchanged among various entities, when
in intra-domain handover a vehicle changes its attachment point. In step 1, The preceding
MAG initiates the disengagement process by sending a deregistration request to LMA via
a PBU signal. The LMA then set a timer to complete the handover process in step 2. It
then waits for the threshold period for a binding update request from the new MAG before
removing the vehicle’s entry from BCE. Upon receiving the request from new MAG, it
then sends the PBA message to previous MAG requesting the vehicle binding status to
be removed in step 3. In step 4, once new MAG seeks attachment via router solicitation
message from vehicle, it sends the authentication request to TTP for the authentication
of the vehicle (steps 5-6). The PBU message is then sent to LMA by the new MAG (steps
7-8) and vehicle’s BCE is then updated by tying the same HNP to the new MAG. In step 9,
LMA delivers the PBA message to the new MAG. Thus, constructing a new bidirectional
tunnel between the LMA and the new MAG. After then, the new MAG then sends the
vehicle a router advisement message consisting with the same HNP (step 11). Because the



Electronics 2022, 11, 1625

7 of 15

HNP remains intact throughout transfer, the vehicle will be completely oblivious of the
entire operation.

Vehicle Previous MAG New MAG TP

Bidirectional Tunnel

1. De Registration PBU
>
2. Timer

| 3. De Registration PBA

4. Router Solicitation

5. Authentication Request

6. Authentication Response

7. PBU

8. BCE|Updation
9. PBA

Bidirectional Tunnel

10. Router Advertisement

BCE Entry During Handover

| Vehicle ID | HNP I MAG/AR
\'Al P::/02 Previous MAG
v1 P::/02 New MAG

Figure 5. Handover of Vehicle in PMIPv6.

4. Mathematical Analysis

The communication model described above is used to calculate the total packet de-
livery cost with certain modifications for the analysis purposes. These changes took into
account the authentication cost along with binding cost and packet delivery cost. The total
packet delivery cost is represented as TC4NEL . The formal notation, abbreviations, and

symbols used in mathematical analysis are listed in Table 1 [23-25].

Table 1. Parameter description used for cost analysis of VANET in PMIPVé.

Parameters Used Description
Ta—b/Ha—b The cost of sending a packet from vehicle a to vehicle b/Hop Count
between vehicle a and b in the network
Tp Vehicle processing costs for binding updates or lookups at LMA/MAG
Tsetup Setup time taken by a vehicle and MAG to obtain PMIPv6 connection
Nveh, MAG Per MAG, the number of working vehicles
Nuac number of MAGs present in the domain
Scontrol Control packet size (in bytes) transmitted
Spata data packet’s size (in bytes) in transmission
« Unit cost of binding update occurred with LMA
B Unit cost for looking up a vehicle at LMA/MAG
T packet’s unit transmission cost over a wired link (hop)
U packet’s unit transmission cost on a wireless link (hop)
StTp Control packet size for authentication (in bytes)
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4.1. Cost Analysis for Intra-Domain Handover Management in PMIPv6 for VANET
Figure 6 shows the Intra-domain PMIPv6 architecture for VANET.
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Figure 6. Intra-Domain Handover of Vehicle in PMIPv6 for Cost Analysis.

The total packet delivery cost (TC)4NEL) [23-25] in VANET depends namely in three
verticals, Binding Update Cost (BUCFANEL) [26], Authentication cost/delay (T{ANET )

Authentication

[9,26] with Trusted Third Party (TTP) and Packet Delivery Cost (PDCI‘;/‘;\‘/II}]E%) [9,26]. Thus,
the total packet delivery cost (TC}ANEL) is the summation of these three costs and can be
expressed by Equation (1).

VANET _ VANET | -VANET VANET
TCpipoe = BUCpMIPos + T Authentication + PDCpMiIpos (1)

These components cost of total cost are described as follows:

4.1.1. Binding Update Cost

Similar to PMIPv6, the binding update cost (BUCFANET) in VANET is expressed
by Equation (2) and it depends on the summation of connection setup cost between
vehicle and MAG, i.e., Ts,typ, cost of establishing a dedicated bi-directional tunnel be-
tween MAG and LMA for exchanging the data packets between these network entities,
i.e., TTunnel—Establishment and at the last registration cost, i.e., Tp, of new MAG and associated
vehicle. It includes BCE lookup or registration of new MAG for the specified vehicle, if its
entry is not found in BCE. Once completed, The BCE holds an entry for each connected
vehicle. The BCE contains the Vehicle’s ID, vehicle’s home network prefix (HNP), and proxy
care-of-address (p-CoA), i.e., IP address of connected MAG. The BUCgﬁ}] ﬁvTé in VANET is
expressed as follows:

VANET __
BUCPMIPU6 - TSetup + TTunnel—Establishment + TP (2)
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Setup cost, Tsetyp, plays an important role in association of vehicle in PMIPv6 domain.
In our proposed model it is considered as fixed as in [9,26]. Another critical factor is the
cost incurred in establishment of a bidirectional tunnel between MAG and LMA. It includes
exchange of two control messages, i.e., one for PBU another one for PBA between LMA
and MAG. Therefore, it doubles the cost of exchanging the control packet (Tyrac—rymA)
between network entities. The size of control packet, Scoutr01, depends on length of IPv6
header, mobility header, mobility option(s). The IPv6 header usually consists of 40 bytes,
mobility header is of 6 bytes and the mobility option varies according to the protocol used.
For our analysis, we have considered 50 bytes Scoptr01- Therefore, the tunnel establishment
cost, Trunnel—Establishment Will be expressed in Equation (3)

TTunnel—EstubliShment = SControl X 2TMAG—LMA (3)

When a vehicle attaches to PMIPv6 domain, it must be registered with LMA. The
processing cost of same is represented by Tp. It includes lookup cost of BCE table if an
entry already exists in BCE table or generation of new BCE entry if the no record exists
for the MAG/vehicle association. Here, « is unit binding update cost with LMA, Ny14¢
specifies the number of MAGs connected with LMA in PMIPv6 domain and Ny, /pac
specifies the number of active vehicles per MAG. Hence, the processing costs for binding
updates or lookups at LMA/MAG, Tp, is expressed in Equation (4).

Tp:ucxlog(NMAGxNA%G) (4)

Therefore, from Equations (2)—(4), the Binding Update Cost, BUC%A]}] ET., expressed in
(2) can be represented as in (5)

e ) ®)

BUC 1 bos = Tsetup + Scontrot X 2TmMAG—Lma + & X log(NMAG X NM 3

4.1.2. Authentication Cost

For secure communication among vehicles connected to a network, the authentication
of every vehicle and network entities plays an important role. For simplicity, we have
considered intra-domain VANET handover, and the CN is residing in the same PMIPv6
domain. It also assumed that a Trusted Third Party (TTP) server is implemented at each
PMIPv6 domain. TTP is responsible for authentication of each network entity such as
vehicle, MAG and LMA. TTP verifies the MAG and LMA only once but verifies the
vehicles each time when it becomes connected to new MAG. Hence, the authentication

cost will be the summation of authentication cost of network entities (T%’;%Eif Entitie S) and

VANET VANET
T ). The T

authentication cost of mobile entities such as vehicle (Ty{ ;i £, sities oithentication DV

VANET is expressed as follows in Equation (6):

TVANET VANET TVANET (6)

Authentication — Networkantities_'— Mobile—Entities

For authentication process, the authentication control messages, Strp, will be ex-
changed between network entities MAGs/LMA and TTP server. Since there exists number
of MAGs in PMIPv6 domain. Hence, for every MAG, an authentication control message
will be sent to TTP server by MAG and in response to the same again the control message
will be sent by TTP to MAG back after authentication. Hence, authentication cost of network

-t 0o TVANET : :
entities Ty, =1 r,1iries AN be expressed in Equation (7)

VANET
TN otwork—Entities = NMAG(STTP X 2TMaG—TTP) + STTP X 2TLMA—TTP ()

For secure commination every vehicle must be authenticated. For the same, a con-
nection between vehicle and MAG must be established involving the set-up cost, Tsesp
The MAG is responsible for sending the authentication request to TTP server on behalf of
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VANET
TA

uthentication

VANET _
PDCpippe =

the vehicle using authentication control message, Strp. Hence, for every vehicle (Ny,,) in
PMIPv6 domain, an authentication control message will be sent to TTP server via MAG
and in response to the same again the authentication control message will be sent by TTP
to MAG back after authentication is completed. Hence, the authentication cost of mobile

entities such as vehicle (TYANET . . ) can be expressed in Equation (8).
VANET
Tyiopito—Entities = Nven (Tsetup + STTP X 2TMAG—TTP) (8)

TVANET

Therefore, from Equations (6)—(8), the authentication cost T 7,1 ication

(6) can be represented as in Equation (9).

expressed in

= Nmac(Stre X 2Tmac—17p) + STTP X 2TMA-TTP + Nven (Tsetup + ST X 2TrMiaG—TTP) )

4.1.3. Packet Delivery Cost

The exchange of packets can start after establishment of secure connection between
CN and vehicle. In the first step a packet created by CN transfers to LMA. The LMA search
for an entry in BCE corresponding to destinated vehicle and associated MAG. Once it finds,
LMA forwards the packet to the associated MAG through secure bidirectional tunnel and
at the last MAG forwards the packet to specified vehicle. The cost associated in packet
delivery can expressed as in Equation (10)

PDCEANEL = Spata (WTen—mac + T2Tima—mac + #Tvac—ven) + Tp (10)

The size of data packet is considered as Sp,, and transmitted over wired and wireless
links. For simplicity, wireless links are assumed between CN to MAG and MAG to vehicle.
In the same reference wired links are considered between MAG and LMA. Since wireless
links are unreliable and significantly affects the packet delivery cost. Here, y is considered
as unit transmission cost of packet over the wireless link and 7 is considered as unit
transmission cost of packet over a wired link.

The processing cost, Tp, involves the look up cost in the BCE and expressed in (11)
where unit cost of look up at LMA is represented by p.

Tp = B x log(Nmac X Nven/mac) (11)

Thus, from Equations (10) and (11), the cost of delivering a packet PDCI‘D/‘I?AI}]};:; is

expressed as follows in (12):

Spata (WTen—mac + T 2Tipma-mac + #Tmac—ven) + B X 10g(Naag X Nven/mac) (12)

Therefore, from Equations (5), (9) and (12), the total cost (TCI‘,/‘I?,IZ\I]I’,SZ%) of the packet delivery
in of Intra-domain handoff with authentication in PMIPv6 for vehicular ad hoc networks
(VANETS) of Equation (1) can be expressed as in Equation (13).

TCYANEY = Tserup +Scontrot X 2TmaG—LMA
+
X log(NMAG X N#X‘c) + Nmac(Scontrol X 2TmaGg—TTP)
+Scontrot X 2Tpma-TTP (13)

+ Nven (Tsetup + Scontrol X 2TmAG-TTP)
+ Spata (WTeN—mac +T 2Tima-mac + HTMAG—ven)
+ B x log(Nmac % Nven/mac)
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5. Result Analysis

The performance description of the proposed scheme is explained in this section.
The total cost in PMIPv6 domain for VANET depends on various components such as
binding update cost, authentication cost and, packet delivery cost. By altering the various
parameters such as number of MAGs, the unit transmission cost, the setup time cost, and
binding update cost, we are able to evaluate the influence on total cost and can see how
scalable our solution is. Furthermore, a comparative study with authentication and without
authentication cost for the considered parameters is also presented in this section. The
values of the parameters utilized in the cost analysis are listed in Table 2.

Table 2. Values of parameters used in cost analysis of VANET in PMIPV6.

Variable Name Default Minimum Maximum
Tsetup (mS) 200 100 500
Nmac 20 10 200
Nvenmac 200 100 1000
Tmac-ima/Hvac-Lma 20 10 100
Tven-mac/Hven-mac 1 1 1
Ten-mac/Hen-mac 1 1 1
Tmac-tre/TLma-TTP 1 1 1
Scontrol (Dytes) 50 50 50
Sdata (bytes) 1024 1024 1024
o 3 1 10
B 1 1 10
T 1 1 10
u 4 1 10
Srrp (bytes) 100 100 100

The most appropriate parameter to assess the effectiveness of mobility management
techniques is signaling cost. The quantity of control messages sent between network
elements such as MAG/LMA and vehicles determines this. A PMIPv6 domain contains a
LMA as mobility anchor point for the vehicle and various MAGs which servers as access
router for vehicles. As vehicle enters PMIPv6 domain, it sends the registration request to
MAG via authentication from TTP, and MAG forward the authenticated request to LMA.
The total cost in PMIPv6 domain for VANET is the summation of the costs of binding update,
authentication, and packet delivery represented by Equation (13). During the movement, a
mobile vehicle performs intra domain handover while changing its attachment point from
one MAG to another. Hence, number of MAGs in PMIv6 domain plays an important role
for analysis. Figure 7 shows the impact on total cost with authentication cost and without
authentication cost by increasing the number of MAGs and number of vehicles in PMIPv6
domain. The diagram depicts that as the number of MAGs and vehicles grow the total
cost also increases proportionately when authentication cost is considered. This is due to
authentication process of MAGs as well as vehicles. However, when authentication cost is
not included, the number of MAGs and number of vehicles do not have an impact on total
cost. Wired links are more reliable as compared to wireless link. Here, the transmission
cost on wired link is represented by, T, and we have varied its value from 1 to 10 in terms
of hop counts.

Figure 8 depicts the consequence of variations in unit transmission cost and vehicle
count on total cost when authentication cost is included as well as when it is not included.
When authentication cost is not considered for calculating the total cost, number of vehicles
does not have impact on total cost. On the other hand, when authentication cost is involved
both the unit transmission cost and number of vehicles have significant impact on total
cost. The increase in unit transmission cost of a packet on a wired link (hop), 7, from 1 to
10 increases the total cost in the same proportion.
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Figure 7. Impact on total cost with variation in number of MAGs.
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Figure 8. Impact on total cost due to variation in unit transmission cost.

To establish a communication link, a set cost is necessary. It includes wired and
wireless links both. Wireless links are unreliable that is why requires more time to establish
the communication channel, i.e., setup. Figure 9 depicts the impact of the setup cost on
the total costs with authentication and without authentication cost. In our analysis, we
have varied setup cost from 100 to 500. when authentication cost is considered, the total
cost increases significantly when setup cost increase from 100 to 500 along with increase in
number of vehicles from 100 to 1000. LMA is network entity having high end processing
capabilities. While calculating the total cost, the setup cost and number of vehicles have no
impact on total cost when authentication cost is not involved.
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Impact on Total Cost due to variation in Setup Cost
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Figure 9. Impact on Total Cost due to variation in Setup Cost.
The impact of the unit cost of binding update with LMA, i.e., &, on total cost with
and without considering the authentication cost is shown in Figure 10. It is evident from
Figure 10 that the total cost has very negligible impact of unit cost of binding update, «,
and approximately coinciding when the value of a varies 1 to 10 in both the authentication
cost and without authentication cost, while considering all other parameters as default.
Impact on Total Cost due to variation in Number of MAGs
350000

Total Cost (In milliseconds)

4 | Number of MAGs in PMIPv6 domain

—&— Number of MAGs= 10 with Authentication

~ & - Number of MAGs= 10 without Authentication
-4 Number of MAGs= 50 with Authentication
—4&- - Number of MAGs= 50 without Authentication
—-- Number of MAGs= 100 with Authentication
—4— Number of MAGs= 100 without Authentication

50000 & s v ' v s s 3 a 4

100 200 300 400 500 600 700 800 900 1000
Number of Vehicles

Figure 10. Impact on total cost due to variation in binding update cost.

6. Conclusions and Future Work

In VANET, vehicular communication allows a next-generation communication network
to deliver seamless mobility and communication between vehicles. For ubiquitous services,
IP-based mobility protocols can be characterized as host-based mobility management protocols
and network-based mobility management protocols. As per the researchers, network-based
mobility management are more effective and efficient protocol in comparison to host-based
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management protocol. Hence, The PMIPv6 protocol is the more compatible and interoperable
IP mobility management solution for VANET deployment which is used as a localized mobility
management protocol. In this article, we have proposed, examined, and analyzed the total cost
of VANET in PMIPv6 mobility management solutions. Various mobility management protocols
proposed till yet have not included the authentication cost while calculating the total cost for
VANET in PMIPv6 domain. Authentication plays an important role in secure communication. It
is pointless to have fast communication if it is not secure. Hence, in the proposed work we have
included the authentication process for secure communication and a comparative study with
authentication and without authentication cost for the considered parameters such as number
of MAGs, setup cost, binding update cost, unit transmission cost is carried out. The proposed
model is more secure than the existing models, but it may include the more signaling overhead
during the authentication process. In future, we can reduce this signaling cost overhead by
adopting one of the authentication schemes such as group and/or ID based authentication.
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