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Abstract: Internet of Things (IoT) devices are not only finding increasing use in ordinary households,
but they have also become a key element for the Industry 4.0 concept. The implementation of
industrial IoT devices into production streamlines the production process and reduces production
costs. On the other hand, connected IoT devices bring new security risks to production and expose
an industrial environment to new types of attacks. The article analyzes the vulnerability of the
production line with implemented industrial IoT devices with consideration of a possible Distributed
Denial-of-service (DDoS) attack led by attackers from the internet. Various types of DDoS attacks
abusing the presence of IoT devices in the system were performed on an automated production line
implementing sorting, preparation, and dosing of bulk and liquid materials for filling into containers.
The leading attacks caused failure of the production line during the production, as well as the
dysfunction of communication with IoT devices. The article also demonstrates the implementation
of countermeasures against DDoS attacks and possible strategies to protect and mitigate such attacks
on the production line.

Keywords: industrial IoT; DDoS attack; production line

1. Introduction

Production lines are one of the basic elements of industrial production and enable
an effective management of the production process, and therefore, it reduces costs. In
order to improve the efficiency of the production, and the effective interconnection of
production units, it is necessary to place emphasis on the monitoring and maintenance of
individual components involved in the production process. Monitoring and maintenance
of the production line are currently done using tablets or operator panels, where operators
can remotely set various parameters of the production line or check the status of the line.
The Industrial Internet of Things (IIoT) finds its use in this kind of activity. IIoT is already
commonly used to monitor large production systems and to diagnose errors, but also to
identify machines, e.g., via RFID (Radio-Frequency IDentification) and for many other uses
for various industries, such as power plants, water supplies, or oil and gas refineries [1,2].

The introduction of IIoT into traditional control systems is a natural consequence
of the onset of modern production trends. The rapid development of communication
networks has enabled the application of network management systems to production,
while allowing key components of production to be distributed and controlled through
the communication network. The increase in the technological functionality of IoT devices,
as well as the reduction of their prices, has led to the introduction of IoT technology into
industrial production systems and subsequently to the introduction of the IIoT concept [3].
The IIoT concept enables the use of the Internet of Things to connect various components
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of the production establishment to the internet from anywhere in the world and their easy
control via mobile applications.

The integration of an IIoT technology into the industrial environment brings better
flexibility and efficiency of the production system and new services. The data obtained
using IIoT are more accurate and can be collected continuously. The more accurate and
continuous data will enable a better monitoring system to prevent dangerous situations
from occurring, whether it is a nuclear power establishment or another production estab-
lishment. In addition, the implementation of IIoT in production lines, or other industrial
projects, aims to reduce production or maintenance costs and improve efficiency, stability,
safety, etc. [4].

The integration of IIoT technology into the industrial environment, on the other hand,
brings new challenges to be faced as well. The manufacturers place emphasis on low-cost
IoT devices, and because of this, the security of IoT devices is neglected. A typical IoT
device includes a processor with relatively low performance, low RAM capacity, and the
ability to connect to the internet. The IoT device often does not have sufficient resources to
ensure its own safety. The effort to implement a security feature directly in an IoT device
will generally rapidly reduce the performance of the IoT device and increase its cost. It is
the security of the Internet of Things that is one of the biggest weaknesses hampering the
adoption of IIoT on a massive scale.

Therefore, it is important to pay attention to the security and to the potential of the mis-
use of IoT devices in Industry 4.0, as well as to design efficient and cost-effective platforms
secured against cyber-attacks. All the more so, as the implementation of digital security
measures in industrial control, a system environment is often considered a secondary pri-
ority. The never-ending race for higher yields and productivity on the production line also
contributes significantly to the concept of safety in environments, such as the noncritical
component [5].

The IT manufacturing industry relies on three basic security requirements: Confi-
dentiality, integrity, and availability. Confidentiality is the preservation of the privacy of
the flow of information in all flows of the production chain. A loss of confidentiality can
mean that significant losses for the company, customer data, intellectual property, trade
secrets, and so on can be compromised. The integrity in production systems represents the
consistency, accuracy, and reliability of information going through the production chain,
but also the consistency and reliability of physical components throughout the product
life cycle. The integrity of the manufacturing system in Industry 4.0 can be easily affected
by cyber-attacks due to the closer connection of operating technologies with the IT infras-
tructure of the manufacturing system. The availability of the production system may be
compromised by various cyber and physical attacks by attackers on that specific system.
A service outage caused by these attacks can cause different components of the product
lifecycle to be deactivated simultaneously, which can lead to a halt in the entire process
chain [6].

The experiments performed in this study focus primarily on disrupting the availability
of the production system in the form of Distributed Denial-of-Service (DDoS) attacks
performed on the production line from the internet. Denial-of-service (DoS) attacks deplete
the system resources and then process them slowly until the system is disabled or shut
down. Distributed DoS (DDoS) attacks are designed to use multiple devices to attack by
sending a large amount of traffic to the network and consuming computer resources.

A DDoS attack can also reduce the functionality of the Internet of Things (IoT), as
these devices are not designed to handle this type of attack. In some environments, it
can cause production line interruptions, and the correct system can only be restored by
human assistance.

1.1. Related Works

Examples of real practice also point to the seriousness of attacks on industrial and
production systems. One of the most famous cyber-attacks on production systems was
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the attack on the Ukrainian electricity grid in December 2015. The attack took place
as a combination of several hacking techniques, including DDoS attacks, malicious e-
mails, internet virus worms, and malware. The attackers managed to disrupt the entire
distribution company and the power outage for more than 200,000 people throughout
the whole of Ukraine. The situation became even more serious because, in the winter,
Ukrainians had a problem with household heating. Malicious malware was used to infect
the Ukrainian energy system via infected emails and networks. The DDoS attack was used
to prevent the proper functioning and recovery of infected industrial systems, and the
internet virus worm denied access to industrial technicians by logging them out of the
system and changing their password to their user accounts [5].

The cyber-attacks on the production line have been known for a long time already.
For example, already in 2005, an attack on production lines was recorded using the Zotob
internet virus worm, which caused a production outage at DaimlerChrysler’s automotive
enterprises in the USA for 5 up to 50 min on various production lines. The Zotob worm
exploited a vulnerability in the Windows 2000 operating system and some earlier versions
of the Microsoft Windows operating systems associated with a buffer overflow on the TCP
port. The operating systems became unstable after being attacked by the Zotob worm,
which resulted in unplanned system shutdowns and restarts [7].

It is the implementation of IoT devices into the production system that can increase the
vulnerability of the system and allow an attacker to perform an attack in a way that would
not have been possible before. An example is the use of an implemented IoT device as a
reflector for a reflected DDoS attack. Many publications appeal to the vulnerability of DDoS
to attacks by production and the production line connected to IoT devices, e.g., [5,8,9];
however, specific impacts on the production line are not described or tested in more
detail anywhere.

In 2017, Knudsen et al. [10] reported a cyber-attack on the production line but did not
implement a DDoS attack, so the production line was endangered in other ways. Their main
findings and shortcomings were the SSH (Secure Shell) service with support for insufficient
RC4 encryption (Rivest Cipher 4) and the use of default passwords for various services.

The latest state-of-the-art research has been conducted in the field of cyber-security
mitigating DDoS attacks [11–19]. Table 1 summarizes research on different approaches to
detecting, defending, and mitigating DDOS attacks.

Table 1. Summary of related research for detecting, mitigating, and defending against Distributed Denial-of-Service
(DDoS) attacks.

Research Method Description

S.N. Shiaeles, et al., 2012 [11] DDoS detection using fuzzy estimators detecting a DDoS and identifying the malicious IPs

S.N. Shiaeles, et al., 2015 [12] fuzzy hybrid spoofing detector based on source MAC address, hop count, GeoIP, OS
passive fingerprinting, and web browser user agent

M. Siracusano, et al., 2018 [13] detection of LDDoS attacks based on characteristics of malicious TCP flows

Q. Yan et al., 2018 [14] DDoS mitigation
a multi-level DDoS mitigation framework for IIoT

including the edge computing level, fog computing
level, and cloud computing level

B. Saridou, et al., 2019 [15] DDoS mitigation a machine learning-based system promoting high
availability of DNS services during DDoS attacks

D.J. Prathyusha and K. Govinda 2020 [16] DDoS mitigation based on network flow analysis at the targeted side
against virtual services

W.L. Costa, et al., 2020 [17] DDoS detection detection mechanism based on machine learning

D.V.V.S. Manikumar and B.U. Maheswari
2020 [18] DDoS mitigation

system uses machine learning algorithms to identify
the incoming packet and uses blockchain technology

to store the blacklist

B. Wang and X. Zhang 2020 [19] DDoS mitigation defense strategy based on dynamic IP packet
filtering technology
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1.2. Contributions

Industrial IoT devices bring various changes to a production system. However, they
also add various safety challenges to the product life cycle of the production system.

In this study, a production line, combined with industrial IoT devices, is tested for
DDoS attacks to determine the security vulnerabilities of the IIoT application in the produc-
tion process. The real production line containing components necessary for the production
process such as programmable logic controllers (PLCs), a robot, a QR code reading camera
that identifies the pallet number, and an RFID system that identifies the type of packaging
and transport system has been extended by common industrial IoT devices, specifically a
smart thermostat and a Fibaro control unit. These IoT devices were installed in a common
computer network such as the production line. The role of the thermostat is to sense the
temperature and then regulate the room temperature to match the production conditions
on the production line. The Fibaro control unit, with appropriate sensors such as a fire
sensor, flood sensor, and motion sensor, has the task of protecting the production line from
fire, floods, and unwanted people.

Various types of DDoS attacks on this real production line, from the WAN network and
also at the level of the local computer network of the production line, were performed and
tested. First, a reflected DDoS attack was implemented, and it was using added IoT devices
as reflectors. Direct DDoS attacks, on specifically selected components in the production
line, were also tested. The results from the experiment show that such conducted DDoS
attacks have a devastating effect on the operation of the production line and cause the
cessation of the entire production process taking place on the line. The performed analysis
of attacks made it possible to identify, describe, and generalize system vulnerabilities that
caused the system to fail.

The study proposed and implemented possible countermeasures against the selected
attacks, taking into account the trade-off between connectivity and security, which is
an important challenge in integrating IoT into the production. Two possible variants of
countermeasures were tested. The first variant was a transparent firewall, which protects
IoT devices connected to the WAN network; and the second variant was the creation of a
communication map and preventing degradation of the communication of infected IoT
devices at the switch level toward the production line. The testing of the countermeasures
has shown the effectiveness and the robustness of the proposed countermeasures to stop
or mitigate DDoS attacks on the production line and, therefore, maintain the continuity of
the production process.

The results of this study will find use in the implementation of IoT devices into the
production process built on the production line, and they will help to increase the overall
safety of the industrial environment connected with the paradigm of the Internet of Things.

Real DDoS attacks with an impact on a production line with the IoT systems have
not yet been reported in the literature. The vulnerability of the production line with IoT
systems is usually only assumed, but not confirmed for real. Siemens PLCs define that even
in the event of network anomalies, they can continue to operate. Research has shown that
this is only valid if integration with other devices is not done. Sensors, cameras, and other
elements of the production line do not really solve security requirements, and solutions
from the point of view of security are absent in the design of production lines. The article
shows how specific conditions can and do manifest themselves in the production process.
By deploying the described design in practice, it was possible to immediately detect the
problematic behavior of the IoT device. Real testing of production line vulnerabilities for
DDoS attacks is the main novelty of this article, as well as finding that the mitigation of the
production line is possible with relatively cheap devices. However, countermeasures must
be targeted at IoT systems. Research has shown that a DDoS attack on a production line
has had devastating effects and that, by default, securing a production line against DDoS
attacks is not sufficient at all. The research results are widely applicable in Industry 4.0.
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1.3. Recommendations for Securing IIoT and IoT

The implementation of IoT devices, in industrial production, makes it possible to
significantly reduce the costs of operation and maintenance of industrial equipment. Even
older devices can be upgraded with smart sensors that provide more features, intelligence,
and connectivity between devices. Overall, the implementation of IoT in industries helps to
reduce the error rate and increase the safety and efficiency of the production process [20].

The limitations of IoT devices in terms of static configurations and computing re-
sources, as well as the lack of safety mechanisms in IoT devices, are the main shortcomings
of IoT ecosystems. These limitations make IoT devices an easy target for various threats
directed at them from the internet [21].

Relying on the isolation of the environment is not a safety measure. Industrial manage-
ment and control systems SCADA ICS/DCS form a large, and until recently, independent
area from the point of view of cybersecurity [22]. However, the cyber-attacks that target
industrial facilities are a serious threat. Remote access to machines brings clear advantages
for a production. Up to 63% of maintenance work on the machine is either a routine
inspection, or it is found that the problem simply does not exist. In addition, 30% or more
of these corrections can be made remotely by adjusting the parameters via the internet
or with a little help from a person at the place [23]. IoT devices in the industry, or even
for home use, are often operated on simple hardware, which is deployed across different
environments. This wide deployment leads to new challenges, which are unique to IoT
devices. The software updates and vulnerability management are very important, and they
require different strategies than other IT applications. When designing secure IoT devices,
the following areas need to be considered:

• data classification
• physical security
• secure installation of the device
• secure operating systems
• application security
• credential management
• encryption
• network connections
• software updates

When designing IIoT and IoT devices, it is necessary to build a secure Internet of
Things from the early stage of the process design or through consultations and audits at
later stages. With these measures, it is possible to protect and prevent various cyber attacks
from penetrating through IoT devices, for example, into the network infrastructure, in
which the production line is served, where these attacks could cause great damage in the
production process [24].

2. Materials and Methods

The role of industrial IoT devices is more specific than the role of common IoT devices.
IIoT devices are usually limited to industrial production or controllers, and not to all types
of sensors in IoT. Devices, at the level of IIoT sensors, form a special communication with
others based on the requirements of production and supervision. For example, to achieve
synchronization, the PLC may communicate with another through self-defined protocols; a
camera is always used to monitor the smart meter in the production line; images or videos
are transformed from higher-layer IIoT sensors by using internal protocols. Besides this,
configuration tools should be equipped with efficient performance and excellent stability,
especially for industrial control and real-time data collection [25].

We decide to test two IIoT devices and check the impact on the production line, which
were used in the factory.
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2.1. IoT Thermostat

The IoT device is the control unit of the Honeywell system. It is a multi-zone controller
that enables control of the temperature of individual rooms by using individual time
programs. The system is designed for radiator heating, under-floor heating, and also for
controlling the charging of the hot water tank. The Honeywell control unit has a universal
use. It can be operated as a multi-zone controller or as a simple room thermostat with
the possibility of later expansion to a multi-zone system [26]. The controller is equipped
with a sophisticated Fuzzy logic with the ability to adapt to local operating conditions
and has optimization functions such as preheating or cooling. This ensures accurate
and efficient temperature control throughout the industrial building. Honeywell allows
people to control heating more efficiently while saving business costs. It will ensure the
right temperature in the right room and at the right time. The Honeywell thermostat can
be controlled via a mobile device via a network connection. It connects to the network
infrastructure wirelessly via WI-FI [27].

IoT Fibaro Security System

An IoT security system, in the form of a miniaturized (small) control unit, is the brain
of the Fibaro system. The control unit listens to and controls all wireless modules, which
are motion, smoke, flood, door sensor, and wireless socket, through the network with
modern Z-Wave technology also being a gateway to the internet and Wi-Fi network [28].
With its help, it is possible to know about all events in a modern company (including
history), and it can manage all settings in one place. It can also allow people to connect
via a mobile application or web interface anywhere. Advanced technology can control a
modern business from anywhere and save time and money [29].

2.2. DDoS Attack

Nowadays, DDoS attacks are one of the most serious threats that companies face.
The severity and frequency of these attacks are constantly increasing and can be directed
against all types of companies [30]. They come from many sources at the same time, in
a way that an attacker infects a great number of computers, and this creates a so-called
botnet. The botnet is a network of infected computers, called zombies or bots, which are
the attacking devices. In this case, it would be done with the potential to completely flood
the service provider’s network infrastructure [31]. The purpose of such an attack is to
disable and cause dysfunction to the provided service such as servers, websites, enterprise
systems, and IoT devices by CPU overload, and also by a RAM memory overload [32].
The motive for the attack can be, for example, the demand for blackmailing, a rivalry of
companies, and political motives. The data, sent from the attacking computers, are many
times indistinguishable from normal data from a usual user [33]. Nowadays, there are
several attempts known to detect a DDoS attack, mitigate the attack, or even stop the attack.
However, there are still some DDoS attacks existing against it where there is no effective
defense possible [34].

2.2.1. A Reflective DDoS Attack

The reflective DDoS (DRDoS) attack is the most dangerous implementation possible
of a DDoS attack. Detecting an attacker is the most challenging of all DDoS attacks because
this attack preserves the anonymity of the attacker via an IP address using a potentially
innocent third party. The innocent third party is involved indirectly and through it the
attacker forwards the flow of attacking data to the target victim. A huge multiplicity makes
IoT nodes an interesting amplification tool for attackers [9]. The attacker sends packets
with a spoofed source IP address set to the victim’s IP address to the reflector devices,
thus indirectly overloading the target with packets [35]. The reflector may be a common
legitimate device, e.g., IoT device, which did not have to be compromised at all. The
advantage of a DRDoS attack is that when tracing the source of the attack, the sent packets
do not go directly to the attacker, but they go only to the reflector, and thus to the device
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that forwards the packets [36]; therefore, security attacks cause automation processes to
fail and are all the more insidious because their origin does not have to be revealed using
standard monitoring tools [37].

2.2.2. Types of DDoS Attacks

A UDP flood is the most common form of attack. The acronym UDP is an internet
protocol that takes care of communication in the network similarly to TCP, but unlike it, it
does not use any handshaking, meaning the verification of the establishment, progress, and
expiration of communication time. One of the examples is a UDP flood, which works on a
very simple principle: Attackers send a large number of UDP packets to random ports on a
target server. The target server must respond to packets. First, it checks to see if any of its
applications are monitoring these ports. If the server finds that it is not happening, it must
reply with the information that the destination is unavailable. It sends this via the ICMP
Internet Protocol packet, which is used to send error messages [38]. It must respond to each
UDP packet that the server receives according to the communication rules. When the target
server gets a huge number of them, it tries to answer them all, thus exhausting its internet
connectivity and sometimes other resources as well. A huge amount of processed data
will prevent the server from other communication. The mentioned UDP attack is popular
probably because the defense against it is quite demanding. The server owners themselves
can do the minimum against it. It can, perhaps, only limit the number of packets processed
at the same time. However, this does not solve the load on the line toward the server, which
can also be significant in the case of a UDP flood [39].

A TCP SYN flood is the second most common attack that uses the key internet protocol
TCP, specifically, one of its characteristics. In contrast to simpler, faster, but less accurate
UDP, the TCP monitors the course of communication between two parties [40]. The whole
process consists of SYN messages, then SYN-ACK, and finally, ACK. However, in the third
point, the approach in the case of a SYN flood differs. Although the target server receives
a SYN message and responds with its SYN-ACK, it will no longer receive the required
confirmation ACK message. It is happening this way on purpose. This way, the server does
not know the state of the communication, and it is still waiting for the receiving of this
message, which could be delayed, for example, only due to network overflow. Therefore,
the server must leave the connection half-open for a period of time, which will result in the
depletion of its resources. The whole situation can lead to the depletion of server resources,
which leads to its malfunction or direct malfunction [41].

An ICMP flood attack is also known as a Ping flood attack. It is one of the most
common DoS attacks. An attacker floods the target of the ICMP ping, which is actually
echo-requests. The ICMP generates an echo-request and echo-reply message, and if the
target device is capable of responding, it is possible to determine whether the device is
responding or to see the basic response times [42]. In the case of a flood attack, packets
of this type can force the network to respond to all incoming requests, causing traffic
overflow and unavailability. The load is visible, for both, at the input and output of the
monitored channel. Regardless of this fact, the target status leads to a denial of service,
due to the consumption of the allocated communication zone or device resources [43].
However, an assumption for such an attack is at least a basic knowledge of network
infrastructure. Published, targeted, placed—in this type of attack, the ping flood targets a
specific computer on the local network. In this case, the attacker must obtain the target IP
address in advance [44]. The revealed router—here, the ping flood focuses on routers in
order to interrupt communication. Blind ping—this involves using an external program
to detect the IP address of the target computer or router before the attack begins. As the
ICMP attack floods the network connections of the target device with spoofed traffic, it
prevents legitimate requests to execute them [45]. This scenario creates a DoS threat, or
even more dangerous, as it is in this case, a more concentrated DDoS attack. In the past,
attackers forged a spoofed IP address to mask a sending device. However, with today’s
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sophisticated botnet attacks, attackers do not even bother masking an IP of attacking bots.
Instead, they use an extensive network to overwhelm the victim server [46].

2.3. A Production Line

The production line, where all of the attack scenarios were tested, shown in Figure 1,
consists of five zones. Each zone represents a certain part of the production process. In
addition, each zone consists of several stations. Every station is controlled by its own
PLC S7-300.

Figure 1. Real production line.

The family of S7-300 controllers consists of a series of PLCs. These controllers cover
a wide range of requirements from simple to very complex. Even though these drivers
differ in size and overall capabilities, they are equally similar in operating characteristics,
data structure, addressing, memory organization, instruction sets, and programming
languages [47]. The products of the processor family, Siemens SIMATIC S7-300, have been
designed for discrete and continuous control in industrial environments such as food and
beverage production, industrial production, and the worldwide chemical industry [48].

The first zone is used for the collection and dosing of discrete materials in part B
by using a Shaker conveyor station, Quality sorting station, and Corn dosing station. A
Filtration station, Mixing station, Reactor station, and Quality-probe station are used in
order to control the heat when mixing the liquids and mixing that is according to the
selected recipe and specific, exact ratios with the specified preparation time in part A. After
the liquids are mixed and the discrete materials are dosed, the production process will
continue in the second zone. In the second zone, the bottles are filled with liquid or discrete
material at the filling (bottling) station. Next, the bottles are closed with a screw cap on the
rotating table. After that, the bottles are transported to the filling position by a conveyor
belt. These bottles are next separated by a pneumatic separator. The bottles can be filled
regardless of the required volume that is specified in the recipe. The bottles that are already
filled are transported by a conveyor belt to the packaging station. In this packaging station,
bottles are placed in crates with a capacity of 2 × 3 bottles by means of a precise, two-axis
automated industrial manipulator. The correctness of the filling of the crate is checked by
using a high-speed camera.
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In the fourth zone, the crates are further transported between the individual stations by
a conveyor belt. This is a modular system with four segments. Each segment has a separate
drive, more specifically, a three-phase AC asynchronous motor. The crates, prepared in
this way, can be further stored in a storage station, where the crates are stored on four
floors of four crates by using a three-axis Cartesian manipulator. Or, additionally, the crates
continue along the conveyor belt in the in/out station. There are two unloading ramps for
storing crates, at hand, for dispensing by using a three-axis pneumatic manipulator with a
pneumatic linear clamp, and an input conveyor for returning empty crates.

The fifth zone is used for unloading bottles from crates by using a biaxial, industrial
manipulator that contains a clamp, which is capable of holding three bottles at once and is
able to transport them from the unpacking station to the Robot station, called the Recycling
station. The Recycling station includes a pump for emptying the liquid contents of the
bottles and a vacuum pump for emptying discrete materials. In this station, bottles are
being opened by using an industrial Robot with six degrees of freedom. After them
being opened, their content is emptied, and then the empty bottles are transported back
to the rotary filler by a conveyor belt. The removed cap is stored in a gravity hopper
for semi-finished products in the third zone, specifically in a distribution station [49].
This distribution station is used for dosing the semi-finished caps. A Buffer station is
used to create stocks and separate semi-finished products in the production process. The
insertion of semi-finished products into the container is detected by an optical sensor,
and its operation is controlled by light barriers that are located in front of and behind the
separator. The light barriers are able to separate one piece of a semi-finished product while
releasing the exit position. The two-axis pneumatic manipulator with a pneumatic chuck
in the handling station sorts two types of semi-finished products according to color, and
then it stores them in the appropriate container [50]. The following Figure 2 shows the
model of the described line, Figure 3 shows the functional overview of production line,
and the individual parts of the production line are listed in Table 2.

Figure 2. Model of production line.
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Table 2. Parts of the production line.

Position Station Controller

1 Unpackaging station PLCS7-314C
2 Bottling station touch panel Touch panel
3 Robot station recycling PLCS7-314C/Port 1200

Robot Drive Unit/Port 10,001
4 Distribution station PLCS7-314C
5 Buffer station PLCS7-314C
6 Handling station PLCS7-314C
7 Bottling station PLCS7-314C
8 Filtration PLCS7-314C
9 Mixing PLCS7-314C
10 Reactor PLCS7-314C
11 Bottling PLCS7-314C
12 Quality control PLCS7-314C
13 Vibration conveyor PLCS7-314C
14 Dosage PLCS7-314C
15 IN/OUT station PLCS7-314C
16 AS/RS station touch panel Touch panel
17 Packaging station Camera PLCS7-314C
18 AS/RS station PLCS7-314C
19 Transport system PLCS7-314C
20 Switch Hub
21 PC Control WIN CC MS Windows
22 PC Control MES MS Windows

By decommissioning a production line by using a DDoS attack, significant costs for
delay can occur in the factory. In addition, the effects of this single attack can cascade
and spread further in the factory if the attacked production line is connected to a larger
production system spread across many production centers [51].
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2.3.1. Ethernet Connections

The components of the production line communicate via the Ethernet network. A
PLC and HMI panels are assigned a static IP address. Their address space is assigned
IPv4 in address class C. PLCs send a message indicating the status of their availability
to the network. This activity runs periodically, and it has been found that a condition
about the availability is also found in other PLC units. Some parts are connected in a
different way, but they are not essential for testing the infrastructure, because they are not
connected to the infrastructure switch. PLC devices had open ports 80, 443, and 8080 web,
23 Telnet, 21 FTP, 111 RPC Bind, 389 LDAP, ports 10001 to 10004, and port 10009. The
Robot’s available ports were: 1200 and 10001, and the Robot used the UDP protocol [52].

2.3.2. Wonderware Manufacturing Execution System (MES) System

A Manufacturing Execution System (MES) is computer systems used in production in
order to monitor and document the production process with the raw materials entering
it up until the processing. In addition, it also uses the production of the desired product.
The MES provides information in order to help manufacturers have a better understanding
of how current production conditions can be optimized to improve the efficiency of the
production process [53]. The main part that was interesting for the experiments is the
Wonderware Historian Server subsystem. This subsystem is a high-performance database
of historized information in real-time. The power is combined with the flexibility of a
Microsoft SQL relational database (MSSQL) with the speed and compression of a true
process historian that integrates the office and manufacturing factory, or any industrial
operation. The Historian Server is designed to collect a wide range of data of full-resolution
and very high-speed traffic data, ensuring that decision-makers at all levels have the
historical information they need to take key productivity initiatives [54]. The Historian
Server offers excellent scalability and it is also possible to configure this server as a single
system for data collection and aggregation. Additionally, the server can be configured as
part of a larger multilevel architecture that offers the ability to implement sophisticated
aggregation and replication systems [55]. A Wonderware Historian Client provides reports,
and it has the ability to publish historical production information in real-time to the
company’s website or intranet site by using the Wonderware Information Server.

Thanks to information derived from the Historian Server, it is possible to quickly
solve problems, to study the potential inefficiency of processes, and to eliminate the time-
consuming process of data localization. Thanks to the Historian client, the delivery and
visualization of this information are easy to implement and deploy. These properties were
used to monitor the effectiveness of the test scenarios. Each attack scenario that generated
alarms was effective. These alarms were detected by the application server at runtime and
were stored as historical data in Wonderware Historian for the host engine. In addition,
events related to alarm, such as “manual intervention,” are stored as historical alarm
data as well [56]. The number of alarms can be stored according to the severity level as
historical data.

If the Wonderware Historian is turned off, or the network connection is lost while
the application is running, the historical data are still stored locally on the computer
that hosts the WinPlatform object. When the node of the Wonderware Historian restarts,
the data are sent from the local node to the low-priority Wonderware Historian node. If
AppEngine loses the connection to the Wonderware Historian node, Wonderware Historian
reports poor-quality data to the user. When an object with attributes configured for
history is released, the Wonderware Historian Server saves the final data points with
poor quality. The operator also has the Wonderware MES/Performance extension, which
provides a software solution for collecting, monitoring, and communicating about the
performance and the efficiency of devices’ information in real-time that are scalable from
machine/device-level information to enterprise KPIs (Key Performance Indicators). The
MES/Performance provides critical information on outage and device efficiency, which
can then take immediate action to improve industry performance and productivity with



Electronics 2021, 10, 381 12 of 31

the most modern operating results. This feature was used to monitor operator intervention
during attack scenarios [57].

2.4. Real Network Environment for Performing DDoS Attacks

The article uses a real production network infrastructure in order to implement DDoS
attacks. This network infrastructure is connected by two TP-Link switches. These switches
connect the production line with the server, IoT devices, and the LAN office subnetwork.
The server is equipped with the operating system server, Windows 2008. This server
contains a MES system, which is used to manage and control production processes. It
contains the subsystem, called Historian, where all historical data about production and
production processes are stored. In order to modernize and closely approach the Industry
4.0 concept, the production line in the network infrastructure was also expanded with IoT
devices. These added IoT devices are designed to protect the production line and processes,
while allowing access from the external WAN network for easy control and informing
operators remotely via mobile applications. With this WAN network approach, there is a
risk of attacks from the external network, making the entire infrastructure, including the
production line, much more vulnerable and also vulnerable to DDoS and DRDoS attacks
directed through IoT devices.

The first IoT device, by which the line was extended, is the IoT thermostat. The role of
the IoT thermostat is to provide remote temperature control in the room where the production
line is located. This device is connected to the network infrastructure wirelessly via Wi-Fi
technology with a maximum data transfer rate reach of 54 Mbps. Another IoT device added
to the network infrastructure is Fibaro. With its IoT sensors, this IoT device has the task of
protecting the production line from a safety point of view against fires and floods, and with
the help of a motion sensor, checking the presence of operators in the workplace.

All devices in the network infrastructure are connected via a LAN cable network,
reaching a data transfer rate of up to 1 Gbps. In the production line, which is part of the
network infrastructure, there are machines that communicate with their PLC device. The
brand of these PLC devices is Siemens S7-300 with type 314. Each PLC device is connected
by a LAN cable to the switch and the machine. The machines are programmed via PLC
devices that control the production process. A part of the test environment is also adding
a computer via a LAN cable, which served as a packet generator for performing DDoS
attacks on the production line and IoT equipment, Figure 4.

Figure 4. A real network infrastructure used in testing.
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3. Results

This chapter describes the experimental attack scenarios used to test the production
line communication and vulnerabilities during production with additional IoT devices in a
common network infrastructure during DDoS and DRDoS attacks, as well as the results
and proposed solutions to best ensure production line operation with IoT devices. The test
facility is based on a real-time production environment. As the production line has been
expanded with IoT devices to enable communication with the Industry 4.0 concept, which
also enables communication via the external WAN environment, it is also more vulnerable
to possible attacks from the external network. Another major disadvantage of the Fibaro
IoT device and thermostat is that these devices are very poorly secured, as has been
demonstrated in recent research on these IoT devices [58]. In order to perform test scenarios
in the form of cyber-attacks, the attacks were led from a single personal computer. The
personal computer attacked the communication of the network infrastructure composed
of IoT devices and the production line in order to test the vulnerability of the production
line. This computer employed the Kali Linux operating system. Kali Linux is equipped
with Hping3 tools. Hping3 tools can work with network protocols TCP, UDP, and ICMP.
The control and operation of packet generation are performed by using commands via
the command line. This tool is intended for security analysts who can use this tool to
scan the entire network infrastructure and identify security vulnerabilities in the network
infrastructure to determine the level of vulnerability risk. In addition, based on the
identified shortcomings, the security analysts design effective security mechanisms that
reduce the risk of vulnerability [59].

3.1. Scenarios

In performed experiments, five types of attack scenarios were implemented. All attack
scenarios were performed with full functionality of the production line and added IoT
devices. The attacks were controlled from both the external internet network and the
internal LAN network. Two types of attacks were carried out. The first type of attack was
DRDoS. It was an indirect type of attack. An attacker sent packets to a nonexistent IoT port
on the device. The IoT device reflected these packets to a spoofed IP address that belonged
to the selected devices or the PLC controller of the production line. The second type of
attack was direct DDoS. An attacker sent packets to individual machines or PLC controllers.
The specific types of attacks were used in individual scenarios such as the ICMP echo flood,
TCP SYN flood, TCP ACK flood, and UDP flood. The sending of the packets was set to the
highest possible speed. The length of these attacks had not been determined. The attacks
lasted until the devices, on which the attack was performed, stopped communicating in the
network. The goal of the attacks was to compromise the production process by flooding
the individual components of the production line, either directly to the components of the
production line or indirectly through IoT devices.

3.1.1. Scenario 1

The first attack scenario was implemented as indirectly reflected DRDoS. As shown
in Figure 5, the attack was carried out from the external internet network from where
the attacker sent ICMP flood packets to the IoT reflectors—Fibaro control unit and smart
thermostat. These devices communicate with an external network for their remote manage-
ment. The attacker routed these ICMP flood packets simultaneously to both IoT devices
on their nonexistent port. These reflectors reflected the received ICMP packets on the
attacker’s spoofed IP address. This spoofed IP address belonged to the devices of the
production line. These were the transport system of the production line and its controller
(called PLC 4). These devices received the reflected packets from the IoT reflectors until
they stopped communicating completely with the network. As shown in Scheme 1, the
transport system on the production line stopped communicating with the network after
20 s, and the PLC 4 controller stopped being active in the network after 25 s. After the
attack, these devices required a restart, which caused a sudden shutdown in production.
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Figure 5. A visual illustration of the scenario 1 attack.

Scheme 1. Scenario 1—communication timeline.

3.1.2. Scenario 2

The second attack was very similar to the first scenario. It was also indirectly reflected
by DRDoS. As shown in Figure 6, the attack was carried out from the external internet
network from where the attacker sent ICMP flood packets to the IoT reflectors—Fibaro
control unit and smart thermostat. This scenario was used to determine whether devices on
the production line were vulnerable regardless of their PLC controllers being attacked, but
directly only on the devices on the production line. Furthermore, this attack determined
how many devices on the production line IoT reflectors can effectively compromise when
reflecting packets. In this second scenario, the attacker also directed these ICMP flood
packets simultaneously to both IoT reflectors to their nonexistent port. These reflectors
reflected the received ICMP packets on the attacker’s spoofed IP address. The Fibaro
control unit and smart thermostat simultaneously reflected the attack packets on three
devices in the production line during the production process, namely on the transport
system, on the RFID reader, and on the camera.
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Figure 6. A visual illustration of the scenario 2 attack.

As can be seen from Scheme 2, devices stopped communicating in the network without
having to attack their PLC controllers. When reflecting attack packets from IoT reflectors,
the RFID reader was the first one to stop communicating in the network after 10 s. The
camera stopped working after 15 s. Finally, the transport system stopped communicating
with the network after 25 s. This number of devices was most effective in reflecting attacks
by the IoT reflectors because the speed of packets reflection by these devices was not
decreased. However, with a larger number of devices, the attack did not occur until a long
time, and therefore, the effectiveness of the attacks was not so effective. After the end of
the attacks, it was not possible to work with the devices on the production line, and so
it was necessary to restart these devices, which resulted in a significant slowdown in the
production process.
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3.1.3. Scenario 3

The production line was also equipped with a Robot, to which the PLC controller
transmits the instructions. The Robot and the PLC controller communicate only with each
other and work on the UDP network protocol. The PLC controller has open port 1200, and
the Robot works with port 10001. The third scenario also describes an indirect reflected
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DRDoS attack, as shown in Figure 7. The attack was carried out from the external internet
network from where the attacker sent UDP flood packets to the IoT reflectors—Fibaro
control unit and smart thermostat. These reflectors reflected the received UDP packets on
the attacker’s spoofed IP address. This spoofed IP address belonged to the production
line devices. It was the PLC controller (PLC 1) that instructed the robot and worked on
port 1200. The IoT Fibaro reflected the attack packets to the spoofed IP address on port
1200 that the PCL controller contained. Another device on the production line was the
Robot. The smart thermostat reflected the attacking UDP packets on the spoofed Robot’s IP
address with port 10001. As can be seen in Scheme 3, the PLC 1 and Robot devices stopped
communicating in the network after 38 s. In this case, only a UDP flood attack on device
ports 1200 and 10001 was able to successfully compromise the Robot and the Robot´s
PLC device. The ICMP and TCP flood attacks were ineffective for these devices. After a
successful UDP flood attack, it was necessary to restart these devices for full functionality.

Figure 7. A visual illustration of the scenario 3 attack.
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3.1.4. Scenario 4

Unlike the previous attack scenarios, there was a direct DDoS attack implemented in
this case. As seen in Figure 8, the attack was performed in the internal network. The attack
was carried out by the attacker generating spoofed IP addresses that sent TCP SYN flood
packets on the internal network. The attacker sent these packets from randomly generated
IP addresses to production line devices, as well as to additional IoT devices. On Scheme 4,
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it can be seen how the devices on the production line and the additional IoT devices stop
communicating in the network. After 11 s of the TCP SYN flood attack, an RFID reader was
the first one to stop communicating with the network. After 13 s of the attack, the camera
on the production line was disabled. After 14 s, the smart thermostat also became inactive
in the network. Then, after 21 s of the attack, the second IoT device, Fibaro control unit,
stopped communicating in the network. The last device that was the subject of the attack
was a transport system on the production line. This device stopped communicating in the
network only after 26 s of the attack. All these devices did not perform any production
processes after the attack, so it was necessary to restart the devices. The same situation
occurred with the additional IoT devices; they stopped communicating with the operator
via a remote application, and the operator had no control over them, so it was not possible
to restart them remotely. The TCP SYN flood attack, from randomly generated sources
launched on the local network, was effective; all attacked devices were out of operation
within 30 s.

Figure 8. A visual illustration of the scenario 4 attack.
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3.1.5. Scenario 5

The last attack scenario shows a direct DDoS attack. As seen in Figure 9, the attack
was carried out from the internal network. In this case, a TCP ACK flood performed the
attack. The target was not defined in the attack and, therefore, the attacks were aimed at a
random victim in the network infrastructure. A camera and IoT device (Fibaro) were used
as accidental victims of the attack. Moreover, during this attack, some of the attack packets
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overflowed through the Office LAN switch into the Office subnetwork. In the secondary
subnetwork of the Office, the overflowing attack packets found a random victim, an Office
printer. As shown by Scheme 5, the TCP ACK flood attack packets found their first victim
only 8 s after the attack was launched. That victim was the camera on the production line,
which stopped communicating in the network after 13 s of the attack. Another accidental
victim of the attack was IoT Fibaro that was attacked by the attacker 12 s after the start
of the TCP ACK flood. After 15 s of attacking IoT Fibaro, the device was unavailable
and did not communicate in the network. After 22 s of launching the attack, the attack
packets overflowed into another subnetwork. The subnetwork was connected via an Office
LAN switch, through which attack packets flowed and directed to an accidental victim,
which was the Office printer. The Office printer was receiving overflowed packets from
the subnetwork for 51 s. After this time, the Office printer stopped communicating in the
network and could not be requested with any kind of request. The TCP ACK flood attack
on the random target thus also affected the device outside the production line.
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3.1.6. The Overview of Attack Scenarios

As Table 3 shows, reflected ICMP flood attacks were performed for the first two
scenarios. These attacks were led by attackers from the external internet network to IoT
devices on nonexistent ports, and they reflected attack packets to a spoofed IP address on
the production line devices in order to compromise the production process. In the third
scenario, a reflected attack from the external internet network was also performed, but it
was based on the UDP protocol because the Robot with the PLC controller communicates
only on this protocol and on specific ports. The Robot used port 10001, and its PLC
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controller used port 1200. In the fourth scenario, a direct attack was carried out from the
internal local network on the devices on the production line and also on the additional
IoT devices. The attack was performed from randomly generated attacker’s IP addresses,
which sent TCP SYN flood attack packets to the devices. The fifth scenario demonstrated
a direct attack from the internal network as well. In this case, a TCP ACK flood was
performed. The TCP ACK flood attacked random targets in the network infrastructure. The
individual attack scenarios have proved that they can do great damage to the production
line together with its IoT devices. The next chapter presents the problems that arose during
the performed attacks during the actual production process.

Table 3. A brief overview of the types of attacks that were used in each scenario.

Scenario Type of Attack Attack

Scenario 1 Reflected (DRDoS) ICMP flood
Scenario 2 Reflected (DRDoS) ICMP flood
Scenario 3 Reflected (DRDoS) UDP flood
Scenario 4 Direct (DDoS) TCP SYN flood
Scenario 5 Direct (DDoS) TCP ACK flood

3.2. Impacts of DDoS and DRDoS Attacks on the Production Process

In the previous chapters, five scenarios of implemented attacks were demonstrated.
The attacks were performed during the full operation of the production process. The goal of
the targeted attacks was to compromise the production process on the production line. The
attack scenarios have clearly shown that production facilities and additional IoT devices
stopped communicating in the network infrastructure and became unmanageable, which
resulted in the following problems:

1. The first serious problem in the production during the attack was the failure to
transport the lid and storing it in the bottle. The carrier stopped in the middle of
the track or did not complete the arm release operation when placing the lid on the
bottle. At the same time, the production process was interrupted, which ensured the
closing of the bottles. The production operators assumed that the occurred error was
of mechanical origin, and error messages on the panels led them to misidentify the
problem. A cap position placer sensor reported an error, as shown in Figure 10. The
cause was the PLC unit of the lid carrier. The PLC, that controlled this operation and
was hit by an attack, stopped working during the lifting of the lid while moving along
the rail in the middle of the track. The operators started to solve the transport arm
and its lubrication quality, as it looked as if the operation of moving along the rail
always got stuck at the same point. The error message led the operators to incorrectly
evaluate the reasons for the failure.

2. RFID readers are used in the production line, where the second problem could
be observed. It was created while reading RFID codes, which can also be seen in
Figure 10. The attack caused the RFID reader at the Robot’s output to incorrectly read
and sort the bottles because the signal to the sorting gate was missing. With this error,
the expected exception occurred on the control panel, and the operators tried to start
the production process by repeating the last step and reloading the data from the
element that was reloaded by the RFID sensor. However, this approach did not lead
to anything, and so the operators reported a hardware problem with the RFID reader.
Each RFID sensor was prone to failure, and its error rate during the attack generated a
large number of different alarms. If the RFID1 reader was hit at the inlet of the bottle
into the production line and a reading timeout occurred, it was possible to observe the
discharge of the wrong type of bottle, and another type of material was filled into an
incompatible package. For example, granulate was dosed into the liquid container or
vice versa. When the RFID2 output did not load the passing bottle, an alarm appeared
that informed about the jamming of the rotary table of the filler. As this situation can
realistically occur, the production operators tried to read the RFID code by manually
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attaching the bottle. In the case of high overflow, this activity was unsuccessful, and
the operators’ assessment was an incorrect reader or an incorrectly set conveyor belt
speed. Additional readers are installed in the recycling station, where the status at
the input and output of the recycling station was incorrectly identified. Sometimes,
the Robot did not run the material recycling action at all, and the contents were not
soaked up, or the bottle did not open. This disrupted the work cycle.

Figure 10. Error report on HMI panel.

3. The third problem arose when controlling the movement of the conveyor belt, where
the PLC control unit ceased to be able to operate the drives. The result was a mal-
function of the conveyor belt. Processed products could not be transported to the
warehouse, and alarms were generated on the production line. The error, generated in
this way, appeared to the operators as a technical failure of some component of the pro-
duction line without a more precise specification. The operators determined that there
was a problem with the power supply to the motors that provided the movement.

4. The camera, which was another element in the production line, was not able to read
QR codes from the transport trolley. As the result, the conveyor belt was flooded with
fully loaded pallets, and therefore, unloading and loading did not take place. The
pallets were still running on the conveyor belt, but it was not until the monitor of
unloading reported an error message, stating that no goods had been delivered in the
last time interval. The operators again reported a hardware problem with the camera.
These operations were usually visible in the MES system, and so the data provided
by the Historian system were examined, where this type of problem manifested itself
visibly on Scheme 6. Again, the operators deduced a hardware problem with the
camera and later with the production line infrastructure. Specifically, the intention
was to replace the switch. After exchanging for the same type after repeating the
experiment, it was able to successfully implement this error again.
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5. The Robot and its PLC were very stable elements of the production line, and because
of this, the result after attacking them was only slightly visible. One of the observed
degradations was slowing the work down or jamming the Robot’s movement. The
Robot and its control PLC failed only in a targeted attack on precisely specified ports
and a defined UDP protocol. After the attack, the Robot stopped in the middle of
the operation, but this moment could have occurred at any time. The Robot’s tools
fell down, the recycling operation stopped, and the Robot stopped while the arm
was moving.

6. The MES system was able to continue to perform the assigned task, but the problem-
atic area was mainly data collection from the production line. In this case, there was
the opportunity to analyze the behavior of the MES system, called Wonderware. The
basic component that is responsible for data collection is the part of the Historian. This
is divided into two sub-systems. The first sub-system takes care of the communication
with the control elements of the production line. The second one is responsible for
processing and writing data to a relational database, in this case—Microsoft SQL.
During the attacks, it was possible to monitor changes in the quality of read data
or their complete outages. These events were then interpreted by the MES system,
and alarms were generated that could confuse production operators. A change in the
quality of the collected data can be understood as their delayed processing, a change
in the data parameters on the MES side of the system. Although the Wonderware
implementation uses an internal protocol to ensure data delivery, the affected infras-
tructure has made it impossible to read real data, so the Historian only generated
empty default data in the periodic cycles. In the case of loading error, it was possible
to observe nonexistent values for the given parameters. Some outages were visible
only with a considerable delay compared to the real state on the production line, as
can be seen in Scheme 7.

7. All listed attack scenarios were later wrongly identified as hardware failures of
individual production line components, or they were assessed as incorrectly entered
production process parameters. The initial analysis of the problem, which relies
only on monitoring the production process, was insufficient and led to incorrect
conclusions. In the further search for failure, the components were randomly selected
and, finally, a system and production line restart was performed. Even the monitoring
of the infrastructure did not lead to the finding that it was an attack from the outside,
as the reflected packets were visible in the network as packets that were generated
by IoT devices. These were identified only with a delay, and also, they were first
evaluated as a hardware error or incorrect configuration. For network monitoring,



Electronics 2021, 10, 381 22 of 31

their behavior showed attributes of delicately used IP addresses or incorrectly set
network parameters.
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The test attacks that were performed had a degrading impact on the production
process. Each attack scenario was initially misidentified and almost always assessed
by an experienced operator as a failure that could be justified by a hardware problem
with the components. Incorrect conclusions cannot be attributed to the operator’s lack
of experience, as the behavior of the production process during attacks appeared to be a
normal operational failure. The monitoring system and the integration of the production
process in the MES system did not reveal the unusual behavior of the production line.
To use an example, all of the carts remained full, and the camera was unable to read QR
codes, which led to production delays. The variability of the problems and the randomness
of time, as demonstrated by the attack scenarios, show that it is possible to marginally
influence the production process without clearly identifying the source of the problems.
This also points to the fact that an attacker does not have to know the infrastructure to be
compromised or to be able to degrade the production process. In addition to the scenario
for the Robot and its PLC, this is generally true as it has been proved in the tests. In
this area, the IoT devices security has been identified as a priority part, which should be
integrated into the production line.

4. Discussion

Using the scenarios and subsequent analyses of the attacks, the behavior of the
production line in terms of communication resilience, and possible threats or disruptions
to the production process, that may occur with the added IoT sensor was discovered.

Proposed Solutions to Mitigate the Effects of DDoS Attacks

In previous chapters, it was clearly shown that DDoS attacks can cause major problems
and huge damage in the network infrastructure and, especially, in the production process.
Based on the findings, it was necessary to design appropriate solutions that prevent or
mitigate the DDoS attacks into the network infrastructure. There was a comprehensive
approach needed to address this issue. It was decided to focus on two possible proposals
that take into account the real deployment of IoT devices in the manufacturing factory,
considering the existing solution, which will not jeopardize the manufacturing process. It
can be assumed that the company is not willing, or it is not possible, to change the existing
operation, either due to the budget or due to the fact that the proposal would jeopardize
the delivery of agreed contracts.
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The first proposal is based on the assumption that the company has a running produc-
tion process and production line that has been operational for a long time, and no change
of infrastructure is possible; however, at the same time there is a need to integrate IoT
devices in order to increase the line quality or efficiency. The second solution is a proposal
on how to change the infrastructure in order to make the integration of IoT devices into the
production process safe.

In the case of an existing production line, it is risky to change the existing infrastruc-
ture that is deployed in the company. This operation can cause unwanted production
interruptions. In such an operation, the risk management takes into account whether the
added value of the IoT devices has a significant impact on the management, or whether
the integration of the device itself does not pose a risk to the production process. A trans-
parent bridge firewall was chosen as the first solution, taking into account the impossibility
of changing the infrastructure. A transparent bridge firewall is a device that allows the
deployment of the protection of added IoT devices and effectively isolates them from the
existing infrastructure. If the communication of IoT devices is known, rules can be defined
that will ensure the communication requirements and all other communication will be
blocked. The protection and the price of the solution itself should not exceed the price
of the IoT device, and for this reason, the use of a mini-computer seems to be a suitable
solution. For simplicity, it was decided to configure such a device with a Raspberry Pi mini-
computer that has two network cards. These cards have been configured for transparent
bridge wiring, Figure 11. The bridge works at the MAC (Ethernet address) level, and the
communication is forwarded between the two cards. It could be said that it is a switch, but
it contains only two ports. The added value is that the bridge connected in this way can
also serve as a firewall. A prerequisite for such an implementation is that both network
cards must support promiscuous mode. This requirement arises from the nature of the
implementation, as the bridge will have to be able to work with other addresses from the
network, and the network communication itself will not be rewritten to the addresses of the
physical cards that are physically present on the mini-computer. The bridge, implemented
in this way, is called transparent, precisely because of this feature that it may not be directly
visible in network traffic. The Linux operating system for ARM Armbian processors was
used. The operating system must have the bridge module enabled. The interesting thing
about this solution is that the bridge itself does not even have to have an assigned IP
address. Usually, this setting is not used, as it is good to have access to the firewall and
possibly make the necessary configuration or monitor the status of the device.
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When implementing and configuring the mini-computer, it is necessary to create rules
for Iptables Table 4.
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Table 4. IPtables firewall configuration.

Rule Description Rule Definition

default rules check established, related

-F FORWARD
-P FORWARD DROP

-A FORWARD -s 0.0.0.0/0.0.0.0 -d 0.0.0.0/0.0.0.0 -m state –state INVALID
-j DROP

enable DHCP UDP packets if needed -A FORWARD -p udp –dport=67:68 –sport=67:68 -J ACCEPT

Limit ICMP -A FORWARD -p icmp -m limit –limit 4/s -j ACCEPT

Rule description Rule definition

Force SYN packets check

-A FORWARD -p tcp ! –syn -m state –state NEW -j DROP
-A FORWARD -p icmp –icmp-type 8 -d 0/0 -m state –state

NEW,ESTABLISHED,RELATED -j ACCEPT
-A FORWARD -p icmp –icmp-type 0 -s 0/0 -m state –state

ESTABLISHED,RELATED -j ACCEPT

Reject spoofed packets

-A FORWARD -s 10.0.0.0/8 -j DROP
-A FORWARD -s 169.254.0.0/16 -j DROP
-A FORWARD -s 172.16.0.0/12 -j DROP

-A FORWARD -s 127.0.0.0/8 -j DROP
-A FORWARD -s 224.0.0.0/4 -j DROP
-A FORWARD -d 224.0.0.0/4 -j DROP
-A FORWARD -s 240.0.0.0/5 -j DROP
-A FORWARD -d 240.0.0.0/5 -j DROP

-A FORWARD -s 0.0.0.0/8 -j DROP
-A FORWARD -d 0.0.0.0/8 -j DROP

-A FORWARD -d 239.255.255.0/24 -j DROP
-A FORWARD -d 255.255.255.255 -j DROP

Stop smurf attacks

-A FORWARD -p icmp -m icmp –icmp-type address-mask-request
-j DROP

-A FORWARD -p icmp -m icmp –icmp-type timestamp-request -j DROP
-A FORWARD -p icmp -m icmp -j DROP

Drop all invalid packets
-A FORWARD -m state –state INVALID -j DROP
-A FORWARD -m state –state INVALID -j DROP
-A FORWARD -m state –state INVALID -j DROP

Block sync flood

-N udp-flood
-A FORWARD -p udp -j udp-flood

-A udp-flood -p udp -m limit –limit 50/s -j RETURN
-A udp-flood -j LOG –log-level 4 –log-prefix ‘UDP-flood: ‘

-A udp-flood -j DROP

Enable other traffic which is
needed—ssh/web

-A FORWARD -p tcp -s 0.0.0.0/0 -d X.X.X.X/32 –dport 80 -j ACCEPT
-A FORWARD -p tcp -s 0.0.0.0/0 -d X.X.X.X/32 –dport 22 -j ACCEPT

When testing the vulnerability, the first tested thing was whether or not the mentioned
attack scenarios will have any impact on the production process at all. Only when the
attacks were seen as observable and manifested was a method of measurement proposed.
The two problems were solved. The first problem was the time when the operation of the
production line device failed, and whether such a manifestation occurred at all. The second
problem was finding out when a device that was under attack, stopped communicating
with the environment, if at all.

The first task seemed to be very simple. It is clear that any cessation of the production
operation is observable and, thus, the basic monitoring system will sooner or later detect a
failure in the affected sector of the production line. It was assumed that in the Historian
system, there would be an observable decrease in the collected data or directly visible
outages of the production process. During the implementation, anomalies that did not
always accurately show the actual state of the production process were encountered, as
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the elements of the infrastructure that ensured data transmission entered the network
communication. The switches that provided the Ethernet network communication were
supplied with the production line. The production line uses several protocols such as
Modbus, which is connected via proxy to the Ethernet converter. The data collection does
not have to run in real-time. In this case, it has been observed that the data, which the
Historian system processes, may be missing. However, if the attention is not focused
directly on the error rate of reading data, it is easily possible that the attack that is taking
place is not clearly observable. In other words, unless it is known that some type of attack
is taking the place, the Historian system is not intended to report erroneously read data,
only in the case if something else is explicitly defined in the system.

Monitoring of production lines is usually performed on the basis of events that
currently take the place. In the case of a production line without Industry 4.0, considering
the fact that all elements of the production line perform a given task, but they do not share
data on the state of the production process with a description of the product life cycle, it
is almost impossible to determine the actual state of the operation. Only the input and
output of each operation can be monitored. What can also be monitored as well is whether
the activity lasts for a defined time or not. If one of these three parameters does not occur,
an alarm is generated, and the indication of an error status is then possible. Only when
this condition is labeled as an error event in the Historian database can it be resolved by
the operator. In the case of Industry 4.0, there are several options to choose from. One of
the choices, in particular, would be the ability to monitor the events generated during the
production process in order to be able to rely on the accuracy of the data. The problem was
solved by defining the time in which the given operation on the production line was to be
performed. Now, it is good to take into consideration that the start of the production or the
treatment of the failure must be removed from the preparation of the times that are used to
set-up these time limits. After defining the duration of the operation and their integration
into the MES system, it was possible to use data from the Historian database and, without
interfering with the production system, to define views at the database level, which will
read data and evaluate the operation times. If it is available and possible to integrate such
a solution into a MES or SCADA system, it is greatly recommended to modify the system.
If this is considered risky, it is possible to make “read-only” access to the database and rely
just on the monitoring system, without the risk of any modifications.

The second part of the problem was to identify when the components of the production
line stopped working. It was decided to first monitor network traffic on one of the PLC
devices. A mini-computer with three network cards was used, and it was configured as a
NetFlow collector alongside a transparent bridge, Figure 12.
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Two network cards are connected in transparent bridge mode, and the third network
card is used for NetFlow traffic, which is sent to the computer. This computer serves as a
NetFlow collector. This way, basic data about network traffic can be obtained even when
the NetFlow version 5 is used. Therefore, it is able to see how the devices communicate.
The production line uses the IPv4 version, so the NetFlow basic parameters are obtained.
These basic parameters are:

• a source IP address
• a destination IP address
• a source port for UDP, TCP, and other protocols of 0
• a destination port for UDP, TCP, and ICMP of type and code, and for others, 0
• an IP protocol
• an IP type of service
• recording date and time
• an amount of data transferred.

In case it is necessary to implement a NetFlow collector for IPtables configurations,
it is important to implement these rules for NetFlow, as the first ones, in order to avoid
the loss of the packets. This will prevent modification of the packets by additional rules.
Next, it was necessary to configure netflow.conf and to specify to which IP address and
port the data will be sent. It is necessary to define the IP address and the version of the
protocol. If possible, the use of NetFlow protocol version 5 is highly recommended. In
Linux distributions, these settings are located in the netflow.conf configuration file. Either
the NetFlow must be enabled in the operating system core, or the ipt_NETFLOW core
module must be enabled. The destination IP address can also be defined as a parameter
when loading the core operating system module. The configured mini-computer was used
to measure and to record packets. The advantage of such a solution is the simplicity and
the accuracy of the measurement and the possibility to monitor how the attack takes place,
with the fact that it is possible to see when the device stops responding and the network
communication visibly decreases. Another advantage would also be that in the existing
infrastructure, it is possible to track individual devices without a high risk of production
line malfunction. The disadvantage of this solution is that each PLC should have its own
mini-computer, which in the case of the presence of a switch, is eliminated. The switch
has the support of the NetFlow, and the network communication can be mapped directly
by using the switch. The second disadvantage of the mini-computer is that there can be a
problem with the attack and a lack of system resources. This can lead to distortion of the
values of the examined network communication. In this case, this phenomenon during
the network communication produced by the infected IoT devices was not encountered.
Another disadvantage may also be the complexity of configuring the mini-computer or
securing multiple network cards on the mini-computer.

After creating a network map of communication of production line components, the
step, where we replaced the switch with a manageable one with support for L2 (switch) and
L3 (router), was proceeded. One problem occurred because the network communication
with default permissions did not work. In this case, however, the reason was easily revealed,
as the data from the NetFlow showed the need to enable multicast UDP communication
that the PCL S-300 needed. As there was a switch with L3 support in hand, where it
was possible to apply firewall settings, it was also possible to make the exact collected
communication rules from the basic collected communication, which limits the LAN
options to the necessary protocols and ports to ensure the maximum security. Basically, the
only communication necessary is allowed, and everything else is forbidden. Therefore, it is
good to see if, for example, some parameters such as the enabled multicast do not pose a
potential security risk.

From the findings, it was possible to create two types of possible solutions. The starting
point is the same for both of them: It is necessary to get to know the communication that
takes place on the production line, and the expansion of IoT devices is also wanted. In
principle, it is quite simple to put the transparent bridge firewall solution ahead of IoT
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devices and allow only the necessary communication in both directions to the WAN. The
IoT device connected in this way, although vulnerable, will not jeopardize the production
process, only if the mini-computer does not have security issues itself. The second solution
is the need to intervene in the infrastructure of the production line, either by configuring a
manageable switch or by replacing the flood switch with a manageable one and applying
the prepared rules. There are rules prepared for the production line in Table 4 that are the
same as for the firewall. These rules are applicable for the configuration of a transparent
firewall, as well as a manageable switch. However, the solution, that uses a switch, cannot
ensure the failure or attack of the IoT device from the WAN network. It can only isolate the
source of problems that may occur at the network level of the LAN production line. The
actual connection of the IoT device to the WAN network can also be handled by similar
rules as it was stated for the transparent bridge, but it can also be handled on devices that
provide a connection to the internet, only if they allow it, however.

As could be seen, the attack can be implemented from the external and, possibly
also, from the local network. The prepared scenarios that were used have proved this
impact. However, the overall impacts still depend on the quality of the integration and
the components used in the production line. On the other hand, it needs to be added that
for some devices, a random attack without the knowledge of the infrastructure would
probably not be as effective as could be observed in Robot attack scenarios. However, the
vulnerability of the production line, which is extended by IoT devices, is clearly possible.
As part of the measures it tried to implement, there were the limits of the mini-computer’s
performance encountered. Specifically, these were the DRDoS attacks. There was a case
where the actual collapse of the transparent bridge firewall was observed. It was assumed
that if there is a need to block DDoS attacks from IPtables, it is very important that the rules
of IPtables are processed fast enough and that their performance is sufficient to prevent
this type of attack. Attacks based on TCP DDoS usually have a high packet rate, and the
device that is supposed to filter these packets could shut down and fail. The system that is
to perform this function must be sufficiently dimensioned, and here comes the question of
the suitability of the mini-computer, whether it is able to handle this function or not. Most
sources report the treatment of DDoS attacks on the INPUT side of IPtables. The problem is
that the INPUT rules are processed after the PREROUTING, and the FORWARD rules and
the INPUT chain rules are applied only after going through the previous two sets of rules.
This can result in a system overload. The first chain that handles packets in IPtables is the
PREROUTING chain, but that one is not possible to use for a configuration of a standard
filter table. However, it is possible to use a mangle table, which is usually used for packet
fragmentation. It is possible to apply almost all rules for this table, as well as for the INPUT
table. For the first solution for a transparent firewall bridge, the FORWARD rules were
used. However, this can be further improved by just changing the PREROUTING rules by
using the mangle table. Both rules for the IoT device worked; considering the performance
of the IoT device, the solutions of both its vulnerability and power with which it can reflect
the packets are satisfactory.

It should be noted that by default, the production line was delivered with two simple
switches that have been replaced by a manageable one. After an analysis, it came to the
conclusion that the switches in the original configuration were a weak point, and the
communication on their ports could be blocked. Therefore, scenarios were repeated that
partially confirmed this. There were two states. In the first one, the ports from which the
attack took a place were blocked. In the second state, the ports on which the attack was
targeted were blocked. Both cases led to a malfunction of the system. When blocking
the ports of the targeted switch, the attack occurred especially when the device was able
to respond to packets. During the tests, the production process in each scenario had to
be restarted because the partial resets of individual systems were not enough to resume
production.

The process of the scenarios was also very remarkable from the point of view of the
production operator, where the problems caused by the attacks were almost never identified
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as a cyber-attack. All conditions and error messages generated by the attacked production
line were known. There was only a problem in eliminating these errors. Documented
procedures did not resolve the error conditions. Production operators considered the
situation to be a new experience. In addition, they stated that, based on the behavior of the
system, they would not be able to detect that this was a security breach. During DRDoS
attacks, although the basic performance monitoring of the network was applied, it was
only after searching for the source that the excessive data flow from the IoT device was
identified; however, it was still not possible to identify the source that generated this traffic.
These problems were finally solved by replacing the switch and turning the NetFlow on,
and expanding the network monitoring of the production line.

From the performed tests, it is possible to recommend providing an IoT device that
is to provide data to another network separately. The solution can be quite simple if
the network infrastructure can be configured. However, if it is impossible, or there is a
concern to change the settings of the production line, as could be seen in this case, it is
possible to extend the communication of IoT devices with a module that provides network
communication, and also, possibly provides data for monitoring network activities.

The recommendations, resulting from the research performed during the introduction
of industrial IoT devices into the production line from the point of view of defense against
DDoS attacks, are mainly:

1. If it is necessary to make the IoT device freely available on the internet, its protection
and isolation must be ensured by appropriate rules, which are defined in the firewall
rules table. The firewall rules must be applied, if necessary, by using the proposed
transparent bridge firewall.

2. Performing analysis, mapping a network communication, and not relying only on
the documentation that comes with the production line, for example, the method of
mapping the network communication, as it was implemented in this study by using
the net flow technique.

3. Restriction of communication rules to what is necessary, if possible, within the pro-
duction line.

4. Ensure that the security systems that are used to protect devices are regularly updated
to address potential security vulnerabilities to ensure the maximum possible removal
of any known vulnerabilities.

5. To include the network monitoring with data from the net flow and possibly detect
any unusual activity during the production process.

6. To specify whether IoT devices must necessarily provide data to the internet, or if it
is possible to use another infrastructure and allow the integration into, for example,
the intranet, where access is conditional like in a VPN connection, thus indirectly
providing access to IoT devices.

The mentioned methodology and tests were applied in a real production process. The
advantage of collected information provides a possibility to analyze the communication
of added IoT devices. Firewall protection against attacks was also applied and it was
discovered to already be running attacks on the IoT device used in the production line.
Feedback from customers and tests in real environments gave us commitment of the
described design.

Testing and analysis of other defense methods against DDoS attacks and their impacts
on the production line are planned as future research. Many of the techniques for detecting,
mitigating, and defending against DDoS attacks listed in Table 1 appear to be suitable
methods applicable to mitigating DDoS attacks on a production line. An example is
the method described in [15] using DNS requests and machine learning, where machine
learning is able to detect reflective attacks, and applying this method to the production line
can increase the resistance of the production line against DDoS attacks.
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5. Conclusions

In this paper, an experimental analysis of the vulnerability of a production line en-
riched with industrial IoT devices during a real DDoS attack was presented. Two different
types of attack were tested—direct DDoS flood attack and DDoS reflective attack. The
experimental analysis highlighted the increase in production line vulnerabilities through
the implementation of modern IoT systems. The tested DDoS attacks caused the production
line to malfunction during its production process, which could potentially endanger the sys-
tem itself and, indirectly, the people who interact with it as well. Finally, the implemented
countermeasures, as well as possible strategies, for protection and mitigation of a DDoS
attack on the production line with integrated industrial IoT devices were summarized.
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